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Abst ract

The BGP Monitoring Protocol (BWMP), as defined in RFC 7854, provides a
means for nonitoring BGP sessions. |In deploynments where a single
device runs nultiple BGP instances sinmultaneously - typically a base

i nstance together with one or nore additional instances, each
identified by an Instance Nane and potentially running in a separate
process with an i ndependent Router-I1D and Autononmous System (AS)
nunber - the existing BWP nmessage format does not allow a Monitoring
Station to distinguish peers or routes belonging to different BGP

i nstances on the sanme nonitored router.

Thi s docunent defines a new BVMP Type-Lengt h-Val ue (TLV) el enent, the
BGP | nstance Nane TLV, that carries the Instance Nane of the BGP

i nstance associated with a given peer or route. Followi ng the TLV
extension framework defined in [I-D.ietf-growbmp-tlv], the new TLV
MAY appear in Peer Up Notification, Peer Down Notification, Route
Monitoring, Statistics Report, and Route Mrroring nessages. The TLV
enables a Monitoring Station to unanbi guously attribute nonitored BGP
information to the correct BGP instance on the nonitored router.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 24 Cctober 2026.
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I nt roduction

The BGP Monitoring Protocol (BWMP) [RFC7854] defines a nmechani sm by
which a nonitored router sends BGP-rel ated state to a BMP Mnitoring
Station. Each nonitored BGP peer is identified on the wire by a Per-
Peer Header that carries fields such as Peer Type, Peer Flags, Peer
Di stingui sher, Peer Address, Peer AS, Peer BGP ID, and a timestanp.

On nodern routing platforns it is increasingly conmon to run

mul tiple, independent BGP instances on the sane physical device. A
typi cal depl oynment conpri ses:
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* One BGP base instance (the default instance traditionally inplied
by [ RFC4271]).

* One or nore additional BGP instances, each identified by a locally
significant |nstance Nane.

I nstances on the same device are strictly isolated: they MAY use
identical or different AS nunbers, MAY have independent Router-IDs,
and are typically inplemented in distinct operating-system processes.
Each instance i ndependently maintains its own set of BGP peers,
address fanmilies, and routing tables. BGP instances and VRFs are
orthogonal concepts: a given BGP instance may itself host nmultiple
VRFs.

When such a device is monitored through a single BMP session (or even
through multiple BVMP sessions nultiplexed to the sanme Monitoring
Station), the BWMP nmessages produced by the different BGP instances
becone indistinguishable. Two peers located in different BGP

i nstances may share the same Peer Address, Peer AS, and Peer BGP | D,
and a given prefix may legitimately appear in nore than one instance
with a different best path. As a result, the Mnitoring Station
cannot correctly attribute state to the originating BGP instance.

Thi s docunent addresses this gap by defining a new TLV el ement - the
BGP Instance Nanme TLV - that carries the Instance Nane of the BGP

i nstance associated with the BMP nessage. The TLV is defined within
the TLV extension framework of [I-D.ietf-grow bnp-tlv], which extends
RFC 7854 to support TLV-encoded optional data across all BMP nessage

types.
Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Ter mi nol ogy

Thi s docunent uses the follow ng terns:

BGP Instance: An independent instantiation of the BGP protocol on a
moni tored router, characterized by its own BGP state machi ne, peer
table, and RIBs. Miltiple BGP instances MAY coexi st on the sane
device and are typically inplenented in separate processes

BGP Base |Instance: The default BGP instance on a nonitored router;
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i.e., the instance historically assuned by inpl ementations of
[ RFC4271] .

Instance Name: A locally significant, adm nistratively assigned
string that uniquely identifies a BGP instance on a nonitored
router. The Instance Name is encoded as a UTF-8 string [ RFC3629].

Moni tored Router: A BMP-speaking device that runs one or nore BGP
i nstances and sends BMP nessages to a Mnitoring Station, as
defined in [ RFC7854].

Monitoring Station: A BMP-receiving entity, as defined in [ RFC7854].

TLV: Type-Length-Val ue el enent, as defined in
[I-D.ietf-growbm-tlv].

Pr obl em St at enent

A nmonitored router running nultiple BGP instances produces BM
messages whose Per-Peer Headers are, taken in isolation, insufficient
to identify the originating BGP instance. Specifically:

*  Two BGP instances on the sane router MAY use the sanme AS nunber.
The Peer AS field of the Per-Peer Header therefore cannot
di sanbi guat e i nstances.

*  Two BGP instances MAY establish peerings with peers that share the
sanme Peer Address (for exanple, when the instances have
over | appi ng address spaces, or sinply by adm nistrative
coi ncidence). The Peer Address field therefore cannot
di sanbi guat e i nstances.

* The Peer Distinguisher field defined in [RFC7854] is used to
express a Route Distinguisher [ RFC4364] or is zero for the gl oba
instance, and is orthogonal to the concept of a BGP instance as
defined in this docunent.

* The Peer Type field enunerates BGP peer kinds (d obal, RD, Local,
Loc-RI B, and extensions such as those in [ RFC9069]) but does not
convey which BGP instance a peer belongs to.

Consequently, when a Monitoring Station receives a Route Monitoring
or Peer Up nessage fromsuch a router, it cannot reliably attribute
the reported information to a specific BGP instance. This is

probl ematic for operations such as per-instance route-table
reconstruction, per-instance policy auditing, and per-instance fault
i sol ation.
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4.

Thi s docunent resolves the ambiguity by tagging BMP nessages with the
I nstance Name of the originating BGP instance.

BGP | nstance Nane TLV

Thi s docunent defines a new TLV, the BGP I nstance Nanme TLV, using the
TLV encodi ng and semantics of [I-D.ietf-growbnp-tlv]. The TLV
carries the Instance Name of the BGP instance with which the

encl osi ng BMP nessage i s associ at ed.

1. TLV For mat
The BGP I nstance Name TLV is encoded as foll ows:

0 1 2 3

01234567890123456789012345678901
T T g S S S S g S
| E| Type = TBD | Length |
I s S T

~ BGP | nstance Nane (variable, UTF-8) ~
B S T i s T S S S R S i ik Tk I I N R S S S i e

Figure 1: BGP I nstance Name TLV

E (1 bit): Enterprise Bit, as defined in [I-D.ietf-growbm-tlv].
MUST be set to O when this | ANA-regi stered Type val ue is used.

Type (15 bits): Set to TBD (to be assigned by | ANA see Section 8).
This value identifies the TLV as a BGP | nstance Name TLV.

Length (2 octets): Length, in octets, of the BGP Instance Name
field. The Length MJUST be non-zero; a Length of 0 is invalid and
the TLV MUST be ignored by the receiver.

BGP Instance Nanme (variable): The Instance Nanme of the BGP instance
associated with the encl osing BMP nessage, encoded as a UTF-8
string [RFC3629]. There is no requirenent to termnate the string
with a null or any other character. The Instance Nane is locally
significant on the nonitored router; no semantics beyond
uni queness on that router are inplied by this docunent.
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Scope and Cardinality

The BGP I nstance Nane TLV describes a property of the BGP peer (and
therefore of the BGP instance) that originates the encl osing BW
message. The TLV is therefore defined to apply at the scope of the
whol e BMP nessage rather than at the scope of an individual NLRI
within a Route Monitoring nessage. |In the terminology of
[I-Dietf-growbnmp-tlv], it is a global TLV ("G Type").

A BMP nessage SHOULD contain at nost one BGP Instance Name TLV. |If a
recei ver encounters nore than one BGP Instance Nanme TLV in the sane
BMP nessage, it MJST use the first occurrence and MJST ignore
subsequent occurrences.

VWhen this docunment is inplenmented, the nonitored router SHOULD
include the BGP I nstance Nane TLV in every BWMP nessage emtted on
behal f of a non-default BGP instance. The nonitored router MAY
include the TLV for nessages originated by the BGP base instance;
when the TLV is onmitted, the Munitoring Station SHOULD treat the
message as originating fromthe BGP base instance.

Applicability to BMP Message Types

The BGP | nstance Nane TLV MAY be carried in the foll owi ng BMP nessage
types:

* Peer Up Notification (Section 4.10 of [RFC7854], using the BW
Peer Up TLVs registry as updated by [ RFC9736]).

* Peer Down Notification (Section 4.9 of [RFC7854], using the TLV
mechani smdefined in [I-D.ietf-grow bnmp-tlv]).

* Route Mnitoring (Section 4.6 of [RFC7854], using the TLV
mechani smdefined in [I-D.ietf-growbnmp-tlv]).

* Statistics Report (Section 4.8 of [RFC7854], using the TLV
mechani smdefined in [I-D.ietf-grow bnmp-tlv]).

* Route Mrroring (Section 4.7 of [RFC7854]).

Thi s docunent does not define the carriage of the BGP I nstance Nane
TLV in Initiation or Term nation nessages. Initiation and

Term nation describe properties of the BVMP session itself rather than
of an individual BGP instance. Future docunents MAY define such
usage if required by new use cases.
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For Route Mnitoring, Statistics Report, Peer Down, and Route
Mrroring nessages, the BGP Instance Nane TLV is encoded in the
optional TLV area defined by [I-D.ietf-growbnp-tlv]. For Peer Up
messages, the TLV is carried in the Peer Up Information TLVs area,
using the registry defined by [ RFC9736].

The BGP | nstance Nane conveyed in Peer Up for a given peer MJST
remain constant for the lifetine of the BMP-nonitored peering
session. A Peer Down Notification for that peer SHOULD carry the
same BGP Instance Name TLV, to allow the Monitoring Station to
correlate the teardown with the correspondi ng Peer Up even in the
presence of nessage reordering or partial state |oss.

Oper ational Considerations

Because a BGP instance is a property of the peer rather than of each
i ndi vidual route, the Instance Nane is, strictly speaking, redundant
once the Mnitoring Station has received the Peer Up nessage for a
peer. Nevertheless, including the BG Instance Name TLV in Route
Monitoring, Statistics Report, and Route Mrroring nessages provides
the follow ng operational benefits:

* Sel f-contai ned nessages: each BMP nessage can be i ndependently
interpreted without relying on prior state, which sinplifies
Monitoring Station inplenentations that do not maintain a conplete
peer cache.

* Robustness to state loss: a Monitoring Station that restarts, or
that connects to the nonitored router md-session, can stil
correctly attribute nmessages to their BGP instance.

* Correl ation across sessions: when a single Mnitoring Station
aggregates data frommultiple BMP sessions or multiple routers,
per-nessage i nstance tagging sinplifies downstream processi ng.

I mpl ement ati ons SHOULD meke the inclusion of the BGP I nstance Nane
TLV in high-volume nessage types (notably Route Mnitoring)
configurable, so that operators may trade off per-nessage self-
cont ai nment agai nst the additional bandw dth and processing overhead
i nposed by repeated | nstance Nanes.

The I ength of the Instance Nanme is bounded only by the BMP nessage

frami ng. Operators SHOULD choose short, stable Instance Nanes to
limt per-nmessage overhead.
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Backward Conmpatibility

A Monitoring Station that does not inplenent this extension wll
treat the BGP I nstance Nane TLV as an unknown TLV. Per
[I-D.ietf-growbm-tlv], unknown TLVs are silently ignored; |egacy
Monitoring Stations therefore remain interoperable with nonitored
routers that enmit the new TLV.

In m xed depl oynents where | egacy Mnitoring Stations are present,
operators SHOULD ensure that BGP instance disanbiguation is achieved
by some other neans (for exanple, by using separate BMP sessions per
BGP i nstance, or by arranging that peer addresses are uni que across
i nstances) .

A Monitoring Station that inplenments this extension but receives BWP
messages froma |l egacy nonitored router - i.e., a router that does
not emt the BGP Instance Nane TLV - SHOULD treat such nessages as
originating fromthe BGP base instance.

Security Considerations

Thi s docunent defines a new TLV for use within BWMP nessages and does
not alter the underlying BMP transport, authentication, or

aut hori zation nodel. The security considerations of [RFC7854] and
[I-D.ietf-growbnp-tlv] therefore apply unchanged.

The BGP Instance Nane is adm nistratively assigned on the nonitored
router and may reveal information about the internal structure of the
operator’s network (for exanple, the existence and nam ng of tenant-
specific or service-specific BGP instances). Operators who regard

I nstance Names as sensitive SHOULD ensure that BMP sessions are
carried over a confidential and integrity-protected transport, as
recomrended by [ RFC7854].

A m sbehaving or conprom sed nonitored router could enmt forged or
nm sl eadi ng BGP I nstance Name TLVs. Mnitoring Stations SHOULD NOT
take policy or control actions based solely on the value of the BGP
I nstance Nane w thout additional authentication of the nonitored
router.

I ANA Consi derati ons
Thi s docunment requests that | ANA all ocate one new code point in each

of the follow ng registries under the "BGP Mnitoring Protocol (BM)
Par amet ers” registry group, referring to this docunent.
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8.1. BMP Peer Up and Peer Down TLVs Registry

IANA is requested to allocate a new code point in the "BMP Peer Up
and Peer Down TLVs" registry (as defined by [I-D.ietf-growbnm-tlv],
updati ng [ RFC9736]):

[ el ety ey
| Value | Description | Reference |
[ el el e sl
| TBD | BGP Instance Name | This docunent |
+------- I i I I R I i +

Table 1: BMP Peer Up and Peer Down TLVs
Al l ocation

8.2. BMP Route Monitoring TLVs Registry

I ANA is requested to allocate a new code point in the "BMP Route
Monitoring TLVS" registry (as defined by [I-D.ietf-growbm-tlv]):

B ool ooty e s sty
| Value | Description | Reference |
[ gttty el ple g —p—————
| TBD | BGP Instance Name | This docunment |
+----- - I I I R I I T +

Table 2: BMP Route Munitoring TLVs All ocation
8.3. BMP Statistics TLVs Registry

IANA is requested to allocate a new code point in the "BWMP Statistics
TLVs" registry (as defined by [I-D.ietf-growbmp-tlv]):

[ Rl s el el
| Value | Description | Reference |
[ el e e s
| TBD | BGP Instance Name | This docunent |
+------- F- - e m - - - i +

Table 3: BWMP Statistics TLVs Allocation
8.4. BMP Route Mrroring TLVs Registry

I ANA is requested to allocate a new code point in the "BMP Route
Mrroring TLVS" registry [RFC7854]:
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[ el ety ey
| Value | Description | Reference |
[ el el e sl
| TBD | BGP Instance Name | This docunent |
+------- I T I i i I I ] +

Table 4: BWMP Route Mrroring TLVs All ocation

It is RECOVWENDED that | ANA assign the sane nuneric code point across
all of the above registries, for consistency of inplenentation. The
Value field for each allocation is defined in Section 4 of this
docunent .
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