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Abst ract

A Network Digital Twin (NDT) provides a network emrul ati on tool usable
for different purposes such as scenario planning, inmpact analysis,
and change managenent. Agentic Al enabl es dynam c goal -driven
execution and adaptive behavi or and cl osed-| oop autononmy. By
integrating a Network Digital Twin into network managenent together
with the Agentic Al, it allows the network managenent activities to
take user intent or service requirements as input, automatically
assess, nodel, and refine optim zation strategies under realistic
conditions but in a risk-free environnent. Such environnment that
operates to neet these types of requirenents is said to have Al
driven Network Operations.

Al driven Network Operations brings together existing technol ogies
such as Agentic Al and Network Digital Twin which may be seen as the
use of a tool box of existing conponents enhanced with a few new

el ement s.

Thi s document describes an architecture for Al driven network
operations and shows how t hese components work together with network
digital twin and Agentic Al capabilities. 1t provides a cookbook of
exi sting technologies to satisfy the architecture and realize intent-
based network managenent to neet the needs of the network service.
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This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Network Managenent
mailing list (nnrg@rtf.org), which is archived at

https://mailarchive.ietf.org/arch/browse/nnrg.

Source for this draft and an issue tracker can be found at
https://github. com Q uf angMa/ Agent -architecture.
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Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.



Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any

tine.
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I ntroduction

Wth the rapid expansion of network scal e and the increasing demands
on these networks, significant chall enges arise with keeping device
configurations consistent with the needs of services and rapidly
adapting the network at scale. The intent based nmanagenent has been
first introduced in [RFC9315] to address these chal |l enges and
necessitate of continuous network reconfiguration to better adapt to
ever - changi ng service requirenents.

Si nce network changes are directly related to service operations, any
successful change needs to not only ensure that new services are
provi sioned snmoothly, but also that existing services are not

af fected and that no problens are introduced with the new
configurations. On one hand, these changes might still require
manual operation or iterative input fromnetwork Operators to provide
operati onal guidance and informati on about the goals, purposes, and
service instances that the network is to serve and refine the intent.
On the other hand, pre-programmed autonmation scripts or policy

tenpl ates may not be sufficient to realize the intent. Network
operators are, therefore, increasingly cautious about maki ng network
changes. For exanple, they need to review the solution design as
wel|l as evaluate all change inpacts, before making any change. Then,
after the change, they need to performdialing tests, nonitor
traffic, and nmanually check table entries.

The Network Digital Twin (NDT)
[I-Dirtf-nnrg-network-digital-tw n-arch] provides Network operators
with a safe sandbox for testing conplex configuration changes,
software updates, or new protocols before they are deployed in
production so that the risk of accidental outages or service

di sruptions can be greatly reduced.

In addition, Agentic Al introduces disruptive paradigmto the network
managenent whi ch

* Allows declarative intent interpretation and refinement with
mul ti-step task managenent,

* Enabl es dynam c goal -driven execution and adapti ve behavi or
i nstead of stepwi se static instruction,

* And enabl es cl osed-| oop autonony across |ayer or across donain
i nstead of deterministic closed-1oop autonation.

Integrating a Network Digital Twin into network managenent together
with Agentic Al, it allows network managenent activities to
dynanmi cal | y adapt to custoner needs, network changes, as well as to
automatically assess, nodel, and refine optimzation strategi es under
realistic conditions but in a risk-free environnent. An environnent
that operates to nmeet these types of requirenments is said to have Al
driven network operations.



Al Driven network operations provide the follow ng capabilities to
applications by coordinating the conponents that operate and nanage
t he networ k:

* Service intent and service assurance work together to ensure that
the network change or network optim zation aligns w th business
goal s and that the services provided neet the agreed-upon Service
Level Agreenments (SLAs).

* Provide network capacity planning and ensure that the network has
sufficient capacity , resources, and infrastructure to neet
current and future denmands.

* Provide simulation on fault scenarios, fornulate recovery pl ans,
and verify whether the plans are applicable and effective so that
the service will not be affected during disaster recovery drill.

* Support fault and risk detection and provide network health check
and network risk check.

*  Mbdel the network configuration change and use a virtual topol ogy
model to test network changes and assess the effect of the network
configuration changes on the network.

* Mbdel the protocol operations and interactions anbng devices in
the network and sinulate specific networking protocols such as IS
IS, OSPF, BGP, SR etc to understand how t hey perform under
different conditions.

* Mbdel traffic flow across the network, including traffic
generation, flow control, routing, and congestion control and
evaluate traffic’'s inpact on network perfornance.

* Support generation of repair solutions for potential network risks
and provide verification on the repair solution in seconds,
including | oop, address conflict, and security policy conflict.

* NMbdel the perfornmance characteristics of each flow according to
traffic conditions change by using a virtual topology in order to
under stand which flows and network portions can be potentially
af fected by performance degradation and act to prevent it

Thi s docunment describes an architecture for Al Driven network
operations, show ng how these conponents work together with network
digital and Al capabilities. It provides a cookbook of existing
technol ogies to satisfy the architecture and realize intent-based
networ king to nmeet the needs of applications.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The docunent uses the follow ng definitions and acronyns defined in
[1-D.irtf-nnrg-network-digital-tw n-arch]

* Network Digital Twin (NDT)
* Artificial Intelligence (Al)

The foll owing acronyns are used throughout this docunent:



* Cenerative Artificial Intelligence (Gen-Al)

* Large Language Model (LLM

* Retrieval - Augnented CGeneration (RAG

* Agentic Al [I-D. hong-nnrg-agenticai-ps]

* Renote Code Execution (RCE)

Besi des, this docunent defines the follow ng term nol ogy:

Network Al Agent: Network Al Agent is an autonompus systemor entity
wi th awareness of its environnent, capable of conducting analysis,
maki ng deci sions, and executing actions with specific intent based
on its know edge representation to achieve a set of service goals
[TMF-1251D0]. |In addition, it is able of planning the tasks and
deconpose the tasks into several sub-tasks and coordinate with
Task agent for these sub-tasks.

Task Al Agent: Task Al Agent is responsible for coordinating with
Network Al Agent in the Hybrid Agent System and executing specific
task assigned by Network Al Agent.

Autonony: The ability to operate under uncertainty and adapt to
changi ng obj ectives w thout explicit external intervention

3. Introduction of Concepts
3.1. Cenerative Al and Agentic Al

The integration of Al into network operations has marked a
significant leap forward in the pursuit of network automati on and
intelligence, while generative Al further enhances the role of Al
driven network operations and nanagenent. Generative Al is a
subfield of Al that uses generative npodels such as Large Language
Model s (LLMs) to generate new and original content such as text,

i mges, videos, or other forns of data with the capability to adapt
and nake decisions to achieve specific goals.

Agentic Al refers to the broader category of Al systens that exhibit
"agency"—the ability to act independently and iteratively to perform
tasks wi thout constant human pronpting [I-D. hong-nnrg-agenticai-ps].
In the context of network operations and managenent, Network Al
agents are increasingly being designed to interact with physica
worl d and act upon it based on tool s [ Googl e- Agent s- Wi t epaper] and
perform network managenent tasks such as understandi ng user intent,
generati ng network configurations, diagnhosing and resol ving network
incidents [I-D.ietf-nmop-network-incident-yang]. Meanwhile, other
SDCs also try to define terns related to Network Al agent in the
context of network operations and rmanagenent, e.g., TM Forum defi nes
Aut ononobus Agent in [TM-1251D] as one of AN (Aut ononmous Networ k)
Ter mi nol ogi es.

3.2. Network Digital Twin

The Network Digital Twin is a digital representation that is used in
the context of network. The concept and architecture of the Network
Digital Twin are specified in
[I-Dirtf-nnrg-network-digital-twin-arch]. Three core functiona
component s which includes Data Repository conponent, a Service
Mappi ng Model s conmponent, and an NDT Managenent conponent are

i ntroduced to characterize the Network Digital Twin and its reference
architecture.

The Network Digital Twin is widely recognized to be useful as an



advanced platformfor network emul ati on, serving as a tool for
scenari o planning, inpact analysis, and change managenent. By
delivering applications requests to the Network Digital Tw n through
standardi zed interfaces (see Section 9.4 of
[I-Dirtf-nnrg-network-digital-twin-arch]), the Network Digital Twin
exposes the various capabilities to network applications.

Characteristics of Al driven Network Operations

Al OPS was first defined by Gartner in 2016, conmbining "artificia
intelligence" and "I T operations" to describe the application of Al
and machine learning to enhance I T operations. However there is no
unified definition for characteristic of "Al driven network
operations” within the networking industry. Referring to the
characteristics of AIOPS in IT field and the characteristics of
networking itself, this document introduces six key elenents (i.e.,
awar eness, decision, analysis, execution, intent and know edge) to
characterize the Al driven network operation and its use, as shown in
Figure 1. They together forma cl ose-loop of network operation and
managenent .
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Figure 1: Six Key Elements to Characterize Al driven network
operati on

* Intent: Intent is defined as a set of operational goals and
out cones defined in a declarative manner w thout specifying how
to achieve or inplenent themin [RFC9315]. The Network Al
Agent nust accurately interpret and understand the user’s high-
| evel business or operational objectives, this involves
transl ating declarative requirenments into specific network
instructions, e.g., configurations.

* Know edge: The Network Al agent relies on a know edge base that
i ncludes network policies, historical data, expert experience,
extra-system experience (updates to LLMs/their inplied

‘know edge bases’ ) and Manual ly or semi-manual ly entered
know edge, e.g., new equi pment spec sheets, best practices in
product manual. The know edge is used to informits analysis,
deci si on- naki ng, and execution processes. Over tine, the
Net wor k Al agent can expand its know edge through machi ne
| earni ng, incorporating new data and experiences to inprove its
performance. For exanple, it |earns which configurations are
optimal for specific scenarios or how to respond nost
effectively to particular types of network incidents
[1-D.ietf-nnmop-network-incident-yang].

* Analysis: The Network Al agent continuously anal yzes vast anounts
of network data from various sources, including network
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telemetry [ RFC9232] and external feeds, and identify the gap
bet ween user intent and the existing network status. By
integrating Network digital twn
[I-Dirtf-nmrg-network-digital-twi n-arch] with Network Al agent
and | everagi ng machi ne | earning and other data anal ytics
techniques, it also identifies network fault, problem

i ncident, anomaly and performdata driven intelligent analysis
such as service inpact analysis, and so on. Their distinction
is further discussed in [I-D.ietf-nnop-term nol ogy].

* Decision: Based on the intent and network analysis, Al makes
i nformed decisions. By integrating network digital twn
[I-Dirtf-nnrg-network-digital-twin-arch] and Al, the
intelligence decisions naking can be realized. These decisions
coul d involve dynam cal ly adjusting network paraneters, e.g.
rerouting traffic to avoid congestion. The deci sion-nmaking
process is driven by predefined policies, real-tine data
anal ysis, and Al nodels (e.g., LLMs) that enable the Network Al
agent to choose the best course of action to neet the specified
intent. Network Al agent may also verify the correctness of
t he deci si on outcone by perform ng sone network sinulation or
val i dati on process.

*  Awar eness: Awareness is achieved through real-tine nonitoring and
data collection. The Network Al agent maintains a
conprehensive visibility of the network, enabling it to nake
cont ext-aware deci sions. Network operators can al so use the
awar eness understand the exact cause of specific network issues
and achi eve cl osed-1 oop deci si on- nmaki ng.

* Execution: Once a decision is nade, the Network Al agent executes
the necessary actions to inplenment it. This could involve,
e.g., sending configuration to network controllers or network
devi ces through NETCONF/ RESTCONF protocols. The execution is
carried out in a controlled and preci se nanner to ensure that
the network behaves as intended wi thout causing disruptions.
The Network Al agent also verifies that the executed actions
have the desired effect and nakes the proper adjustnents if
needed.

Architecture Design
1. Overall Architecture

Figure 2 provides the overall architecture for integrating Network
Digital Twin and Network Al Agent System The conponents and
functional interfaces are discussed in Section 5.2 and Section 5. 3,
respectively. The use cases described in Section 9 show how

di fferent conponents are used selectively to provide different
services. It is inportant to understand that the rel ationshi ps and
i nterfaces shown between conponents in this figure are illustrative
of sonme of the conmon or likely interactions; however, this figure
does not preclude other interfaces and rel ati onshi ps as necessary to
realize specific functionality.

_______________________________________________________________________ +

| Net wor k Applications |
- + - + - + |

| App 1 | | App 2 | | App n | I

B S, + B S, + B S, + |
_________________________ L B

| Intent
------------------------- o o o e e eeea- -

| | Hybrid Agent System | | | Agent Fabric
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Figure 2: An Architecture for Integrating Network Al Agent with
Network Digital Twn

5.2. Functional Conponents

Thi s section describes the functional conponents shown as boxes in
Figure 2. The interactions between those conponents, the functiona
interfaces, are described in Section 5. 3.

5.2.1. Network Applications

Various network applications at the service |level can effectively run
over a Al driven Network operation platformto inplenent either
conventional or innovative network operations, with | ow cost and |ess
service inpact on real networks

A network application may be a software tool that a user uses to make
requests to the network to set up specific services such as end-to-
end connections or schedul ed bandw dth reservations or NOC
Application /Service Al Agent Application that is responsible for

nmoni toring, managi ng, and mai ntai ning the health, performance, and
avai lability of conpl ex networks.

Net wor k applicati ons make requests that need to be addressed by the
Al driven network. Such requests are exchanged t hrough a northbound
intent interface (e.g., Restful API, Natural Language Progranm ng
Interface(NLPl), A2A, A2A-T), so that they can be applied by Hybrid
Agent System at the appropriate twin instance(s).

5.2.2. Autononpus Domain

An autononpus donmain is a self-governing network that integrates NDT
and Al driven capabilities to achi eve autononous network nanagement.
It conprises the follow ng sub-conmponents.

5.2.2.1. Hybrid Agent System

Hybrid agent systemacts as the smart brain of the Autononous Donain,
which is responsible for conducting Al-based anal ysis and naki ng
deci si ons regardi ng network managenment operations. It usually
comprises a Network Al Agent and nultiple task agents or function



modul es (e.g., Agent skills, network managenment functional APlIs or

tools). It is worth nentioning that function nodul es could be the
functions and services of existing network managenent systens, it
offers a set of APIs and tools that can be consuned by agents. In

some sinplified scenarios, the systemnay consist of only one single
Al Agent equi pped with multiple function nodules, e.g., skills and
tool sets that integrates both network-1evel coordination and task-
speci fic execution.

The Network Al Agent may coordinate cross-task-agent coll aboration,
aligns tasks with user intent, and supervises the execution of each
task agent or function nmodule. And task agents and function nodul es
are designed to performspecific functionalities, they could be
scenario-oriented and classified according to the function they
perform The hybrid agent system can adapt to new circunstances

t hrough access to evol ving know edge and reasoni ng, planning. It

| everages the inference of LLM the sinmulation of Network Digita
Twi n, and the contextual and domai n-specific know edge provided by
Know edge Base to acconplish specific network operation task.

5.2.2.2. Agent Fabric

The Agent fabric, which serves as a central managenent hub, provides
essential services for the Hybrid Agent System includi ng agent

regi stration/di scovery, authentication, observability, and know edge
base.

5.2.2.2.1. Registration

Al Agents need to first discover each other and understand their
capabilities to collaborate. Agent Registration manages the process
by whi ch new agents could join the system naking them di scoverable
and available. It supports the unified registration of all Al agents
wi thin the autononmous donain, including those residing on network
devi ces. Each Agent instance subnits its own netadata information
including URI, supported authentication methods, and capabilities to
the Agent Registry. And the consuner Agent (e.g., the Network Al
Agent or task agent) could query or subscribe to the Agent Registry
to find appropriate Agents for task execution

Agent skills [Agent-skills], introduced by Anthropic, provides a new
way for Agents to inprove how they perform specific tasks through
folds that include instructions, scripts, and resources that are only
| oaded when needed. Skills are folds containing a "skill.md" file,
Regi stration conponent may al so work as a skill hub that enables
Agents to query directories for required skills.

[ A2A] i npl ements Agent Registration by providing the Agent Card
mechanismto ensure Agents fromdifferent vendors can register and
di scover other Agents they need.

5.2.2.2.2. Security & Trust

The security component enforces trusted inter-Agent communication by
verifying the identity of Al Agents and enforcing security policies
throughout their interaction. It provides unified security
functionalities for all Al Agents within the autononous donain,

i ncluding those residing on network devices. Sone existing

aut henti cati on met hods such as QAuth 2.0, allow to issue each Al
Agent its own authentication credentials to establish trusted
communi cat i on.

St andardi zed protocols |ike TLS (Transport Level Security) could be
| everaged to protect sensitive data exchanged between Al Agents.

It is also worth noting that once authenticated, authorization



defines the specific tools and data an agent can access, which often

using a Least Privilege access control method. It is also
recomended to | og every Agent decision and tooling call to maintain
audit trail

5.2.2.3. (Observability

Qobservability conponent provides unified nonitoring capabilities for
all Al agents within the autononous donmai n and enabl es network
operators to gain deep insights into Agent behaviors.

OpenTel emetry(OTel ) has energed as a vendor-neutral approach for Al
Agent observability. It provides a consistent instrunentation |ayer,
semanti c conventions, and tel enetry export nechani sns, ensuring
end-to-end visibility across network Al agents, task Al agents, LLM
i nference, and tool/skill executions.

By | everagi ng Semantic Conventions for GenAl [Orlel-gen-ai], the
systemunifies the collection of LLMinference netadata, token
consunption, reasoning processes, and skill invocation events, etc.
Thi s all ows conprehensive tracki ng of agent runtinme status, cross-
conmponent interaction flows, and abnornal behaviors in both nmulti-
agent col |l aboration scenarios and sinplified single-agent depl oynments
with integrated nultiple skills and tools.

5.2.2.3.1. Know edge Base

The Know edge Base serves as a crucial repository of information
within the architecture. It enables the injection of expert

know edge and chain of thoughts, provides the necessary know edge and
menory that hel ps Agents nake nore accurate and practive context-
aware decisions. It also helps mtigate the hallucination problens
that can arise in |arge-scal e nodels, which enhances the accuracy of
task execution. Additionally, the Know edge Base plays a key role in
provi ding the data needed for techniques |ike Retrieval - Augnent ed
Generation (RAG, which further boosts the systemis ability to
generate reliable and rel evant out puts.

In case of coupling MCP [ MCP] with the network nanagenent system the
new knowl edge al so can be used to support nodification of the
currently operating automati on C osed Loop, such as: - Choice of
tools (data, analytics, algorithns/decision processes, closed |oops)
- Ochestration of tools

5.2.2.4. Network Digital Twin

A Network Digital Twin provides an enhanced and optim zed solution in
the face of increasing network and business types, scale, and
complexity. It simulates the behavior, performance, and
characteristics of the actual network, which could help in validation
and testing scenarios, analyzing and predicting netwrk behavior

wi thout affecting the real physical network.

As described in Section 7 of
[I-Dirtf-nnrg-network-digital-twin-arch], the core functiona
conponents of an Network Digital Twin includes Data Repository,

Servi ce Mapping Mddel s, and a Network Digital Twi n Managenent
conmponent. The Network Digital Twin collects the real-tine
operational and instrunentation data from network through the
appropriate real network-facing input interfaces, and it delivers NDT
services through appropriate application-facing output interfaces,
which is the interfaces to Network Al Agent(s) in Figure 2

5.2.2.5. Physical Network

This is the actual hardware and infrastructure that makes up the



net wor k, which includes a set of network devices and wiring. 1In a
physi cal network, Network Elenents (NEs) with Li ghtwei ght Al
[I-Dirtf-nnrg-ai-challenges] or Al Agent nay al so achi eve sone | oca
close |l oop without relying on human intervention. It is also
possi bl e for Lightweight Al or Al Agent to coordinate with other Al
Agent (s) to enhance the automation and efficiency of network
operations. The Network Lightweight Al nodels could be trained,
val i dat ed, depl oyed, and executed on Network El ements, and further
refined (e.g., nodel re-training) through nonitoring and conti nuous
optinization based on feedback from LLM

5.3. Functional Interfaces

This section describes the interfaces between functional conponents
that mght be externalized in an inplenentation allow ng the
conmponents to be distributed across platforns. Were existing
protocol s night provide all or nbst of the necessary capabilities,
they are noted.

As noted in Section 5.1, it is inportant to understand that the

rel ati onshi ps and interfaces shown between conponents in Figure 2 are
illustrative of some of the common or |ikely interactions; however,
this figure and the descriptions in the subsections bel ow do not
preclude other interfaces and rel ati onshi ps as necessary to realize
specific functionality. Thus, some of the interfaces described bel ow
m ght not be visible as specific relationships in Figure 2, but they
can neverthel ess exi st.

5.3.1. Human Oversight (Human on the Loop)

The architecture all ows human experts to nonitor, guide, approve, or
intervene in the Al driven network operations. Hunman nmay provide
gui dance and neke critical decisions when necessary. By involving
human in the process, the architecture can |l everage their insights
and experience, ensuring Al actions align with organizational goals.

Human on the loop is also hel pful to provide a safeguard for conpl ex
or sensitive decisions, where human judgenent is essential to avoid
potential errors or ethical dilemmas.

This typically uses natural |anguage as the primary node of
interaction, a chat platformthat allows for conversationa
interaction with Al Agents can be | everaged. In sone scenari os,
operators may use structured format for strategy injection via
wor kfl ows. Protocols |ike A2A [ A2A], and RESTful APl can be

| ever aged.

5.3.2. Application to Network Al Agent Interface (Intent based
Management )

I ntent based Network Managenent hel ps in delivering application
requests to the Al Driven network operation platformand exposing the
various platformcapabilities to network applications.

St andar di zed protocols and interfaces facilitate snmooth comunication
bet ween applications and Al driven network operation platform and
ensures different systens fromvarious vendors can work together

seam essly. The interfaces between Network applications and Network
Al Agent can adopt |Gl453 Agent to Agent Protocol for Tel econms (A2A-
T) [A2A-T] specified by TM Forum

5.3.3. Network Al Agent to Task Al Agent Interface (Single Autononous
Domai n)

This interface governs the coordinati on and task del egation wthin
the Hybrid Agent System of a single Autononous Domai n. The Network



Al Agent, acting as the principal coordinator, uses this interface to
deconpose high-level goals into specific tasks and assign themto
speci al i zed Task Agents (e.g., for configuration generation or fault
diagnosis). It facilitates conmunication for task assignnent,
progress nonitoring, and result aggregation. This coordination can
be inplemented using protocols like [ A2A-T].

5.3.4. Network Al Agent to Network Al Agent Interface (Cross Autononous
Domai n)

This interface enables collaboration and i nformati on exchange between
Net work Al Agents residing in different Autononmous Domamins. It is
essential for scenarios requiring end-to-end service assurance or
coordi nated optim zation across nmulti-domain networks. Through this
interface, Network Al Agents can negotiate resource allocation, share
summari zed dommi n-specific insights (while preserving det ai

i solation for privacy and scalability), and coordinate actions to
fulfill cross-donmain objectives. Standardized protocols like A2A-T

[ A2A-T], designed for agent interoperability in tel ecomrunication
area, are candi date technologies for inplenenting this cross-domain
interface, ensuring secure and reliable interaction between

aut ononous systenms fromdifferent adm nistrative donains

5.3.5. Hybrid Agent Systemto Agent Fabric Interface (Agent Lifecycle
Management )

The interface between Hybrid Agent System and Agent Fabric serves as
t he managenent bri dge which enconpasses a set of services designhed to
manage the lifecycle of Al agents, and collaborative capabilities of
Al Agents such as Registration, Security and Trust, Cbservability.

* Registration Registration handl es Agent onboarding, lifecycle
tracking (e.g., heartbeat nonitoring, status updates), and
capability-based Agent discovery. Interfaces |ike RESTful APIs
with structural schema for Al Agents netadata description could be
| everaged. Protocols like A2A [ A2A] Agent card mechani sm may al so
be used to ensure interoperability anong different Agent vendors.
It is also worth noting that nessage queue nechani sns such as
Kaf ka could al so be a candidate interface for asynchronous
communi cati ons for agent registration and di scovery. This
interface al so supports skill managenent, including skill query,
| oadi ng, unl oadi ng, and version control, enabling agents to
dynanmical ly obtain and use skills provided by the Registration
conponent .

* Security and Trust Security and Trust ensures trusted inter-Agent
conmuni cation by verifying the identity of Al Agents and enforcing
security policies throughout their interaction. Protocols |ike
Transport Layer Security (TLS) could be | everaged for in-transit
data Protection. Wile QAuth 2.0 and Openl D Connect are
increasingly used to authenticate Al Agents.

* (bservability The observability conponent enabl es the network

operators to gain deep insights of agent behaviors. It collects
audit logs, netrics and traces of each agent and provides
visibility of task process. In addition, to nake the behavi or of

Hybrid Agent System declarative and traceable, it is essential to
have the capability to distinguish whether an operation action is
taken by agents automatically or by human operators. For exanple,
in the fault managenment scenarios that need on-site repairing, the
demarcation and | ocating task could be acconplished by agents, and
the repair solution inplenentation and verification task is
acconpl i shed by human operators, maybe with the hel p of
intelligent copilot. The traceable |ogs are essential for both
clarifying the duty boundary between agents and human operators,
and al so for evaluating the effectiveness of the agentic system



The interface between Al Agent and Know edge Base is specified in
Section 5.3.7.

5.3.6. Hybrid Agent Systemto Network Digital Twin Interface

The interface between Hybrid Agent System and Network Digital Twn
are the application-facing interface as defined in
[I-Dirtf-nnrg-network-digital-twin-arch]. Furthernore, the Mde
Context Protocol (MCP) [MCP] can be | everaged to standardize this
interaction, enabling the NDT to expose its sinulation and anal ysis
capabilities as a set of discoverable "tools" that the Al Agent can
dynami cal ly i nvoke. This MCP-based approach facilitates seaml ess
integration and richer contextual exchange between the Agent and the
NDT.

5.3.7. Hybrid Agent Systemto Know edge Base Interface

Knowl edge Base service provides contextual data and insights to
enhance the deci sion-maki ng accuracy of the Hybrid Agent System

Interfaces such as Cypher or SPARQL with schema-defined data nodel s
(e.g., LPG or RDF for know edge representation) allow efficient
retrieval and updates. Oher high-throughput interfaces such as gRPC
or RESTful APl can be the candidate for synchronous semantic search
queries. For |arge-scal e know edge operations, asynchronous data
message systens (e.g., Kafka) can al so be enployed for data ingestion
and real -ti me knowl edge synchroni zati on across distributed Agents.

Additionally, the Mdel Context Protocol (MCP) [MCP] could al so serve
as a standardi zed interface for Al Agents to dynamically access and
utilize a wide range of tools and data sources provided by the

Know edge Base. It enabl es the Know edge Base to expose contextua
information, expert rules, and external data as "tools" that Agents
can invoke, significantly enhancing their reasoning and problem

sol ving capabilities.

5.3.8. Hybrid Agent Systemto Physical Network Interface

The interface between the hybrid agent system and the physica

network is established via its internal function nodules interacting
with network elenents (NEs). Al agent can invoke function nmodules to
perform speci fic network operations.

5.3.8.1. Data Collection

Data Col lection interface is responsible for gathering data fromthe
physi cal network through various different tools and nmethods (e.qg.,

| PFI X [ RFC7011], YANG push [ RFC8639], [ RFC8641], and BMP [ RFC7854]).
It collects various types of network data including configuration
data, operational data, network topol ogy, routing data, |ogs, and
trace on managenent plane, control plane, and forwarding plane as
needed. The collected data is fed into the Network Digital Twin and
hybrid agent systemto provide with up-to-date information about the
current state of the physical network.

5.3.8.2. Configuration

Once network deci sions are nade and confirmed, the Hybrid Agent
System performs specific actions to the physical network, e.g.,

modi fy specific configuration through protocols |ike NETCONF

[ RFC6241] and RESTCONF [ RFC8040], which utilize YANG [ RFC7950] as the
data nodeling | anguage. It is the conponent that nakes the planned
control and nmanagenent changes a reality in the real physica

net wor k.



5.3.8.3. Lightweight Al and Large Al Mdel Collaboration Interface

Col | aborati on between snall Al nodel and |arge Al nodel is also
designed to be supported by this interface.

In the past, we only support Al and machi ne | earni ng technol ogi es at
the network level, e.g., we can use collected various different
network data to provide network anal ysis and generate network
insight. Wth nore intelligence introduced into the network el enent,
more GPU NPU resource can be allocated for Al inference, this make
col | aboration between [arge Al nmodel and small Al nodel possible.

Large Al nodel s can provide basic |ogical reasoning and generalized
anal ytical decision-making capabilities Wiile specialized snall Al
nodel s can provide efficient problemsolving capabilities in
speci ali zed areas. The synergy between the two allows the Al agent
to conbine both nultitasking generalization capabilities and donmain
expertise, thus mnimzing the reliance on human intervention in the
net wor k managenent process

On one hand, we can use accunul ated field engineering expertise to
train large Al nodel into one foundation nodel for fault nanagenent
Al agent, On the other hand, we can deploy small Al nodel, |everage
har dwar e resource or chipset resource in the intelligent network

el ement to collect nore fine granularity data or provide |oca
processing for Collected data and sunmary report generation, Trend
prediction, etc. Wen snmall Al nodel is outdated and unable to
detect specific applications or security risk, these specific
applications and security risk informati on can be coll ected by
network analytics platformto retrain this small Al nodel and re-
deploy it in the sane network el ement when this small Al nodel has
been trained to work correctly to detect applications or security
risk.

Wth coll aboration between [arge Al nodel and small Al nodel, we can
all ow Network Al Agent within the Network controller interact with
networ k el ement and has nore quick response to network change.

This collaboration, facilitated by APIs or agent conmmruni cation
protocols |Iike A2A [ A2A], conbines the generalization power of |arge
nmodel s with the efficiency and | ow Il atency of specialized small
nmodel s, | eading to qui cker and nore context-aware responses to

net wor k change

5.3.9. Feedback-driven I nprovenent I|nterface

The architecture should incorporate mechani smfor continuous

i mprovenent based on feedback. This includes collecting data on Al
deci si ons, network performance, and user feedback to identify areas
for enhancenent. By analyzing the feedback, the system can adapt and
optinmize its operations over tine, leading to better performance and
nmore accurate decision-naking. For exanple, if a Network Al Agent
fails to accurately identify the exact cause of a network incident,
the relevant records can be submitted as negative sanples to the LLM
whi ch provides inference services, this allows the LLMto be trained
on these negative sanples for optimzation

This interface is inplenmented through a conbination of system
interfaces that collect, process, and apply feedback. Operationa

f eedback—i ncl udi ng the outcones of Al decisions, network state
metrics—is collected as structured data via system | oggi ng streans
(e.g., in JSON format) and nmessage queues (e.g., Kafka). This data
is then consunmed by anal yti cs conmponents and machi ne | earning

pl atforns through APlIs (e.g., RESTful, gRPC) to refine Al nodels, for
i nstance, by using failure records as negative sanples for fine-
tuning. Subsequently, optim zed nodel s and updated know edge are



depl oyed back into the runtime system via nodel serving and
configuration managenent interfaces, closing the inprovenent |oop

Al Driven Network Operations: Relationship Between Characteristics
and Functional Conponents

The architecture in Figure 2 provides a concrete inplementation
framework to realize the six key characteristics of Al-driven network
operations described in Section 4. Each characteristic is directly
supported by specific functional conponents wthin the Autononous
Domain. The following clarifies howthe architecture operationalizes
these characteristics:

* |Intent: The Network Applications Layer conveys a high-1level user
intent via northbound interfaces. The Network Al Agent
interprets this intent and translates it into actionable
network operation tasks to each task Agent.

* Know edge: The Know edge Base in Agent Fabric serves as the
central repository for domain-specific know edge, expert rul es,

and historical data. It provides the necessary context and
| ong/ short nmenmory to support accurate decision-nmaking by task
Agent s.

* Analysis: The Al Agent in Hybrid Agent System perforns
intelligent analysis using data and tools. It |everages the
Network Digital Twin to sinulate and vali date scenari os,
enabl ing data-driven insights and gap anal ysis between intent
and current network state.

* Decision: The Al Agent in Hybrid Agent System nakes i nformnmed
deci sions based on its analysis results. It utilizes the
Network Digital Twin for risk-free validation before finalizing
deci sions. The decision nmay be sent to hunan operators for
confirmati on before actions are taken

* Awareness: The Al Agent in Hybrid Agent System gathers data from
the Physical Network, it may also fetch data fromthe Network
Digital Twin which maintains a dynamic, virtual representation
of Physical Network. Together, they provide conprehensive
network visibility and context-aware awareness.

* Execution: : The Al Agent in Hybrid Agent System i npl enents
val i dat ed deci sions by applying configurations or control actions
to the Physical Network via southbound interfaces such as NETCONF
RESTCONF, or Moddel Context Protocol [MCP]

Al Agent Registration and Team formati on
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Figure 3: Al Agent Registration and Team formati on Usage Exanple

The Agent Fabric at the network | evel provides agent registration for
both enbedded Al agent in each network el ement and network Al agent
and associ ated task agents. The following steps are perforned to
provi de Event driven Al Agent Team formation within the Agentic Al
net wor K managenent architecture:

Step 1: Human Operator pre-provision user intent which conprises
obj ective, incident list and correspondi ng action |ist.

Step 2: Network Al Agent receieves user intent and generate
correspondi ng policies which conprise objective, incident list and
corresponding action list. |In addition, Network Al Agent
subscri be correspondi ng incidents fromincident center.

Step3: Network Al agent generate task planning based on objective
and then di scover matched task agent |ists based on pl anned task
fromregistration center within the agent fabric.

Stepd4: Upon receiving incident fromthe incident center, network Al
agent assign the tasks to task agents corresponding to specific
i nci dent received.

Step 5 Network Al Agent distribute task to correspondi ng task
agents and conpl ete task agent team fornation.

Agent to Agent Conmunication Security

Artifacts Delivery
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Figure 4: Agent to Agent Communication Security Usage Exanple

The followi ng steps are perforned to provi de Agent to Agent
Conmruni cation Security within the Agentic Al network managenent
architecture:

Step 1. Discovery via Agent Card: The workfl ow begi ns when a client
agent requests the Agent Card fromthe renpote agent’s /.well -
known/ agent . json endpoint. This JSON file acts as a secure
mani f est, declaring the agent’ s identity, capabilities, and
required security schenes

Step 2. Authentication Handshake: Before any task is sent, the
client must fulfill the authentication requirenents listed in the
Agent Card. This typically involves an QAuth 2.0 flow where the
client obtains a JSON Wb Token (JWI) to prove its identity and
per m ssi ons.

Step 3. Secure Task Initiation: :Conmunication is established over
HTTPS/ TLS. The client sends a tasks/send request using JSON-RPC 2. 0.
The server validates the token and authorizes the specific task based
on the client’s role.

Step 4. Stateful Mnitoring & Feedback: :The task noves through a
strictly defined lifecycle (subnmtted — working — conpl eted).
Security is maintained throughout as updates are streaned via Server-
Sent Events (SSE) or webhooks, each tied to the unique, authorized
Task | D.

Step 5. Artifact Delivery: Final results (Artifacts) are delivered
only after the task reaches a conpleted state. These are
structured objects (text, files, or data) returned to the verified
requester, ensuring data integrity and preventing unauthorized
access to output.

Al Driven Network Operations: A collection of Use Cases

Net wor k Al Agent could help in the follow ng phases which are usually
mentioned i n network managenent:

*  Network Planning and Design: includes the understandi ng of user
intent, generation of solutions, and sinulation for decision-
maki ng.

* Service Deploynent: includes the construction of the physica
network, as well as intent understanding, pre-deploynent
simul ati on, automated configuration, post-deploynent validation,
and other capabilities to enhance the efficiency and accuracy of
network configuration for service depl oynent.

*  Network Monitoring and Troubl eshooting: includes intent
moni toring, issues identification, solution generation, evaluation
and deci si on-maki ng, solution inplenentation, and service
val i dati on.

*  Network Change and Optimization: involves the design, evaluation,
deci si on- naki ng, inplenentation, and validation of network
configuration changes or optimzations to i nprove network
operation efficiency.

In all phases and use cases, after the Agent perforns specific
action, it always continuously nonitors the network by data
collection. Based on the result of network running analysis and user
explicit feedback, it may adjust and optim ze the managenent strategy



i f necessary.
9.1. Milti-Agent Collaboration on Network Configuration Change
Net wor k configurati on changes are needed in scenarios such as

optim zing network or service performance, provisioning new network
services, or resolving network incidents/faults.

Fom ek +
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Operator ----- > Al Agent |
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| Confi guration et +
| Change | ntent | |
R Veemeeeaaa + | |
| Net wor k Al Agent | | |
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| Task Agent |
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Figure 5: Intent Based Network Configuration Change Usage Exanpl e

Net wor k configuration change | everagi ng Network Al Agent and Network
Digital Twin nay experience the follow ng typical steps:

Step 1: The network operator inputs the intent of network
configuration change into the Network Al Agent using natura
| anguage. The network operator may sinply explain the objectives
and requirenents of the changes.

Step 2: Network Al Agent first verifies the identity of the user
requesting the change and checks the user’s perm ssions to nake
certain types of network changes agai nst predefined rules or
policies. It then understands and parses the initial intent of
the request, by |everaging the powerful know edge and reasoning
capabilities of LLM and deconpose the tasks into configuration
generation task, configuration distribution task, configuration
validation task and assign to correspondi ng task agents.
Configuration generation Task Agent first generates initial
suggestions for specific network configuration update, which may
include nmultiple possible network configuration change plans if
possi bl e.

Step 3: Network Al Agent further conmunicates with the Configuration
Validation task agent and Network Digital Twin task agent to
val i date the suggested configuration change, including the syntax
and semantics of the configuration, verification of effected
application and resources. The network digital Twin task agent
may generate a report indicating the validation result, and
suggested configuration fix when the validation fails after
networ k sinul ation | everagi ng the current physical network
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operational state.

Step 4: Network Al Agent mamy generate a configuration change plan
and submt to the network operator for approval. Based on the
feedback fromthe operator, Network Al Agent then further decides
whet her to optim ze the change plan or deliver the plan to the
Configuration Distribution task agent to conduct the physica
networ k configuration change. The configuration distribution task
agent may further communicate with resource allocation task agent

to

obtain network resource (e.g.,vlan, |P subnet) allocated by

resource allocation task agent.

Mul ti-Agent Coll aboration on Network Troubl eshooting
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| B S +
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Fomm e - o - Fomm e - o - + B +
I +--L ----------- R +
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Figure 6: Intent based Network Troubl eshooting Usage Exanpl e

The network operator inputs the intent of network configuration
change into the Network Al Agent using natural |anguage. Network Al

Agent

coor di
agent,
assi st
aspect

coul d pl an and deconpose network troubl eshooting tasks and
nate with fault identification task agent, fault diagnosis task
fault repair task agent and fault prediction task agent to
in network troubl eshooting in the follow ng significant
s:

* Fault ldentification: Network Al Agent coordinates with fault

*

identification task agent continuously nonitors and aggregates
data from various sources, the conprehensive data collection
provides a holistic view of the network operational state. By
analyzing the real-tine data, fault identification task Agent
coul d detect network anomalies swiftly, which enables the
pronpt identification of potential issues before they escal ate
into magjor faults, mnimzing dowtine or service disruptions.
In sone cases, the Lightweight Al located in the Network

El ement may handle some sinple fault identification tasks
(e.g., optical nodule fault automatic identification) to
enhance the awareness, while the fault identification task
agent and LLM coul d | everage their powerful processing
capabilities to analyze the tine-donain data collected fromthe
optical nodul e.

Fault Diagnosis: Once a fault is identified, Network Al Agent

coordinate with fault diagnosis task agent to delve into

di agnosi ng the exact cause, fault diagnosis task agent may al so
i nvoke sone existing operations such as "incident-di agnose" RPC
defined in [I-D.ietf-nnop-network-incident-yang]. By
correlating synptons and/ or applying Al nodels trained on

hi storical data, fault diagnosis task agent can narrow down the
potential causes and pi npoint the exact cause, which
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*

*

3.

accel erates the diagnosis process and reduces the time needed
to address the issue.

Fault Repair: After diagnosing the fault, Network Al Agent can

coordinate with fault repair task agent to generate targeted
repair solutions. These solutions range from specific
configuration adjustments to nore conplex fixes (e.g., hardware
replacenent). Fault Repair task Agent would al so conmunicate
with the Network Digital Twin task agent to sinulate the
proposed repair solutions and get feedback fromthe Network
Digital Twin task agent. |n advanced setups, fault repair task
agent may automatically execute these repairs, ensuring quick
restorati on of normal operations and enhancing the overal
reliability and efficiency of network managenent. But the
fault repair task agent nay also first present the fault
details and repair advice to the network operator for review,
and proceed to carry out the repair task once it is confirned.

Fault Prediction As an advanced enhancenment of fault nmanagenent

capabilities, fault prediction ains to reduce network risks

t hrough proactive managenent that prevents probl ens before they
occur. Before a fault actually occurs, the fault prediction
task agent can coordinate with network digital twin task agent
to construct a dynanmic simulation nodel by collecting real-tine
mul ti - di mensi onal operational state data, including network
topol ogy, traffic load, and device performance indicators.
Based on the network data, the fault predication task agent
uses | arge nodel s and nachine | earning al gorithns (such as
time-series prediction nodels and anonaly detection nodels) to
reason and anal yze potential faults—for exanple, predicting the
risk of physical link interruption based on optical cable
signal attenuation data. Furthernore, the fault prediction
task Agent generates recommended operations to avoid faults and
val idates themthrough sinulation in the network digital twn
task agent, thereby achieving predictive mai ntenance of the

net wor k.

Mul ti-Agent Coll aboration on Network Optim zation

Human | Network Optim zation
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| R +
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S IR L ---------------- +
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Figure 7: Intent based Network Optim zati on Usage Exampl e

Net work optim zation is often introduced due to the Network Al
Agent’ s awar eness of some potential network faults or anomalies
t hrough continuously nonitoring of network operational state, e.g.,

Al

nmodel s may predicts network congestion by anal yzing historical and

real -tinme network traffic data. It may also be triggered by the



networ k operator actively inputting the network optim zation intent.

Based on the analysis of network data and user’s intent (if any),

Net work Al Agent collaborate with Optim zation Solution Generation
Task Agent to propose network optim zation strategies. For instance,
once the network congestion sonetime in the future is predicted, it
may proactively optim ze the network configuration, or suggest
scaling up to neet specific denands.

Before the network optimzation is conducted, Network Al Agent
coordinates with the network digital twin task agent to inplenment and
eval uate the optimnization solution using the Network Digital Twin
platform This may need repeated trials and validations based on
specific evaluation criteria, before the optiml strategy could be
sel ected. Network Al Agent may also first present the suggested
network optim zation solution to the network operator for review, and
apply it to the physical network through optim zation solution
distribution task agent after obtaining approval fromthe network
operator.

9.4. Network level Energy Efficiency Managenent in the | P+Optica

net wor k
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Figure 8: Intent based Network | evel Energy Efficiency Managenent
Usage Exanpl e

Net work | evel Energy Efficiency refer to a set of processes used to
di scover a inventory of capabilities, use specific netrics to nonitor
and assess energy consunption of the entire | P+Optical network ,
operate, and control the use of available energy in an optin zed
manner while achieving the network’ s functional and perfornmance
requirenents by inproving overall network utilization

Mul ti-Domain Al Agent can work together with network Al Agent in each
aut ononous donmain to all ow network operators not only see real tine
energy consunption in the network devices of |arge scal e network
through interaction with the GREEN Network Al Agent, but also allow
them see

0 which network devices enabl e energy saving, which devices not,
whi ch are | egacy ones,

o The total energy consunption changing trend over the time of the
day, for all network devices,

0 Energy efficiency changing trend over the tine of the day for the
whol e net wor k.

On the other hand, Wth the end to end observability to energy



consunption statistics data and energy efficiency statistics data,
the Network Al Agent in each autononpbus domain can collaborate with
network digital twin to know which part of the network need to be
adj usted or optim zed based on network status change.

.5. Network Security Drills (Human on the Loop)
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Figure 9: Intent based Network Security Drill Usage Exanple

The human operator can work together with the Network Al Agent to
conduct Network security Drill. The human operator can instruct the
Net work Al Agent with specific injection policy to work with network
digital twin help construct a dynam c attack-defense verification
systemin network security drills through NDT and Al reasoni ng
capabilities. The dynam c attack-defense verification system
conmprise dynam c security attack task agent and dynami c security

def ense task agent which are responsible security risk attack task
and security risk defense task respectively assigned by the network
Al agent. The dynanic security attack task agent uses generative Al
to automatically generate diversified attack paths, nodels network
topol ogi es with graph neural networks, covers attack stages such as
reconnai ssance and penetration, and dynamically adjusts strategies
via reinforcenent learning to sinulate the adaptive characteristics
of network attacks. The virtual range built based on the NDT can 1:1
map the production environment, supporting simulations of conposite
scenarios |ike ransomnvare chain attacks and supply chain attacks —
such as simulating the entire process of Contivirus laterally
penetrating to domain controllers through weak passwords.

During drills, Human operator can instruct the Network Al Agent to
work with the dynamic security defense task agent to automatically
depl oy virtual environnents with vulnerabilities, collect defense
response data in real time through NDT, and generate attack path

heat maps and repair suggestions. This capability can further verify
ener gency response processes, inject real-tinme threat intelligence to
dynanical ly update drill scenarios, and sinmulate end-to-end autonated
depl oynent, vulnerability injection, and real-tine analysis of
security drills, enhancing the proactive verification ability of

def ense systens against real-world threats.
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Chal | enges of Integrating Network Digital Twin and Agentic Al into
Net wor k Managenent

In addition to the research chall enges in coupling Al and network
managenment specified in [I-D.irtf-nnmrg-ai-challenges], this docunent
al so identifies some chall enges that need to be considered when
integrating agentic Al together with network digital twin for network
operati ons.

1. Mdke | ETF devel oped YANG nodel s Al ready

Net wor k management has evol ved towards nodel -driven programmability
usi ng YANG (RFC 7950). While YANG provides a rigorous structure for
data, it was designed for deternmnistic software clients rather than
the probabilistic reasoning of Large Language Mdels (LLMs).
Consequently, Al agents often struggle to navigate conpl ex YANG

hi erarchies, leading to "hallucinations” or incorrect configuration
| ogi c.

The energi ng Model Context Protocol (MCP) provides a franework for
connecting Al nodels to external tools and data. However, there is
currently no standardi zed way to map YANG primtives to MCP
components (Resources, Tools, and Pronpts). This gap results in:

0 Semantic Anbiguity: LLMs |ack the contextual hints needed to
under stand the operational inpact of specific YANG | eaves.

o Interoperability Barriers: Al agents require custom "glue code" for
every vendor’s unique interpretation of how a YANG nodel should be
exposed to an Al.

0 Scaling |Issues: Massive YANG schenas exceed LLM context w ndows,
requi ri ng standardi zed nethods for sub-schena di scovery and pruning.

2. Trust and Security

Mul ti-Agent Coll aborations and interactions can be break down into 4
typical scenarios

0 Human operator-> Al Agent-> APl s/ Tool s/ APl s/ LLMs

In a single-agent scenari o, Human operators access services through
the network managenent Al agent. The network nmanagenent Al agent has
mul tiple functions (fault and optim zation), and authentication is
required to prevent users from Performni ng unauthorized actions by
exploiting privilege vulnerabilities,e.g., accessing the optim zation
function interface when they only have fault agent perm ssions.

o Al Agent -> APl Services

In a single-agent scenario, the network managenment Al agent triggers
tasks automatically based on trace and log information. In sone
cases, the | ogging or decision-making process cannot be traced.

0 Human operator-> Al Agent -> nultiple Al Agent

Mul tiple agents may call each other. For exanple, if a faulty agent
A calls an optimzation agent B, authentication is required to
prevent Mani pul ati ng conmuni cati on channel s of agents to influence
deci si on- maki ng processes.

o0 External Al Agent ->Al Agent-> APl s/ Tool s/ APl s/ LLMs

External Al agents can directly access the network managenent Al
Agent by sinul ating human operation through interface protocols. For
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exanpl e, a customer Al agent can access the Network Al Agent through
a northbound interface protocol such as A2A, MCP. In sone case,
there mght have target flaws in protocols |ike MCP or A2A;

e.g., consent bypass, context hijacking, etc.

Ensuring robust security throughout the entire Al-based network
managenent architecture is essential to prevent unauthorized access
and maintain the security of the network infrastructure. The
security risk can be break down into the foll owi ng cases

0 External systeminteracts with Al agent

Human QOperators or external systems bypass their privileges to
operate the Network managenent Al agent

* Human operators operate through a network nmanagenent Al agent, but
the service scope that the Al agent can handl e may exceed the
user’s authorized privileges, |eading to unauthorized access.

* Human operators mani pul at e busi ness operations using agent
del egati on and aut hori zati on.

* Human operators Coerce intelligent agents to mani pul ate users into
performng covert operations.

0 Al Agent Interact with Tool s/ APl s/ LLMs
* Interact with Tools/APIs/LLMs with Privilege Escal ation

Si nce network managenent Al agents rely on LLM for inference when
accessing APlIs and tools, there is a possibility of malicious
injection scenarios where the APIs accessed by the agent exceed
the expected scope,e.g.,Using Al to generate execution
environments and inject malicious code.

* |Interact with Tool s/ APl s/LLMs wi t hout audit

When an agent interacts with an APl or tool, the logs are
currently recorded as systemlogs, which cannot distinguish

bet ween di fferent agents, the | oggi ng or decision-maki ng process
for specific agent cannot be traced and pose a risk of
repudi at i on.

o Multiple Agent Coll aboration and Commruni cati on

*  Multi-Agent Comunication with Privilege Escal ation
When agents communi cate with each other via intent conmunication
and understanding, there is a cascading perm ssion anplification
probleme.g.,Al-generated false information disrupts the reasoning
process , leading to Privil ege Escal ati on

* Interaction with internal Al Agent
As a mcroservice, a network nanagenment Al agent can be accessed
by other services or Al agents,e.g., Performng unauthorized
operations by exploiting authentication vulnerabilities,which
poses a risk of Privilege Escal ation

3. Protocol s between Agent and Agent/Human operator/ Tool s

3.1. H gh Risk Operations

"network change" in the network managenent field refers to the

nodi fication, adjustment, or configuration of physical or |ogica
resources in the existing network. Because these operations directly
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affect the continuity and stability of existing network services,
even mnor unauthorized access or errors can lead to | arge-scale
network outages. 1In case of high risk operation, the follow ng
measur es shoul d be taken into account.

0 Regardl ess of whether the initiator of the operation is a human or
an agent, each network change request nust be re-authenticated.

o For operations involving "bul k del etion" or "core route changes",
the system nust require approval froma second hi gh-privil ege account
before issuing the command or enforcing the policy.

o Hi gh-risk configurations should be tested on a very small scale
first. The system should automatically nonitor the indicators, and
if any abnornalities are detected, the configuration should be
automatically rolled back within nmilliseconds.

3.2. The Tineliness Requirements of Coll aboration

For real -time network operation and mai ntenance scenarios with high
real -tine requirenents, such as scheduling strategy optim zation and
critical fault repair, the rapid generation of network optim zation
decisions is crucial. However Al Agents based on | arge nodel s adopt
a "Token-based" generation and reasoni ng approach, which is linmted
by computing power and algorithnms, resulting in generally slow
reasoni ng speeds. In addition, the sinulation and verification
process of Network Digital Twin (NDT) further increases decision

| at ency, which leads to |long end-to-end decision-naking tinme in
conpl ex scenarios and is difficult to neet the real-tine requirenents
of servi ces.

Al so tasks such as fault diagnosis, conplaint handling, and user
experience i nprovenent often have strict tinme constraints. For
exanple, if a fault is not resolved within a set tine, it can trigger
an escal ation of the conplaint, requiring efficient collaboration
anong nultiple agents. In addition, In a network nmanagenent

envi ronment, you night need agents to subscribe to real-tine network
alarns or telenetry events. However Google-initiated A2A protoco
primarily follows a task-oriented "request-response" nodel and
doesn’t support a native pub/sub or event-driven architecture.

To i nprove decision efficiency, continuous efforts are needed in

| i ghtwei ght NDT nodeling al gorithns, optim zing | arge nodel reasoning
framewor ks (such as quanti zation technol ogy and parallel conputing),
and depl oyi ng hi gh-perfornmance Al accel eration hardware.

3.3. Collaboration Reliability

Faul t di agnosi s and conpl aint handling in the network nmanagenent
field are conplex tasks, typically involving 10 to 20+ fields for one
singl e message exchange between two Al Agents and requiring a high

| evel of expertise. |In addition, Reliable task collaboration is

i nconpl ete and not sufficient for network managenent field, e.g.,
CGoogl e-initiated A2A protocol doesn’t defined handling strategies for
task rejection, mssing information during task coll aboration, and
failure to achi eve task objectives.

al so I n network managenent area, data sources can be diverse and
het er ogeneous, |eading to potential issues such as data

i nconsi stencies, mssing, or outdated data. Poor-quality data may
result in inaccurate Al predictions and decisions. For exanple, if
i ncorrect or outdated network configuration data is provided, the
nodel may provide incorrect repair advice when di agnosi ng network
incidents or faults, it may suggest checking an non-existing
interface. Ensuring that data is properly cleaned, validated, and
mai ntained is a significant challenge in providing reliable inputs
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for Al-driven network managenent.
4. Agent (oservability,Intervention and Contro

Net wor k operations are increasingly autononmous with the growth of

net wor k management Agent applications at the network |evel and
service level. Since Al native operations may be non-determnistic,
when networ k managenent agents m sbehave or deviate from what Agents
are expected to do, Current Al safety technologies, often referred to
as "Al guardrails" are introduced to constrain the behavior of Al
agents within operational and conpliance boundaries, prevent Al from
produci ng harnful results or taking wong actions, e.g.,escalate a
decision to a human for a high-risk network operation, defend agai nst
mal i ci ous attacks,e.qg., pronpt injection. These guardrails typically
operate at the input/output/pre-action filter level or through static
boundary al i gnment.

However as Al systems are increasingly integrated into autononous

wor kfl ows and critical infrastructure, these static neasures are
proving insufficient for the full operational |ifecycle, they often
cannot detect, interrupt, and rollover fromunantici pated behaviors.
Net wor k operators usually |ack an equival ent infrastructure for human
oversight or to provide continuous, nonitoring of an Al system s
internal logic or its long-running execution paths that match the
speed and scal e of the network managenment Agent applications, e.g.,
network failure or security risk is hard to detect and control
occurring at machi ne speed. When a violation is suspected, there are
currently no standardi zed protocols for intervention (e.g., inmediate
task suspension) and recovery (e.g., reverting to a last known safe
state or undoing a series of autononpus actions that introduce
substantial operational risk) nechanisns. In non-determnistic
environments, the lack of human oversi ght and human- Al semantic

i ntent exchange hinder tinely risk mtigation and state recovery
during boundary viol ati ons by agents.

5. Agent Benchmarki ng vs Mdel Benchmar ki ng

Current Al evaluation franmeworks are primarily designed for "one-
shot" Large Language Models (LLMs) that provide static responses to
i solated prompts. However, the industry is shifting toward Al
Agents: systens capabl e of reasoning, planning, and using tools to
execute complex, nulti-step workfl ows.

Traditional benchmarks (e.g., HumanEval) focus on outcone-only
scoring and static know edge. These fail to neasure the core
conpet enci es of agents, such as |ong-horizon planning, tool-use
proficiency, and the ability to adapt to environmental feedback

As agents increasingly manage production-|evel tasks—often involving
mllions of tokens and hundreds of tool calls—there is a critica
need for standardi zed netrics that evaluate the process of task

conmpl etion, not just the final result.

0 Sequential Complexity: Unlike single-turn benchmarks that check one
answer, agents require multi-step task compl eti on where each step
relies on the success of the previous one. This involves nassive

wor kflows (e.g., ~90 tool calls) that traditional benchmarks don’t
measur e.

o Environnental Interaction: Agents must interact with live
environments. Evaluation shifts fromchecking if code passes a test
to whether a system can sel ect, sequence, and execute tools in
realistic, dynam c settings

0 Adaptive Planning: Benchmarking rmust nove beyond static know edge
retrieval to evaluate how systens build and adapt plans over |ong
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hori zons, especially when faced with resource constraints or
unexpect ed di srupti ons.

0 Process vs. Qutconme: Traditional "right or wong" scoring is
insufficient. Agentic evaluation requires process netrics such as
tool success rates, context retention, and multi-turn coherence to
determ ne how an agent reached its conclusion

Security Considerations

The security consideration from
[I-Dirtf-nnrg-network-digital-twin-arch] apply here. 1In addition,
the followi ng architectural risks need to be considered:

o0 Menory Poisoning: If the Al/M nodels used by the network Al Agent
or Network digital twin are conprom sed or poisoned with malicious/
fake data,they could begin nmaking incorrect or malicious decisions.
Robust checks and validation are necessary to ensure the integrity of
these nodels. Session isolation or nmenory access authentication is
also required to nmtigate such risk

0 M suse of Tools: Wen network Al Agent interacts with tools,
Deceptive pronpts or comrands can be introduced. Tool access
verification, tool nonitoring, |log tracking of Al tool usage are
required to mtigate such risk

0 Privilege Conpronise: Wen human operators interact with Network Al
Agent or Network Al Agent interact with tools/APIs/LLM unauthorized
actions mght be performed by exploiting privilege vulnerabilities.
Fi ne- grai ned perm ssion control, dynam c access verification, and
rol e change nonitoring are required to mtigate such risk

0 Resource Overl oad : Wien Network Al Agent interact with tool s/ APIs/
LLMs, system failures might be caused by exploiting resource-

i ntensive features. Deploynment of resource nanagenment controls to
limt high-frequency task requests fromagents is required to
mtigate such risk.

0 Cascading Hallucinations: In case of nmulti-agent collaboration or
communi cation, Al-generated false information might disrupt the
reasoni ng process. Qutput verification, secondary verification of Al-
gener ated know edge are required to mitigate such risk.

0 Intent Breaking &Goal WManipul ation: Wen external Al Agent or hunman
operators interact with the network Al Agent, reasoning through agent
pl anni ng capabilities m ght be manipulated. Planning verification,
managi ng refl ecti on processes, goal consistency protection are
required to mtigate such risk

0 M saligned & Deceptive Behaviors : Wen Network Al Agent interact
with tool s/ APl s/LLMs, harnful operations mght be perforned by

expl oiting reasoning vulnerabilities. Manual confirmation of high-
ri sk operations, |ogging, nmonitoring, and deception detection are
required to mtigate such risk

0 Repudiation & Untraceability : In case of nulti-agent collaboration
or communi cation, the |ogging or decision-nmaking process mght not be
traced. Logging & cryptographic signature, cryptographic
verification are required to nmitigate such risk

o ldentity Spoofing & Inpersonation: Wen Human operators interact
with the network Al Agent or in case of nulti-agent collaboration or
conmuni cat i on, unaut hori zed operations nmight be perforned by

expl oiting authentication vulnerabilities. Conprehensive identity
verification, trust boundary control, and continuous nonitoring are
required to mtigate such risk
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0 Overwhel ming H TL(Hunman I n The Loop) : In case of nulti-agent

col l aborati on or comruni cation,fatigue auditors attack m ght take

pl ace. Devel opi ng advanced human- machi ne interaction frameworks and
adaptive trust mechanisns are required to mitigate such risk

0 Unexpected RCE & Code Attacks : Wien the network Al Agent interacts
with tool s/ APl s/LLMs, Using Al to generate execution environnents and
inject nmalicious code mght take place. Restrict Al code generation
per m ssi ons, sandbox isolation, and nmanual review of generated code
are required to mitigate such risk.

0 Agent Communi cation Poisoning: In case of nulti-agent coll aboration
or communi cation, communi cation channels of agents nmight be
mani pul ated to influence decision-maki ng processes. Message

aut henti cati on, conmunication verification, inplenenting nulti-agent
aut henti cati on mechani sns.

0 Rogue Agents in MAS: In case of multi-agent coll aboration, there
m ght be malicious or conpronised agents. Restricting the autonony
of agents and conducting regular Al testing are required to nmitigate
such ri sk.

0 Humans Attacks on MAS: In case of multi-agent coll aboration,

busi ness operations m ght be mani pul at ed usi ng agent del egati on and
aut horization. Restricting the del egation nechanism inplenmenting Al
agent identity authentication, and isolate tasks in segnents are
required to mtigate such risk

0 Human Mani pul ation : When Human operators interact with the network
Al Agent, Al agents mght be coerced to mani pul ate users into
perform ng covert operations. Safety guardrails, content noderation,
out put content detection are required to mtigate such risk

0 Insecure Inter-Agent Protocol Abuse: In case of nulti-agent

col l aboration, there mght be target flaws in protocols |ike MCP or
A2A; e.g.,consent bypass, context hijacking, etc. Strong

aut hentication,data validation, restricting del egation to scoped
function, | oggi ng agent and tool invocations and encrypting

conmmuni cations are required to mitigate such risk

0 Supply Chain Conpromise: In case of nulti-agent coll aboration,

Vul nerabl e, malicious, outdated, harnful components m ght be included
into the agent. Digital signatures of SBOW (Al _, Agent ), applying
version control, chaining authentication, environnment isolation are
required to mtigate such risk

o Lifecycle security: The entire managenent |ifecycle of the network
Al agents and the network digital twwn—frominitial deployment and
configuration to updates and decomm ssi oni ng—nust be secured agai nst
unaut hori zed access and nani pul ati on

I ANA Consi derations
Thi s docunent has no requests to | ANA
Concl usi on

The following itens were felt to be good starting points for |ETF
wor K:

* Nature Language Interaction protocol to ensure both The accuracy
and efficiency of structured data for deterninistic tasks and
natural |anguage interactions for understandi ng and handling
uncertain or ambi guous tasks.
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* Translate Service Level YANG Data nodel and Network Level YANG
Data nodel into DSL payl oads and APls whi ch can be consuned by
Agents and Model s.

*  Human and Agent Interaction to support explainable, observability
and controll able capabilities.

* Define semantic information transfer or agent pronpt |anguage
tenplate for Agent to Agent Conmuni cati on.

* Agent to Agent Protocol extensions for | P Network Agent and
Net wor k El ement Agent Col | aborati on.
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Appendi x A.  Network El enent Al Agent and Network Al Agent Coll aboration

As a suppl enentary depl oynent case, this section explores the
col I aborati on nechani sm bet ween network el ement Al Agent and Network
Al Agent .

Net wor k devi ces collect information frommnultiple di nensions,
including flow information, configuration, events, alarns, |ogs,
dynani ¢ topol ogy and routes, and device status (including CPU

menory, and hardware health). Wth |arge anbunt of data collected to
the domain controller for analysis and processing, the data accuracy
is very limted and therefore it is hard to determ ne the service
impact within 1 minute. |In addition, it usually require nultiple
step interaction, conplex task managenent with various different data
types or data sources

To address those chall enges, the network Al Agent can del egate
massi ve data anal ysis and processing to distributed Al Agent in each
network elenment, e.g., a) only allow distributed Al Agent export
processed analytic data to help establish global view of network
observability. b) or export key network fault information for Network
Al Agent for further investigation the root cause of the probl em

For the former case, routing protocol specific fault data such as BGP
St at us Changed, OSPF Nei ghbor state changes, |S-1S Adjacency Changed
data or hardware related fault data such as Optical fail, Physica
Port down can be collected and using pre-trained LLM nodel with
expert experience to match fault pattern and i nvoke correspondi ng
routing protocol troubleshooting MCP tools and finally root cause.

In addition, it allows network nmaintenance engi neer using nature

| anguage interface to | ook up troubl eshooting information or it

all ows Network Al Agent or Task Agent at the network el enent using
MCP interface to invoke tools from MCP server within the network

el ement .
Fomm e oo - + Fomm e oo - +
| Network | | |
Hurman Qper at or | Al Agent | | Task Agent
I I I I I
| | +---------- +| | +---------- +
| | | MCP dient]| | | MCP dient]|
| | +---------- +| | +----4----- +|
| nt ent +------ +----- + +----- +------ +
I I I
S S I S +
| | R R TR PEE o |
| +----- Vem s e e e e eea e + E - - +|
| | Protocol Fault Agent | | Protocol | Faul t Agent |
[ t oo + | | - V----V-+ | |
| | | ONNOX | | MCP +-+----+--> MCP | |
| | | Mdel | |dient] | | Server | |
| | S - + -o----- + | | e + |
[ + - +|
I I



Smart Networ k El enent

Figure 10: Network Elenment Al Agent and Network Al Agent
Col | aborati on Usage Exanpl e
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Appendi x C. Changes between Revi si ons

L T S

*

v03 - v04

Add sone background information for this work in the introduction;

Agent Governance Consideration in the context of network managenent;
Clarify the value of Agent added to the network managenent architecture;
Add one new definition for Autonony;

Rewrite Chall enges for Agent Benchmar ki ng;

Rewite the 1st chall ange on maki ng YANG Al ready;

Add a new chal | enge on Agent Observability,Intervention and Control;

Add Orel & agent skill alignnent.

Update Architecture into hybrid architecture to support hybrid agent system

v02 - v03

Agentic Al Architecture Update.
Rewrite Functional Interfaces section for user to agent, agent to agent, agent to tools

conmuni cati on.

Expl ore Rel ati onshi p Between Managenent Characteristics and Functional Conpon

ents in section 6.

* ok X ok kX

E R

Rewite a collection of use cases to support multi-agent coll aborations.

Rewrite Chall enges section to cover Trust and Security, protocol and benchmar ki ng.
Add wor kfl ows for Agent Registration, Discovery, teamformng.

Add wor kfl ow for Agent to Agent Commrunciation Security.

Rewrite Security Consideration Section.

Add Concl usi on Secti on.

v0o0 - vO01

Add Security Consideration Section;

Add Acknowl edge Secti on;

Clarify the relation between know ege and t ool s;

Clarify the souce of know ege;

Clarify the key characteristics of Network Al Agent to adpat to the environnent change.
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