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Abst ract

A Network Digital Twin (NDT) provides a network emnul ati on tool usable
for different purposes such as scenario planning, inpact analysis,
and change managenent. Integrating a Network Digital Twin into

net wor k management together with A, it allows the network nanagenent
activities to take user intent or service requirenments as input,
automatically assess, nodel, and refine optimzation strategi es under
realistic conditions but in a risk-free environment. Such
environment that operates to neet these types of requirenents is said
to have Al driven Network Operations.

Al driven Network Operations brings together existing technol ogies
such as Network Digital Twin and Al which may be seen as the use of a
t ool box of existing conmponents enhanced with a few new el enents.

Thi s docunment describes an architecture for Al driven network
operations and shows how t hese conponents work together. It provides
a cookbook of existing technologies to satisfy the architecture and
realize intent-based networking to nmeet the needs of the network
servi ce.
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1. Introduction
The rapi d expansi on of network scale and the increasi ng demands on
these networks necessitate of continuous network reconfiguration to
better adapt to ever-changi ng service requirenents.

Si nce network changes are directly related to service operations, any
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successful change needs to not only ensure that new services are

provi sioned snoothly, but also that existing services are not
affected and that no problens are introduced with the new
configurations. Network operators are, therefore, increasingly
cautious about maki ng network changes, given that they need to review
the solution design as well as evaluate all change inpacts, before
maki ng any change. Then, after the change, they need to perform
dialling tests, nmonitor traffic, and manually check table entries.

The Network Digital Twin (NDT)
[I-D.irtf-nnrg-network-digital-tw n-arch] has been proposed as a mean
to provide a network emul ation tool for scenario planning, inpact

anal ysi s, and change managenent. Integrating a Network Digital Twn
into network managerment together with Al, it allows network
managenent activities to dynamically adapt to custoner needs, network
changes, as well as to autonatically assess, nodel, and refine
optinization strategies under realistic conditions but in a risk-free
environment. An environment that operates to neet these types of
requirenents is said to have service-oriented Al for network

operati ons.

Service-oriented Al for network operations provide the follow ng
capabilities to applications by coordinating the conponents that
operate and manage the network:

* Service intent and service assurance work together to ensure that
the network change or network optim zation aligns w th business
goal s and that the services provided neet the agreed-upon Service
Level Agreements (SLAS).

* Provide Network capacity planning and ensure that the network has
sufficient capacity , resources, and infrastructure to neet
current and future demands.

* Provide sinmulation on fault scenarios, fornulate recovery plans,
and verify whether the plans are applicable and effective so that
the service will not be affected during disaster recovery drill.

* Support Fault and risk detection and provide network health check
and network risk check.

* Mbdel the network configuration change and use a virtual topol ogy
model to test network changes and assess the effect of the network
configuration changes on the network

* Mbdel the protocol operations and interactions anbng devices in
the network and sinmul ate specific networking protocols such as IS
IS, OSPF, BGP, SR etc to understand how they perform under
different conditions.

* NMbdel traffic flow across the network, including traffic
generation, flow control, routing, and congestion control and
evaluate traffic’' s inpact on network performance.

* Support generation of rectification solutions for potentia
network risks and provide verification on the repair solution in
seconds, including | oop, address conflict, and security policy
conflict.

Thi s docunent describes an architecture for service-oriented Al for
net wor k operations, show ng how t hese conmponents work together. It
provi des a cookbook of existing technologies to satisfy the
architecture and realize intent-based networking to neet the needs of
appl i cations.

Conventions and Definitions



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The docunent uses the followi ng definitions and acronyns defined in
[1-Dirtf-nnrg-network-digital-tw n-arch]

* Network Digital Twi n (NDT)

* Artificial Intelligence (Al)

The foll owi ng acronyns are used throughout this docunent:
* Generative Artificial Intelligence (Gen-Al)

* Large Language Mddel (LLM

* Retrieval - Augnmented Generation (RAG

Besi des, this docunent defines the follow ng term nol ogy:

Net work Al Agent: Al Agent is an autonomous systemor entity with
awar eness of its environnment, capable of conducting anal ysis,
maki ng deci sions, and executing actions with specific intent based
on its know edge representation to achieve a set of service goals
[ TMF- 12510 .

3. Introduction of Concepts
3.1. Cenerative Al and Al Agent

The integration of Al into network operations has narked a
significant leap forward in the pursuit of network automation and
intelligence, while generative Al further enhances the role of Al
driven network operations and nanagenent. Generative Al is a
subfield of Al that uses generative nodels such as Large Language
Model s (LLMs) to generate new and original content such as text,

i mges, videos, or other forns of data with the capability to adapt
and make deci sions to achieve specific goals.

An Al agent refers to a systemor programthat Large Language Mbdel s
(LLMs to interact with humans (or other Al Agents) for purposes of
performng tasks [|-D.rosenberg-ai-protocols]. In the context of
networ k operations and nanagenent, Network Al agents are increasingly
bei ng designed to interact with physical world and act upon it based
on tool s [ Googl e- Agent s- Wi t epaper] and perform network nmanagenent
tasks such as understandi ng user intent, generating network
configurations, diagnosing and resol ving network incidents
[1-D.ietf-nmop-network-incident-yang]. Meanwhile, other SDGs al so
try to define ternms related to Network Al agent in the context of

net wor k operations and managenment, e.g., TM Forum defi nes Aut ononous
Agent in [TMF-1251D] as one of AN (Autononous Network) Terni nol ogies.

3.2. Network Digital Twin

The Network Digital Twin is a digital representation that is used in
the context of network. The concept and architecture of the Network
Digital Twin are specified in
[I-D.irtf-nnrg-network-digital-twin-arch]. Three core functiona
conponents which includes Data Repository conmponent, a Service
Mappi ng Model s conmponent, and an NDT Managenent conponent are

i ntroduced to characterize the Network Digital Twin and its reference
architecture



The Network Digital Twin is widely recogni zed to be useful as an
advanced platformfor network enul ation, serving as a tool for
scenari o planning, inpact analysis, and change managenent. By
delivering applications requests to the Network Digital Tw n through
standardi zed interfaces (see Section 9.4 of
[I-Dirtf-nnrg-network-digital-twin-arch]), the Network Digital Twi n
exposes the various capabilities to network applications.

Characteristics of Al driven Network Operations

Al OPS was first defined by Gartner in 2016, conmbining "artificia
intelligence"” and "IT operations" to describe the application of Al
and nachine learning to enhance I T operations. However there is no
unified definition for characteristic of "Al driven network
operations” within the networking industry. Referring to the
characteristics of AIOPS in IT field and the characteristics of
networking itself, this docunent introduces six key elenments (i.e.,
awar eness, decision, analysis, execution, intent and know edge) to
characterize the Al driven network operation and its use, as shown in
Figure 1. They together forma cl ose-loop of network operation and
managenent .
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Figure 1: Six Key Elements to Characterize Al driven network
operation

* Intent: Intent is defined as a set of operational goals and
out cones defined in a declarative manner w thout specifying how
to achieve or inplenent themin [RFC9315]. The Network Al
Agent nust accurately interpret and understand the user’s high-
| evel business or operational objectives, this involves
transl ating declarative requirenments into specific network
instructions, e.g., configurations.

* Know edge: The Network Al agent relies on a know edge base that
i ncludes network policies, historical data, expert experience,
and best practices in product nmanual. The know edge is used to
informits anal ysis, decision-nmaking, and execution processes.
Over tine, the Network Al agent can expand its know edge
t hrough machi ne | earning, incorporating new data and
experiences to inprove its performance. For exanple, it |earns
whi ch configurations are optinal for specific scenarios or how
to respond nost effectively to particular types of network
incidents [I-D.ietf-nmop-network-incident-yang].



* Analysis: The Network Al agent continuously anal yzes vast anpunts
of network data from various sources, including network
telemetry [RFC9232] and external feeds, and identify the gap
bet ween user intent and the existing network status. By
integrating Network digital twn
[I-Dirtf-nnrg-network-digital-twin-archl with Network Al agent
and | everagi ng machi ne | earning and ot her data anal ytics
techniques, it also identifies network fault, problem
i ncident, anonmaly and performdata driven intelligent analysis
such as service inpact analysis, and so on. Their distinction
is further discussed in [I-D.ietf-nnop-term nol ogy].

* Decision: Based on the intent and network anal ysis, Al nakes
informed decisions. By integrating network digital twn
[I-Dirtf-nnmrg-network-digital-twi n-arch] and Al, the
intelligence decisions nmaking can be realized. These decisions
coul d invol ve dynam cally adjusting network paraneters, e.(g.
rerouting traffic to avoid congestion. The deci sion-making
process is driven by predefined policies, real-tine data
anal ysis, and Al nodels (e.g., LLMs) that enable the Network Al
agent to choose the best course of action to neet the specified
intent. Network Al agent may also verify the correctness of
the deci si on outconme by perform ng sone network sinulation or
val i dati on process.

* Awareness: Awareness is achieved through real-tinme nonitoring and
data collection. The Network Al agent maintains a
conmprehensive visibility of the network, enabling it to nake
cont ext - aware deci sions. Network operators can al so use the
awar eness understand the exact cause of specific network issues
and achi eve cl osed-| oop deci si on- nmaki ng.

* Execution: Once a decision is made, the Network Al agent executes
the necessary actions to inplement it. This could involve,
e.g., sending configuration to network controllers or network
devi ces through NETCONF/ RESTCONF protocols. The execution is
carried out in a controlled and preci se manner to ensure that
the network behaves as intended without causing disruptions.
The Network Al agent also verifies that the executed actions
have the desired effect and nmakes the proper adjustnents if
needed.

5. Architecture Design
5.1. Overall Architecture

Figure 2 provides the overall architecture for integrating Network
Digital Twin and Network Al Agent System
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Figure 2: An Architecture for Integrating Network Al Agent with
Network Digital Twn

5.2. Functional Conponents
5.2.1. Application

One of exanple application is nmulti-domain orchestrator. Milti-
dommi n orchestrator serves as the top-level coordi nator and manages
the interactions across different autononous domains. Milti-domain
orchestrator may invoke Network Digital Twin to perform functions
such as anal yze, diagnose, optimze, control, and enul ate as per
[I-Dirtf-nnrg-network-digital-twin-arch]. It also provide neans to
convey user intent to each autononpbus domain through a user-facing
Graphical User Interface (GJ) or machi ne-to-nmachine North Bound
Interface (NBI).

5.2.2. Autononous Donmin

An aut onomous domain is a self-governing unit that achi eves NDT and
Al driven network autononbus nanagenent.

5.2.2.1. Network Digital Twin

A Network Digital Twin provides an enhanced and optim zed solution in
the face of increasing network and business types, scale, and
complexity. It sinmulates the behavior, performance, and
characteristics of the actual network, which could help in validation
and testing scenarios, analyzing and predicting network behavior

wi t hout affecting the real physical network.

As described in Section 7 of
[I-Dirtf-nnrg-network-digital-twin-arch], the core functiona
conmponents of an Network Digital Twin includes Data Repository,

Servi ce Mapping Mddel s, and a Network Digital Twi n Managenent
component. The Network Digital Twin collects the real-tine
operational and instrunentation data from network through the
appropriate real network-facing input interfaces, and it delivers NDT
services through appropriate application-facing output interfaces,
which is the interfaces to Network Al Agent(s) in Figure 2

5.2.2.2. Network Al Agent(s)

Net work Al Agent(s) act(s) as the smart brain of the Autononous
Domai n, which is responsible for conducting Al-based anal ysis and
maki ng deci sions regardi ng network operations. It |everages the

i nference of LLM the sinmulation of Network Digital Twin, and the
cont extual and donai n-specific know edge provi ded by Know edge Base
to acconplish specific network operation task
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Agents could be scenario-oriented and cl assified according to the
function they perform It is also possible for nmultiple Agents to
col l aborate in sone scenarios. Milti-Agents managenent is needed to
handl e the agent instance lifecycle (e.g., deploynent, update, and
retirement of Network Al Agent), Agent registration, Agent discovery,
and so on. Sone ongoing efforts (MCP [ MCP], A2A [A2A]) in the
industry may help with nulti-agents coordination

.2.3. Know edge Base

The Know edge Base serves as a crucial repository of informtion

within the architecture. It enables the injection of expert
know edge and provi des the necessary know edge and nenory that hel ps
Al Agent(s) nmake nore accurate and context-aware decisions. It also

hel ps nmitigate the hallucination problens that can arise in |arge-
scal e nodel s, which enhances the accuracy of task execution

Addi tionally, the Know edge Base plays a key role in providing the
data needed for techniques |ike Retrieval - Augnented Ceneration (RAG,
whi ch further boosts the systenmis ability to generate reliable and
rel evant out puts.

.2.4. Data Collection

Data Col | ection conponent is responsible for gathering data fromthe
physi cal network through various different tools and nethods (e.g.,

I PFI X [ RFC7011], YANG push [ RFC8639], [ RFC8641], BMP [ RFC7854]). It
collects various types of network data including configuration data,
operational data, network topology, routing data, |ogs, and trace on
managenent pl ane, control plane, and forwardi ng pl ane as needed. The
collected data is fed into the Network Digital Twin and Network Al
Agent(s) to provide with up-to-date information about the current
state of the physical network.

.2.5. Execution

Once networ k decisions are made and confirmed, the Execution
conponent performs specific actions to the physical network, e.g.,
nmodi fy specific configuration on network controllers or network
devi ces through protocols |ike NETCONF [ RFC6241] and RESTCONF

[ RFC8040]. It is the conponent that makes the planned control and
managenment changes a reality in the real physical network.

3. Physical Network

This is the actual hardware and infrastructure that nmakes up the

net wor k, which includes a set of network devices and wiring. In a
physi cal network, Network Elements (NEs) with Li ghtweight Al
[I-D.irtf-nnrg-ai-challenges] may al so achi eve sone | ocal close |oop
wi thout relying on external Al or human intervention. It is also
possi ble for the Leightweight Al to coordinate with Al Agent(s) to
enhance the automation and efficiency of network operations. The
Net wor k Lei ght wei ght Al nodel s could be trained, validated, deployed,
and executed on Network El enents, and further refined (e.g., node
re-training) through nmonitoring and continuous optim zati on based on
feedback from LLM

Architecture Requirenents

There are a couple of key requirenents of the architecture to
integrate Network Digital Twin with service-oriented Al which are
crucial in ensuring the proposed architecture can handl e the conpl ex
and dynami c network scenarios for network operations and nanagenent.

1. Human-in-the-1oop



This all ows human experts to provide gui dance and make critica
deci si ons when necessary. By involving human in the process, the
architecture can | everage their insights and experience, ensuring Al
actions align with organizational goals.

Human-in-the-1oop is also hel pful to provide a safeguard for conpl ex
or sensitive decisions, where human judgenment is essential to avoid
potential errors or ethical dilemmas.

5.3.2. Interoperability via Open Standards

St andar di zed protocols and interfaces facilitate snmooth comunication
and ensures different systens and devices from various vendors can
wor k together seam essly. The interfaces between Network Al Agent(s)
and Network Digital Twin are the application-facing interfaces as
defined in [I-D.irtf-nnrg-network-digital-twin-arch]. There are sone
ongoi ng efforts that are working on the standardi zati on of Network Al
Agent conmuni cation [I-D.rosenberg-ai-protocol s].

5.3.3. Feedback-driven | nprovenent

The architecture should incorporate nmechani smfor continuous

i nprovenent based on feedback. This includes collecting data on Al
deci si ons, network performance, and user feedback to identify areas
for enhancenent. By analyzing the feedback, the system can adapt and
optimze its operations over tine, leading to better performance and
nmore accurate deci sion-nmaking. For exanmple, if a Network Al Agent
fails to accurately identify the exact cause of a network incident,
the relevant records can be subnmitted as negative sanples to the LLM
whi ch provides inference services, this allows the LLMto be trained
on these negative sanples for optimzation. Feedback-driven

i nprovenent al so enabl es the architecture to evolve w th changing
network conditions and requirenents.

5.3.4. Scalability and Flexibility

The architecture nust be designed to scale efficiently to accommopdate
growi ng network demands and increasing data volunes. 1t should al so
be flexible enough to adapt to new network scenarios and operati ona
requirenents. This neans that conponents should be nodul ar, allow ng
for easy addition or nodification of functionality w thout disrupting
the entire system Scalability and flexibility ensure that the
architecture remains effective and relevant in the face of evolving
net wor k chal | enges.

5.4. Col |l aboration between small Al nodel and |arge Al nodel

The architecture nust be designed to support coll aboration between
smal | Al nodel and | arge Al nodel

In the past, we only support Al and nachi ne | earning technol ogi es at
the network level, e.g., we can use collected various different
network data to provide network anal ysis and generate network

i nsi ght.

Wth nore intelligence introduced into the network el ement, nore GPU
NPU resource can be allocated for Al inference, this make

col | aborati on between |arge Al nodel And small Al nodel becone
possible. On one hand, we can use accunul ated field engi neering
expertise to train large Al nmodel into one foundation nodel for fault
managenent Al agent, On the other hand, we can deploy small Al nodel,
| everage hardware resource or chipset resource in the intelligent
network elenment to collect nore fine granularity data or provide

| ocal processing for Collected data and summary report generation,
Trend prediction, etc. Wth collaboration between | arge Al nodel and
smal |l Al nodel, we can allow Network Al Agent within the Network



controller interact with network el ement and has nore qui ck response
to network change

Al Driven Network Operation: A collection of Use Cases

Net work Al Agent could help in the follow ng phases which are usually
menti oned i n network managenent:

* Network Planning and Design: includes the understandi ng of user
intent, generation of solutions, and sinulation for decision-
maki ng.

* Service Deploynent: includes the construction of the physica
network, as well as intent understandi ng, pre-deploynent
simul ati on, automated configuration, post-deploynent validation,
and other capabilities to enhance the efficiency and accuracy of
network configuration for service depl oyment.

*  Network Mnitoring and Troubl eshooting: includes intent
nmoni toring, issues identification, solution generation, evaluation
and deci si on-nmaki ng, solution inplenentation, and service
val i dati on.

*  Network Change and Optim zation: involves the design, evaluation,
deci si on- naki ng, inplenentation, and validation of network
configuration changes or optim zations to i nprove network
operation efficiency.

In all phases and use cases, after the Agent perforns specific
action, it always continuously nonitors the network by data
collection. Based on the result of network running analysis and user
explicit feedback, it nmay adjust and optim ze the managenent strategy
i f necessary.

Net wor k Confi gurati on Change

Net wor k configurati on changes are needed in scenarios such as
optim zing network or service perfornmance, provisioning new network
services, or resolving network incidents/faults. Network
configuration change | everaging Al and Network Digital Twi n may
experience the follow ng typical steps:

Step 1: The network operator inputs the intent of network
configuration change into the Network Al Agent using natura
| anguage. The network operator may sinply explain the objectives
and requirements of the changes.

Step 2: Network Al Agent first verifies the identity of the user
requesting the change and checks the user’s perm ssions to nake
certain types of network changes agai nst predefined rules or
policies. It then understands and parses the initial intent of
the request, and | everages the powerful know edge and reasoning
capabilities of LLMto generate initial suggestions for specific
net wor k configuration update, which may include multiple possible
networ k configurati on change plans if possible.

Step 3: Network Al Agent conmunicates with the Network Digital Twin
to validate the suggested configuration change, including the
syntax and semantics of the configuration, verification of
effected application and resources. The network digital Twi n may
generate a report indicating the validation result, and suggested
configuration fix when the validation fails after network
simulation | everaging the current physical network operationa
st at e.

Step 4: Network Al Agent may generate a configuration change plan



and submt to the network operator for approval. Based on the
feedback fromthe operator, Network Al Agent then further decides
whet her to optim ze the change plan or deliver the plan to the
Executi on conmponent to conduct the physical network configuration
change.

6.2. Network Troubl eshooting

Net work Al Agent could assist in network troubl eshooting in the
followi ng significant aspects:

* Fault ldentification: Network Al Agent continuously nonitors and
aggregates data from various sources, the conprehensive data
collection provides a holistic view of the network operationa
state. By analyzing the real-tine data, Network Al Agent could
detect network anonalies swiftly, which enabl es the pronpt
identification of potential issues before they escalate into
maj or faults, mnimzing downtinme or service disruptions. In
some cases, the Leightweight Al located in the Network El enent
may handl e some sinple fault identification tasks (e.g.,
optical nodule fault automatic identification) to enhance the
awar eness, while the Network Al Agent and LLM coul d | everage
their powerful processing capabilities to analyze the time-
domai n data collected fromthe optical nodul e.

* Fault Diagnosis: Once a fault is identified, Network Al Agent
del ves into diagnosing the exact cause, it nay al so i nvoke sone
exi sting operations such as "incident-di agnose" RPC defined in
[1-D.ietf-nmop-network-incident-yang]. By correlating synptons
and/ or applying Al nodels trained on historical data, it can
narrow down the potential causes and pinpoint the exact cause,
whi ch accel erates the di agnosis process and reduces the tine
needed to address the issue.

* Fault Repair: After diagnosing the fault, Network Al Agent can
generate targeted repair solutions. These solutions range from
specific configuration adjustnments to nore conplex fixes (e.g.,
hardware replacenent). Network Al Agent woul d al so comuni cate
with the Network Digital Twin to sinmulate the proposed repair
solutions and get feedback fromthe Network Digital Twin. In
advanced setups, Network Al Agent rmay automatically execute
these repairs, ensuring quick restoration of normal operations
and enhancing the overall reliability and efficiency of network
managenent. But it nmay also first present the fault details
and repair advice to the network operator for review, and
proceed to carry out the repair task once it is confirned.

* Fault Prediction As an advanced enhancenent of fault managenent
capabilities, fault prediction ainms to reduce network risks
through proactive managenent that prevents probl ens before they
occur. Before a fault actually occurs, the NDT constructs a
dynani ¢ sinmul ati on nodel by collecting real-time nmulti-

di mensi onal operational state data, including network topol ogy,
traffic | oad, and device performance indicators. Based on the
networ k data, Al Agent uses |arge nodel s and machi ne | earning
al gorithms (such as tine-series prediction nodels and anonal y
detection nodels) to reason and anal yze potential faults—for
exanmpl e, predicting the risk of physical link interruption
based on optical cable signal attenuation data. Furthernore,
the Al Agent generates recomrended operations to avoid faults
and validates them through sinmulation in the NDT, thereby

achi eving predictive mai ntenance of the network

6.3. Network Optimzation

Net work optim zation is often introduced due to the Network Al



Agent’ s awar eness of sonme potential network faults or anomalies

t hrough continuously nonitoring of network operational state, e.g.,

Al nodels may predicts network congestion by anal yzing historical and
real-tine network traffic data. It may also be triggered by the
networ k operator actively inputting the network optimzation intent.

Based on the analysis of network data and user’s intent (if any), Al
Agent proposes network optimzation strategies. For instance, once
the network congestion sonetine in the future is predicted, it may
proactively optinize the network configuration, or suggest scaling up
to neet specific demands.

Bef ore the network optim zation is conducted, Network Al Agent

i mpl ements and eval uates the optim zation solution using the Network
Digital Twin. This may need repeated trials and validations based on
specific evaluation criteria, before the optiml strategy could be
sel ected. Network Al Agent may also first present the suggested
network optim zation solution to the network operator for review, and
apply it to the physical network after obtaining approval fromthe
net wor kK oper at or

6.4. Network |evel Energy Efficiency Managenent

Network | evel Energy Efficiency refer to a set of processes used to
di scover a inventory of capabilities, use specific netrics to nonitor
and assess energy consunption of the network , operate, and contro
the use of available energy in an optin zed manner while achi eving
the network’ s functional and perfornmance requirenents by inproving
overal | network utilization

Net work | evel Energy Efficiency allows network operators not only see
real tinme energy consunption in the network devices of |arge scale
network through interaction with the GREEN Network Al Agent, but al so
al l ow t hem see

0 which network devices enabl e energy saving, which devices not, which
are | egacy ones,

0 The total energy consunption changing trend over the tinme of the
day, for all network devices,

o0 Energy efficiency changing trend over the tinme of the day for the
whol e net wor k.

On the other hand, Wth the better observability to energy
consunption statistics data and energy efficiency statistics data,
the Network Al Agent can know which part of the network need to be
adj usted or optimzed based on network status change.

6.5. Network Security Drills

The Al Agent can hel p construct a dynam c attack-defense verification
systemin network security drills through NDT and Al reasoning
capabilities. It uses generative Al to automatically generate
diversified attack paths, nodels network topol ogies with graph neura
net wor ks, covers attack stages such as reconnai ssance and
penetration, and dynamically adjusts strategi es via reinforcenent
learning to sinmulate the adaptive characteristics of network attacks.
The virtual range built based on the NDT can 1:1 map the production
envi ronment, supporting simulations of composite scenarios |ike
ransommar e chain attacks and supply chain attacks—such as sinmulating
the entire process of Conti virus laterally penetrating to domain
controll ers through weak passwords.

During drills, the Al Agent automatically depl oys virtua
environments with vulnerabilities, collects defense response data in



real tinme through NDT, and generates attack path heatmaps and repair
suggestions. This capability can further verify enmergency response
processes, inject real-tine threat intelligence to dynanically update
drill scenarios, and sinulate end-to-end autonated depl oynent,

vul nerability injection, and real-tine analysis of security drills,
enhanci ng the proactive verification ability of defense systens

agai nst real -world threats.

7. Challenges of Integrating Service-oriented Al into Network
Managenent

In addition to the research chall enges in coupling Al and network
managenent specified in [I-D.irtf-nnmrg-ai-challenges], this docunent
al so identifies sone challenges that need to be considered when
integrating service-oriented Al into network nmanagenent.

7.1. Hallucination

Hal I uci nation refers to the generation of Al responses that are
incorrect, irrelevant, or even nonsensical in relation to the input
or context provided. Although Gen-Al can produce seem ngly

i mpressive results at first glance, there’'s a risk of them being
completely wong at tines. These hallucinations can lead to

i ncorrect decisions and actions in network managenent. For exanpl e,
if the Al generates inaccurate network configurations or di agnoses
faults incorrectly, it may cause network disruptions or security
vulnerabilities. The challenge lies in identifying and correcting
these hal lucinations to ensure the reliability of Al-driven network
management acti ons.

7.2. Security

Integrating Al into network managenent introduces new security

chal  enges. Large volunmes of network data needs to be accessed to

| earn network behaviors and make accurate decisions. Protecting
sensitive network data and ensuring the integrity of Al-generated
decisions are crucial. Besides, Al systenms can becone targets for
attacks ained at conprom sing network security. For instance,
mal i ci ous actors could attenpt to nmani pulate Al nodels to nmake them
generate harnful network configurations or to disclose confidential
network information. Additionally, the integration of Al Agents from
different vendors may create new vulnerabilities that need to be
addressed, e.g., lack of effective authentication and authorization
anong different Agents. |In sunmary, ensuring robust security
measur es throughout the entire Al-based network nanagenent
architecture is essential to prevent unauthorized access and nai ntain
the security of the network infrastructure.

7.3. Data Quality and Consi stency

The performance of Al npdels heavily relies on the quality and
consi stency of the data they're trained on. [|n network nanagenent
area, data sources can be diverse and heterogeneous, |eading to
potential issues such as data inconsistencies, mssing, or outdated
data. Poor-quality data may result in inaccurate Al predictions and
decisions. For exanple, if incorrect or outdated network
configuration data is provided, the nodel may provide incorrect
repair advi ce when di agnosi ng network incidents or faults, it may
suggest checking an non-existing interface. Ensuring that data is
properly cleaned, validated, and nmaintained is a significant
challenge in providing reliable inputs for Al-driven network
managemnent .

7.4. Interpretability and Explainability

Al - gener at ed deci sions can sonetinmes be difficult to interpret and
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10.

10.

explain, as the Al nodel structure and the paraneter settings make it
hard to track its internal decision-making logic. Network operators
need to understand the reasoni ng behind Al -driven decisions to trust
and effectively utilize them For exanple, if an Al system
recomrends a particular configuration change to optim ze the network
performance, operators may wonder why that specific change is being
suggested. The lack of interpretability can hinder the adoption of
Al Driven Network Managenent and neke it challenging to identify
potential issues with Al-generated reconmendati ons.

5. Fast Deci si on- nmaki ng

In network operation and mai nt enance scenarios with high real-tine
requi renents, such as scheduling strategy optim zation and critica
fault repair, the rapid generation of network optinization decisions
is crucial. However, Al Agents based on | arge nodel s adopt a "Token-
based" generation and reasoni ng approach, which is limted by
computi ng power and algorithms, resulting in generally slow reasoning
speeds. In addition, the simulation and verification process of
Network Digital Twin (NDT) further increases decision |atency, which
| eads to |l ong end-to-end decision-nmaking tine in conplex scenarios
and is difficult to nmeet the real-tinme requirenents of services. To
i mprove decision efficiency, continuous efforts are needed in

I i ghtwei ght NDT nodeling al gorithns, optim zing | arge nodel reasoning
framewor ks (such as quantization technol ogy and parallel computing),
and depl oyi ng hi gh-performance Al accel eration hardware.

Security Considerations
TODO Security
I ANA Consi derations
Thi s docunent has no requests to | ANA
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