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Abstract

DNS recursive resol ver operators need to provide the best service
possible for their users, which includes providing an operationally
robust and privacy protecting service. Challenges to these

depl oynent goals include difficulty of getting responses fromthe
root servers (such as during a network attack), |onger-than-desired
round-trip times to the closest DNS root server, and privacy issues
relating to queries sent to the DNS root servers. Resolvers can
solve all of these issues by sinply serving an al ready cached a copy
of the full root zone.

Thi s docunent shows how resol vers can fetch, cache and maintain a
copy of the root zone, how to detect if the contents beconmes stale,
and procedures for handling error conditions.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://wkumari.github.io/draft-wkunari-dnsop-1ocal root-bcp/draft-
wkumari - dnsop-1 ocal root-bcp. htm. Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-
wkumari - dnsop- | ocal r oot - bcp/ .

Di scussion of this docunent takes place on the Domain Nanme System
Operations Wrking Goup nmailing list (mailto:dnsop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww. ietf.org/milman/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at

https://github. com https://github. com wkumari/draft-wkumari-dnsop-
| ocal r oot - bep.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 July 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

DNS recursive resolvers have to provide responses to all queries from
their clients, even those for donmin names that do not exist. For
each queried name that is within a top-1level domain (TLD) that is not
in the recursive resolver’'s cache, the resolver nust send a query to
a DNS root server to get the information for that TLD or to find out
that the TLD does not exist. Many of the queries to root servers get
answers that are referrals to other servers. But, research shows
that the vast mpjority of queries going to the root are for nanes
that do not exist in the DNS root zone [ DNEROOTNAMES]. Regardl ess of
whet her the queries get positive or negative answers, there are
privacy inplications related to the eavesdroppi ng of these queries as
they are being transmitted to the DNS root servers.

1.1. Local Caching of Root Server Data

Caching the | ANA root zone data locally, commonly referred to as
running a "Local Root" instance, provides a nethod for the operator of
a recursive resolver to use a conplete copy of the | ANA root zone

|l ocally instead of sending requests to the Root Server System (RSS)
Thi s goal can be inplenented using a nunber of different techniques,
i ncluding as described in this docunent. However, the net effect
will be the sane: few, if any, queries should be sent to the actua
RSS.
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| mpl enent ati on techni ques are docunented herein for achieving

Local Root functionality (see Section 3). At a high level, this

i nvol ves a Local Root inplementation pre-fetching the root zone at
regular intervals and populating its resolver’'s cache with
informati on, or by running an authoritative server in parallel that
acts as a local, authoritative root server for its associated
resolver. Oher nechanisns for inplenmenting Local Root functionality
MAY be used. To a client, the net effect of using any technique
SHOULD be nearly indistinguishable to that of a non-Local root

resol ver.

Thi s behavi or SHOULD be used by all general -purpose recursive
resol vers used on the public Internet.

Not e that enabling Local Root functionality in a resolver should have
little effect on inproving resolver speed to its stub resol ver
clients for queries under Top Level Donmains (TLDs), as the TTL for
most TLDs is long-lived (two days in the current root zone). Thus,
nmost TLD naneserver and address records are typically already in a
resol ver’s cache. Negative answers fromthe root servers are also
cached in a simlar fashion, though potentially for a shorter tine
based on the SOA negative cache timng (one day in the current root
zone).

Al so note that a different approach to partially mitigating sonme of
the privacy problems that a Local Root enabl ed resol ver sol ves can be
achi eved using the "Aggressive Use of DNSSEC-Vali dated Cache"

[ RFC8198] functionality.

Thi s docunent obsol etes [ RFC8806] .
2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2.1. Termnol ogy used in this docunent
Readers are expected to be familiar with the term nol ogy defined in
[RFC8499]. In addition, the following ternminology will be used in
this docunent:
* | ANA root zone: the Internet’s globally unique DNS root zone as

publ i shed by | ANA [ RFC2826]. This is the sane source of root zone
data used by the Root Server (Operators [RSSAC055]. [ RFC8499]
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3.

descri bes the sane root zone as "The zone of a DNS-based tree
whose apex is the zero- length label. Al so sonetines called ’'’'the
DNS root’."

| ANA root zone data: the conplete set of records that nakes up the
I ANA root zone.

A Local Root enabl ed resolver: a recursive resolver that nmakes use
of a local copy of the root zone data while performng its DNS
resol ution process.

A Local Root inplenentation: the software or system of software
responsible for inplementing the functionality described in this
specification. A Local Root inplementation may be inplenmented as a
si ngul ar conponent within a recursive resolver or within multiple
conponents operating in coordination. |Inplenentations may al so
vary significantly in how these tasks are perfornmed, ranging from
static configuration to nore active systens. W refer to this
entire system regardl ess of inplenentation sytle, as a "Local Root
i mpl ement ati on".

Conponents of a Local Root enabl ed resol ver

To inplenment the goals described in Section 1.1 and neet the
requi renents described in Section 4, a Local Root enabl ed resol ver

will need to performthree fundanental tasks:

1. ldentify locations fromwhere root zone data can be obtained
(Section 3.1).

2. Downl oadi ng and refreshing the root zone data from one of the
publication points (Section 3.2).

3. Integrating and serving the data while perform ng DNS resol utions

(Section 3.3).

I mpl enenting these tasks entirely alleviates the need for sendi ng any
(other) DNS requests to the RSS.

Each of these tasks are described in greater detail in the
subsecti ons bel ow.
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3.1. ldentifying |ocations fromwhere root zone data can be obtai ned

For a Local Root enabl ed resolver to serve up to date data, an

i mpl ementation nust be able to fetch the contents of the entire | ANA
root zone on a regular basis fromat |east one publication source.

I mpl ement ations can find sources of root zone data in a nunber of
ways, including but not Iimted to:

1. An operationally configured list of sources (for exanple a file
of URLs) that can be used to fetch a copy of the | ANA root zone.

2. A list of sources distributed with the resolver software itself,
(akin to how the root hints file is distributed with many
resol vers today).

3. Downloading a list of available sources fromIANA. The mechani sm
and list format for doing so is described in
[ draft-hardaker-dnsop-iana-root-zone-publication-points], which
asks | ANA to aggregate, publish and maintain a list of | ANA DNS
root zone sources at _TBD-URL_ Guidance to | ANA (or for other
entities wishing to collect and redistribute a |list of sources)
for howto collect and maintain a list of | ANA root data
publication sources is also discussed separately in
[ draft-hardaker-dnsop-root-zone-pub-1ist-guidelines].

3.2. Downl oadi ng and refreshing root zone data

Once a list of available publication points of | ANA root zone data
have been configured or obtained, a Local Root inplenentation MAY be
use the following steps to obtain and naintain an up to date copy of
the 1 ANA root zone data. Note that as long as the desired effect of
performng normal DNS resol ution remains stable when conbined with
Local Root functionality, other inplenentation strategies MAY be used.

If a local copy of the | ANA root zone data is unavailable for use in
DNS resolution at any point in these steps, resolvers SHOULD fal
back to perform ng DNS resol ution by issuing queries directly to the
RSS instead. |If a resolver is unable to do so, it MJST respond to
client requests with a SERVFAIL response code.

1. A Local Root inplenentation SHOULD use a |ist of root zone sources
identified in Section 3.1 for obtaining a copy of the | ANA root
zone.

2. A Local Root inplementation SHOULD sel ect one of the avail able
sources fromstep 1, and fromit retrieve a current copy of the
| ANA root zone. Resolvers SHOULD prioritize sources that can be
fetched the nost efficiently. For exanple, when supported, https
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Kumari ,

sources should be preferred as it allows for conpression
negotiation as well as the use of |owcost, well-distributed
Content Delivery Networks (CDNs).

When sending requests to a source of | ANA root zone data, the
resol ver SHOULD minimze its inpact on the source by querying at
a rate no faster than specified by the SOA refresh tinmer and
SHOULD use data freshness protocol checks instead of downl oadi ng
the entire contents at each refresh (exanpl e checks include the
HEAD net hod [ RFC9110] when using HTTP(s) or by querying the root
zone's SOA over DNS first when using AXFR, | XFR or XoT). Once
fetched, an inplenmentati on MUST NOT nake use of the obtained | ANA
root zone data with a SOA serial nunber ol der than any previously
obt ai ned copy [ RFC1982].

If the Local Root inplenentation failed to retrieve the | ANA root
zone data in step 2, or the SOA serial nunber was deened to be

ol der than the already cached data, then it SHOULD attenpt to
retrieve the | ANA root zone data from another source. |If the
Local Root inplenentation resolver has exhausted the |ist of
sources, it SHOULD stop attenpting to downl oad the | ANA root zone
data and SHOULD wait another refresh tine length until retrying
sources again.

Havi ng successfully downl oaded a copy of the | ANA root zone, the
Local Root inplenentation MIST verify the contents of the | ANA
root zone data using the ZONEMD [ RFC8976] record contained within
it. Note that this REQUI RES verification of the ZONEMD record
usi ng DNSSEC [ BCP237] with the configured | ANA root zone trust
anchor. The contents of the fetched zone MJUST NOT be used unti
after ZONEMD verification, including its DNSSEC verification, is
compl ete and successful. Once the | ANA root zone data has been
verified, the Local Root inplenentation can begin Local Root
enabl ed DNS resol ution, potentially using the steps defined in
Section 3. 3.

The resol ver MJST check at | east one the sources in step 1 at a
regular interval to identify when a new copy of the | ANA root
zone data is available. This frequency MAY be configurable and
SHOULD default to the | ANA root zone's current SOA refresh val ue.
When a resol ver has detected that a new copy of the | ANA root
zone data is available, the resolver SHOULD start at step 2 to
obtain a new copy of the I ANA root zone data. Resolvers MAY
check nmultiple sources to ensure one source has not fallen
significantly behind in its copy of the | ANA root zone.
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3.3. Integrating and serving root zone data during resolution

Any mechani sm a Local Root inplenentation uses to integrate the | ANA
root zone data obtained in Section 3.2 to perform DNS resol ution
tasks is sufficient if it is virtually indistinguishable to the DNS
resolver’'s clients. Two exanple inplenentation strategies are

i ncl uded bel ow.

3.3.1. Pre-caching the root zone data

Once the | ANA root zone data has been collected and verified as
conpl ete and correct (Section 3.2), a resolver MAY sinply update its
cache with the newly obtained records.

3.3.2. Running a local authoratative copy of the root zone in parallel

[ RFC8806] described an inpl enentation mechani smwhere a copy of the
| ANA root zone could be run in an authoratative server running in
parallel to the recursive resolver. The recursive resolver could
then be configured to sinply point at this parallel server for
obtaining data related to the root zone instead of the RSS itself.

Note that [ RFC8806] required that the parallel server be running on a
| oopback address, but this specification renoves that requirenent.

I nstead, inplementations MAY run the parallel service on any service
address it can legitimately use. However, such a server MJST NOT use
an address of one of the official root server addresses in the root
zone.

4. Local Root enabl ed resol ver requirenents

The followi ng requirenments are to be foll owed when creating and/ or
depl oyi ng a Local Root i npl enentation

* A Local Root inplenmentati on MUST have a confi gured DNSSEC trust
anchor such as an up-to-date copy of the public part of the Key
Si gni ng Key (KSK) [RFC4033] or used to sign the DNS root or its DS
record.

* A Local Root inplenmentation MIUST retrieve or be provisioned with a
copy of the entire current root zone (including all DNSSEC-rel ated
records) (see Section 3.2).

* A Local Root inplenmentation MJST validate the contents of the root

zone usi ng ZONEMD [ RFC8976], and MJST check the validity of the
ZONEMD record usi ng DNSSEC
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* A Local Root inplenentati on MUST use and serve records fromthe
root zone w thout nodification

* A Local Root enabl ed resol ver SHALL return identical answers about
the DNS root, or any other part of the DNS, as if it would if it
were not operating as a Local Root enabl ed resol ver

* A Local Root inplenmentation SHOULD be able to fall back to querying
the authoritative RSS servers whenever the | ocal copy of the root
zone data i s unavail abl e or has been deened stale (see
Section 3.2).

* A Local Root inplenmentation MJST have an upper time linmt beyond
which if a new copy of the I ANA root zone data is not available it
will revert to sending regular DNS queries to the RSS for
perform ng DNS resol utions on behalf of its clients. This upper
limt value MAY be configurable and SHOULD default to the root
zone's current SOA expiry value. Once the Local Root
i mpl ementation’s copy of the | ANA root zone has been successfully
refreshed and is no | onger considered expired, the resol ver may
resune Local Root enabl ed resol ution operations.

5. Operational Considerations
TBD
6. Security Considerations

There are areas of potential concern that are mtigated to sone
extent by using this nechani sm

6.1. |ANA root zone data security

Secure DNS verification of an obtained copy of the | ANA root zone is
possi bl e because of the use of the RSS s ZONEMD [ RFC8976] record.
This allows for the entire zone to be fetched and subsequently
verified before being used within recursive resol vers resol vers
DNSSEC provi des the same assurance for individual signed resource
records sourced fromthe root zone, including of the ZONEMD record
itself.
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6

8.

8.

2. Leakage of potentially sensitive information

One privacy concern with the use of DNS is the | eakage of potentially
sensitive information that nmay be contained in the query name used in
DNS queries. Most root servers (except b.root-servers.net) do not
currently support queries over encrypted transports, resulting in
query names that are visible to on-the-wire eavesdroppers, and may

al so be held in any operational |ogs maintained by root server
operators. Such concerns nmay be mtigated by Query Name M nim zation
[ RFC9156], but common inplenentations of this mechani sm appear to
only minimze query nanes of four or fewer |abels, and the uptake
rate of query nanme mninzation appears to be quite | ow [ QNAMEM N .
Furthernmore, even with Query Name M ninization, queries for non-

exi stent nanes (generated from keyword searches and m s-
configurations) can cause additional privacy |eaks. [RFC8806]
elimnates the need for the resolver to performspecific queries to
any root naneserver, and obviates any such consideration of query
nane | eakage [ LOCALROOTPRI VACY] .

3. Local resiliency of the DNS

Anot her issue solved with Local Root is that when information is

al ways avail able locally, usage of it is no |onger subject to DDoS
attacks agai nst dependent networks and renote servers. By having the
answers effectively permanently in cache, no queries to the upstream
service provider (such as root servers) are needed since Local Root
enabl ed resolvers effectively always have a cached set of data that
is considered fresh |onger than the typical TTL records within the
zone [ CACHEME] [ LOCALROOTPRI VACY] .

| ANA Consi der ati ons

Thi s docunent contains no requests to | ANA, although its conpanion
docunents do

Ref er ences
1. Nor mat i ve Ref erences

[ BCP237] Best Current Practice 237,
<https://ww.rfc-editor.org/info/ bcp237>
At the tine of witing, this BCP conprises the foll ow ng:

Hof fman, P., "DNS Security Extensions (DNSSEC)", BCP 237,
RFC 9364, DO 10.17487/ RFC9364, February 2023,
<https://ww.rfc-editor.org/info/rfc9364>

Kumari, et al. Expires 24 July 2026 [ Page 10]



I nternet-Draft Local Root January 2026

[ RFC1982] Elz, R and R Bush, "Serial Nunber Arithnetic", RFC 1982,
DO 10.17487/ RFC1982, August 1996,
<https://www. rfc-editor.org/rfc/rfcl982>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC4033] Arends, R, Austein, R, Larson, M, Massey, D., and S.
Rose, "DNS Security Introduction and Requirenents",
RFC 4033, DA 10.17487/ RFC4033, March 2005,
<https://www. rfc-editor.org/rfc/rfc4033>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8198] Fujiwara, K, Kato, A, and W Kunari, "Aggressive Use of
DNSSEC- Val i dat ed Cache", RFC 8198, DO 10. 17487/ RFC8198,
July 2017, <https://ww.rfc-editor.org/rfc/rfc8198>.

[ RFC8499] Hoffman, P., Sullivan, A, and K Fujiwara, "DNS
Term nol ogy", RFC 8499, DA 10.17487/ RFC8499, January
2019, <https://www. rfc-editor.org/rfc/rfc8499>.

[ RFC8806] Kumari, W and P. Hoffman, "Running a Root Server Local to
a Resolver", RFC 8806, DO 10.17487/RFC38806, June 2020,
<https://www. rfc-editor.org/rfc/rfc8806>.

[ RFC8976] Wessels, D., Barber, P., Winberg, M, Kumari, W, and W
Har daker, "Message Digest for DNS Zones", RFC 8976,
DO 10.17487/ RFC8976, February 2021,
<https://www. rfc-editor.org/rfc/rfc8976>.

8.2. Informative References

[ Bl ND- M RROR]
"BIND 9 Mrror Zones", n.d.,
<htt ps://bi nd9. readt hedocs. i o/ en/ st abl e/
r ef erence. ht M #nanedconf - st at enent -t ype%20mi r r or >.

[ CACHEME] "Cache Me If You Can: Effects of DNS Tinme-to-Live", n.d.,
<https://ant.isi.edu/~j ohnh/ PAPERS/ Mour al9b. pdf >.

[ DNEROOTNANES]

"NoError vs NxDomai n by-week", n.d.,
<https://rssac002.root-servers.org/rcode 0 v_3. htni>.

Kumari, et al. Expires 24 July 2026 [ Page 11]



I nternet-Draft Local Root January 2026

[ draft-hardaker-dnsop-dns- xfr-schene]
"The DNS XFR URI Schenes", n.d.,
<https://datatracker.ietf.org/doc/draft-hardaker-dnsop-
dns- xfr-schene/ >.

[draft-hardaker-dnsop-iana-root-zone-publication-points]
"A format for publishing a |ist of sources of |ANA root
zone data", n.d., <https://datatracker.ietf.org/doc/draft-
har daker - dnsop-i ana-r oot - zone- publ i cat i on- poi nt s>.

[ draft - hardaker-dnsop-root -zone-pub-1|i st-guidelines]
"Cui delines for | ANA DNS Root Zone Publication List
Providers", n.d., <https://datatracker.ietf.org/doc/draft-
har daker - dnsop-r oot - zone- pub- | i st - gui del i nes>.

[ KNOT- PREFI LL]
"Knot Resolver Prefill", n.d., <https://knot-
resol ver. readt hedocs. i o/ en/ st abl e/ modul es-prefill.htm >,

[ LOCALROOTPRI VACY]
"Anal yzing and mtigating privacy with the DNS root
service", n.d., <http://ant.isi.edu/~hardaker/
paper s/ 2018- 02- ndss- anal yzi ng-root - pri vacy. pdf >.

[NOROOTS] "On Elimnating Root Naneservers fromthe DNS', n.d.,
<https://wwv.icir.org/ mallman/ pubs/ Al 19b/ Al | 19b. pdf >.

[ ONAMEM N] "DNS Query Privacy", n.d.,
<htt ps://ww. pot ar0o. net/i spcol /2019-08/ gm n. ht m >.

[ RFC2826] |1 AB, "I AB Technical Comment on the Uni que DNS Root",
RFC 2826, DA 10.17487/ RFC2826, May 2000,
<https://www. rfc-editor.org/rfc/rfc2826>.

[ RFC5936] Lewis, E. and A Hoenes, Ed., "DNS Zone Transfer Protocol
(AXFR)", RFC 5936, DA 10.17487/ RFC5936, June 2010,
<https://www. rfc-editor.org/rfc/rfc5936>.

[ RFC7766] Dickinson, J., Dickinson, S., Bellis, R, Mankin, A, and
D. Wessels, "DNS Transport over TCP - I|nplenentation
Requi renents", RFC 7766, DO 10.17487/ RFC7766, March 2016,
<https://www. rfc-editor.org/rfc/rfc7766>.

[ RFC9110] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Semantics", STD 97, RFC 9110,
DA 10.17487/ RFC9110, June 2022,
<https://www. rfc-editor.org/rfc/rfc9110>.

Kumari, et al. Expires 24 July 2026 [ Page 12]



I nternet-Draft Local Root January 2026

[ RFC9156] Bortzneyer, S., Dolmans, R, and P. Hof frmman, "DNS Query
Nanme M nimisation to Inprove Privacy", RFC 9156,
DA 10.17487/ RFC9156, Novenber 2021
<https://ww.rfc-editor.org/rfc/rfc9156>

[ RSSACO55] "Principles Cuiding the Operation of the Public Root
Server Systent, n.d., <https://itp.cdn.icann.org/en/files/
root - server-system advi sory-comi ttee-rssac- publications/
rssac- 055-07j ul 21- en. pdf >.

[ UNBOUND- AUTH- ZONE]
"Unbound Auth Zone", n.d.,
<https://nlnetlabs.nl/documentati on/ unbound>

Acknowl edgnent s

The authors have discussed this idea with many peopl e, and have
likely forgotten to acknow edge and credit nany of them If we

di scussed this with you, and you are not |listed, please please |let us
know and we’ || add you

This work has been founded upon previ ous docunents. Mbdst
importantly, [RFC8806], authored by Warren Kumari and Paul Hof f man,
and "On Elimnating Root Nameservers fromthe DNS' [ NOROOTS] by Mark
Al | man.

The authors would like to thank Joe Abley, Vint Cerf, John Crain,
Marco Davids, Peter Koch, Matt Larson, Florian Cbhser, Swapnee

Pat nekar, Puneet Sood, Robert Story, Ondrej Sury, Suzanne Wol f, and
many many others for their comments, suggestions and input to both
past and current versions of this docunent.

In addition, one of the authors would like to once again thank the
bands "Infected Mushroont, "Kraftwerk", and "deadnmau5" for providing
the soundtrack to which this was witten. Another author recently

di scovered the band "Tranpled by Turtles" while working on this
docunent and is submitting it as a nom nation for the best-band-nane-
ever award.

Hi story of the Local Root concept
Not e: DNSOP needs to discuss whether to publish this as a BCP or as a
proposed standard. Currently this is listed as STD track based on a

nunber of prelimnary conversations the authors had with both
operators and | ETF parti ci pants.
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[ RFC8806] is an Informational docunment that describes a nechani sm
that resol ver operators can use to inprove the performance,
reliability, and privacy of their resolvers. This document concl udes
the concept of [RFC8806] was a success, but that actua

i npl ementation of it has varied according to the needs of various
code bases and operational environments. Thus, this docunment houses
many of the original concepts of [RFC8806] but is largely a conplete
rewrite to match nodern expectations based on recent inplenmentation
and depl oynment experi ences.

Thi s docunent differs in a number of critical ways (TBD: this list is
i nconpl ete):

1. pronotes the behavior in [RFC8806] to be either a Proposed
standard or a Best Current Practice, depending on what the WG
deci des.

2. RECOMMENDS t hat resolver inplenmentations provide a sinple
configuration option to enable or disable functionality, and

3. RECOWENDS that resol ver inplenentations enable this behavior by
default, and

4. REQUI RES that [RFC8976] be used to validate the | ANA root zone
i nformati on before loading it.

5. Adds a nmechanismfor primng the list of places for fetching root
zone dat a.

6. Adds protocol steps for ensuring resolution stability and
resiliency.

An i nmportant change from RFC8806
[ RFC8806] Section 2 (Requirenents) states that:

The system MUST be able to run an authoritative service for the
root zone on the same host. The authoritative root service MJST
only respond to queries fromthe sane host. One way to assure not
responding to queries fromother hosts is to run an authoritative
server for the root that responds only on one of the | oopback
addresses (that is, an address in the range 127/8 for IPv4 or ::1
in IPv6). Another nethod is to have the resolver software also
act as an authoritative server for the root zone, but only for
answering queries fromitself.
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Thi s docunent relaxes this requirement. Resolver inplenmentations can
achi eve the desired behavior of directly serving the contents of the
root zone via multiple inplenentation choices, beyond those listed in
[ RFC8806]. This can include the inplenentation guidance described in
RFC8806, but this docunent allows for inplenentations to select any
mechani smfor fetching and re-distributing the contents of the root
zone on their resolver service addresses as |ong as the other

requirenents specified in this document are still followed (see
Section 4).
For exanple, an inplenentation can sinply "prefill" the resolver’s

cache with the current contents of the root zone. As the resulting
behavior is (essentially) indistinguishable fromthe mechani sm
defined in RFC8806, this is viewed as being an acceptable

i mpl ement ati on deci si on.
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