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Abst ract

RFC 8806 (often called "Local Root") defines a mechani sm whereby a
recursive resolver can fetch the contents of an entire zone and pl ace
this information into the resolver’s cache.

Thi s has several benefits, including increased reliability, increased
performance, inproved privacy, and decreased or mitigation of the
ef fect of sonme types of DoS attacks.

VWhile the majority of DNS resol ver inplenentations natively support
RFC 8806, it remains tricky to configure and maintain. This docunent
recomends that DNS resol ver software sinplify this configuration
and further suggests that configuration becones the default.

Thi s docunent updates Section 2 of RFC3806 by rel axing the
requi renent that inplenentations MJUST run an authoritative service.

[* Ed (WK): Open questions / ToDo / Notes (to be renmpved before
publi cation):

1. | started witing this as rfc8806-bis, but as | did so | realized
that it is likely better as a standal one docunent.

2. This docunment recomends ("Operation Considerations") using
HTTP(S) for fetching the zone. W still need to add text to
cover primng and discuss the bootstrapping issue. |In addition,
we need to add text about | oadbal ancing and fetching from
mul tiple sources. Mich of the prem se behind RFC8806 is that it
doesn’'t matter where you fetch the zone from as long as you
validate it, and use zone checksuns [ RFC8976]. */
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About Thi s Docunent
This note is to be renoved before publishing as an RFC

The |l atest revision of this draft can be found at
https://wkumari.github.io/draft-wkunari-dnsop-1ocal root-bcp/draft-
wkumari - dnsop-1 ocal root-bcp. htm. Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-
wkumari - dnsop- | ocal r oot - bcp/ .

Di scussion of this docunent takes place on the Domain Nane System
Operations Wrking Goup nmailing list (mailto:dnsop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww. ietf.org/mailman/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com https://github. com wkumari/draft-wkumari -dnsop-
| ocal r oot - bep.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

I ntroduction . .
Conventi ons and EEfInItIOﬂS .o
Maki ng RFC8806 behavi or be a Best CUrrent Practlce
Changes from RFC8806 e e e e
Applicability . .
Qper ati onal CbnS|derat|ons
Security Considerations
I ANA Consi derations .
Ref er ences
9 1. Normative References
9.2. Informative References
Acknowl edgrents . .
Appendi x A: Exanpl e Cbnflguratlons
I SC BIND 9. 14 and above . .
Knot Resol ver . .
Unbound 1.9 and above
Aut hors’ Addresses

CoNoOhWDdE

QOWOwWwOwwoo~NoOCTOOOOUTUABMADMW

=

1. Introduction

[ RFC8806] provides "a nmethod for the operator of a recursive resol ver
to have a conplete root zone locally, and to hide queries for the
root zone fromoutsiders. The basic idea is to create an up-to-date
root zone service on the sane host as the recursive server, and use
that service when the recursive resolver |ooks up root information."
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Wi | e [ RFC8806] behavi or can be achi eved by "nmanual | y"* confi guring
software that acts as a secondary server for the root-zone (see

[ RFC8806] Section B.1. Exanple Configuration: BIND 9.12 and

Section B.2 Exanple Configuration: Unbound 1.8), nobst resolver

i mpl ement ati ons now support sinpler, and nore robust, configuration
mechani snms to enable this support. For exanple, |1SC BIND 9.14 and
above supports "mirror" zones, Unbound 1.9 supports "auth-zone", and
Knot Resolver uses its "prefill"” nmodule to |oad the root zone
informati on. See Appendix A for configuration details. 1In addition
to providing sinpler configuration of the Local Root nmechani sm these
mechani sns support "falling back" to querying the root-servers
directly if they are unable to fetch the entire root zone.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Maki ng RFC8806 behavior be a Best Current Practice
[ RFC8806] is an Informational document that describes a nechani sm
that resol ver operators can use to inprove the perfornmance,
reliability, and privacy of their resol vers.
Thi s docurent:

1. pronotes the behavior in [ RFC8806] to be a Best Current Practice.

2. RECOMMENDS t hat resolver inplementations provide a sinple
configuration option to enable or disable functionality, and

3. RECOWENDS that resol ver inplenmentations enable this behavior by
default. and

4. REQUI RES that [RFC8976] be used to validate the zone information
before loading it.

4. Changes from RFC38806
[ RFC8806] Section 2 (Requirenents) states that:
The system MUST be able to run an authoritative service for the
root zone on the sane host. The authoritative root service MJST

only respond to queries fromthe sane host. One way to assure not
responding to queries fromother hosts is to run an authoritative
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server for the root that responds only on one of the | oopback
addresses (that is, an address in the range 127/8 for I1Pv4 or ::1
in IPve). Another nmethod is to have the resolver software al so
act as an authoritative server for the root zone, but only for
answering queries fromitself.

Thi s docunent relaxes this requirenment. Sone resol ver

i mpl ement ati ons achi eve the behavi or described in RFC8806 by fetching
the zone information and "prefilling" their cache with this
information. As the resulting behavior is (essentially)

i ndi stinguishable fromthe nmechani smdefined in RFC8806, this is

vi ewed as bei ng an acceptabl e inpl enentati on deci sion.

5. Applicability

Thi s behavi or should apply to all general -purpose recursive resol vers
used on the public Internet.

6. Operational Considerations

In order for the [ RFC8806] mechanismto be effective, a resolver nust
be able to fetch the contents of the entire root zone. This is
currently usually perfornmed through AXFR ([ RFC5936]). In order for
AXFR to work, the resolver nust be able to use TCP (which is already
required by [ RFC7766]).

Resol vers MAY allow fetching this information via HITPS. \Were
possi bl e, HTTPS should be preferred as it will allow for conpression
as well as the possibility of using | owcost, well-distributed CDNs
to distribute the zone files.

/[* ED (WH): | don't think we can get away wi thout describing how
where to pull this information fromat sonme point. The | CANN https
servers are one source, or should resolver code bases use their own
defi ned CDNs?

(WK): 100% agree. | personally think that this shoul d be hosted on
multiple CDNs, and that expecting a single server or service to

al ways be avail abl e woul d be a massive mistake. But, | also don't
think that resolvers should pull fromtheir own CDNs - | don’t want
Acrre Anvil and Resolvers (or their CDN') go out of business, and have
Acrre Resolvers fail. This is (I believe) a sufficiently small anount
of data that hosting it on nultiple CDNs should be trivial.... but,

al so believe that this topic should be discussed with the Wa */
Resol vers MUST validate the contents of the zone before using it,

including validating the ZONEMD record, using the nmechanismin
[ RFC8976] .
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/* Ed (WK): We night want to add sone nore discussions around failure
handl i ng, but, 1: [RFC8806] already covers much of this and 2: "don't
teach your grandnother to suck eggs" - inplenentations already handl e
this, solet’'s not try to overspecify or over-constrain what they do.
*/

Security Considerations

There are areas of potential concern that are mtigated to sone
extent by using this mechani sm

The issue of |eakage of potentially sensitive information that may be
contained in the query nanme used in DNS queries. Mst root servers
(except b.root-servers.net) do not currently support queries over
encrypted transports, resulting in query nanes that are visible to
on-the-wire eavesdroppers, and nmay al so be held in any operationa

| ogs mmi ntai ned by root server operators. Such concerns may be
mtigated by Query Name M nim zation [ RFC9156], but conmmon

i mpl ementations of this mechani smappear to only mninmize query nanes
of four or fewer |abels, and the uptake rate of query nane

m nimzation appears to be quite low [QNAMEM N]. Furthernore, even
with Query Nane M ninization, queries for non-existent nanes
(generated from keyword searches and ni s-configurations) can cause
additional privacy |eaks. [RFC8806] elimnates the need for the
resol ver to performspecific queries to any root naneserver, and

obvi ates any such consi derati on of query nane | eakage

[ LOCALROOTPRI VACY] .

The final issue solved with Local Root is that when information is

al ways avail able locally, usage of it is no |onger subject to DDoS
attacks against the renote servers. By having the answers
effectively permanently in cache, no queries to the upstream service
provi der (such as root servers) are needed since [ RFC8806] resolvers
effectively always have a cached set of data that is considered fresh
| onger than the typical TTL records within the zone [ CACHEME]

[ LOCALROOTPRI VACY] .

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Ref er ences
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Appendi x A: Exanpl e Configurations

These exanpl es are provided to show how t he Local Root nmechani sm can
be configured in various resolver inplenentations. They are not

i ntended to be exhaustive, and may not work with all versions of the
sof t war e.

[* BEd (WK): These exanples are just to get started. W would
appreciate contributions fromthe resol ver operators.

Yes, we are fully aware of the circular dependency of trying to

resolve e.g ww. i nternic.net when bootstrapping. Mre discussion on
serving the root zone over HTTP by IP will be added later. */
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| SC BIND 9. 14 and above

See the BIND docunentation for mirror zones
(https://bind9.readt hedocs. i o/ en/ stabl e/ reference. ht nl #nanedconf -
statenent-type%20nmrror).

Exanpl e configuration using a "mrror" zone:
zone "." {
type mrror;
s
Knot Resol ver
See the Knot Resol ver Cache prefilling (https://knot-
resol ver. readt hedocs. i o/ en/ v5. 0. 1/ nodul es-

prefill.htm ?hi ghlight=cache%20prefilling) docunmentation for nore
i nformation.

The foll owi ng exanpl e configuration will prefill the root zone using
HTTPS:
nmodul es. | cad(’ prefill’)
prefill.config({
[ =H _ _ _
url = "https://ww. internic.net/domain/root.zone’,
interval = 86400 -- seconds
ca file = "Jetc/pki/tls/certs/ca-bundle.crt’, -- optiona
}
})

Unbound 1.9 and above
See the Unbound docunentation for Authority Zone Options
(https://unbound. docs. nl netl abs. nl/en/| at est/ manpages/
unbound. conf . ht M #unbound- conf - aut h-url) configuration

The foll owi ng exanpl e configuration will prefill the root zone using
HTTPS:
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aut h- zone:
name: "."
url: "https://ww.internic.net/domain/root.zone"

zonefile: "root.zone"
fal | back-enabl ed: yes
f or-downstream no
for-upstream yes
zonefile: "root.zone"
prefetch: yes
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