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Abst ract

When connecting to servers on their |ocal network, users are
surprised to encounter user interfaces that display errors, show
i nsecure connections, and bl ock sonme HTTP features when mssing a
secure context. However, obtaining PKIX certificates for those
servers is difficult for a variety of reasons.

Thi s docunent explores requirenents for authenticating |ocal servers.
About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://danw ng. github.io/settle-requirements/draft-w ng-settle-
requirenents.htnml. Status information for this docunment nmay be found
at https://datatracker.ietf.org/doc/draft-w ng-settle-requirenents/.

Di scussi on of this docunent takes place on the SETTLE mailing |ist
(mailto:settle@etf.org), which is archived at
https://mailarchive.ietf.org/arch/ browse/settle/. Subscribe at
https://ww.ietf.org/mailman/listinfol/settlel.

Source for this draft and an issue tracker can be found at
https://github. com danwi ng/settl e-requirenents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Servers on | ocal networks have historically settled for unencrypted
conmuni cations -- printers, routers, network attached storage (NAS).
However, with the advent of HTTPS everywhere [everywhere], browsers
di sadvant age unencrypted comruni cations (e.g., [nhot-secure],
[sec-context]). This increases inportance of a secure context
(HTTPS) to | ocal domains.

In addition, it is recognized that home networks are not (and perhaps
have never been) the idyllic secure gardens that many think they are.
There are persistent threats in the hone due to mal ware on devices
within the hone, as well as malware that might arrive on guest
devices. Mdst hone networks have little protection against various
ki nds of (layer-2) spoofing attacks, which neans that active on-path
attacks (M TM nust be assuned. Securing the adm nistrative and
regul ar connections within the hone network would result in
significant security gains for all devices in the hone.

Today, a secure context is obtained with a PKIX certificate
([ RFC5280]) signed by a Certification Authority (CA) that is trusted
by the client.

However, servers on a |local network cannot easily get PKIX
certificates signed by a Certification Authority because: they are
not directly reachable fromthe outside (due to firewall or NAPT),
| ack of domai n nane del egation, and need for ongoing certificate
renewal .

The probl em has been well recogni zed since about 2010 and severa
proposal s have been suggested to solve this problem each with their
own drawbacks. This docunent is not intended to sunmarize these
proposal s or their drawbacks; for that detail see the pointers to
previous work in Section 7. At a high level, the proposals have

i nvol ved sol uti ons such as:
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* pre-shared secrets (scanned, printed, or displayed by the server)

* Public DNS pointing at |ocal domain’s |IP address (e.g., [plex])

* Local Certification Authority, where a CAis added to client’s
certificate trust list and that CA signs certificates for devices
within the | ocal network

* Trust On First Use (TOFU), where a user verifies the first
connection to a server and the client renmenbers that verification,
simlar to common use of ssh

*  \WbRTC and WebTransport, where a PKl-signed server provides a
public key fingerprint of another server that it has previously
boot st rapped

* Encoding server’s public key into the hostnanme [thonson-hl d]

Thi s docunment explores |ETF requirements for an alternative server
aut henti cation system for |ocal hosts.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
Techni cal Requirenents
The goal is to work out the engineering tradeoff around
[zookotriangle]. Specifically it says there are three aspects that
nmust be traded of f:
*  Human- meani ngf u
* Secure
* Decentralized

Nam ng
PKI X certificates are a centralized nam ng schene derived from DNS
These nanmes have (the possibility of) having human-readabl e nanes

But the nost significant property is uniqueness -- each nanme has its
own identity and that identity can be proven
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3.

3.

2

3.

A systemthat does not rely on centralized nam ng | acks this
i nheri ent uni queness property.

Nane col lisions can be engi neered by attackers for nefarious
purposes. For exanmple, if a victimis configured to use the (likely)
uni que nane "printer-12ab34cd56ef.l ocal" (containing the printer’s
full or partial MAC address), an attacker can respond to connections
to that name, potentially stealing the user’s authentication
credentials to that printer or seeing the content the user sent to
that printer. Simlar attacks are possible with file shares. This
problemis exacerbated if non-uni que nanes are used (e.g., sinply
"printer.local" or "router.local"), as it reduces the attacker’s
effort. Humans prefer sinple, human-readabl e nanes, but a strong
identity cannot be created with such nanes.

R- UNI QUE- NAME: The system MUST have a way to uniquely identify
servers.

Crypt ographi ¢ Bi ndi ng

A server’s nane has to be mapped to its cryptographic identity.

R-BI NDI NG The Wb Oigin MJUST be cryptographically bound to one
or nore key pairs, where the private keying material is on the
servi ce endpoint and where an attacker w thout the private key(s)

is unable to access any state associated with the Wb Oigin.

A client has to be able to validate the nane nmaps to the
cryptographic identity.

R-VALI DATE: dients MJST be able to cryptographically validate
that the authenticating server matches the identity in the URl /
Web Ori gin.

Web browsers and nodern users both expect a URI.

R-URI: It MJST be possible to construct a URI that encapsul ates a
Web Oigin and its cryptographically-bound identity information.

Abstract Nam ng
Using | P addresses in nanes is problematic if the server’s |P address
changes due to | SP renunbering or internal network DHCP server

reconfiguration.

G ven common NAT44 (NAPT), many many networks will share the sane
| Pv4 addresses.
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R- ABSTRACT: The sol uti on SHOULD abstract names from | P addresses.

Any gi ven name shoul d be resolvable to a m xture of IPv4, |Pv6 Link-
Local (on an Interface), IPv6 ULA, and |IPv6 d obally-Routable
addresses. Operating a local DNS is beyond the scope of many

adm ni strators, so being able to advertise the server using [ DNS-SD
i s necessary.

R- DNS- SD: The name MJST be adverti sabl e usi ng [ DNS- SO
3.4. Avoid Central Authority
A solution needs to be self-contained and not use the centra
authority of PKIX. Being self-contained al so renpves reliance on a

devi ce vendor (to operate a centralized service)

R- AVO D- CENTRAL: A solution MJUST NOT rely on central trust
hi erar chy.

Vendors go out of business or lose interest in continuing to service
ol d products. The products may still be operational

R- AVO D- VENDOR: A sol uti on SHOULD NOT ( MUST NOT?) have conti nued
reliance on a service operated by a vendor, including if the
device is reset to factory defaults (e.g., reset for
troubl eshotting or because sold).

3.5. Miltiple Application Protocols

A solution has to support HTTPS because it is frequently used for
devi ce managenent.

R-HTTPS: A solution MJST support HTTPS

O her encrypted protocols are also frequently used on | ocal networks
for DNS, file sharing, mail, and tel ephony.

R- MULT- APP: A sol ution SHOULD support other application-I|eve
protocol s such as DoT [ RFC7858], SMB over QU C [snb-quic], | MAP
[ RFC8314], and SIP [RFC3261], as those protocols are routinely
served within a | ocal domain.
3.6. Cryptographic Agility
A solution has to support noving to new cryptographic functions.

R-AG LITY: A solution SHOULD support cryptographic agility (such
as supporting nore than one active key type and different hashes).
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3.

3.

3.

3.

7. TLS Server Nane | ndication

TLS servers frequently use the TLS SNI [ RFC6066] extension to support
multiple identities on a single server

R-TLS-SNI: A sol ution SHOULD support TLS SNI so a server knows
whi ch key pair/cert is expected.

8. WBC Private Network Access

To prevent various attacks, WBC has constrai ned how browsers operate
on private networks

R-PNA: A solution SHOULD integrate well with an evol ution of
[w3c-pna] and both allow for an inproved nodel there but shoul d
al so provide nore robust solutions to vulnerabilities that it
tries to address

9. Operate with Local Resources

The TLDs ".local” and ".internal"” are defined | ocal domains and
enterprise networks usually have a site donain
("internal.exanple.con). A solution that scales froma hone network
to an enterprise network i s desirable.

R-LOCAL: A solution MIST operate with .local and .internal, and
SHOULD operate with an adm nistrativel y-defined zone (e.g.,
i nt ernal . exanpl e. com

Di scuss: MAY constrain to the DHCP dommi n-search val ue?? Should
we also allow any arbitrary name if the I P address is |oca
(RFC1918 address), too?

10. Operate Standal one

The system needs to operate without a connection to the Internet.
This is necessary because Internet connectivity is sonetimes flaky or
unavail able (e.g., cabin in the woods, |engthy ISP outage).

R- STANDALONE: MUJST NOT require Internet connectivity to operate
securely, for its initial configuration, or to add or renbve a
device fromlist of authorized devices in the system

Di scuss: perhaps want to refine wording of this requirenent, or
split into separate requirenents.
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3.11. Wb Oigin

The Wb Origin is comprised of the schenme (e.g., "https:"), hostnane,

and port. Today, when a key rotation occurs the Wb Origin renmins

the sane. In this way, things like stored web data (forns,

passwords, cookies) can be used even after a key rotation.
R-VEB-ORIG@ N: The Wb Origin MJUST be retained during key rotation.

3.12. M scel | aneous

1. It SHOULD be possible to have a way to represent a URl that
includes a single specific |P address and the cryptographic
identity of the service endpoint.
Di scuss: the above requirenent needs to be re-witten.

1. SHOULD support key rotation (even if via 301 redirect)

* Q is it acceptable to state to be lost here? Note: likely cannot
do 301 if doing TLS (HTTPS). |Is this suggestion to start HTTP and
upgrade to HTTPS? Could be useful for HITPS but redirect
unavail able for | PP, SMB, DoH.

Di scuss: the above requirenent needs to be re-witten.

1. SHOULD support building trust relationships within devices in the
| ocal environment

Di scuss: the above requirenent needs to be re-witten.

1. Could this help with HTTPS access to W-Fi login portals
([ RFC8952], [RFC8910])~?

Di scuss: the above requirenent needs to be re-witten.
4. Human Factors Requirenents
4.1. Discoverable
Most | ocal networks, especially honme networks, do not operate their
own DNS server. Many clients already support |istening for DNS-SD

br oadcast s.

R- DI SCOVER: A solution SHOULD have a way to do di scovery of
endpoints and their identities (for exanple, via [DNS-SD]).

Wng, et al. Expi res 20 Sept enber 2025 [ Page 8]
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4.2. Easy to Use
Successful solutions are usually also easy to depl oy.

R- EASY: A solution SHOULD have human factors and adversari al
testing on proposed solutions to make sure that this solution
provi des a reasonabl e experience to average and novi ce end-users
and does not introduce new security exploitation vectors

4.3. Booknarkabl e

Nanes (or aliases to those nanes) should be sinple for users --
ideally, user-defined so that if the underlying name is conplex the
user can create an alias that is neaningful to them

R- BOOKMARK: A sol uti on SHOULD have a URI that users can Bookmark
to create an association to a friendly nane.

Di scussion: Can URL bar of the browser honor nDNS/ DNSSD adverti sed
nanes, or give a pull-down of themsimlar to how the "add
printer” dialog does for printers? This would hel p ease the use
of long FQDN so it’'s al nbst as easy as router.local. Especially
if it could show a nicknane that is configured by the printer
Browser extensions exist for DNS-SD and nDNS ([ Saf ari-ext],
[Firefox-ext]).

4.4. Human-friendly Name
Nanes (or aliases to those nanes) should be sinple for users --
ideally, user-defined so that if the underlying nanme is conplex the
user can create an alias that is nmeaningful to them
R- CONSI STENT: A sol uti on SHOULD represent these URIs to humans in
a consi stent, readabl e, and non-confusing fashion. (In a browser,
users shouldn't see the key fingerprint by default but rather a
representation of its presence)
5. Big Open Questions
5.1. Trust on First Use (TOFU)
As evidenced by web browser behavi or over the years with self-signed

certificates and their (increased) warnings, TOFU will not be
accept abl e.
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5

5.

5

2

3.

4.

User Experience

For a solution, what is the User Experience for any trust
relationship / web-of-trust?

Trust Rel ationship

For a solution, what is the nature of the trust relationship?

*  Peer trust web?

* Central CAwithin the local environnent / trust clearing house?
* (Cient establishes its own trust to the server

Interaction with Matter/ Thread

How does a solution tie into systens |ike Matter/ Thread that have
their own trust establishment frameworks?

Use Cases

For the bel ow, "Secure comunications" neans being able to make a TLS
connection to a service such that the service is able to authenticate
itself in a way to prevent MtM attacks. The security nodel nust be
TOFU at a mininum but when the identity of a service is none it
shoul d be possible to send it as a URI in such as a way to present a
secure association rooted in the connection that sent it:

* Secure communications via HTTPS to admn interfaces on CPEs for
both initial and ongoing configuration tasks of various servers
(router, printer, NAS, etc.).

* Secure comruni cations to DoH DoT servers on CPEs

* Secure conmunications to printers (I PPS [RFC7472] printing)

* Secure comunications to other |ocal services (SMB over QUIC to
anot her workstation or a NAS) and | oT devices

* Secure communi cations to | ocal host processes froma browser (e.g.,
adm n tool s)

Wng, et al. Expi res 20 Sept enber 2025 [ Page 10]
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7

Rel ated Wrk

Martin Thonson wote HITPS for Local Domains [thonson-hld] which
covers requirenents, discusses several solutions and their tradeoffs,
and suggests a solution where the client extends the Web Origin to
include the server’'s public key. It does not allow the server to
rotate its public key as that woul d change the extended Wb Oigin
(see Section 3.11).

Dan Wng has proposed a Referee system|[|-D. wi ng-settle-referee]

whi ch uses a new HTTPS-based server to authorize servers public keys
(akin to an allowist or to OCSP stapling) and encoding the server’s
public key into its hostname. Like [thomson-hld], it does not allow
a server to rotate its key (see Section 3.11).

M chael Sweet has proposed a | ocally-depl oyed Certification Authority
[1-D.sweet-iot-acne] that can be increnentally depl oyed.

WBC wor ked on this problemfrom 2017 through 2021 [w3c-httpsl ocal].
More recently, WBC had a workshop on the problemin Septenber 2024
[t pac].

WBC has a working draft on OpenScreen Network Protocol [w3c-onsp]
whi ch establish trust between devices for the purposes of nedia
casting and renote presentation using DNS-SD, TLS for an initial
unaut henti cated connection, SPAKE2 to validate mutual identity and
exchange certifi cates.

WBC W CG al so has a working draft on Peer-to-Peer AP
[w3c-| ocal -peer] that layers a web APl on top of the OpenScreen
Networ k Protocol to allow |local communication between browsers
without the aid of a server. It contains proposed APlIs for the
followi ng on a | ocal network: peer advertising, peer discovery and
aut henti cation, and establishing a WebTransport.

The boundaries of a limted domain -- such as the |ocal donain
described in this docunent -- are explored in Section 6 of [RFC8799].

The 1 OTOPS wor ki ng group and the associated 1Ol Security Foundati on
[iotsf] discussed the problem and sone requirenents in their white
paper [iotops-suib] and presentation to | OTOPS worki ng group at

| ETF112 [i ot ops-sui b-prezo].

A threshold key systemis described and inpl enented at [ phb-nesh]
with the foll ow ng description:
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The Mesh is designed to provide users with the highest |evel of
security that is possible w thout asking themto do anything at
all. For this to becone possible, the Mesh will have to be

shi pped to users as part of the machi ne Operating System

A summary of the problem and anal ysis of several solutions (Locally-
installed CAs, Plex, WDbRTC and WebTransport, TOFU, shared secrets)
and sone drawbacks of those solutions is at [stark].

A met hod using PAKE and a shared secret (displayed on the server) is
expl ai ned at [shared].

8. Security Considerations
TODO Security
9. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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A 1.

*

Changes in -01

Changed to 2010 (from 2017) when the problem of |ocal domain
aut hentication was first discussed.

Rat her than sinple nane collision ("printer.local"), discuss how
nmost products include the device's (partial) MAC address -- which
does hel p di stinguishing devices on different networks. Also
expl ain how an attacker can use that nane.

R- AVO D- CENTRAL changed from SHOULD to MUST.

Justification text added to alnmost all R requirenents.

Renbved R- LOCALHOST, which had said "l ocal host" shoul d be handl ed
sane as a |local domain. This was renoved because | ocal host is not
a uni que nane causi ng other problens for a solution.

R-LOCAL expanded to al so cover administratively-defined zone
(e.g., internal.exanple.com

Refi ned R- STANDALONE.

Added R-VEB-ORI G N, and noved key rotation requirenent into R-VEB-
ORIG@ N to say the web origin has to stay the same if the key is

r ot at ed.

Decl ared TOFU as unacceptabl e (was a question).

As Rel ated Wrk, added: Referee, |ocally-deployed CA, WBC
OpenScreen Network Protocol, WBC W CG Peer-to-Peer API.

Added pointers to DNS-SD and nDNS extensions for web browsers.
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