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Abst r act

ot ai ning and maintaining PKI certificates for devices in a |loca
domain network is difficult for both technical and human factors
reasons. This docunment describes an alternative approach to securely
identify and authenticate servers in the |ocal domain using a HITPS-
based trust anchor system called a Referee. The Referee allows

boot strappi ng a network of devices by trusting only the Referee trust
anchor in the local donain.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://danwi ng. github.io/referee/draft-w ng-settle-referee. htm.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-w ng-settle-referee/.

Di scussi on of this docunent takes place on the SETTLE mailing |ist
(mailto:settle@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/settle/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/settlel.

Source for this draft and an issue tracker can be found at
https://github. com danw ng/ref eree.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Most exi sting TLS comuni cations require the server obtaining a
certificate signed by a Certification Authority trusted by the
client. Wthin a local domain network this is fraught with
complications of both human factors and technical natures (e.g.,
| ocal domain firewall, l|ack of domain nane)

Thi s docunent describes a trust anchor systemto authorize the
legitimate servers on the |local domain. The trust anchor host,
called a Referee, helps clients identify and authenticate previously-
enrolled servers within the | ocal domain. The Referee system

pur poseful Iy avoids Public Key Infrastructure using X 509 [PKIX]
instead using an "allow list" of public keys.

When clients TLS connect to a server on the |ocal domain and
encounter a self-signed certificate that m ght otherw se cause an

aut hentication failure (typically, a warning to the user), the client
can send an HITP query the |ocal domain’s pre-authorized Referee
systemto learn if that server has been enrolled with the Referee.

If so, it indicates the server was enrolled in the Referee trust
anchor and the TLS connection can conti nue.

2. Unique Characteristics

The system described in this draft has several characteristics that
differ fromother trust anchor systens:

* requires an al ways-on Referee server to authenticate servers on
the | ocal domain,

* the client validates a server is authorized on the |ocal donmain
via an HTTPS query to the (Referee) server on the |ocal donain,
rat her than a signed certificate,

* can use raw public keys, as the dates and certificate signatures

of servers on the local domain are ignored by this system in
favor of consulting the Referee,
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* handl es nane collisions for servers on different networks, so two
different networks can both have servers with the same name (e.g.
router.local),

* handl es uni que names for servers (e.g., router-
abcdef 123456. | ocal ),

* servers that participate in the Referee system can change their
public keys periodically and informthe Referee, which allows
clients to automatically handl e those public key changes, and

* can operate w thout changes to non-Referee servers on the |loca
domai n, provided such servers do not change their public keys.

3. Requirenents Eval uation

Using requirenents from[I|-D.rbw hone-servers], the proposal in this
docunent has the foll owing summari zed characteristics

[ el ool ool s sl ool )
| Solution | Reduce | Elimnate | Existing | Existing | Revoke

| Nare | CA | CA | CA Support | dient | Auth

I I I I | Support | I
[ ool e oo el oo oo e el e e e =}
| Referee | Yes | Yes | N A | No | Yes |
R i +-------- R R R i +-------- +

Table 1. Summary of Referee Agai nst Requirenents
4. QOperation
Figure 1 shows a client receiving the DHCP nmessage of the |oca
network’s Referee, connecting to that Referee and, because this

Ref eree has never been seen before by this client, pronpting the user
if this Referee is to be trusted.
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Fommmaa - + S T +

| DHCP | Fo-em- - + | Referee

| Server | | dient | | Server

o o e R o
| <-ooo oo >| |

| 2. HTTPS: obtain Referee

| certificate and conplete

| TLS handshake
e Fomm -

| 3. Referee not previously |
| aut hori zed |

Figure 1. Message Sequence Diagramw th New Referee

Figure 2 shows a client connecting to a Referee that was previously
authorized by the client. In this case, the user is not pronpted to
re-aut horize the Referee.

S SRR + R +

| DHCP | L + | Referee

| Server | | dient | | Server |

oo+ T Fomme -t
| <--ooooe-e- >| |

- +- U >|
| 2. HTTPS: obtain Referee
| certificate and conpl ete

| TLS handshake
------------ R

I
: |
| 3. Referee previously | |
| aut hori zed | |
I
I

Figure 2: Message Sequence Diagramw th Previously-Authorized Referee
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Figure 3 shows a client, after perform ng the above steps with its
Ref eree, connecting to a server on the |ocal domain and then
validating that server’s public key with its Referee. The validation
with the Referee is done in lieu of validating the certificate of
that server on the |ocal domain.

S T I +
Fo-em- - + | Referee | | Local Domain |
| dient | | Server | | Server |
Foo o - - -+ N L +o-m - - +

I I I
e >|
| 4. conpl ete TLS handshake |
R e . | |
| 5. unknown public key | | |
| so query Referee | | |
ey S ’ | |
- > |

I

R + |

| 7. HTTPS response| |

B T e . - +- |
| 8. keys match; continue| |
Y e e e e e e e e oo B 1 |

| <=-------- 9. TLS data -------- >|

|

Figure 3: Message Sequence Diagramto Server on Local Domnain
4.1. Referee

The Referee trust anchor function is inplenmented within any al ways-on
device within the local domain (e.g., router, smart honme hub, NAS, or
a virtualized CPE). The Referee runs HITPS and serves files
containing public key fingerprints indexed by each server’s |oca
domai n nane. These files are popul ated by servers on the |oca

domai n that support Referee or manually as described in Section 5.2.

Clients authenticate the Referee and use HTTP GET to fetch the naned
public key fingerprint fromthe Referee server using a well-known
URI. The Referee returns the SHA-256 fingerprint of the server’s
public key as an octet-stream

For exanple if the server’s nane is "smarttv-abcdef123.internal™ the

following HTTP GET woul d be issued by the client to retrieve that
server’'s public key fingerprint:
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GET /. wel |l -known/ r ef eree/ sha256/ smarttv-abcdef 123. i nterna

4, 2. Servers

A server supporting this specification is expected to be a printer
(using I PPS or HTTPS), file server (e.g., NAS or laptop), |oT device,
router (especially its HITPS-based managenent consol e), scanner,
Smart TV, or sinmlar.

Each | ocal donain device supporting Referee has a public key. During
installation of the device to a Referee network, the device's

host name and public key fingerprint are stored into the Referee
Server. Several options exist for this step, detailed in Section 5

If a server’s public key changes (e.g., factory reset, key rotation,
public key al gorithm change) the new key needs to be enrolled with
the Referee and the old key renpved (see Appendix A 5). dients wll
notice the msmtch and will query the Referee, which provides the
new key’'s fingerprint, authenticating the server (with its new key)
to the client.

4.3. dients

A client supporting this specification is first configured with the
DNS name of its Referee server, which mght occur via service

di scovery (see Section 7). The client authenticates and authorizes
the Referee server using one of the bootstrappi ng nechani sns (see
Section 5). This step occurs only once for each hone network the
client joins, as each hone network is responsible for being a Referee
for its own local domain. A quality inplenentation may reduce user
pronpting by sharing known Referee server identities across a user’s
various devices, or by other neans.

On a connection to a server on the local domain (see Section 6) the
client includes the server’s |ocal domain name in the TLS Server Name
Indication (SNI) extension of its ClientHello. A client may
additionally cache the association of authorized servers to that same
| ocal domain, after the client has conpleted a TLS handshake to the
Referee to verify the client is connected to that Referee’ s network.
Upon di sconnection fromthat network, the client invalidates its
cache until connected to a new network and validating that network’s
Ref er ee.

On receiving the server’'s certificate in the TLS exchange, the client

wi || have previously cached that server+Referee conbi nation, or not,
as di scussed bel ow
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* |f not previously cached, the client queries that network’s
Referee with the DNS nane of the server (e.g., printer.internal).
The Referee responds with the public key fingerprint of that
server. The client checks if the public key fingerprint (fromthe
Ref eree) matches the public key of the server (fromthe TLS

handshake). |If they match, comunication with the server
continues and the server nane and its public key m ght be cached
by the client. |If they do not match, the client aborts this

communi cati on session; further actions by the client are an
i npl ementation detail.

* |f previously cached, the client determines if the cached public
key matches the public key obtained fromthe TLS handshake with

the server. |If they match, communication continues. |If they do
not match, the queries the Referee to learn if a new key
fingerprint is available for that server. |If a different

fingerprint is returned by the Referee, the client verifies it
mat ches the public key fromthe TLS handshake. |f they match, the
client replaces the information in its cache.

Internally, a client might forma unique identity for a |ocal domain
server as hostnane (e.g., printer.local) conbined with the identity
of the Referee, such as the Referee’s public key fingerprint (if not
signed by a global Certification Authority) or the Referee’'s nanme (if
signed by a global Certification Authority). In this way, when the

client is on a different network (which will have a different
Referee), a server nane collision (e.g., router.local) will result in
a unique internal identity for that server -- keeping all the server-

specific data separate for those two servers on different networks
(e.g., web forms, passwords, |ocal storage, etc.)

4. 4. Revoking Authorization

When the administrator revokes authorization for a server (e.g.,
repl acenent of a server), the administrator renpves the old public
key fromthe Referee and installs the new key in the Referee.

When this replacement occurs, the clients that have not already
cached the server’s public key will sinmply query the Referee, which
has the server’s new public key. The clients that have cached the
server’'s previous public key will notice the m smatch, pause their
communi cation with the server, and validate with the Referee that the
new key is legitimate, and continue their communication with the
server.

Thus, revoking authentication has inmedi ate effect because the
clients inmediately validate a mismatch with the Referee.
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5. Bootstrapping the Referee
5.1. dients to Referee

The clients have to be configured to trust their Referee. This is a
one tine activity, for each hone network the client joins. This can
be somewhat automated using service discovery (Section 7).

The client is configured to trust the Referee server’s public key.
If this key changes, session resunption mght be useful to avoid
having the client re-configured to trust that new public key, see
Appendi x A. 5. 2.

5.2. Servers to Referee

Server nanes and their associated public key fingerprints have to be
enrolled with the Referee. This can be automated by servers that
support Referee, or can be done manually for servers that do not
(yet) support Referee -- providing inmediate value to Referee clients
wi thout waiting for server Referee support.

5.2.1. Short Code or Scan Code

Short code printed on the Referee-capabl e server which can be scanned
by a smartphone application by the home administrator which is
aut hori zed to push new associations to the Referee.

5.2.2. Increnmental Deploynment and Manual Referee Configuration

It is useful for a Referee server to provide i mediate value on its
installation, even when servers do not (yet) support Referee. The
Ref eree systemrequires support of both the client (to ask the
Referee for nediation) and installation of a Referee -- which could
be in the hone router, NAS, or other always-on device. This section
expl ores how to bootstrap Referee system when servers on the |oca
domai n do not (yet) support Referee

The Referee has a user interface for manual addition of a server.

For exanple the user might cause the Referee to connect to a server
on the | ocal dommin using TLS, extract its public key, and create the
host name and public key fingerprint association on the Referee.
Additionally, the Referee mi ght also scan the | ocal donain network

| ooking for TLS servers on common ports (e.g., HITPS, |MAPS, |PPS
NNTPS, | MAPS, POP3S) to enunerate a list of servers for the user to
approve the sane association on the Referee.
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To accommopdat e servers that change their public key but do not (yet)
regi ster that change with the Referee, the Referee can refresh its
server fingerprints at user request. The user request m ght be
initiated by the adm nistrator or an HTTP nessage fromthe client to
the Referee of a key m snatch.

6. ldentifying Servers as Loca

This section defines the domain names and | P addresses consi dered
"l ocal ".

6.1. Local Donmi n Nanmes

The foll owi ng domai n name suffixes are considered "l ocal"

* ".local" (from][nDNS])
* " _ home-arpa" (from|[Honenet])
* ".internal” (from[Il-D. davies-internal-tld])

* both ".local host" and "l ocal host" (Section 6.3 of [RFC6761])
6.2. Local |P Addresses

Additionally, if any host resolves to a local |IP address and

connection is nade to that address, those are al so consi dered

"l ocal ":

* 10/8, 172.16/12, and 192.168/16 (from [ RFC1918])

* 169. 254/ 16 and fe80::/10 (from[RFC3927] and [ RFC4291])

* fc00::/7 (from[RFC4193])

* 127/8 and ::1/128 (from Section 3.2.1.3 of [RFC1122] and
[ RFC4291])

7. Service Discovery

To ease initial bootstrapping the client, the | ocal domain can
advertise its Referee server using a new DHCP option (see

Section 10). The client connects to that server using HTTPS and
extracts the public key. Each local domain has its own Referee which
only has purview over servers in its same |ocal domain. The

Ref eree’s public key has either not been seen before or has been seen
bef or e:
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8.

10.

11.

* |f the public key has not been seen before, the user needs to
approve use of that Referee trust anchor for this |ocal donain;
the exact method is out of scope of this docunent.

* |f the public key has been seen before, and was previously
approved (or previously rejected) by the user, that sanme user
deci sion is applied again.

Oper ational Considerations

The Referee has to always be available. The client cache hel ps
reduce |load on the Referee but new clients (e.g., new devices, guest
users, restored devices) and client cache invalidation will always
cause sone traffic to the Referee

Wien the Referee is unavail able, clients behavior devol ves to what we
have today: servers will need to obtain a real PKI certificate signed
by a Certification Authority already trusted by the clients, or else
clients will need to manual ly trust individual certificates.

Security Considerations
TODO. expand security considerations

See Section 8 describing client behavior when the Referee is
unavai |l abl e.

I ANA Consi derations
Regi ster new .well _known URI for Referee server.
Regi ster new DHCP option for Referee server.
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Appendi x A, Issues for Further Discussion
A. 1. PKI Fall back

Currently the text suggests clients should fallback to PKI if Referee
validation fails. This neans certificate warnings for self-signed
certificates. |Is such fallback harnful or is it worthwhile?

A 2. Distinct Local Domain with its Owm Referee

Each | ocal donain is anticipated to have its own Referee. Thus, when
a client visits another network, that network will have its own

Ref eree which is learned via service discovery. That Referee is
boot st rapped sane as the 'hone’ network’s Referee (see Section 5).

A. 3. Redundant Referees on One Local Domain

This draft only discusses a single Referee on each Local Donain.
Multiple Referees may well be desirable for redundancy but are out of
scope of this draft.

A. 4. Uni que Nanes

Printer.internal or printer.local are handy names and can be used
with a Referee system

Unfortunately existing browsers have state that is tied to nanmes --
web forns, cookies, and passwords. Thus, those existing systens need
nanes that contain a unique identifier like a UUD, e.g.,
printer.2180be87-3e00-4c7f-a366-5b57f cedcbf7.internal. O perhaps
enbeddi ng part/all of the public key into the nane itself, for
exanpl e:

printer.2180be87-3e00-4c7f-a366-5b57f ced4cbf7.interna
nas. 103a40ee- c76f - 46da- 84al- 054b8f 18ae33. i nt er na
rout er. f b5f 73ed- 275a- 431e- aecf - 436f 0c54d69d. | oca

The Referee systemis ambival ent about the host name -- the Referee’'s
nane and each server’s nane need only be unique on the current |oca
domain. Name collisions that occur between |ocal domains are handl ed
by the client querying the other network’s trusted Referee to check

| egitimacy.

The Referee system all ows keeping the unique nanme the sane for the

lifetime of the device while allow ng changing its public key, as
di scussed in the foll owing section
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Key Lifetinme (Rotating Public Key)

For security hygiene, the public keys in a server and the Referee may
be occasionally changed. This section discusses how such changes are
handl ed by a Referee system

1. Server

If a server’s public key changes the new key has to be installed into
the network’s Referee. To automate such changes, the server could
connect to the Referee and prove possession of its (old) private key
(using TLS client authentication or using application-|layer mechani sm
such as JSON Wb Signature) and publish its new public key using an
HTTP PUT.

Not e: such a PUT nmechani sm al so neans an attacker in possession of
the server’s private key can change the legitimte server’s public
key fingerprint in the Referee to now point at an attacker-

controll ed system denying access to the legitimte server. It is
still better than unencrypted connections, which is the case
t oday.

2. Referee

If the Referee’'s public key changes all the clients have to re-
aut henticate the Referee’s new public key. This is uncool

To all ow changing the Referee’s public key wi thout needing the client
to re-authenticate the Referee, the client and Referee could do
session resunption for its subsequent connections to the Referee
(Section 2.2 of [RFC8446]). |If session resunption succeeds, the
client can query a the Referee’s own well-known URI to determine if
the Referee’s public key has changed, and update itself accordingly.

Wth the above technique, the client will only have to (manually) re-
aut henticate the Referee when the Referee cannot perform session
resunption. As session resunption is usually inplenented using the
server’s private key, the Referee would need to remenber its previous
private key (or two or three).

now edgnent s
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