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Abst r act

This specification elimnates security warnings when connecting to

| ocal domains using TLS. Servers use a unique, |ong hostnane which
encodes their public key that the client validates against the public
key presented in the TLS handshake.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://danw ng. gi t hub. i o/ publ i c-key-hash/draft-w ng-settl e-public-
key-hash.htm . Status infornmation for this docunment may be found at
https://datatracker.ietf.org/doc/draft-w ng-settle-public-key-hash/.

Di scussi on of this docunent takes place on the SETTLE mailing |ist
(mailto:settle@etf.org), which is archived at
https://mailarchive.ietf.org/arch/ browse/settle/. Subscribe at
https://ww.ietf.org/mailman/listinfol/settlel.

Source for this draft and an issue tracker can be found at
https://github. coml danwi ng/ publ i c- key- hash.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Browsers are progressively requiring secure origins for new

PRPONNNNANODODOOOUIOIOTRA,BRWWN

e

capabilities and features ([secure-context]). As secure origins are
only obtainable, today, with a certificate signed by a Certification
Authority trusted by the client, this | eaves out devices and networks
whi ch cannot easily obtain such certificates. Such inability is due

to network topology (e.g., firewall), lack of domain ownership, or
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compl i cat ed procedures

This draft discusses how a client can authenticate to HITPS servers
bel onging to the | ocal domain where the server nane is a hash of the
server’'s public key. By doing so, a secure origin can be
established. This avoids the need for a certificate signed by a
Certification Authority (CA) trusted by the client. This is a

rel axed way of "doing HTTPS' for servers on the |ocal domain.

2. Uni que Host Nanmes

Web browsers and ot her application clients store per-host state using
the host nane, including cached formdata such as passwords,
integrated and 3rd party password managers, cookies, and other data.
VWhen a name col lision occurs (e.g., the sane printer.local nane on
two different networks) the client cannot recogni ze a different host
is being encountered. By creating a unique nane, existing client
software (browsers, password managers, client libraries) can continue
storing origin-specific data for each of unique nane.

A uni que nane is created by enbeddi ng the hash of the public key into
the nane itself. This achieves uni queness and the encoding is al so
identifiable by the client to assist its validation of the server’s
public key (Section 4.1). Details on encoding the dormain name are in
Section 5.

3. Short Host Nanes

Uni que host nanes contai ni ng encoded public keys are awkward for
users. This section describes how short nanes can al so be adverti sed
by servers and securely validated by clients, so that the short nane
is presented to users while the unique nane is used for the TLS
connecti on.

A server already advertising its long nanme using [DNS-SD] can al so
advertise its short nane. The client needs to validate they are the
same server, prior to allowing the user to interact with the short
nane. The client can do this validation by maki ng two connecti ons:
one connection to the |ong nanme and another to the short nanme and
verify they both return the same public key and that both TLS
handshakes fini sh successfully (proving the server has possessi on of
the associated private key). Advertising both nanes enabl es

i ncremental deploynment within a | ocal domain at the expense of user
confusion (two nanes per device, |ike a human naned both "Bob" and
"Richard") and on-the-wire inefficiency.
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4.

4.

NOTE: Al so to be considered is including both the unique and short
host name in the SubjectA tName field of the server’s certificate.
Thi s avoids an additional advertisenent but has worse increnenta
depl oynent characteristics -- |egacy software won't notice the
other nane in the Subject Al tNane.

The client need only | ook for matching short name and uni que nane
within the sane TLD domain nane (that is, if a unique name is
advertised with a ".local" domain, the client does not need to | ook
for its acconpanying short nane within ".internal")

To avoid the problens described in Section 2, the TLS data connection
al ways uses the long name. Thus, after the client has validated the
short name as described above and a user attenpts to connect to the
short name (by typing or by sone other user interaction), the client

i nstead nmakes a connection to the unique nane. This reduces the
integration changes within the client, as clients already separate
server-specific data based on the server’s hostnanme (e.g., Cookie
Store AP, Credential Mnagement API, Wb Bl uetooth, Storage API,
Push API, Notifications APlI, WebTransport API).

Qperation
1. dient Qperation

When clients connect to such a local domain nanme or |P address
(Section 6) using TLS they examine if the domain nane starts with a
regi stered hash identifier in the second | abel and if the rest of
that |abel consists of an appropriate-length encoded hash. |[|f those
conditions apply, the client performs certificate validation as
descri bed bel ow.

Upon receipt of the server’s certificate, the client validates
validates the certificate ([ RFC9525], [RFC5280], and Section 4.3.4 of
[ RFC9110] if using HTTPS). \When perform ng such a connection to a

| ocal domain, the client night avoid warning about a self-signed
certificate because the Certification Authority (CA) signature wll
certainly not be signed by a trusted CA. Rather, a nore subtle

i ndi cation mght be warranted for TLS connections to a |ocal domain,
perhaps only the first tinme or perhaps each tine. The client parses
the returned certificate and extracts the public key and conpares its
hash with the hash contained in the hostnane. |If they match, the TLS
session continues. |f they do not match, the client might warn the
user about the certificate (as is comon today) or sinply abort the
TLS connecti on.

Aut hori zi ng which servers are allowed on the local network is
di scussed in Section 7. 2.
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4.2. Server Qperation

A server running on a |local network (see Section 2) uses a unique
host nane that includes a hash of its public key. This unique nane
is encoded as described in Section 5. Existing servers mght be
configurable with such a hostname, w thout software changes

O'tentines, servers operating on a local network already advertise
their presence using [DNS-SD] and shoul d continue doi ng so,
advertising their unique nane that includes their public key hash and
optionally also a shorter nicknane (Section 3).

5.  Uni que Host Nane Encoding Details

The general format is hostname, a period, a digit indicating the hash
algorithm and then the hash of the server’s public key as shown in
Figure 1. The binary hash output is base32 encoded (Section 6 of

[ RFC4648]) without trailing "=" padding. Currently only SHA256 hash
is defined with the value "0" (Section 8). Wile base32 encoding is
speci fied as uppercase, inplenmentations should treat uppercase,

| ower case, and m xed case the same. (Base32 encodi ng was chosen

i nstead of base64 or base64url encoding to avoid their illega

host name characters and their case preservation requirenent.)

friendly-name = 1*63(ALPHA / DIG T / "-")
hash-al gorithm= DIGA T ; 0=SHA256
base32-digits = "2" / "3" [ "4" [ "5" [ "6" [ "7T"

hash = 1*62(/ ALPHA / base32-digits )
; 62+1 octet limt from RFC1035

encoded- hostnane = friendly-name "."
hash-al gorithm
hash
Figure 1: ABNF of hostnanme encoding
An exanpl e encoding is shown in Appendi x A

6. ldentifying Servers as Loca

This section defines the domain names and | P addresses consi dered
"l ocal ".
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6.1. Local Donmin Nanes

The foll owi ng domai n name suffixes are considered "l ocal™"

* ".local" (from[nDNS])
* " home-arpa" (from[Homenet])
* ".internal" (from[Il-D.davies-internal-tld])

* both ".local host" and "l ocal host" (Section 6.3 of [RFC6761])
6.2. Local |P Addresses

Additionally, if any host resolves to a local |IP address and
connection is nmade to that address, those are al so consi dered
"l ocal ":

* 10/8, 172.16/12, and 192.168/16 (from [ RFC1918])
* 169.254/16 and fe80::/10 (from[RFC3927] and [ RFC4291])
* fc00::/7 (from[RFC4193])

* 127/8 and ::1/128 (from Section 3.2.1.3 of [RFC1122] and
[ RFC4291])

7. Security Considerations
7.1. Validating Hostnane Authenticity

By associating a server’ s public key with its origin (defined as the
schene, hostnane, and port per [RFC6454]), a client can performa TLS
handshake with the server to ensure the server possesses the private
key associated with that key hash. This allows the client to
validate the authenticity of a hostnane advertised on the |oca
network (such as advertised via nDNS).

7.2. Authorizing Servers on Local Domain

A client may al so want to defend agai nst rogue servers installed on

the Il ocal domain. This requires legitimte servers be enrolled with
a trust anchor system such as a local domain Certification Authority
(e.g., [I-D.sweet-iot-acne]) or other system(e.g., [EST]) and that

enrol Il nment verified by the client.
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7.3. Public Key Hash

Because the server’s public key is encoded into its hostname,
changing the public key would al so change its hostnane -- thus, its
identity as known by the client changes, disrupting configuration of
that server on the client (e.g., printer configuration, SMB share
configuration, password manager). As such, an identity change is
extrenmely disruptive, it needs to be avoided. This nmeans the public/
private key pair on a server needs to stay static. The tradeoff is a
stolen private key allows an attacker to intercept traffic to that
server for a long time, without requiring the attacker to retain
access to the server (to steal its changed private key). This is not
i deal but superior to plain text comunication or conditioning users
to accept self-signed certificate warnings for servers on the |oca
domai n.

8. | ANA Consi derati ons
New regi stry for hash type, 0=SHA256. Extensions via | ETF Action
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Exanpl e Encodi ng

Server with private key in PEM format is:

W ng
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----- BEG N PRI VATE KEY--- - -

M | EvQ BADANBgkghki GCOWOBAQEFAASCBKcwggSj AgEAAol BAQCOKTUBTOKW | Z6
whhyhg+11 4u0j n019z4SVUKAWKY O FPt oEvRGPdKYUoLaPZnvy N/ VTYIl ubVn7dE8
| Ypi bwk Dhs38DKnmyo0vdW UaopQQaygt LB+PZ12| / XaSCE1cWs| 45ShUvkt cVR/ D
DKw 7DVEEI Zr RTLKY 6 M+8Nedx ++k KXmb Sj 8Ws NQAk U4uFhS+JXHXToZvhvoQLKkTs
486 XXPn4SJPLY TN62b6KHTLMLVb7RY4i 4U7N6hS1UWe7bl xZNZOvnf 4vZ7A6SR7TW
nM31DoaWs XCBH7 CL56Msdn7dnuks Ri nf Nrms Enmv BXZmuQWHNUZghBLMHPCOXmHh T
80q3pSY5] AgMBAAECggEANI AY1vDVob7zi 01/ HIObCQkat AzSl 4dr UG AHAOKP49k
woV2s0bl M7vl 8ZkC2u3AMIpli TMNFQzr v+l 38VDAWhdmavod!l MeLf HYVu3dLVZPf 3
wlazZkMe M cVRq7Vt W/ i V3ygqDOgxr 4m dWMLZDWI HgZn9Z/ j X7nxyuuZ9ntquuH
Brl 8pcUba7666j cz+FIONNj XTPCOw nvVi hCPkTeYr 1Nf | QGTR5PJ+D5dywh53i ul ml
ZTk2zBXJIMuj bl yTLOp+MjdEKXci 70QIgf 7b@xs02ZUD24Cne Yl dsE6vVmYUFxJpw
ZbYzQ a/ MrOmXGhc UTWKkJk U78QT2Us 7SuSL+1 PGSQKBgQDC5i RKt | Yul UgxV9gu
TmMX30ROW/ RONnnsEj ol NAqUwec | oUMHk8ODXEs p7j VOSFMIhHRMXL+VKYi Bsi | V7vk
A TbLRP34HgK54auRF6PTx Bf NAKF+FQx| 2mzWkj 7wi 5ng0g+t CITLer eUXULz 8+r
h5Vqp4BCj coum yYOx! Lt br 9/ wKBgQC7Qx2Lb70XCL5ei vdokMh2| Ri nt 9cf xC2W
f J6Q0ONJgsNOXI QGTUAk 3cLvnr Kg3UOmI XXg+Q6dj VB/ 30p3+TFzsGS20RMel 9r 60
kAHYG gdai r | VOUTDsnwUP8UL EOl | dhSXLA Ay71eMdbDg/ c/ yyr WivysXf 5kAi J
CzTnyvY3nQKBgBt +Va5I bH3j xyxWkQW F Okf aMHTe6RAZMCShY8CEW ZRZhj Ct i
UA3JI zRWH+9J/ KFJHVH52OH1i UZWSVs opwMCuaj u0aZgq4MHKS6Hf 04k 1bz MAPyui 4
AEWx 1KNNnVB5791 w4y +ysYgt GA4LQDO6 Yk MZb3Ke G03ehhOB2 HwJ k H33HAOGATON3
8b@Bv40=70r /| cj EZsTYqnhA5qJg3yzgdntbGrbhOX5CLNi 5d@4S3x3KSni | NvC
dQ Dj cj bzKnWhs SFkz KhRV50ZH3JbTgHQT5Q.gA3NCKVPFJQI90+ONLoXTr W Hd
J1lrvakRt LE6t c4Gart ReDM b2PcymDxHZpA4/ 0CgYEASOXF1gmef 80EYuwZT
c+vr 4wnD7YCP1h8nsNSgRHLk1e7k727i HGvr uX3qr Ks Y26RHKi 2+i 1P6A391 4F5s
3Dmed4HGXTyoc/ gKp+/ GAX5XYVEAc3Z3sdBej kpkhPTSI sSsDOHbj ai FV1zCyEdg5
f OPf | BX8uLc3Ut Om0+Gnll Q=

and public key in PEM format is:

M | Bl j ANBgkghki GOwWOBAQEFAACCABAM | BCgKCAQEA] pEL1PEZI | vyGesl YcoYP
t SOLt | 5t Nf c+El VCgMCsj r RT7aBLORj 3SnFKC2j 2Z| cj f 1U2JbnlZ+3RPCGKYN8J
A4bN Ay psgqNL3Vol1GgKUDnsoLSwk j 2ddpf 12kghNXFr JeQUo VL5 LXFUf wwy s L+wl
hCGa0Uyysuj PvDXuM vpCd 5s@o/ Fr DUQJFOLhYWvi Vx106Gh4b6ECSE7OPA 125
+Ei Ty8kzet mti hOyzNb2+0WO uFOzeoUt VFnu2y MAMTWIL53+L2ewCkkelpzN9QBG
| uVwgR+wi +ej EnZ+3Zr pLEYpnzZp7BJr w2Zr kDB51GYIl QSzBzwcZh4U/ Kt 6UnD
Ywl DAQAB

Using the binary format (DER) and hashed usi ng SHA256 gives this hex
val ue:
21ebc0d00e98e3cbh289738e2¢c091e532¢c4ad8240e0365b22067a1449693e5a18

Converting that hex value to binary and base32 encoded (without

trailing "=") gives:
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EHVABUACOT DRAVKEXHDRIVBEPFGL CK3ASA4A3FW QGPI KES2J6L1 MA

After the hash algorithmidentification digit (0 for SHA512/256) is
prefixed to that base64url, resulting in:

0EHV4BUAOT DRAVWKEXHDRMBEPFGLCK3ASA4ASFW QGPI KES2J6L1 MA

Finally, if this is a printer named "printer" advertised using
".local", the full FQN for its unique nanme woul d be:

pri nt er . 0EHVABUAOT DRAVWKEXHDRMBEPFGLCK3ASA4AA3FW QGPI KES2J6LI MA. | ocal

and the full FQN for its short nane would be "printer.local".
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