Net wor k Confi gurati on R WIlton, Ed.
I nternet-Draft Ci sco Systens
I ntended status: Standards Track H Keller
Expires: 8 January 2026 Deuet sche Tel ekom
B. daise

Huawei

E. Aries

Juni per

J. Cummi ng

Noki a

T. G af

Swi sscom

7 July 2025

YANG Dat astore Tel enetry (YANG Push Lite)
draft-wilton-netconf-yang-push-lite-01

Abst ract

YANG Push Lite is a YANG datastore telemetry solution, as an
alternative specification to the Subscribed Notifications and YANG

Push sol ution, specifically optimzed for the efficient observability
of operational data.

About Thi s Document

This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://rgwilton.github.io/draft-yp-observability/draft-wlton-
net conf-yp-observability.htm . Status information for this docunent

may be found at https://datatracker.ietf.org/doc/draft-wlton-
net conf -yang- push-lite/.

Di scussion of this docunment takes place on the Network Configuration
Working Goup mailing list (mailto:netconf@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/netconf/.
Subscribe at https://ww.ietf.org/ mailman/listinfo/netconf/.

Source for this draft and an issue tracker can be found at
https://github. comrgw | ton/draft-yp-observability.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Docunent St atus

_RFC Editor: If present, please renpve this section before
publication. _

Based on the feedback received during the I ETF 121 NETCONF sessi on,
this document has currently been witten as a self-contained

I'i ghtwei ght protocol and document replacenent for [RFC8639] and

[ RFC8641], defining a separate configuration data nodel

*The conpari son between YANG Push and YANG Push Lite is nowin
Appendi x A *

*Open issues are either now being tracked inline in the text or in
Appendi x D for the higher |evel issues.*

2. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Al _YANG tree diagrans_ used in this docunent follow the notation
defined in [ RFC8340].
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3. Introduction

[1-D.ietf-nmop-yang-message-broker-integration] describes an
architecture for how YANG datastore telenetry, e.g., [RFC8641], can
be integrated effectively with message brokers, e.g., [Kafka], that
forns part of a wider architecture for a Network Anonaly Detection
Framework _, specified in

[1-D.ietf-nmop-network-anonmal y-architecture].

Thi s docunent specifies "YANG Push Lite", an lightweight alternative
to Subscribed Notifications [RFC8639] and YANG Push [ RFC8641]. YANG
Push Lite is a separate YANG datastore telenetry solution, which can
be i mpl emented i ndependently or, if desired, alongside [RFC8639] and
[ RFC8641] .

At a high level, YANG Push Lite is designed to solve a simlar set of
requi renents as YANG Push, and it reuses a significant subset of the
i deas and base solution from YANG Push. YANG Push Lite defines a
separate data nodel to allow concurrent inplenentation of both
protocols and to facilitate nore significant changes in behavior, but
many of the data nodes are taken from YANG Push and have the sane, or
very simlar definitions.

The foll owi ng sections give the background for the solution, and
hi ghl'i ght the key ways that this specification differs fromthe
specifications that it is derived from

3.1. Background and Mbtivation for YANG Push Lite

A push based telenetry solution, as described both in this docunent
and al so the YANG Push sol ution described by [ RFC8639] and [ RFC38641],
is beneficial because it allows operational data to be exported by
publishers nore immedi ately and efficiently conpared to | egacy pol
based nmechani snms, such as SNVP [ RFC3411]. Sone further background
informati on on the general notivations for push based tel enetry,

whi ch equal ly apply here, can be found in the _Mdtivation_ (section
1.1) of [RFC8639] and the Introduction (section 1) of [RFC8641]. The
remai nder of this section is focused on the reasons why a new

I i ghtwei ght version of YANG Push has been specified, and what
problens is ainms to solve

Early inplementation efforts of the
[1-D.ietf-nmop-yang-message-broker-integration] architecture hit
issues with using either of the two common YANG datastore tel enetry
solutions that have been specified, i.e., [gNM] or YANG Push

[ RFC8641] .
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gNM is specified by the OpenConfig Industry Consortium It is nore
wi dely inplemented, but operators report that sone inter-operability
i ssues between device inplenentati ons cause problenms. Many of the
OpenConfig protocols and data nodels are al so expected to evol ve nore
rapidly than | ETF protocols and nodels - that are expected to have a
nmore gradual pace of evolution once an RFC has been publi shed.

YANG Push [ RFC8641] was standardi zed by the I ETF in 2019, but market
adoption has been rather slow. During 2023/2024, when vendors
started inplenenting, or considering inplenmenting, YANG Push, it was
seen that some design choices for how particul ar features have been
specified in the solution nmake it expensive and difficult to wite
performant inplenmentations, particularly when considering the
complexities and distributed nature of operational data. In

addi tion, some design choices of how the data is encoded (e.g., YANG
Pat ch [ RFC8072]) make nore sense when consi dering changes in
configuration data but | ess sense when the goal is to export a subset
of the operational data off the device in an efficient fashion for
bot h devi ces (publishers) and clients (receivers).

Hence, during 2024, the vendors and operators working towards YANG
telenmetry solutions agreed to a plan to inplenent a subset of

[ RFC8639] and [ RFC8641], including common agreenents of features that
are not needed and woul d not be inplenmented, and deviations fromthe
standards for some aspects of encoding YANG data. In addition, the

i mpl ementation efforts identified the m nimal subset of functionality
needed to support the initial telemetry use cases, and areas of
potential inprovenent and optim zation to the overall YANG Push
telenmetry solution (which has been witten up as a set of snall
internet drafts that augnent or extend the base YANG Push sol ution).

Qut of this work, consensus was building to specify a cut down
versi on of Subscribed Notifications [ RFC8639] and YANG Push [ RFC3641]
that is both nore focussed on the operational tel enetry use case, and
is also easier to inplenent, by relaxing sone of the constraints on
consi stency on the device, and renoving, or sinplifying sone of the
operational features. This has resulted in this specification, YANG
Push Lite.

The inplenentation efforts also gave arise to potential inprovenents
to the protocol and encodi ng of notification nessages.
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3.2. Complexities in Mdelling the Operational State Datastore

The YANG abstraction of a single datastore of related consistent data
works very well for configuration that has a strong requirenment to be
self consistent, and that is always updated, and validated, in a
transactional way. But for producers of telenetry data, the YANG
abstraction of a single operational datastore is not really possible
for devices managing a non-trivial quantity of operational data.

Sone systens may store their operational data in a single |ogica

dat abase, yet it is less likely that the operational data can al ways
be updated in a transactional way, and often for menory efficiency
reasons such a database does not store individual |eaves, but instead
sem -consi stent records of data at a container or list entry |evel

For other systens, the operational information nmay be distributed
across multiple internal nodes (e.g., linecards), and potentially
many di fferent process daenons within those distributed nodes. Such
systens generally do not, and cannot, exhibit full consistency

[ Consi stency] of the operational data (which would require
transacti onal semantics across all daemons and internal nodes), only
of fering an eventually consistent [Eventual Consistency] view of the
dat a i nst ead.

In practice, many network devices will manage their operational data
as a conbination of sone data being stored in a central operationa
dat astore, and ot her, higher scale, and potentially nore frequently
changing data (e.g., statistics or FIB information) being stored

el sewhere in a nore nmenory efficient and performant way.

3.3. Conmplexities for Consunmers of YANG Push Data

For the consuner of the telenetry data, there is a requirenent to
associate a schema with the instance-data that will be provided by a
subscription. One approach is to fetch and build the entire schema
for the device, e.g., by fetching YANG |library, and then use the
subscription XPath to select the relevant subtree of the schena that
applies only to the subscription. The problemw th this approach is
that if the schema ever changes, e.g., after a software update, then
it is reasonably likely of sone changes occurring with the gl oba
devi ce schema even if there are no changes to the schema subtree
under the subscription path. Hence, it would be helpful to identify
and version the schema associated with a particular subscription
path, and al so to encoded the instance data relatively to the
subscription path rather than as an absolute path fromthe root of
the operational datastore.
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**TODO More needs to be added here, e.g., encoding, on-change
considerations. Splitting subscriptions up. **

Thi s docunent proposes a new opt-in YANG Push encoding format to use
i nstead of the "push-update" and "push-change-update" notifications
defined in [ RFC8641].

1. To allowthe device to split a subscription into smaller child
subscriptions for nore efficient independent and concurrent

processing. |l.e., reusing the ideas from
[I-D.ietf-netconf-distributed-notif]. However, all child
subscriptions are still encoded fromthe same subscription point.

3.3.1. Combined periodic and on-change subscription

Sonetinmes it is helpful to have a single subscription that covers
bot h periodic and on-change notifications.

There are two ways in which this may be useful

1. For generally slow changing data (e.g., a device’'s physica
i nventory), then on-change notifications may be nost appropriate.
However, in case there is any lost notification that isn't always
detected, for any reason, then it may al so be hel pful to have a
sl ow cadence periodi ¢ backup notification of the data (e.g., once
every 24 hours), to ensure that the managenent systens shoul d
al ways eventual ly converge on the current state in the network.

2. For data that is generally polled on a periodic basis (e.g., once
every 10 minutes) and put into a tine series database, then it
may be hel pful for sonme data trees to also get nore i medi ate
notifications that the data has changed. Hence, a conbi ned
peri odi ¢ and on-change subscription, would facilitate nore
frequent notifications of changes of the state, to reduce the
need of having to always wait for the next periodic event.

Hence, this docunent introduces the fairly intuitive "periodic-and-
on- change" update trigger that creates a conbi ned periodic and on-
change subscription, and allows the sanme paraneters to be confi gured.
For sonme use cases, e.g., where a tine-series database is being

updat ed, the new encodi ng format proposed previously nmay be nobst
useful .
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3.4. Relationships to existing RFCs and Internet Drafts

Thi s docunent, specifying YANG Push Lite, is intended to be a

i ghtweight alternative for [ RFC8639] and [ RFC8641], but that also

i ncorporates vari ous extensions since those RFCs were witten. Oten
substantial parts of those docunents and nodel s have been

i ncorporated al nost verbatim but nodified to fit the YANG Push Lite
functionality and nodul e structure.

Hence, the authors of this draft would like to sincerely thank and
acknow edge the very significant effort put into those RFCs and
drafts by authors, contributors and reviewers. In particular, W
would like to thank the listed authors of these documents: Eric Voit,
Alex Cemm Al berto Gonzalez Prieto, Einar N |sen-Nygaard, Anmbika
Prasad Tripathy, Bal azs Lengyel, Al exander Cemm Benoit Caise, Qn
Wi, Q ufang Ma, Al ex Huang Feng, Thomas Graf, Pierre Francois

** Note, an alternative approach, but not proposed at this tine,
could be to create bis versions of various documents to al so cover
YANG Push Lite, e.g.,

[1-D. draft-netana-netconf-yp-transport-capabilities], and perhaps
[ RFC9196] . **

3.4.1. RFC 8639 and RFC 8641

This docunent is primarily intended to be a |ightweight alternative
for [RFC8639] and [ RFC38641], but it intentionally reuses substantia
parts of the design and data nodel of those RFCs.

YANG Push Lite is defined using a separate npdul e nanespace, and
hence can be inpl enented i ndependently or, if desired, alongside
[ RFC8639] and [ RFC8641], and the various extensions to YANG Push.

A nore conpl ete description of the main differences in YANG Push Lite
conpares to [ RFC8639] and [ RFC8641] is given in Appendix A

3.4.2. [I-D. draft-netana-netconf-notif-envel ope] and RFC 5277

Al of the notifications defined in this specification, i.e., both
the datastore update nessage and subscription |ifecycle update
notifications (Section 10) depend on and use the notification

envel ope format defined in [I-D. draft-netana-netconf-notif-envel ope].

As such, this specification does not nake use of the notification
format defined in [RFC5277]. O course, devices may al so use

[ RFC5277] notifications for other YANG notifications, e.g., for the
"NETCONF" event streamdefined in [ RFC5277].
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3.4.3. RFC 9196 and
[1-D. draft-netana-netconf-yp-transport-capabilities]

Thi s docunent uses the capabilities concepts defined in [ RFC9196].

In particular, it augnents into the ietf-systemcapabilities YANG
modul e, but defines an equival ent alternative capability structure
for the ietf-notification-capabilities YANG nodul e, which defines the
capabilities for YANG Push [ RFC8641].

The generic transport capabilities defined in

[1-D. draft-netana-netconf-yp-transport-capabilities] have been
incorporated into the ietf-yp-lite YANG nodul e, to augnent YANG Push
Lite transport capabilities and to use the different identities.

3.4.4. [l-D.draft-ietf-netconf-https-notif] and
[I-D.draft-ietf-netconf-udp-notif]

The ietf-yp-lite YANG nodul e has subsuned and extended the
_receivers_ data nodel defined in the ietf-subscribed-notif-receivers
YANG nodul e defined in [I-D.draft-ietf-netconf-https-notif].

The overall YANG Push Lite solution anticipates and requires new bis
versi ons of both of these transports docunents that augnent into the
_receivers/receiver/transport-type_ choice statenent, and al so
augrment the transport identity defined in the ietf-yp-lite data
nmodel .

3.4.5. [I-D.draft-ietf-netconf-distributed-notif]
*TODO. It is likely that some of the base support for distributed
notifications will be incorporated into this draft. |If so, add
acknow edgenents to the authors.*

4. YANG Push Lite Overview
Thi s docunent specifies a |lightweight telenmetry sol ution that
provi des a subscription service for updates to the state and changes
in state froma chosen dat astore.
Subscriptions specify when notification nessages (also referred to as
_updates_) should be sent, what data to include in the update
records, and where those notifications should be sent.
A YANG Push lite subscription conprises:

* a target datastore for the subscription, where the nonitored
subscription data is logically sourced from
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* a set of selection filters to choose which datastore nodes from
the target datstore the subscription is nonitoring or sanpling, as
descri bed in Section 6.

* a choice of how update event notifications for the datastore’'s
data nodes are triggered. 1.e., either periodic sanpling of the
current state, on-change event-driven, or both. These are
described in *TODO, add reference*.

* a chosen encodi ng of the nmessages, e.g., JSON, or CBOR

* a set of one or nore receivers for which datastore updates and
subscription notifications are sent, as described in Section 8.1;

- for configured subscriptions, the receivers paraneters are
configured, and specify transport, receiver, and encoding
paraneters

- for dynam c subscriptions, the receiver uses the sane transport
session on which the dynanic subscription has been creat ed.

If a subscription is valid and acceptable to the publisher, and if a
suitabl e connection can be made to one or nobre receivers associated
with a subscription, then the publisher will enact the subscription,
periodically sanpling or nonitoring changes to the chosen datastore’s
data nodes that match the selection filter. Push updates are
subsequently sent by the publisher to the receivers, as per the terns
of the subscription

Subscriptions may be set up in two ways: either through configuration
- or YANG RPCs to create and manage dynam ¢ subscriptions. These two
mechani snms are described in Section 9

Changes to the state of subscription are notified to receivers as
subscription lifecycle notifications. These are described in
Section 10.

NACM [ RFC8341] based access control is used to ensure the receivers
only get access to the information for which they are allowed. This
is further described in Section 14. *TODO Do we need to tie YANG Push
Lite to NACWP*

Wi le the functionality defined in this document is transport
agnostic, transports like the Network Configuration Protoco

(NETCONF) [ RFC6241] or RESTCONF [ RFC8040] can be used to configure or
dynanmical |y signal subscriptions. |In the case of configured
subscription, the transport used for carrying the subscription
notifications is entirely independent fromthe protocol used to
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configure the subscription, and other transports, e.g.,
[I-D.draft-ietf-netconf-udp-notif] defines a sinple UDP based
transport for Push notifications. Transport considerations are
described in Section 8.2. *TODO the reference to draft-ietf-netconf-
udp-notif isn't right, it wouldn't be that draft, but a -bis version
of it. James is querying whether we need this at all*

*TODO I ntroduce capabilities and operational nonitoring*

Thi s docunent defines a YANG data nodel, that includes RPCs and
notifications, for configuring and managi ng subscriptions and

associ ated configuration, and to define the format of a _update_
notification message. The YANG nodel is defined in Section 13.2 and
associated tree viewin Section 13.1. The YANG data nodel defined in
this document confornms to the Network Managenent Datastore
Architecture defined in [ RFC8342].

5. Definitions

Thi s docunent reuses the term nol ogy defined in [ RFC7950], [RFC8341],
[ RFC8342], [RFC8639] and [ RFC8641].

*TODO, if this docunent progresses, we should check which of this
term nol ogy we actually use/re-use, and what new term nol ogy should
be introduced in this docunment. And also an action to check that it
is used consistently.*

The following terns are taken from [ RFC8342]:

* Datastore : A conceptual place to store and access information.
A datastore might be inplenented, for exanple, using files, a
dat abase, flash menory |ocations, or conbinations thereof. A
datastore maps to an instantiated YANG data tree.

* Client_: An entity that can access YANG defined data on a server,
over sonme networ k management protocol

* _Configuration_: Data that is required to get a device fromits
initial default state into a desired operational state. This data
is nodel ed in YANG using "config true" nodes. Configuration can
originate fromdifferent sources

* _Configuration datastore_: A datastore hol ding configuration

The following terns are taken from [ RFC8639]:

* _Configured subscription_: A subscription installed via
configuration into a configuration datastore.
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_Dynami ¢ subscription_: A subscription created dynamically by a
subscriber via a Renote Procedure Call (RPC).

_Event _: An occurrence of sonething that may be of interest.
Exanmpl es include a configuration change, a fault, a change in
status, crossing a threshold, or an external input to the system

_Event occurrence tine_: A timestanp matching the tine an
originating process identified as when an event happened.

_Event record_: A set of information detailing an event.

_Event stream: A continuous, chronologically ordered set of
event s aggregated under some context.

_Event streamfilter_ : Evaluation criteria that may be applied
agai nst event records in an event stream Event records pass the
filter when specified criteria are net.

Notification nessage : Information intended for a receiver
|nd|cat|ng that one or nore events have occurred.

_Publisher : An entity responsible for stream ng notification
messages per the terns of a subscription.

Receiver : A target to which a publisher pushes subscribed event
records. For dynanmi ¢ subscriptions, the receiver and subscri ber
are the sane entity.

_Subscriber : Aclient able to request and negotiate a contract
for the generatlon and push of event records from a publisher.
For dynani c subscriptions, the receiver and subscriber are the
same entity.

following terns are taken from [ RFC8641]:

_Datastore node_: A node in the instantiated YANG data tree

associated with a datastore. |In this docunent, datastore nodes
are often also sinply referred to as "objects".

Dat astore node update : A data itemcontaining the current val ue
of a datastore node at the time the datastore node updat e was
created, as well as the path to the datastore node.

Dat astore subscription_: A subscription to a stream of datastore
node updat es.
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* Datastore subtree_: A datastore node and all its descendant
dat ast or e nodes.

* _On-change subscription_: A datastore subscription with updates
that are triggered when changes in subscribed datastore nodes are
det ect ed.

* Periodic subscription_: A datastore subscription with updates
that are triggered periodically according to sone tinme interval

* Selection filter : Evaluation and/or selection criteria that may
be applied against a targeted set of objects.

* _Update record_: A representation of one or nore datastore node
updates. In addition, an update record may contai n which type of
update led to the datastore node update (e.g., whether the
dat ast ore node was added, changed, or deleted). Also included in
the update record may be other nmetadata, such as a subscription ID

of the subscription for which the update record was generated. In
this document, update records are often also sinply referred to as
"updat es"”.

* Update trigger _: A nechanismthat deternines when an update
record needs to be generated.

* _YANG Push_: The subscription and push nechani smfor datastore
updates that is specified in [ RFC3641].

Thi

s docunent introduces the follow ng terns:

*  Subscription_: Aregistration with a publisher, stipulating the
informati on that one or nore receivers wish to have pushed from
the publisher without the need for further solicitation

*  Subscription Identifier : A nunerical identifier for a configured
or dynam c subscription. Also referred to as the subscription-id.

* _YANG Push-Lite_: The light weight subscription and push mechani sm
for datastore updates that is specified in this docunent. *Add
comment *

Al _YANG tree diagrans_ used in this document follow the notation
defined in [ RFC8340].
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6. Subscription paths and selection filters

A key part of a subscription is to select which data nodes shoul d be
nmoni tored, and so a subscription nust specify both the selection
filters and the datastore agai nst which these selection filters wll
be applied. This information is used to choose, and subsequently
push, _update_ notifications fromthe publisher’'s datastore(s) to the
subscription’s receiver(s).

Filters can either be defined inline within a configured subscription
(Figure 8), a dynam c subscription’s _establish-subscription_ RPC
(Figure 12), or as part of the _datastore-telenetry/filters_

contai ner (Figure 1) which can then be referenced froma configured
or dynam c subscription

The followi ng selection filter types are included in the YANG Push
Lite data nodel and may be applied agai nst a datastore:

* _YPaths_: A list of basic YANG path selection filters that defines
a path to a subtree of data nodes in the data tree, with sone
simple constraints on keys. See Section 6.1

* subtree : A subtree selection filter identifies one or nore
datastore subtrees. \When specified, _update_ records will only
i nclude the datastore nodes of selected datastore subtree(s). The
syntax and semantics correspond to those specified in [ RFC6241],
Section 6.

* XPaths : Alist of XPath_selection filter is a full XPath
expression that returns a node set. (XPath is a query | anguage
for selecting nodes in an XM. docunent; see [ XPATH for details.)
When specified, updates will only come fromthe sel ected datastore
nodes that match the XPath expression

These filters are used as selectors that define which data nodes fal
within the scope of a subscription. A publisher MJST support basic
path filters, and MAY al so support subtree or xpath filters.

XPath itself provides powerful filtering constructs, and care nust be
used in filter definition. Consider an XPath filter that only passes
a datastore node when an interface is up. It is up to the receiver
to understand the inplications of the presence or absence of objects
i n each update.

For both path and xpath based filters, each filter may define a |ist
of paths/xpaths. Each of these filter paths is processed by the
publ i sher independently, and if two or nore filter paths end up

sel ecting overl appi ng data nodes then the publisher MAY notify
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duplicate values for those data nodes, but the encoded data that is
returned MJST al ways be syntactically valid, i.e., as per section 5.3
of [RFC8342].

6.1. _YPath_ definition

A _YPath_ represents a sinple path into a YANG scherma tree, where
some of the list key values may be constrai ned.

It is encoded in the simlar format to the YANG JSON encodi ng for
instance-identifier, section 6.11 of [RFC7951], except with nore
flexibility on the keys, in that keys may be left-out or be bound to
a regul ar expression filter.

The rules for constructing a YPath are:

* A YPath is a sequence of data tree path segnent separated by a '/’
character. |f the path starts with a '/’ then it is absolute path
fromthe root of the schemn, otherwise it is a relative path,
where the context of the relative path nust be decl ared.

* Constraints on key values may be specified within a single pair of
"[* '] brackets, where:

- keys may be given in any order, and rmay be omitted, in which
case they match any value. Key matches are separated by a
comma (,) with optional space character either side.

- key match is given by <key>=<value> , with optional space
characters either side of the equals (=), and value is
speci fied as:

0o ’'<value>, for an exact match of the key's value. Single
quote characters (') must be escaped with a backslash (\).

0 r'<reg-expr>, for a regex match of the key val ue using
[ RFC9485], and where the regul ar-expression is a full match
of the string, i.e, it inplicit anchors to the start and end
of the val ue.

Sone exanpl es of YPaths:
* _Jietf-interfaces:interfaces/interface[nane="ethO ]/ietf-ip:ipv6/

ip_ - which identifies is 'ipv6/ip’ data node in the ietf-ip
nmodul e for the "ethO interface.
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*

*

6. 2.

_lietf-interfaces:interfaces/interface[nane=r'eth.*’]/ietf-
ip:ipve/ip_ - which identifies all interfaces with a name that
start with "eth".

_lexanple:multi-keys-list[first-key="foo', second-key=r'bar.*"] -
which identifies all entries in the "nmulti-keys-list, where the
first-key matches foo, and the second-key starts with bar

_lietf-interfaces:interfaces/interface_ - which identifies the
_interface_list data node in the ietf-interfaces nodule for al
interfaces. 1l.e., the interface list 'nane’ key is unrestricted.
lietf-interfaces:interfaces/interface[]_ - alternative form of

t he previ ous YPat h.

The "filters" Contai ner

The "filters" container maintains a list of all datastore
subscription filters that persist outside the Iifecycle of a single
subscription. This enables predefined filters that may be referenced
by nmore than one configured or dynam c subscription

Below is a tree diagramfor the "filters" container. Al objects
contained in this tree are described in the YANG nodul e in
Section 13.

modul e: ietf-yp-lite

+--rw datastore-tel enetry!

+--rwfilters
+--rw filter* [nane]

+--rw name string
+--rw (filter-spec)?
+--:(path)
| +--rw path? ypat h

+--:(subtree)
| +--rw subtree? <anydat a> {ypl: subtree}?
+- - (xpat h)

+--rw xpat h? yang: xpat hl. 0 {ypl: xpath}?

Figure 1
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6.3. Deconposing Subscription Filters

In order to address the issues described in Section 3.2, YANG Push
Lite allows for publishers to send subtrees of data nodes in separate
_update_ notifications, rather than requiring that the subscription
data be returned as a single datastore update covering all data nodes
mat ched by the subscription filter. This better facilitates
publishers that internally group some of their operational data
fields together into | arger structures for efficiency (referred to as
an _object ), and avoids the publishers or receivers having to
consune potentially very large notification nmessages. For exanple,
each entry in the /ietf-interfaces:interface/interface_ list could
be represents as an object of data internally within the publisher

In essence, a client specified subscription filter can be deconposed
by a publisher into nore specific, non-overlapping, filters, that are
then used to return the data.

In particul ar:

1. A Publisher MAY decompose a client specified subscription filter
path into a set of non-overl appi ng subscription filter paths that
collectively cover the same data. The publisher is allowed to
return data for each of these deconposed subscription filter
pat hs in separate update nessages, and with separate, perhaps
nmore precise, timestanps.

2. A Publisher MAY split large lists into nultiple separate update
messages, each with separate tinestanps. E.g., if a device has
10,000 entries in alist, it may return themin a single
response, or it may split theminto nultiple snaller nessages,
perhaps for 500 interfaces at a time. *TODO W need a nechani sm
so that the client knows all list entries have been returned, and
hence it can delete stale entries? E.g., sonething like a
_nore_data_ flag.*

3. A Publisher is allowed to generate on-change notifications at an
_object_ level, which hence may contain other associated fields
that may not have changed state, rather than restricting the on-
change notifications strictly to only those specific fields that
have changed state. E.g., if a subscribers registers on the path
_lietf-interfaces:interfaces/interface[nane = *]/oper-status_,
and if interface _ethl had a change in the _oper-status_ |eaf
state, then rather than just publishing the updated _oper-status_
| eaf, the publisher may instead publish all the data associated
with that interface entry object, i.e., everything under _/ietf-
interfaces:interface/interface[nane = ethl] . *TODO Does it have
to be the entire subtree that is published? Do we need to add a
capability annotation to indicate the object publication paths?*
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To ensure that clients can reasonably process data returned via
deconposed filters then:

1. _update_ notifications MJST indicate the preci se subtree of data
that the update nessage is updating or replacing, i.e., so a
receiver can infer that data nodes no | onger being notified by
the publisher have been del et ed:

* if we support splitting list entries in multiple updates, then
sonething like a nore data_flag is needed to indicate that
the given update nessage is not conplete.

*TODO W shoul d consider adding a _update-conpl ete_ nessage
(potentially including an incrementing collection counter) to
i ndi cate when a periodi c update has conpleted for a subscription.*

7. Dat astore Event Streans

In YANG Push Lite, a subscription, based on the selected filters,
will generate a ordered stream of datastore _update_ records that is
referred to as an event stream Each subscription logically has a
different event stream of update records, even if multiple
subscriptions use the sane filters to sel ect datastore nodes.

As YANG defined event records are created by a system they may be
assigned to one or nore streanms. The event record is distributed to
a subscription’s receiver(s) where (1) a subscription includes the
identified streamand (2) subscription filtering does not exclude the
event record fromthat receiver

Access control perm ssions may be used to silently exclude event
records froman event stream for which the receiver has no read
access. See [RFCB341], Section 3.4.6 for an exanple of how this

m ght be acconplished. Note that per Section 2.7 of this docunent,
subscription state change notifications are never filtered out.
*TODO, filtering and NACM filtering shoul d be dependent on whether it
is a configured or dynanic subscription.*

I f subscriber perm ssions change during the lifecycle of a
subscription and event stream access is no longer permtted, then the
subscription MJST be term nated. *TODO, check this*

Event records SHALL be sent to a receiver in the order in which they
were generated. |.e., the publisher MIUST not reorder the events when
enqueui ng notifications on the transport session, but there is no
guarantee of delivery order
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7.1. Notification Envel ope

Al notifications in the event stream MJST be encoded using

[1-D. draft-netana-netconf-notif-envelope] to wap the notification
message, and MJST include the _event-tinme_, _hostnane_ , and
_sequence-nunber _ | eaves in all nessages.

The followi ng exanple illustrates a fully encoded _update_
notification that includes the notification envel ope and additiona
meta-data fields. The _update_ notification, i.e., as defined via

the notification_statenent in the yang-push-lite YANG nodule, is
carried in the _contents_ anydata data node.
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{
"ietf-yp-notification:envel ope": {
"event-tinme": "2024-10-10T08: 00: 05. 227",
"host name": "exanple-router",
"sequence- nunber": 3219,
"contents": {
"ietf-yp-lite:update": {
"id": 1011,
"snapshot -type": "periodic",
"observation-time": "2024-10-10T08: 00: 05. 117",
"updates": |
"target-path": "ietf-interfaces:interfaces/interface",
"data": {
"ietf-interfaces:interfaces": {
"ietf-interfaces:interface": |
{
"name": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"enabl ed": true,
"ietf-interfaces: oper-status”: "up",
"ietf-interfaces:adm n-status": "up"
H
{
"name": "ethl",
"type": "iana-if-type:ethernetCsmacd",
"enabl ed": true,
"ietf-interfaces: oper-status”: "up",
"ietf-interfaces:adm n-status": "up"
}
]
}
}
}
]
}
}
}
}

Figure 2: Exanple of update notification including notification
envel ope
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7.2. Event Records

A single _update_ record is used for all datastore notifications. It
is used to report the current state of a set of data nodes at a given
target path for either periodic, on-change, or resync notifications,
and al so for on-change notifications to indicate that the data node
at the given target path has been del et ed.

The schema for this notifications is given in the follow ng tree
di agr am

+---n update

+--ro id? subscription-id
+--ro path-prefix? string
+--ro0 snapshot-type? enumer ati on

+--ro0 observation-tine? yang: dat e-and-ti ne
+--r0 updat es* [target-path]

| +--ro target-path string
| +--ro data? <anydat a>
+--ro inconpl ete? enpty

Figure 3: "update’ notification

The normative definitions for the notifications fields are given in
the YANG nodule in Section 13. The fields can be informatively
sunmari zed as:

* jd_ - identifies the subscription the notification relates to.

* _path-prefix_ - identifies the absolute instance-data path to
which all target-paths are data are encoded relative to.

* _snapshot-type_ - this indicates what type of event causes the
update nessage to be sent. 1.e., a periodic collection, an on-
change event, or a resync collection

* _observation-time_ - the time that the data was sanpl ed, or when
the on-change event occurred that caused the nessage to be
publ i shed.

* target-path_- identifies the data node that is being acted on,

either providing the replacenent data for, or that data node that
i s being del eted.

* _data_ - the full replacenent data subtree for the content at the
target-path, encoded fromthe path-prefix.
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* _inconplete_ - indicates that the nessage is inconplete for any
reason. For exanple, perhaps a periodic subscription expects to
retrieve data fromnmultiple data sources, but one of those data
sources is unavailable. Normally, a receiver can use the absence
of a field in an update nessage to inplicitly indicate that the
field has been deleted, but that should not be inferred if the
i nconpl ete-update | eaf is present because not all changes that
have occurred since the | ast update are actually included wth
this update.

As per the structure of the _update_notification, a single
notification MAY provide updates for nultiple target-paths.

7.3. Types of subscription event nonitoring

Subscription can either be based on sanpling the requested data on a
peri odi ¢ cadence or being notified when the requested data changes.
In addition, this specification allows for subscriptions that both
notify on-change and al so with a periodi c cadence, which can help
ensure that the system eventually converges on the right state, even
i f on-change notification were sonehow | ost or m s-processed anywhere
in the data processing pipeline.

The schema for the update-trigger container is given in the follow ng
tree diagram

modul e: ietf-yp-lite
+--rw datastore-tel enetry!
+--rw subscriptions
+--rw subscription* [nane]
+--rw updat e-trigger
+--rw peri odi c!
| +--rw period centi seconds
| +--rw anchor-tine? yang: dat e-and-ti ne
+--rw on-change! {on-change}?
+--rw sync-on-start? bool ean

Figure 4: 'update-trigger’ container

*TODO M nor - is providing the structure fromroot hel pful, or should
this just report the update-trigger container.*

The normative definitions for the update-trigger fields are given in

the _ietf-yp-lite_ YANG nodule in Section 13. They are al so
described in the foll owi ng sections.
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7.4. Periodic events

In a periodic subscription, the data included as part of an update
record corresponds to data that could have been read using a
retrieval operation. Only the state that exists in the systemat the
time that it is being read is reported, periodic updates never
explicitly indicate whether any data-nodes or list entries have been
del eted. Instead, receivers nust infer deletions by the absence of
data during a particular collection event.

For periodic subscriptions, triggered updates will occur at the
boundaries of a specified tine interval. These boundaries can be
cal culated fromthe periodic parameters

* a _period_ that defines the duration between push updates.

* an _anchor-tinme_; update intervals fall on the points in tine that
are a nultiple of a period_froman _anchor-tine_. |[If an
_anchor-tinme_ is not provided, then the publisher chooses a
sui tabl e anchor-time, e.g., perhaps the time that the subscription
was first instantiated by the publisher

The anchor tinme and period are particularly useful, in fact required,
for when the collected telemetry data is being stored in a tine-

seri es database and the subscription is setup to ensure that each
collection is placed in a separate tinme-interval bucket.

Periodi c update notifications are expected, but not required, to use
a single target-path_ per _update_ notification

7.5. On-Change events

I n an on-change subscription, _update_ records indicate updated

val ues or when a nonitored data node or |ist node has been del et ed.
An _update_record is sent whenever a change in the subscribed
information is detected. _update_ records SHOULD be generated at the
same subtree as equival ent periodic subscription rather than only the
specific data node that is on-change notifiable. The goal is to
ensure that the _update_ nessage contains a consistent set of data on
the subscription path.

Each entry in the _updates_list identifies a data node (i.e., list
entry, container, leaf or leaf-list), via the _target-path_ that
either has changes is state or has been del et ed.

A delete of a specific individual data node or subtree may be
notified in two different ways:

Wlton, et al. Expi res 8 January 2026 [ Page 25]



I nternet-Draft YANG- Push Lite July 2025

* if the data that is being deleted is below the _target-path_ then
the delete is inplicit by the publisher returning the current data
node subtree with the delete data nodes mssing. 1l.e., the
receiver nust inplicitly infer deletion

* if the data node is being deleted at the target path. E.g., if an
interface is deleted then an entire list entry related to that
interface may be renoved. |In this case, the _target path_
identifies the list entry that is being deleted, but the data
returned is just an enpty object {}, which replaces all the
existing data for that object in the receiver. *TODO, is this
better an a delete flag?*

On- change subscriptions al so support the foll owi ng additiona
par amet er s

* _sync-on-start_ defines whether or not a conplete snapshot of al
subscribed data is sent at the start of a subscription. Such
early synchronization establishes the frame of reference for
subsequent updat es.

7.5.1. On-Change Notifiabl e Datastore Nodes

Publ i shers are not required to support on-change notifications for
all data nodes, and they may not be able to generate on-change
updates for some data nodes. Possible reasons for this include:

* the value of the datastore node changes frequently (e.g., the in-
octets counter as defined in [ RFC8343]),

* small object changes that are frequent and meaningless (e.g., a
t enper at ur e gauge changing 0.1 degrees),

* or no inplenentation is available to generate a notification when
the source variable for a particular data node has changed

In addition, publishers are not required to notify every change or
val ue for an on-change nonitored data node. |Instead, publishers MAY
limt the rate at which changes are reported for a given data node,
i.e., effectively deciding the interval at which an underlying val ue
is sanpled. |f a data node changes val ue and then reverts back to
the original value within a sanple interval then the publisher MAY
not detect the change and it would go unreported. However, if the
data node changes to a new value after it has been sanpled, then the
change and | atest state are reported to the receiver. |In addition,
if aclient was to query the value (e.g., through a NETCONF get-data
RPC) then they MJUST see the sane observed val ue as would be notified.
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To give an exanple, if the interface link state reported by hardware
i s changing state hundreds of times per second, then it would be
entirely reasonable to limt those interface state changes to a nuch
| ower cadence, e.g., perhaps every 100 nmilliseconds. |In the
particul ar case of interfaces, there nmay al so be data nodel specific
forms of nore advanced danpening that are nore appropriate, e.g.,
that notify interface down events imrediately, but rate Iimt how
quickly the interface is allowed to transition to up state, which
overall acts as a limt on the rate at which the interface state may
change, and hence also act as a limt on the rate at which on-change
notifications could be generated.

The informati on about what nodes support on-change notifications is
reported using capabilities operational data nmodel. This is further
described in Section 12.

7.5.2. On-Change Consi derations

On-change subscriptions allow receivers to receive updates whenever
changes to targeted objects occur. As such, on-change subscriptions
are particularly effective for data that changes infrequently but for
whi ch applications need to be quickly notified, with mninmal delay,
whenever a change does occur.

On-change subscriptions tend to be nore difficult to inplenment than
peri odi c subscriptions. Accordingly, on-change subscriptions nay not
be supported by all inplenentations or for every object.

Whet her or not to accept or reject on-change subscription requests
when the scope of the subscription contains objects for which on-
change is not supported is up to the publisher inplenmentation. A
publ i sher MAY accept an on-change subscription even when the scope of
the subscription contains objects for which on-change is not
supported. In that case, updates are sent only for those objects
within the scope of the subscription that do support on-change

updat es, whereas other objects are excluded from update records, even
if their values change. In order for a subscriber to determ ne

whet her obj ects support on-change subscriptions, objects are marked
accordingly on a publisher. Accordingly, when subscribing, it is the
responsibility of the subscriber to ensure that it is aware of which
obj ects support on-change and which do not. For nore on how objects
are so marked, see Section 3.10. *TODO Is this paragraph and the one
bel ow still the right choice for YANG Push Lite?*

Al ternatively, a publisher MAY decide to sinmply reject an on-change
subscription if the scope of the subscription contains objects for
whi ch on-change is not supported. |In the case of a configured
subscription, the publisher MAY suspend the subscription
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7.6. Conbi ned periodi c and on-change subscriptions

A single subscription may created to generate notifications both when
changes occur and on a periodic cadence. Such subscriptions are

equi val ent to having separate periodic and on-change subscri pti ons on
the sane path, except that they share the same subscription-id and
filter paths.

7.7. Stream ng Update Exanpl es

*TODO, Generate new JSON based exanple of a periodic, and delete
messages. Current placeholders are the existing YANG Push
Notifications.*

Fi gure XXX provides an exanple of a notification nessage for a
subscription tracking the operational status of a single Ethernet
interface (per [RFC8343]). This notification nessage is encoded XM
_WBC. REC- xm - 20081126 over the Network Configuration Protoco
(NETCONF) as per [ RFC8640].

<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<event Ti me>2017- 10- 25T08: 00: 11. 22Z</ event Ti ne>
<push-update xm ns="urn:ietf:paranms:xm :ns:yang:ietf-yang-push">
<i d>1011</i d>
<dat ast or e- cont ent s>
<interfaces
xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces">
<interface>
<nane>et h0</ nane>
<oper - st at us>up</ oper - st at us>
</interface>
</interfaces>
</ dat ast or e- cont ent s>
</ push- updat e>
</notification>

Figure 5: Exanple 'update’ periodic notification

Fi gure XXX provi des an exanpl e of an on-change notification nessage
for the same subscription.

Wlton, et al. Expi res 8 January 2026 [ Page 28]



I nternet-Draft YANG- Push Lite July 2025

<notification
xm ns="urn:ietf:paranms: xm : ns:netconf:notification:1. 0">
<event Ti me>2017- 10- 25T08: 22: 33. 44Z</ event Ti me>
<push- change- updat e
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
<i d>89</i d>
<dat ast or e- changes>
<yang- pat ch>
<pat ch-i d>0</ pat ch-i d>
<edit>
<edit-id>editil</edit-id>
<oper ati on>r epl ace</ oper ati on>
<target>/ietf-interfaces:interfaces</target>
<val ue>
<interfaces
xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces">
<interface>
<nane>et h0</ name>
<oper - st at us>down</ oper - st at us>
</interface>
</interfaces>
</val ue>
</edit>
</ yang- pat ch>
</ dat ast or e- changes>
</ push- change- updat e>
</notification>

Figure 6: Exanple 'update’ on-change notification

8. Receivers, Transports, and Encodi ngs

8.1. Receivers
Every subscription is associated with one or nore receivers, which
each identify the destination host, transport and encodi ng settings,
where all notifications for a subscription are sent.
For configured subscriptions there is no explicit association with an
exi sting transport session, and hence the properties associated with
the receiver are explicitly configured, as described in
Section 8.1.1.
For dynanic subscriptions, the receiver, and nmpst associ ated

properties are inplicit fromthe session on which the dynamc
subscription was initiated, as described in Section 8.1.2.
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8.1.1. Receivers for Configured Subscriptions

For configured subscriptions, receivers are configured independently
fromthe subscriptions and then referenced fromthe subscription
configuration.

Confi gured subscriptions MAY have nultiple receivers. Miltiple
receivers facilitate redundancy at the receivers. Each receiver MAY
be configured with different transports and associ ated transport
settings, but they MIUST all share the sane encoding. Al

subscription notifications, including lifecycle notifications, are
sent to all receivers except for the receiver-di sconnected
notification, which is only sent to the affected receiver, and only
if the subscription remains active because of other active receivers.

are sent to all receivers except for the notification that a receiver
i s been di sconnected, but other receivers and active and hence the
subscription is still active.

Below is a tree diagram for _datastore-telenmetry/receivers_
container. All objects contained in this tree are described in the
YANG nodul e in Section 13. 2.

These paraneters identify how to connect to each receiver. For each
subscription, the publisher uses the referenced receiver
configuration to establish transport connectivity to the receiver.

nmodul e: ietf-yp-lite
+--rw datastore-tel enetry!
+--rw receivers {configured}?
+--rw receiver* [nane]

+--rw name string
+--rw encodi ng? encodi ng
+--rw dscp? i net:dscp

+---X reset

+--rw (notification-nessage-origin)?

| +--:(interface-originated)

| | +--rw source-interface? if:interface-ref

| {interface-designation}?

| +--:(address-originated)

| +--rw source-vrf? | eafref {supports-vrf}?
\

+--rw source-address? i net:i p-address-no-zone
--rw (transport-type)

Figure 7: datastore-telemetry/receivers container

Each configured receiver has the follow ng associ ated properties:
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* a _nane_to identify and reference the receiver in the
subscription configuration

* a _transport_, which identifies the transport protocol to use for
all connections to the receiver

- optional transport-specific related paraneters, e.g., DSCP
There are likely to be various data nodes related to
est abl i shing appropriate security and encryption

* an _encoding_ to encode all YANG notification nessages to the
receiver, i.e., see Section 8.3.

* optional paraneters to identify where traffic should egress the

publ i sher:

- a _source-interface_, identifying the egress interface to use
fromthe publisher, inplicitly choosing the source | P address
and VRF.

- a _source-vrf_, identifying the Virtual Routing and Forwarding

(VRF) instance on which to reach receivers. This VRFis a
network instance as defined in [RFC8529]. Publisher support
for VRFs is optional and advertised using the _supports-vrf_
feature.

- a _source-address_ address, identifying the I P address to
source notification nmessages from

If none of the above paraneters are set, the publisher MAY choose
whi ch interface(s) and address(es) to source subscription
notifications from

This specification is transport independent, e.g., see Section 8.2,
and thus the YANG nodul e defined in Section 13.2 cannot directly
define and expose these transport paraneters. |nstead, receiver-
specific transport connectivity paranmeters MJST be configured via
transport-specific augnentations to the YANG choi ce node _/datastore-
tel emetry/receivers/receiver/transport-type._.

A publisher supporting configured subscriptions nust obviously
support at |east one YANG data nodel that augnents transport
connectivity paraneters onto _/datastore-
telemetry/receivers/receiver/transport-type_. For an exanple of such
an augnentation, see [I-D.draft-ietf-netconf-udp-notif]. *TODQ
update this reference to a UDP bis docunent*

Wlton, et al. Expi res 8 January 2026 [ Page 31]



I nternet-Draft YANG- Push Lite July 2025

8.1.2. Receivers for Dynanic Subscriptions

For dynanmi c subscriptions, each subscription has a single receiver
that is inplicit fromthe host that initiated the _establish-
subscription_ RPC, reusing the same transport session for all the
subscription notifications.

Hence npst receiver paraneters for a dynam c subscription, e.g.
related to the transport, are inplicitly determ ned and cannot be
explicitly controlled.

Dynam ¢ subscriptions MJST specify an encoding (see Section 8.3) and
MAY specify DSCP Marking (see Section 8.2.2) for the telenetry
notifications in the _establish-subscription_ RPC (see Figure 12).

*Potential Future - we could allow a dynam ¢ subscription to choose a
configured receiver as the receiver for notifications. E. g., this
could be helpful to allow a client to tenporarily debug an issue by
all owi ng additional information to be sent to an existing telenetry
collector.*

8.1.3. Receiver Session States and State Michi ne

Each subscription will need to establish a subcription to the
specified receiver. Miltiple subscriptions may share one or nore
transport sessions to the sanme receiver,

A receiver in YANG Push Lite can be in one of the follow ng states:

* *Configured*: The receiver has been configured on the publisher,
but the receiver is not referenced by any valid subscriptions and
hence there is no attenpt to establish a connection to the
receiver.

* *Connecting*: The receiver has at |east one associ ated
subscription and the publisher is attenpting to establish a
transport session and conplete any required security exchanges,
but this process has not yet succeeded.

* *Active*: The receiver has at |east one associated subscription, a
transport session has been established (if required), security
exchanges have successfully conpleted, and the publisher is able
to send notifications to the receiver

The state transitions for a receiver are illustrated bel ow
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Receiver is referenced by

I
renc I

1 or nore subscriptions
v

N
| No configured subscriptions
| reference the receiver

Transport and/or security

|
has been establi shed. |
v

N

| Transport or securty session
| hast beee lost or fail ed.

I

State Descriptions:
Configured - receiver configuration is present.
Connecting - the publisher is trying to establish a connection
Active - connection established, publisher can send nessages.

This state nodel allows inplenmentations and operators to clearly

di stingui sh between receivers that are sinply configured, those that
are in the process of connecting, and those that are actively being
used.

8.2. Transports
Thi s docunent describes a transport-agnostic nechani smfor
subscribing to YANG datastore telenmetry. Hence, separate
specifications are required to define transports that support YANG
Push Lite. The requirenents for these transport specifications are
docunented in the follow ng section

8.2.1. Requirements for Yang Push Lite Transport Specifications

This section provides requirenments for any transport specifications
supporting the YANG Push Lite solution presented in this docunent.
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The transport specification MIST provide a YANG nodul e (to be

i mpl ement ed by publishers) that augments the _datastore-
telemetry/receivers/transport-type_ choice statenment with a container
that both identifies the transport and contains all transport
specific paraneters

Using a secure transport is RECOMVENDED. Thus, any transport
specification MIUST provi de a mechanismto ensure secure conmuni cation
bet ween the publisher and receiver in a hostile environment, e.g.,
through the use of transport |ayer encryption. Transport

speci ficati on MAY al so specify a nmechani smfor unencrypted
communi cati ons, which can be used when transport |ayer security is
not required, e.g., if the transport session is being secured via
anot her mechani sm or when operating within a controll ed environnent
or test |ab.

Any transport specification SHOULD support nutual receiver and
publ i sher authentication at the transport |ayer

The transport selected by the subscriber to reach the publisher
SHOULD be able to support multiple "establish-subscription"” requests
made in the same transport session.

The transport specification MAY require separate transport sessions
per subscription to a given receiver, or it MAY allow nultiple
subscriptions to the same receiver to be nmultiplexed over a shared
transport session.

Any transport specification SHOULD ensure that the receiver
application can be notified of the subscription-started_lifecycle
notification before any associ ated _update_ nessages.

A specification for a transport built upon this docunment can choose
whet her to use the sane |ogical channel for the RPCs and the event

records. However, the _update_records and the subscription state

change notifications MIST be sent on the same transport session

Any transport specification SHOULD provi de an extensi bl e mechanismto
i ndi cate whi ch encodings are supported, e.g., via an | ANA registry or
protocol negotiation. Supported encodings for a given transport are
advertised via the ietf-yp-lite-capabilities YANG Model Section 13.4.

Addi tional transport requirenments may be dictated by the choice of
transport used with a subscription
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8.2.2. DSCP Marking

YANG Push Lite supports _dscp_ marking to differentiate
prioritization of notification nmessages during network transit.

A receiver with a _dscp_leaf results in a corresponding
Differentiated Services Code Point (DSCP) marking [ RFC2474]} being
pl aced in the | P header of any resulting _update_ notification
messages and subscription state change notifications. A publisher
MUST respect the DSCP markings for subscription traffic egressing
that publi sher.

Di fferent DSCP code points require different transport connections.

As a result, where TCP is used, a publisher that supports the "dscp"
feature nust ensure that a subscription’s notification nessages are
returned in a single TCP transport session where all traffic shares

the subscription’s "dscp" leaf value. |[|f this cannot be guaranteed,
any "establish-subscription" RPC request SHOULD be rejected with a
"dscp-unavail abl e" error. *TODO - Is this text still rel evant?*

8.3. Encodi ngs

The _update_notification(Section 7.2) and subscription |ifecycle
notifications (Section 10) can be encoded in any format that has a
definition for encoding YANG data. For a given subscription, al
notification messages are encoded using the sane encodi ng.

Sone | ETF standards for YANG encodi ngs known at the tine of
publication are:

*  JSON, defined in [ RFC7951]

*  CBOR, defined in [RFC9254], and [ RFC9595] for using compressed
schema identifiers (YANG Sl Ds)

* XM, defined in [ RFC7950]

To maxim ze interoperability, all inplementations are RECOMVENDED to
support both JSON and CBOR encodi ngs. Constrained platforns nay not
be able to support JSON and hence may choose to only support CBOR
encodi ng. JSON encodi ng nay not be supported in the scenario that
anot her encodi ng becones the defacto standard (e.g., as JSON has
largely replaced XM. as the defacto choice for text based encoding).
Support for the XML encodi ng and/ or CBOR encodi ng using YANG SIDs is
OPTI ONAL.
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Encodings are defined in the _ietf-yp-lite.yang_ as YANG identities
that derive fromthe _encoding_ base identity. Additional encodings
can be defined by defining and inplementing new identities that
derive fromthe _encoding_ base identity, and al so advertising those
identities as part of the ietf-yp-lite-capabilities YANG nodul e's
transport capabilities Section 13.4.

For configured subscriptions, the encoding is configured as part of
the receiver configuration (Figure 7)

For dynami c subscriptions, the encoding is selected as part of the
establ i sh-subscription RPC (Figure 12).

*TODO For dynani c subscriptions, Yang Push will infer the encoding
fromincomng RPCif not provided. Do we want to preserve the

exi sting behavior or just be explicit and enforce that an encodi ng
must al ways be specified?*

9. Setting up and Managi ng Subscri ptions
Subscriptions can be set up and managed in two ways:

1. Configured Subscriptions - a subscription created and controll ed
sol ely by configuration.

2. Dynami c Subscriptions - a subscription created and controlled via
a YANG RPC froma telenetry receiver.

Conformant inplenmentations MJST inplenent at |east one of the two
mechani sms above for establishing and mai ntai ni ng subscriptions.

Bot h configured and dynam c subscriptions are represented in the |ist
_datastore-tel enetry/subscriptions/subscription_, and nost of the
functionality and behavi or of configured and dynanmi c subscriptions
described in this docunent is specified to be the sane or very
simlar. However, they differ in howthey are created and in the
associ ated |ifecycle managenent, described in the follow ng sections:

Addi tional characteristics differentiating configured fromdynam c
subscriptions include the foll ow ng:

* The lifetime of a dynam c subscription is bound by the transport
session used to establish it. For connection-oriented statefu
transports |ike NETCONF, the |oss of the transport session wll
result in the inmediate termnation of any associ ated dynanic
subscriptions. For connectionless or stateless transports |ike
HTTP, a |l ack of recei pt acknow edgnent of a sequential set of
notification nmessages and/or keep-alives can be used to trigger a
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term nation of a dynam ¢ subscription. Contrast this to the
lifetime of a configured subscription. This lifetine is driven by
rel evant configuration being present in the publisher’s applied
configuration. Being tied to configuration operations inplies
that (1) configured subscriptions can be configured to persist
across reboots and (2) a configured subscription can persist even
when its publisher is fully disconnected fromany network. *TODO
the configured subscription doesn’'t really persist, since it is
torn down and re-created. This explanation needs to be inproved.*

* Configured subscriptions can be nodified by any configuration
client with wite perm ssion on the configuration of the
subscription. Dynam c subscriptions can only be nodified via an
RPC request made by the original subscriber or by a change to
configuration data referenced by the subscription.

Note that there is no mixing and matchi ng of dynam ¢ and confi gured
operations on a single subscription. Specifically, a configured
subscription cannot be nodified or del eted using RPCs defined in this
docunent. Simlarly, a dynam c subscription cannot be directly

modi fied or deleted by configuration operations. It is, however,
possible to performa configuration operation that indirectly inpacts
a dynam ¢ subscription. By changing the value of a preconfigured
filter referenced by an existing dynam ¢ subscription, the selected
event records passed to a receiver mght change

A publisher MAY termi nate a dynam c subscription at any tine.
Simlarly, it MAY decide to tenporarily suspend the sendi ng of
notification nmessages for any dynam c subscription, or for one or
nmore receivers of a configured subscription. Such term nation or
suspension is driven by internal considerations of the publisher

**TODO, do we want to add text that if a subscription is ever changes
(config or dynamic (e.g., referenced filter)) then the subscription
MUST be terminated and restarted.

9.1. Configured Subscriptions
Confi gured subscriptions allow the managenent of subscriptions via
configuration so that a publisher can send notification nessages to a
receiver. Support for configured subscriptions is OPTIONAL, with its
availability advertised via the _configured_ YANG feature in the
ietf-yp-lite YANG nodul e Section 13.2.
A configured subscription conprises:

* the target datastore for the subscription, as per [ RFC8342].
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* a set of selection filters to choose which datastore nodes the
subscription is nmonitoring or sanpling, as described in Section 6

* configuration for how update notifications for the data nodes are
triggered. 1.e., either periodic sanpling, on-change event-
driven, or both. (*TODO add section reference*)

* a set of associated receivers (as described in Section 8.1) that
specify transport, receiver, and encodi ng paraneters.

Configured subscriptions have several characteristics distinguishing
them from dynam ¢ subscri ptions:

* persistence across publisher reboots,

* areference to receiver, is explicitly configured rather than
being inplicitly associated with the transport session, as would
be the case for a dynam c subscription

* an ability to send notification nmessages to nore than one
receiver. Al receivers for a given subscription nust use the
sanme encodi ng and type of transport (*TODO What about DSCP
settings?*). _Note that receivers are unaware of the existence of
any other receivers.

* persistence even when transport or receiver is unavailable. In
this scenario, the publishers will term nate a subscription that
it cannot keep active, but it will periodically attenpt to
restablish connection to the receiver and re-activate the
configured subscription.

Mul tiple configured subscriptions MIUST be supportable over a single
transport session. *TODO, James is suggesting that this should be
MAY, either way, | think that this should nove to be under the
transport considerations section of the docunent.*

Below is a tree diagramfor the "subscriptions" container. Al
objects contained in this tree are described in the YANG nodule in
Section 13.2. In the operational datastore [RFC8342], the
"subscription" list contains entries both for configured and dynanmic
subscri pti ons.

Wlton, et al. Expi res 8 January 2026 [ Page 38]



I nternet-Draft YANG- Push Lite July 2025

modul e: ietf-yp-lite
+--rw datastore-tel enetry!
+--rw subscriptions
+--rw subscription* [nane]

+--rw nane subscri pti on- nanme
+--rw purpose? string

+--rw target

| +--rw datastore? i dentityref

|  +--rw (filter)?

| +--: (by-reference)

| | +--rwfilter-ref filter-ref

| +--:(w thin-subscription)

| +--rw (filter-spec)?

I +--: (path)

| | +--rw path? ypat h

| +--:(subtree)

| | +--rw subtree? <anydat a> {ypl: subtree}?
| +--: (xpat h)

| +--rw xpat h? yang: xpat h1. 0 {ypl : xpat h}?
+--rw updat e-trigger

| +--rw periodic!

| | +--rw period centi seconds

| | +--rw anchor-tine? yang: date-and-ti ne

| +--rw on-change! {on-change}?

| +--rw sync-on-start? bool ean

+--rw receivers* [nane]

| +--rw name

| -> /datastore-tel enetry/receivers/receiver/ nane
| +--ro status? enuner ation

+-roid subscription-id

+--ro status? subscri ption-status

+--ro statistics

| +--ro update-record-count?

| yang: zer o- based- count er 64

| +--ro excluded-event-records?

| yang: zer o- based- count er 64

+---x reset {configured}?

Fi gure 8: subscriptions container Tree D agram
9.1.1. Configured Subscription State Mchine

Below is the state machine for a configured subscription on the
publisher. This state machi ne describes the three states (_valid_,
_invalid_, and _concluded_) as well as the transitions between these
states. Start and end states are depicted to reflect configured
subscription creation and del etion events. The creation or
modi fi cation of a configured subscription, referenced filter or
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receiver initiates an evaluation by the publisher to determine if the
subscription is in the _valid_ state or the _invalid_state. The
publisher uses its own criteria in making this determnation. |If in
the valid_state, the subscription becones operational. See (1) in
t he di agram bel ow.

**TODO - Add a new 'Active state’ to the subscription state machine.
l.e., a subscription is active as long as it has at |east one valid
receiver (in sone cases this would nmean that negotiation with the
receiver is conplete, for others, such as sinple UDP, is just
requires configuration to be valid.)

Publ i shers SHOULD NOT send _update_ nessages for a subscription that
is not active. 1l.e., a publisher SHOULD NOT send _update_ nessages
before a _subscription-started_ notification or after a
_subscription-termnated_ notification.

Simlarly, receivers SHOULD i gnore any _update_ nessages received for
a subscription that is not active.

start :-.
......... |
create .---modify----<----- .
[ | I
VvV V R L
.----[evaluate]--no-------- >|invalid|-delete-> end
| B ' S
| -[re-eval uate]--no--(2)-. n n
I n I I I
yes | " ->unsupportabl e del ete
| nmodi fy (subscri pti on- (subscri pti on-
| | ter m nat ed*) ter m nat ed*)
I I I I
(ll) I (3) (4)
T3 val id
Legend:

Dotted boxes: subscription added or renoved via configuration
Dashed boxes: states for a subscription
[eval uate]: decision point on whether the subscription
i s supportable
(*): resulting subscription state change notification

Figure 9: Publisher’'s State Machine for a Configured Subscription
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A subscription in the valid_state may nove to the _invalid_ state
in one of two ways. First, it may be nodified in a way that fails a
re-evaluation. See (2) in the diagram Second, the publisher m ght
determne that the subscription is no | onger supportable. This could
be because of an unexpected but sustained increase in an event
stream s event records, degraded CPU capacity, a nore conpl ex
referenced filter, or other subscriptions that have usurped
resources. See (3) in the diagram No matter the case, a
_Subscription-termnated_ notification is sent to any receivers in
the _active_or state. Finally, a subscription may be del eted by
configuration (4).

When a subscription is in the _valid_ state, a publisher will attenpt
to connect with all receivers of a configured subscription and
deliver notification nmessages. Below is the state machine for each
recei ver of a configured subscription. This receiver state nmachine
is fully contained in the state nmachine of the configured
subscription and is only rel evant when the configured subscription is
inthe _valid_ state.

| active

| valid |
[ R R I
| | receiver |---timeout---------------- >| receiver | |
| | connecting| <---------------- reset--(c)| di sconnect ed|

| | | <-transport B ' |
| B " loss, reset |
I (a) I
| subscription- (b) |
| started* R . |
| e > |
| | receiver |
| |
I I
| |

Legend:
Dashed boxes that include the word *receiver* show the possible
states for an individual receiver of a valid configured
subscription.

* indicates a subscription state change notification

Figure 10: Receiver State Machine for a Configured Subscription
on a Publisher
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When a configured subscription first noves to the _valid_state, the
_state_ leaf of each receiver is initialized to the _connecting_

state. If transport connectivity is not available to any receivers
and there are any notification nessages to deliver, a transport
session is established (e.g., per [RFC8071]). [Individual receivers

are noved to the _active state when a _subscription-started_
subscription state change notification is successfully passed to that
receiver (a). Event records are only sent to active receivers

Recei vers of a configured subscription remain active on the publisher
if both (1) transport connectivity to the receiver is active and (2)
event records are not being dropped due to a publisher’s sending
capacity being reached. 1In addition, a configured subscription's
recei ver MJST be noved to the "connecting" state if the receiver is
reset via the "reset" action (b), (c). For nore on the "reset"
action, see Section 2.5.5. |If transport connectivity cannot be

achi eved while in the "connecting"” state, the receiver MAY be noved
to the "disconnected" state.

A configured subscription's receiver MIST be noved to the "suspended”
state if there is transport connectivity between the publisher and
receiver but (1) delivery of notification nmessages is failing due to
a publisher’s buffer capacity being reached or (2) notification
messages cannot be generated for that receiver due to insufficient
CPU (d). This is indicated to the receiver by the "subscription-
suspended" subscription state change notification

A configured subscription’s receiver MJIST be returned to the "active”
state fromthe "suspended" state when notification nessages can be
generated, bandwidth is sufficient to handle the notification
messages, and a receiver has successfully been sent a "subscription-
resuned" or "subscription-nodified" subscription state change
notification (e). The choice as to which of these two subscription
state change notifications is sent is determ ned by whether the
subscription was nodified during the period of suspension

Modi fi cation of a configured subscription is possible at any time. A
"subscri ption-nodified" subscription state change notification wll

be sent to all active receivers, imediately followed by notification
messages conforming to the new paraneters. Suspended receivers wll
al so be informed of the nodification. However, this notification
will await the end of the suspension for that receiver (e).

9.1.2. Creating a Configured Subscription

Confi gured subscriptions are created using configuration operations
agai nst the top-level _subscriptions_ subtree.
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After a subscription is successfully established, the publisher
i medi atel y sends a "subscription-started" subscription state change

notification to each receiver. It is quite possible that upon
configuration, reboot, or even steady-state operations, a transport
session may not be currently available to the receiver. 1In this

case, when there is sonething to transport for an active
subscription, transport-specific "call home" operations [ RFC8071]
will be used to establish the connection. Wen transport
connectivity is available, notification nessages may then be pushed.

Wth active configured subscriptions, it is allowable to buffer event
records even after a _subscription-started_ has been sent. However,
if events are lost (rather than just del ayed) due to buffer capacity
bei ng reached, a _subscription-term nated_ notification nust be sent,
foll owed by a new subscription-started” notification. These
notifications indicate an event record discontinuity has occurred.

*TODO, to see an exanple of subscription creation using configuration
operations over NETCONF, see Appendix A *

9.1.3. Modifying a Configured Subscription

Configured subscriptions may end up being nodified due to
configuration changes in the _datastore-telenetry_ container

If the nodification involves adding receivers, then those receivers
are placed in the _connecting_ state. |If a receiver is renoved, the
subscription state change notification _subscription-ternminated_is
sent to that receiver if that receiver is active or suspended.

*TODO Do we want a common here about tearing down a subscription, or
is having it in the comobn section sufficient?*

9.1.4. Deleting a Configured Subscription

Confi gured subscriptions can be deleted via configuration. After a
subscription has been renoved from configuration, the publisher MAY
complete their current collection if one is in progress, then the
publ i sher sends _subscription-term nated_ notification to all of the
subscription’s receivers to indicate that the subscription is no

| onger acti ve.

*TODO, do we need a comment about closing the transport session if
there are no nore subscription to that receiver? Possibly the
Transports section of the docunent should have a section that
describes the lifecycle of a transport session (or will that end up
differing between configured and dyanm ¢ subscriptions?)*
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9.1.5. Resetting a Configured Subscription

It is possible that a configured subscription needs to be reset,
e.g., if the receiver wasn't ready to start processing the
subscription notifications. This can be acconplished via invoking
one of the two YANG _reset_ actions in the ietf-yp-lite YANG nodul e:

1. the _reset_ action at _/datastore-
tel emetry/ subscriptions/subscription/reset_ resets a single
subscription, or

2. the _reset_action at /datastore-telenetry/receivers/receiver/
reset _resets all subscriptions that reference that receiver

These actions may be useful in cases if a receiver or collector
determ nes that a configured subscription is not behaving correctly,
and wi shes to force a reset of the subscription w thout nodifying the
subscription configuration

Al t hough the reset action acts at the subscription application |evel,
the publisher MAY reset any transport session(s) associated with the
subscription or attenpt to reconnect to the receiver if a transport
session could not connect. Publishers SHOULD NOT reset the transport
session if the transport session is shared with other subscriptions.

9.2. Dynanic Subscriptions

Dynam c subscriptions, where a subscriber initiates a subscription

negotiation with a publisher via an RPC. |f the publisher is able to
serve this request, it accepts it and then starts pushing
notification messages back to the subscriber. |f the publisher is
not able to serve it as requested, then an error response is
ret ur ned.

Support for dynamic subscriptions is OPTIONAL, with its availability
advertised via the _dynamic_ YANG feature in the ietf-yp-lite YANG
modul e Section 13. 2.

Dynam c subscriptions are nanaged via protocol operations (in the

formof RPCs, per [RFC7950], Section 7.14) nmamde agai nst targets
| ocated in the publisher.
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9.2.1. Dynanic Subscription State Mchine

Bel ow i s the publisher’s state nachine for a dynam c subscription.
Each state is shown inits own box. It is inportant to note that
such a subscription doesn’'t exist at the publisher until an
_establish-subscription_ RPC is accepted. The nere request by a
subscriber to establish a subscription is not sufficient for that
subscription to be externally visible. Start and end states are
depicted to refl ect subscription creation and del etion events.

| receiver |
| active |
I I

Figure 11: Publisher’s State Machine for a Dynam c Subscription
O interest in this state machine are the foll ow ng:

* Successful "establish-subscription" RPCs nove the subscription to
the "active" state.

* A "del ete-subscription” or "kill-subscription® RPC will end the
subscri ption.

* A publisher may choose to end a subscription when there is not
sufficient CPU or bandwi dth available to service the subscription
This is announced to the subscriber via the _subscription-
term nated_ subscription state change notification. The receiver
will need to establish a new subscription
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9.2.2. Establishing a Dynamic Subscription
The "establish-subscription” RPC allows a subscriber to request the
creation of a subscription.
The input paraneters of the operation are:
0 An event streamfilter, which may reduce the set of event records
pushed.
If the publisher can satisfy the "establish-subscription" request, it
replies with an identifier for the subscription and then i mediately
starts streaning notification nessages
Below is a tree diagramfor "establish-subscription'. Al objects
contained in this tree are described in the YANG nodule in
Section 13. 2.
+---x establish-subscription {dynam c}?
| +---winput
| | +---w name subscri pti on- name
| | +---w purpose? string
| | +---wtarget
| | | +---w datastore? i dentityref
| | | +---w(filter)?
| +--:(by-reference)
I | +---wfilter-ref filter-ref
| +--:(w thin-subscription)
| +---w (filter-spec)?
[ +- -1 (path)
| 1 | | +---w path? ypat h
| +--:(subtree)
I | +---w subtree? <anydat a> {ypl : subtree}?
[ +- - (xpath)
| +---w xpat h? yang: xpat hl. 0 {ypl: xpath}?
| | +---wupdate-trigger
| | | +---w periodic!
| | | | +---wperiod centi seconds
| | | | +---wanchor-time? yang: dat e-and-ti ne
| | | +---won-change! {on-change}?
| +---w sync-on-start? bool ean
| | +---w encoding encodi ng
| | +---w dscp? i net:dscp
| +--ro output
| +--roid subscription-id
Fi gure 12: establish-subscription YANG RPC
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A publisher MAY reject the "establish-subscription" RPC for nmany
reasons, as described in Section 2.4.6.

Below is a tree diagram for "establish-subscription-streanmerror-
i nfo" RPC yang-data. All objects contained in this tree are
described in the YANG nodule in Section 4.

yang- dat a establish-subscription-streamerror-info
+--ro establish-subscription-streamerror-info
+--ro reason? identityref
+--ro filter-failure-hint? string

Figure 3: "establish-subscription-streamerror-info"
RPC yang-data Tree Di agram

Figure 13: "establish-subscription-streamerror-info" Tree Di agram
9.2.2.1. Negotiation of Subscription Policies

A dynani ¢ subscription request SHOULD be declined if a publisher
determines that it may be unable to provide update records neeting
the terns of an "establish-subscription" RPC request.

9.2.3. Deleting a Dynam c Subscription

The _del ete-subscription_ operation pernmits canceling an existing
dynami ¢ subscription that was established on the sane transport
session connecting to the subscriber

If the publisher accepts the request, which it MJST, if the
subscription-id matches a dynani c subscription established in the
same transport session, then it should stop the subscription and send
a _subscription-terminated_ notification

The publisher MAY reply back to the client before the subscription
has been terminated, i.e., it may act asynchronously with respect to
the request. The publisher SHOULD NOT send any further events
related to the subscription after the _subscription-term nated_
notification and

*TODO, | think that we should relax this to a SHOULD, but also this
shoul d be common with configured subscriptions, so perhaps not in
this section.* If the publisher accepts the request and the publisher
has indi cated success, the publisher SHOULD NOT send any nore
notification messages for this subscription
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9.2.4. Killing a Dynam c Subscription

The "kill-subscription” RPC operation pernmts a client to forcibly
end any arbitrary dynam c subscription, identified by subscription-
id, including those not associated with the transport session used
for the RPC. Note, configured subscriptions cannot be killed using
this RPC, and requests to do MJUST be rejected.

9.2.5. RPC Fai l ures

Whenever an RPC is unsuccessful, the publisher returns rel evant
informati on as part of the RPC error response. Transport-level error
processi ng MJST be done before the RPC error processing described in
this section. 1In all cases, RPC error information returned by the
publisher will use existing transport-|layer RPC structures, such as
those seen with NETCONF (Appendi x A of [RFC6241]) or RESTCONF
(Section 7.1 of [RFC8040]). These structures MJUST be able to encode
subscription-specific errors identified below and defined in this
docunent’ s YANG dat a nodel

As a result of this variety, how subscription errors are encoded in
an RPC error response is transport dependent. Valid errors that can
occur for each RPC are as foll ows:

establ i sh-subscription nmodi fy- subscription
dscp-unavail abl e filter-unsupported
encodi ng- unsupport ed i nsufficient-resources
filter-unsupported no- such-subscri pti on

i nsufficient-resources

del et e-subscription kill-subscription

no- such-subscri pti on no- such-subscri pti on

To see a NETCONF- based exanple of an error response fromthe |ist
above, see the "no-such-subscription" error response illustrated in
[ RFC8640], Figure 10.

There is one final set of transport-independent RPC error el enents
included in the YANG data nodel defined in this docunment: three yang-
data structures that enable the publisher to provide to the receiver
any error information that does not fit into existing transport-|ayer
RPC structures. These structures are:
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1. "establish-subscription-streamerror-info": This MJST be returned
with the | eaf "reason" populated if an RPC error reason has not
been pl aced el sewhere in the transport portion of a failed
"establ i sh-subscription" RPC response. This MJST be sent if
hints on how to overcone the RPC error are included.

2. "modify-subscription-streamerror-info": This MJST be returned
with the | eaf "reason" populated if an RPC error reason has not
been pl aced el sewhere in the transport portion of a failed
"modi fy-subscription” RPC response. This MJST be sent if hints
on how to overconme the RPC error are included.

3. "delete-subscription-error-info": This MJST be returned with the
| eaf "reason" populated if an RPC error reason has not been
pl aced el sewhere in the transport portion of a failed "del ete-
subscription"” or "kill-subscription" RPC response.

9.3. Inplenentation Considerations (from RFC 8639)

*TODO, we should rework this to strings for subscription nanes
i nst ead*

To support deploynents that include both configured and dynanmic
subscriptions, it is recommended that the subscription "id" domain be
split into static and dynamic halves. This will elimnate the
possibility of collisions if the configured subscriptions attenpt to
set a "subscription-id" that m ght have al ready been dynam cally

all ocated. A best practice is to use the lower half of the "id"
object’s integer space when that "id" is assigned by an externa
entity (such as with a configured subscription). This |eaves the
upper half of the subscription integer space available to be
dynani cal | y assi gned by the publisher.

If a subscription is unable to marshal a series of filtered event
records into transmttable notification nessages, the receiver should
be termnated with the reason "XXX TBD (Was unsupportabl e vol unme)".

For configured subscriptions, operations are performed agai nst the
set of receivers using the subscription "id" as a handle for that
set. But for stream ng updates, subscription state change
notifications are local to a receiver. 1In the case of this
specification, receivers do not get any information fromthe
publ i sher about the existence of other receivers. But if a network
operator wants to let the receivers correlate results, it is usefu
to use the subscription "id" across the receivers to allow that
correlation. Note that due to the possibility of different access
control perm ssions per receiver, each receiver nay actually get a
different set of event records.
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9.4. Event Record Delivery

Whet her dynam ¢ or configured, once a subscription has been set up,
the publisher streans event records via notification nessages per the
terns of the subscription. For dynam c subscriptions, notification
nmessages are sent over the session used to establish the
subscription. For configured subscriptions, notification nessages
are sent over the connections specified by the transport and each
recei ver of a configured subscription

A notification nessage is sent to a receiver when an event record is
not bl ocked by either the specified filter criteria or receiver

perm ssions. This notification message MJST include an <event Ti me>
obj ect, as shown in [RFC5277], Section 4. This <eventTi ne> MJST be
at the top level of a YANG structured event record.

The foll owi ng exanpl e of XML _WBC. REC- xmi - 20081126 , adapted from
Section 4.2.10 of [RFC7950], illustrates a conpliant nessage:

<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<link-failure xm ns="https://acne. exanpl e. coni syst eni' >
<i f-name>so-1/2/3.0</if-name>
<i f-adm n-status>up</if-adm n-status>
<i f-oper-status>down</if-oper-status>
</link-failure>
</notification>

Fi gure 10: Subscribed Notification Message

[ RFC5277], Section 2.2.1 states that a notification nessage is to be
sent to a subscriber that initiated a <create-subscription> Wth
this docunment, this statenment from [ RFC5277] should be nore broadly
interpreted to nean that notification nessages can also be sent to a
subscriber that initiated an "establish-subscription" or to a
configured receiver that has been sent a "subscription-started"

VWhen a dynam c subscription has been started with "establish-
subscription", respectively, event records nmatching the newy applied
filter criteria MUST NOT be sent until after the RPC reply has been
sent. *TODO, do we want to keep this?*

When a configured subscription has been started or nodified, event

records matching the newly applied filter criteria MJUST NOT be sent
until after the "subscription-started" notification has been sent.
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10. Subscription Lifecycle Notifications

In addition to sending event records to receivers, a publisher also
sends subscription lifecycle state change notifications when
lifecycle events related to subscription nanagenent occur

Subscription state change notifications are generated per
subscription, and are injected into the steam of _update_ nessages
for that that subscription. These notifications MJST NOT be dropped
or filtered.

Future extensions, or inplenentations MAY augment additional fields
into the notification structures. Receivers MJST silently ignore
unexpected fi el ds.

The conpl ete set of subscription state change notifications is
described in the foll owi ng subsections:

10.1. "subscription-started"

The subscription started notification is sent to a receiver to
indicate that a subscription is active and they may start to receive
_update_ records fromthe publisher.

The subscription started notification may be sent for any of these
reasons:

1. A new subscription has been configured.
2. A receiver has been added to a configured subscription

3. The configuration for a configured subscription has been changed,
in which case a _subscription-term nated_ notification should be
sent, followed by a subscription-started notification if the
new configuration is valid.

4. A configured subscription previously failed, and was terninated.
After the publisher has successfully re-established a connection
to the receiver and is starting to send datastore event records
agai n.

5. A dynam c subscription has been established.
Below is the tree diagramfor the _subscription-started_

notification. All data nodes contained in this tree diagramare
described in the YANG nodule in Section 13. 2.
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+---n subscription-started

+--roid subscription-id
+--ro0 name subscri pti on- name
+--1r0 purpose? string

+--ro0 target

| +--ro datastore? i dentityref

| +--ro (filter)?
| +--:(by-reference)
| | +--ro filter-ref filter-ref
| +--:(w thin-subscription)
| +--ro (filter-spec)?
I +- -1 (path)
| | +--ro path? ypat h
| +--:(subtree)
| | +--ro subtree? <anydat a> {ypl : subtree}?
| +--: (xpat h)
| +--ro xpath? yang: xpat hl. 0 {ypl: xpath}?
+--ro0 update-trigger

+--ro periodic!

| +--ro period centi seconds

| +--ro anchor-tine? yang: dat e-and-ti ne

+--ro0 on-change! {on-change}?

+--ro0 sync-on-start? bool ean

Figure 14: subscription-started Notification Tree D agram

*TODO, Shoul d the subscription-started notification report deconposed
subscription paths?*

10.2. "subscription-terninated"
For a receiver, this notification indicates that no further event
records for an active subscription should be expected fromthe
publ i sher unless and until a new _subscription-started_ notification
is received
A _subscription-ternminated_ notification SHOULD only be sent by a
publisher to a receiver if a _subscription-started_ notification was
previously sent.

The subscription term nated notification may be sent to a receiver
for any of these reasons:

1. A receiver has been renoved froma configured subscription

2. A configured subscription has been renoved.
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3. The configuration for a configured subscription has been changed,
in which case a _subscription-term nated_ notification should be
sent, followed by a _subscription-started_ notification if the
new configuration is valid.

4. A dynami c subscription was del eted via a "del ete-subscription* or
_kill-subscription_ RPC

5. A subscription has failed for any reason, e.g.,:

* The publisher is no |onger able to honor the subscription, due
to resource constraints, or the filter is no longer valid.

* Any transport level buffer to the receiver has becone full
and the hence the publisher is dropping _update_
notifications.

Below is a tree diagram for "subscription-term nated". Al objects
contained in this tree are described in the YANG nodule in
Section 13. 2.

+---n subscription-term nated

| +--ro nanme subscri pti on- nanme
| +--roid subscription-id
| +--ro reason i dentityref

Figure 15: subscription-termnated Notification Tree D agram

*TODO Augnenting extra fields is better for clients?* The _reason_
dat anode identifyref indicates why a subcription has been terninated,
and coul d be extended with further reasons in future.

10.3. "repl ay-conpl et ed”

*TODO: Need to consider how this works when notifications are split
up. Possibly need to replace this with an opt-in nessage for a per
coll ection conplete nessage. 1.e., a notification that woul d be sent
whenever every periodic collection is conplete.*

This notification indicates that all of the event records prior to
the current time have been passed to a receiver. It is sent before
any notification messages containing an event record with a tinestanp
later than (1) the subscription's start tinme.

After the "replay-conpleted" notification has been sent, additiona

event records will be sent in sequence as they arise naturally on the
publ i sher.
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Below is a tree diagramfor "replay-conpleted". Al objects
contained in this tree are described in the YANG nodul e in Section 4.

+---n repl ay-conpl eted
| +--roid subscription-id

Figure 16: replay-conpleted Notification Tree Di agram
11. Performance, Reliability, and Subscription Mnitoring

*TODO. Needs updating. Not sure if this text doesn't end up
el sewher e?*

A subscription to updates froma datastore is intended to obviate the
need for polling. However, in order to do so, it is critical that
subscribers can rely on the subscription and have confidence that
they will indeed receive the subscribed updates w thout having to
worry about updates being silently dropped. 1In other words, a
subscription constitutes a pronise on the side of the publisher to
provide the receivers with updates per the terns of the subscription,
or otherwi se notify the receiver if t

Now, there are many reasons why a publisher nmay at some point no

| onger be able to fulfill the ternms of the subscription, even if the
subscription had been initiated in good faith. For exanple, the

vol ume of datastore nodes may be larger than anticipated, the
interval may prove too short to send full updates in rapid
succession, or an internal problemnmay prevent objects from being
collected. For this reason, the solution defined in this docunent
(1) mandates that a publisher notify receivers i mediately and
reliably whenever it encounters a situation in which it is unable to
keep the terns of the subscription and (2) provides the publisher
with the option to suspend the subscription in such a case. This
includes indicating the fact that an update is inconplete as part of
a "push-update" or "push-change-update" notification, as well as
emtting a "subscription-suspended" notification as applicable. This
is described further in Section 3.11.1

A publisher SHOULD reject a request for a subscription if it is
unlikely that the publisher will be able to fulfill the terns of that
subscription request. In such cases, it is preferable to have a
subscri ber request a |l ess resource-intensive subscription than to
deal with frequently degraded behavi or
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The solution builds on [RFC8639]. As defined therein, any | oss of an
underlying transport connection will be detected and result in
subscription termnation (in the case of dynam c subscriptions) or
suspension (in the case of configured subscriptions), ensuring that
situations where the | oss of update notifications would go unnoticed
will not occur.

11.1. Subscription NMonitoring

In the operational state datastore, the datastore-telenetry_
contai ner nmaintains operational state for all configured and dynanmic
subscri pti ons.

Dynam ¢ subscriptions are only present in the _datastore-

tel emetry/ subscriptions/subscription_ |ist when they are active, and
are renoved as soon as they are term nated. \Wereas configured
subscriptions are present if the list if they are configured,

regardl ess of whether they are active.

*TODO, shoul d dynamic receivers be listed? Do we need to report per-
receiver stats for dynam c subscriptions?*

The operational state is inportant for nonitoring the health of
subscriptions, receivers, and the overall telemetry subsystem

Thi s incl udes:

*TODO, update the YANG nodel with nore useful operational data, and
nmostly this section should briefly sunmmarize and refer to the YANG
nmodel . W shoul d al so consider what indications to include from
filters that cause a | arger anount of internal work but don't
generate a |l arge nunber of transmtted notifications.*

* per subscription status and counters

* per receiver status and counters

* maybe sone indication of the overall load on the telenetry
subsystem but we need to consider how useful that actually is,
and whether just nonitoring the device CPU | oad and genera
performance woul d be a better indication.

11.2. Robustness and Reliability
It is inportant that updates as discussed in this docunent, and on-
change updates in particular, do not get lost. |If the |loss of an

update is unavoidable, it is critical that the receiver be notified
accordingly.
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11.

Update records for a single subscription MUST NOT be resequenced
prior to transport.

It is conceivable that, under certain circunstances, a publisher wll
recognize that it is unable to include in an update record the ful
set of objects desired per the terns of a subscription. 1In this
case, the publisher MJST act as foll ows:

* The publisher MIST set the "inconpl ete-update” flag on any update
record that is known to be missing information

* The publisher MAY choose to suspend the subscription as per
[ RFC8639]. If the publisher does not create an update record at
all, it MJIST suspend the subscription

* \When resuni ng an on-change subscription, the publisher SHOULD
generate a conpl ete patch fromthe previous update record. |If
this is not possible and the "sync-on-start" option is set to
"true" for the subscription, then the full datastore contents MAY
be sent via a "push-update" instead (effectively replacing the
previ ous contents). If neither scenario above is possible, then
an "inconpl et e-update" flag MJST be included on the next "push-
change- updat e".

Note: It is perfectly acceptable to have a series of "push-change-
update" notifications (and even "push-update" notifications) serially
queued at the transport |ayer awaiting transmssion. It is not
required for the publisher to nerge pendi ng update records sent at
the same tine.

On the receiver side, what action to take when a record with an

"inconpl ete-update" flag is received depends on the application. It
could sinply choose to wait and do nothing. It could choose to
resync, actively retrieving all subscribed information. It could

al so choose to tear down the subscription and start a new one,
perhaps with a smaller scope that contains fewer objects.

3. Publisher Capacity

It is far preferable to decline a subscription request than to accept
such a request when it cannot be net.
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12.

12.

Whet her or not a subscription can be supported will be determ ned by
a conbi nati on of several factors, such as the subscription update
trigger (on-change or periodic), the period in which to report
changes (one-second periods will consune nore resources than one-hour
periods), the anount of data in the datastore subtree that is being
subscri bed to, and the nunber and conbination of other subscriptions
that are concurrently being serviced.

Conf ormance and Capabilities

The normative text in this docunent already indicates which parts of
the specification nmust or should be inplenented for a conpliant YANG
Push Lite inplenmentation via the use of [RFC2119] |anguage. It also
sets out sone additional related requirenents, e.g., on transports
Section 8.2, that add in additional functionality.

Sone parts of this specification are optional to inplenent. Sone of
these optional parts can be identified through the use of YANG

Li brary [ RFC8525] specifying the list of inplenented YANG nodul es and
YANG features. But, the broader approach adopted by this
specification is via extending the ietf-systemcapabilities YANG
nmodul e specified in [ RFC9196] to nake capability information
avai | abl e as standard YANG descri bed operational data.

1. Capabilities

Publ i shers SHOULD i nmpl enent the ietf-systemcapabilities YANG nodul e,
defined in [RFC9196], and the ietf-yp-lite-capabilities YANG nodul e,
defined in Section 13.4) that augnents ietf-systemcapabilities.

The ietf-yp-lite-capabilities nodule contains capabilities to

i ndi cate what types of subscriptions and transports may be
configured, along with acceptabl e subscription paraneter for given
subtrees.

The scherma tree for the ietf-systemcapabilities augnented by ietf-
yp-lite-capabilities is given bel ow
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ietf-systemcapabilities

+--ro0 systemcapabilities

+--T0

dat ast ore-capabi liti es* [datastore]

| +--ro datastore

+--T0

-> [yanglib:yang-I|ibrary/ datastore/ nane

+--ro0 per-node-capabilities* []

+--ro (node-sel ection)?
| +--:(node-sel ector)
| +--r0 node-sel ector?
| nacm node-i nstance-identifier
+--ro0 yplc:datastore-tel enetry
+--ro ypl c:periodic-notifications-supported?
| notification-support
+--ro (ypl c: updat e-period)?
|  +--:(ypl c:m ni rum updat e- peri od)

| | +--ro yplc:mninmmupdate-period? ui nt 32
| +--:(yplc:supported-updat e- peri od)
| +--ro ypl c: support ed- updat e- peri od* ui nt 32

+--ro ypl c: on- change- supported?
notification-support
ypl c: datastore-tel enetry

+--ro0 ypl c:periodic-notifications-supported?

notification-support

+--ro (ypl c: update-period)?

+--:(ypl c: m ni mum updat e- peri od)

| +--ro yplc:mni num updat e- peri od? ui nt 32
+--:(ypl c: support ed- updat e- peri od)
+--ro0 ypl c: support ed- updat e- peri od* ui nt 32

+--ro ypl c: on- change- supported?

notification-support

+--ro yplc:transport

+--ro yplc:transport-capability* [transport-protocol]

+--ro ypl c:transport - protocol identityref
+--ro0 ypl c:security-protocol ? identityref
+--ro ypl c: encodi ng- f or mat * i dentityref

Figure 17: YANG tree for ietf-systemcapabilities with ietf-yl-

lite-capabilities augnmentations.

TODO Do we need to add capabilities to indicate:

1.
2

3.

W ton,

Whi ch fields are on-change notifiable.

At which level _bags_exist internally (for perfornance reasons).

The poi

et al.
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12.2. Subscription Content Schenma Identification
YANG Modul e Synchroni zati on

To make subscription requests, the subscriber needs to know t he YANG
dat astore schenas used by the publisher. These schermas are avail abl e
in the YANG |ibrary nodule ietf-yang-library.yang as defined in

[ RFC8525]. The receiver is expected to know the YANG library
informati on before starting a subscription

The set of nodul es, revisions, features, and deviations can change at
runtime (if supported by the publisher inplementation). For this
purpose, the YANG library provides a sinple "yang-library-change"
notification that inforns the subscriber that the library has
changed. In this case, a subscription may need to be updated to take
the updates into account. The receiver nay also need to be inforned
of nmodul e changes in order to process updates regardi ng datastore

*TODO, this section should be updated so that a subscription is
restarted if the schema that it is using changes, and to incorporate
ideas to fingerprint the subscription schema in the subscription-
started notification.*

13.  YANG
13.1. ietf-yp-lite YANG tree
This section shows the full tree output for ietf-yp-lite YANG nodul e.

Note, this output does not include support for any transport
configuration, and for any inplenentation that supports configured
subscriptions using this YANG nodul e then at | east one transport
woul d expect to be configurable.

nmodul e: ietf-yp-lite
+--rw datastore-tel enetry!
+-rwfilters
+--rw filter* [nane]

+--rw name string
+--rw (filter-spec)?
+--:(path)
| +--rw path? ypat h

+--:(subtree)
| +--rw subtree? <anydat a> {ypl : subtree}?
+--: (xpat h)
+--rw xpat h? yang: xpat hl. 0 {ypl: xpath}?
--rw subscriptions
+--rw subscription* [nane]

—_
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+--rw nane subscri pti on- name
+--I'W purpose? string
+--rw target
| +--rw datastore? i dentityref

|  +--rw (filter)?

| +--:(by-reference)

| | +--rwfilter-ref filter-ref

| +--:(w t hin-subscription)

| +--rw (filter-spec)?

I +- -1 (path)

| |  +--rw path? ypat h

| +--:(subtree)

| | +--rw subtree? <anydat a> {ypl : subtree}?
| +--: (xpat h)

| +--rw xpat h? yang: xpat hl. 0 {ypl: xpath}?
+--rw updat e-trigger

| +--rw periodic!

| | +--rw period centi seconds

| | +--rw anchor-tine? yang: dat e-and-ti ne

| +--rw on-change! {on-change}?

| +--rw sync-on-start? bool ean

+--rw receivers* [nane]

| +--rw nane

| ] -> /[ datastore-tel emetry/recei vers/receiver/ nanme
| +--ro status? enumrer ation

+--roid subscription-id

+--ro status? subscri ption-status

+--ro statistics

| +--ro update-record-count?

| ] yang: zer o- based- count er 64

| +--ro excluded-event-records?

| yang: zer o- based- count er 64

+---x reset {configured}?

recei vers {configured}?

rw receiver* [name]

+--rw name string
+--rw encodi ng? encodi ng
+--rw dscp? i net:dscp

+---X reset

+--rw (notification-nessage-origin)?

| +--:(interface-originated)

| | +--rw source-interface? if:interface-ref

| {interface-designation}?

| +--:(address-originated)

| +--rw source-vrf? | eafref {supports-vrf}?
,

+--rw sour ce-address? i net:i p-address-no-zone
--rw (transport-type)
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+---x establish-subscription {dynam c}?
|  +---winput
| | +---w nane subscri pti on- name
| | +---w purpose? string
| | +---wtarget
| | | +---wdatastore? i dentityref
| | | +---w(filter)?
I +--:(by-reference)
| | +---wfilter-ref filter-ref
| +--:(w thin-subscription)
|1 +---w (filter-spec)?
[ . +--: (path)
| | +---w path? ypat h
I +--:(subtree)
| | +---w subtree? <anydat a> {ypl: subtree}?
[ . +--: (xpath)
| +---w xpat h? yang: xpat h1. 0 {ypl : xpat h}?
| | +---wupdate-trigger
| | | +---w periodic!
| | | | +---wperiod centi seconds
| | | | +---wanchor-time? yang:date-and-tinme
| | | +---w on-change! {on-change}?
| 1 | +---w sync-on-start? bool ean
| | +---w encoding encodi ng
| | +---w dscp? i net:dscp
| +--ro output
| +--ro id subscription-id
+---x del ete-subscription {dynam c}?
|  +---winput
| +---w name subscri pti on- name
+---x kill-subscription {dynam c}?

+---w i nput

+---Ww nane subscri pti on- nane
notifications:
+---n replay-conpl eted
| +--roid subscription-id
+---n updat e-conpl ete
| +-roid subscription-id
+---n subscription-started
| +--roid subscription-id
| +--ro name subscri pti on- name
| +--ro purpose? string
| +--ro target
| | +--ro datastore? i dentityref
| | +--ro (filter)?
| ] +--:(by-reference)
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| | +--ro filter-ref filter-ref
| +--:(w t hin-subscription)
| +--ro (filter-spec)?
I +--: (path)
| | +--ro path? ypat h
| +--:(subtree)
| | +--ro subtree? <anydat a> {ypl : subtree}?
| +--: (xpat h)
| +--ro xpath? yang: xpat hl. 0 {ypl: xpath}?
+--ro0 update-trigger

+--ro periodic!

| +--ro period centi seconds

| +--ro anchor-tine? yang: dat e-and-ti ne

+--ro on-change! {on-change}?

+--ro0 sync-on-start? bool ean

+-- +-——"—"—"— ("

---n subscription-term nated
+--r0 nane subscri pti on- nanme
+-roid subscription-id
+--1ro0 reason i dentityref

---n update
+--ro id? subscription-id
+--ro path-prefix? string
+--r0 snapshot-type? enuneration

+--ro0 observation-tine? yang: date-and-ti ne
+--ro0 updat es* [target-path]

| +--ro target-path string
| +--ro data? <anydat a>
+--ro0 inconpl ete? enpty

Figure 18: YANG tree for YANG Push Lite Mdule Tree Qutput
13.2. ietf-yp-lite YANG Mode

This nodul e i nports typedefs from[RFC6991], [RFC38343], [ RFC8341],

[ RFC8529], and [RFC8342]. It references [RFC6241], [ XPATH (" XM
Pat h Language (XPath) Version 1.0"), [RFC7049], [RFC8259], [RFC7950],
[ RFC7951], and [ RFC7540].

Thi s YANG nodul e i nmports typedefs from [RFC6991], identities from
[ RFC8342], and the "sx:structure" extension from[RFC8791]. It also
ref erences [ RFC6241], [XPATH], and [ RFC7950].

<CODE BEG NS> file "ietf-yp-lite.yang#0.1.0"

modul e ietf-yp-lite {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-yp-lite";
prefix ypl;
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inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
inport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent"”;
}

i mport ietf-netconf-acm {
prefix nacm
reference
"RFC 8341: Network Configuration Access Control Mdel";

}
import ietf-network-instance {
prefix ni;
ref erence
"RFC 8529: YANG Data Mddel for Network |nstances";
}
import ietf-yang-structure-ext {
prefix sx;
reference
"RFC 8525: YANG Data Structure Extensions";
}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
import ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenent Datastore Architecture (NVDA)";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup";
cont act
"WG Web: <https:/datatracker.ietf.org/wg/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hor: Robert WIlton
<mailto:rw |l ton@i sco. conp";
description
"Thi s nodul e contai ns YANG specifications for YANG Push lite,
a sinplified version of the YANG Push [ RFC 8641] protocol
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The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revision 2024-11-11 {
description
"Initial revision.";
ref erence
"XXX: YANG Push Lite";

}

/*
* FEATURES
*/

feature configured {
description
"This feature indicates that configuration of subscriptions is
supported.”;

}

feature dynam c {
description
"This feature indicates that dynam c establishnment of
subscriptions is
supported.”;

}

feature interface-designation {
description
"This feature indicates that a publisher supports sourcing al
receiver interactions for a configured subscription froma
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singl e designated egress interface.";

}

feature on-change {
description
"This feature indicates that on-change triggered subscriptions
are supported.”;

}

feature subtree {
description
"This feature indicates support for YANG subtree filtering.";
reference
"RFC 6241: Network Configuration Protocol (NETCONF),
Section 6";

}

feature supports-vrf {
description
"This feature indicates that a publisher supports VRF
configuration for configured subscriptions. VRF support for
dynanmi ¢ subscriptions does not require this feature.";
reference
"RFC 8529: YANG Data Mddel for Network Instances,
Section 6";

}

feature xpath {
description
"This feature indicates support for XPath filtering.";
reference
"XM. Pat h Language (XPath) Version 1.0
(https://ww. w3. or g/ TR/ 1999/ REC- xpat h- 19991116) ";

/*

* | DENTI TI ES

*/

/* ldentities for RPC and notification errors */

identity del ete-subscription-error {
description
"Base identity for the problemfound while attenpting to
fulfill either a ’'delete-subscription” RPC request or a
"Kkill-subscription” RPC request.”;

}

identity establish-subscription-error {
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description
"Base identity for the problemfound while attenpting to
fulfill an ’establish-subscription” RPC request.";

}

i dentity subscription-term nated-reason {
description
"Base identity for the problemcondition communicated to a
receiver as part of a ’subscription-term nated
notification.";

}

identity dscp-unavail abl e {
base establish-subscription-error;
description
"The publisher is unable to mark notification nessages with
prioritization information in a way that will be respected
during network transit.";

}

identity encodi ng-unsupported {
base establish-subscription-error;
description
"Unabl e to encode notification nessages in the desired
format.";

}

identity filter-unavailable {
base subscription-termn nated-reason;
description
"Referenced filter does not exist. This neans a receiver is
referencing a filter that doesn’'t exist or to which it
does not have access perm ssions.";

}

identity filter-unsupported {
base establish-subscription-error;
description
"Cannot parse syntax in the filter. This failure can be from
a syntax error or a syntax too conplex to be processed by the
publ i sher.";

}

identity insufficient-resources {
base establish-subscription-error;
description
"The publisher does not have sufficient resources to support
the requested subscription. An exanple night be that
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all ocated CPUis too limted to generate the desired set of
notification nmessages."”;

}

i dentity no-such-subscription {
base del et e-subscription-error;
base subscription-termn nated-reason;
description
"Ref erenced subscription doesn’t exist. This may be as a
result of a nonexistent subscription ID, an ID that belongs to
anot her subscriber, or an ID for a configured subscription.";

}

identity stream unavail abl e {
base subscription-term nated-reason;
description
"Not a subscribable event stream This nmeans the referenced
event streamis not available for subscription by the
receiver.";

}

i dentity suspension-tineout ({
base subscription-termn nated-reason;
description
"Ternmi nation of a previously suspended subscription. The
publ i sher has elimnated the subscription, as it exceeded a
time limt for suspension.”;

}

i dentity unsupportabl e-vol ume {
base subscription-termn nated-reason;
description
"The publisher does not have the network bandw dth needed to
get the volume of generated information intended for a
receiver.";

}

/* ldentities for encodi ngs */

identity configurabl e-encoding {
description
"I'f a transport identity derives fromthis identity, it means
that it supports configurable encodings. An exanple of a
configurabl e encoding might be a newidentity such as
"encode-cbor’. Such an identity could use
"configurabl e-encoding’ as its base. This would allow a
dynani ¢ subscription encoded in JSON (RFC 8259) to request
that notification nmessages be encoded via the Concise Binary
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hj ect Representation (CBOR) (RFC 7049). Further details for
any specific configurabl e encoding would be explored in a
transport docunent based on this specification

TODO - Clear up this text or use YANG CBOR reference";
reference
"RFC 8259: The JavaScript Object Notation (JSON) Data
I nt erchange For mat
RFC 7049: Concise Binary (bject Representation (CBOR)";

}

identity encoding {
description
"Base identity to represent data encodings.";

}

identity json {
base encodi ng;
description
"Encode data using JSON as described in RFC 7951.";
ref erence
"RFC 7951: JSON Encodi ng of Data Moddel ed with YANG';

}

identity xm {
base encodi ng;
description
"Encode data using XM. as described in RFC 7950.";
ref erence
"RFC 7950: The YANG 1.1 Data Model i ng Language";

}

identity cbor {
base encodi ng;
description
"Encode data using CBOR as described in RFC 9245,
wi t hout using YANG SI Ds";
ref erence
"RFC 9245: Encodi ng of Data Moddeled with YANG in the
Conci se Binary Ohject Representation (CBOR).";

}

identity cbor-sids {
base encodi ng;
description
"Encode data using JSON as described in RFC 7951, using YANG
SIDs.";
ref erence
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"RFC 9245: Encoding of Data Modeled with YANG in the
Conci se Binary (bject Representation (CBOR).

RFC 9595: YANG Schema ItemiDentifier (YANG SID).";
}

/* ldentities for transports */

identity transport {
description
"An identity that represents the underlying nmechanismfor
passing notification nmessages.";

/*
* TYPEDEFs
*/

typedef ypath {

type string {
length "1.. max";

}
description
"A type for YANG i nstance data paths.";

typedef encoding {
type identityref {
base encodi ng;
}
description
"Specifies a data encoding, e.g., for a data subscription.”;

}

typedef subscri ption-nanme {
type string {
Il ength "1..255";
}
description
"A user friendly nane for a subscription.”;

}

typedef subscription-id {
type uint32;
description
"A type for subscription identifiers.";
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typedef transport {
type identityref {
base transport;
}
description
"Specifies the transport used to send notification nmessages
to a receiver.";

}

/1 TODO - Consider changes to |ist keys or reordering of
11 user-ordered |ists.

typedef filter-ref {
type leafref {
path "/datastore-telemetry/filters/filter/name";
}
description
"This type is used to reference a selection filter.";
}

typedef centiseconds {
type uint32;
description
"A period of time, neasured in units of 0.01 seconds.";
}

typedef subscription-type {
type enuneration {
enum configured {
description
"A subscription that is created and managed vi a
configuration.";
}
enum dynami c {
description
"A subscription that is created and managed via RPC
primtives.";
}
}

description
"Indicate the type of subscription."”;
}

typedef subscription-status {
type enuneration {
enuminvalid {
description
"The subscription as a whole is unsupportable with its
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current paraneters.";
}
enum i nactive {
description
"The subscription is supportable with its current
paraneters, but it is not currently connected to any
connected receivers";

enum active {
description
"The subscription is actively running, and is connected
to at | east one receiver

A subscription-started notification must have been sent
for a subscription to be in this state, and the receiver
will receive update notifications, as per the
update-trigger selection.";
}
}
description
"Indicates the status of a subscription”;
}

/*
* GROUPI NGS
*/

groupi ng dscp {
description
"Thi s grouping describes QS information concerning a
subscription. This information is passed to | ower |ayers
for transport prioritization and treatment.";
| eaf dscp {
type inet:dscp;
default "0";
description
"The desired network transport priority level. This is the
priority set on notification nmessages encapsul ating the
results of the subscription. This transport priority is
shared for all receivers of a given subscription.”;

}
}

grouping filter-types {
description
"This grouping defines the types of selectors for objects
froma datastore.";
choice filter-spec {
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W ton,

description
"The content filter specification for this request.";

| eaf path {
type ypath;
description
"A basic path filter that allows wldcard, regex, or
fixed value for list keys. Each format is TODO';

anydata subtree {

if-feature "ypl:subtree";

description
"This parameter identifies the portions of the
target datastore to retrieve.";

ref erence
"RFC 6241: Network Configuration Protocol (NETCONF),

Section 6";

}
| eaf xpath {
if-feature "ypl:xpath";
type yang: xpat hl. 0;
description
"This paraneter contains an XPath expression identifying
the portions of the target datastore to retrieve.

If the expression returns a node set, all nodes in the
node set are selected by the filter. GOQherwise, if the
expressi on does not return a node set, the filter
doesn’t sel ect any nodes.

The expression is evaluated in the foll ow ng XPath
cont ext:

0 The set of nanespace declarations is the set of prefix
and nanespace pairs for all YANG nodul es i npl enent ed
by the server, where the prefix is the YANG nodul e
nane and the nanespace is as defined by the
"nanmespace’ statenent in the YANG nodul e.

If the leaf is encoded in XM, all nanespace
declarations in scope on the 'stream xpath-filter’

| eaf element are added to the set of nanespace
declarations. |If a prefix found in the XM_ is

al ready present in the set of nanespace decl arati ons,
the nanespace in the XM. is used

0 The set of variable bindings is enpty.
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o The function library is conprised of the core
function library and the XPath functions defined in
Section 10 in RFC 7950.

0 The context node is the root node of the target
dat astore.";
reference
"XM. Pat h Language (XPath) Version 1.0
(https://ww. w3. or g/ TR/ 1999/ REC- xpat h- 19991116)
RFC 7950: The YANG 1.1 Data Mdel i ng Language,
Section 10";
}
}
}

groupi ng update-policy {
description
"Thi s grouping describes the susbcription update policy";

cont ai ner update-trigger {
description
"Thi s container describes all conditions under which
subscription update nmessages are generated";

cont ai ner periodic {
presence "indicates a periodic subscription”;
description
"The publisher is requested to periodically notify the
recei ver regarding the current values of the datastore
as defined by the selection filter.";
| eaf period {
type centi seconds;
mandat ory true;
description
"Duration of time that should occur between periodic
push updates, in units of 0.01 seconds.";

| eaf anchor-time {
type yang: date-and-ti ne;
description
"Desighates a tinestanp before or after which a series

of periodic push updates are determ ned. The next
update will take place at a point in time that is a
multiple of a period fromthe *anchor-tine’.
For exanple, for an ’anchor-tinme’ that is set for the
top of a particular mnute and a period interval of a
m nute, updates will be sent at the top of every
m nute that this subscription is active.";
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}
}

cont ai ner on-change {
i f-feature "on-change";
presence "indi cates an on-change subscription”;
description
"The publisher is requested to notify the receiver
regardi ng changes in values in the datastore subset as
defined by a selection filter.";

| eaf sync-on-start {

type bool ean;

default "true";

description

"When this object is set to "false’, (1) it restricts an
on- change subscription from sendi ng ' push-updat e
notifications and (2) pushing a full selection per the
terms of the selection filter MUST NOT be done for
this subscription. Only updates about changes
(i.e., only '"push-change-update’ notifications)
are sent. \When set to "true’ (the default behavior),
in order to facilitate a receiver’s synchronization,
a full update is sent, via a 'push-update’ notification,
when the subscription starts. After that,
" push- change-update’ notifications are exclusively sent,
unl ess the publisher chooses to resync the subscription
via a new 'push-update’ notification.";
}
}
}
}

groupi ng subscri ption-common {
description
"Common settings that are shared between dynam ¢ and
configured subscriptions.";

| eaf nane {
type subscri pti on- nane;
mandat ory true;
description
"The client provided name for the subscription

Thi s MJUST be uni que across all subscriptions. Configuring
a subscription with a nane already used by a dynamic
subscription will replace the dynam c subscription, forcing
it to be termnated.”;
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| eaf purpose {

type string {
length "1..1000";
}

description
"Open text allowing a configuring entity to enbed the
originator or other specifics of this subscription."”;

}

container target {
description
"Identifies the source of information agai nst which a
subscription is being applied as well as specifics on the
subset of information desired fromthat source.";
| eaf datastore {
type identityref {
base ds: dat astore;

default "ds:operational";

description
"Datastore fromwhich to retrieve data, defaults to
operational";

}

choice filter {
description
"The source of the selection filter applied to the
subscription. This will either (1) come referenced from
a global list or (2) be provided in the subscription
itself.";
case by-reference {
description
"Incorporates a filter that has been configured
separately.";
leaf filter-ref {
type filter-ref;
mandat ory true;
description
"Ref erences an existing selection filter that is to be
applied to the subscription.”;

}
case Wwithin-subscription {
description
"Alocal definition allows a filter to have the sane
|ifecycle as the subscription.”;
uses filter-types;

}
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}
}

uses update-policy;

}

/*
* RPCs
*/

rpc establish-subscription {
if-feature "dynamc";
description
"This RPC all ows a subscriber to create (and possibly
negoti ate) a subscription on its own behalf. |If successful,
the subscription remains in effect for the duration of the
subscriber’s association with the publisher or until the
subscription is termnated. |If an error occurs or the
publ i sher cannot neet the terms of a subscription, an RPC
error is returned, and the subscription is not created.
In that case, the RPC reply’'s "error-info’ MAY include
suggest ed paraneter settings that woul d have a hi gher
I'i kelihood of succeeding in a subsequent
"establish-subscription’ request.";
i nput {
uses subscri ption-conmon;

| eaf encoding {
type encodi ng;
mandat ory true;
description
"The encoding to use for the subscription notifications.";

}

uses dscp;

}
out put {
leaf id {
type subscription-id;
mandat ory true;
description
"ldentifier used for this subscription.”;
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sx:structure establish-subscription-streamerror-info {
cont ai ner establish-subscription-streamerror-info {
description
"If any 'establish-subscription’” RPC paraneters are
unsupportabl e agai nst the event stream a subscription
is not created and the RPC error response MJST indicate the
reason why the subscription failed to be created. This
yang-data MAY be inserted as structured data in a
subscription’s RPC error response to indicate the reason for
the failure. This yang-data MJUST be inserted if hints are
to be provided back to the subscriber.";
| eaf reason {
type identityref {
base establish-subscription-error;
}
description
"Indi cates the reason why the subscription has failed to
be created to a targeted event stream";

leaf filter-failure-hint {
type string;
description
"Information describing where and/or why a provi ded
filter was unsupportable for a subscription. The
syntax and semantics of this hint are
i mpl ement ati on specific.";

}
}
}

rpc del ete-subscription {
if-feature "dynamc";
description
"This RPC all ows a subscriber to delete a subscription that
was previously created by that sanme subscriber using the
"establish-subscription” RPC

Only subscriptions that were created using
"establish-subscription” fromthe sane origin as this RPC
can be deleted via this RPC. // TODO - Wiy sane origin?

If an error occurs, the server replies with an 'rpc-error’
where the "error-info’ field MAY contain a
" del et e-subscription-error-info’ structure.”;
i nput {
| eaf nane {
type subscri pti on- nane;
mandat ory true;
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description
"The name of the dynam c subscription to be deleted.”;
}

}
}

rpc kill-subscription {
if-feature "dynamc";
nacm def aul t - deny- al |
description
"This RPC all ows an operator to delete a dynam ¢ subscription
wi thout restrictions on the originating subscriber or
underlying transport session

Only dynami ¢ subscriptions, i.e., those that were created
usi ng 'establish-subscription’, may be deleted via this RPC

If an error occurs, the server replies with an 'rpc-error’

where the "error-info’ field MAY contain a

" del et e-subscription-error-info’ structure.”;

i nput {

| eaf nane {

type subscri pti on- nane;

mandat ory true;

description

"The name of the dynam c subscription to be deleted.”;

}

}
}

sx:structure del ete-subscription-error-info {
cont ai ner del ete-subscription-error-info {
description
"If a 'delete-subscription” RPC or a 'kill-subscription” RPC
fails, the subscription is not deleted and the RPC error
response MJUST indicate the reason for this failure. This
yang-data MAY be inserted as structured data in a
subscription’s RPC error response to indicate the reason
for the failure.";
| eaf reason {
type identityref {
base del et e-subscription-error;

mandat ory true;

description
"Indi cates the reason why the subscription has failed to be
deleted.";
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}
}
/*

* NOTI FI CATI ONS

*/
/] TODO - Need to signhal when an initial replay has conpleted, or
/1 possi bly when any period subscription has compl et ed.
/1 TODO - Need to think about list key entries that are no | onger
/1 present.

notification replay-conpleted {
[1ypl:subscription-state-notification;
[lif-feature "replay";
description
"This notification is sent to indicate that all of the replay
notifications have been sent.";
leaf id {
type subscription-id;
mandat ory true;
description
"This references the affected subscription."”;
}

}

notification update-conplete {
[1ypl:subscription-state-notification;
[lif-feature "replay”;
description
"This notification indicates the end of a periodic collection,
and can be used to purge old state";
leaf id {
type subscription-id,;
mandat ory true;
description
"This references the affected subscription.";

}
}

notification subscription-started {
[1ypl:subscription-state-notification;
description
"This notification indicates that a configured subscription
has started and notifications will now be sent.";
leaf id {
type subscription-id;
mandat ory true;
description
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"This references the affected subscription."”;

}

uses subscri ption-conmon;

}

notification subscription-term nated {
[1ypl:subscription-state-notification;
description
"This notification indicates that a subscription has been
termnated.";
| eaf nane {
type subscri pti on- nane;
mandat ory true;
description
"The name of the subscription that has been termnated.”;

}
leaf id {
type subscription-id;
mandat ory true;
description
"This references the affected subscription.”;

| eaf reason {
type identityref {
base subscription-termn nated-reason;

mandat ory true;
description
"ldentifies the condition that resulted in the
termnation.";
}
}

notification update {
description
"This notification contains a push update that in turn
contains data subscribed to via a subscription. 1In the case
of a periodic subscription, this notification is sent for
periodic updates. It can also be used for synchronization
updat es of an on-change subscription. This notification
shall only be sent to receivers of a subscription. It does
not constitute a general - purpose notification that woul d be
subscri babl e as part of the NETCONF event stream by any
receiver.";
leaf id {
type subscription-id;
description
"This references the subscription that drove the
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W ton,

notification to be sent.";

}
| eaf path-prefix {
type string;
description
"Specifies the conmon prefix that all other paths and data
are encoded rel ative to.
TODO - This should be a JSONified instance data path.";
}

| eaf snapshot-type {
type enuneration {
enum "periodic" {
description
"The update nmessage is due to a periodic update.";
}

enum "on- change- updat e" {
description
"The update nessage is due to an on-change update. This
means that one or nore fields have changed under the
snapshot path.

TODO - Split this into a on-change-del ete nsg?";
}
enum "on- change- del ete" {
description
"The update nessage is due to an on-change event where
the data node at the target path has been delete.";
}
enum "resync" {
description
"This indicates that the update is to resynchronize the
state, e.g., after a subscription started notification

Ideally, the resync nmessage SHOULD be the first
notification sent when a subscription has started, but
it is not gauranteed or required to be the first
(e.g., if an on-change event occurs).

These nessages can be used to ensure that all state
has been sent to the client, and can be used to purge
stal e data.

TODO - In the distributed notification case, need a

notification to indicate that all child subscriptions
have been sent.";
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W ton,

}

}
oo
description

"This indicates the type of notification nmessage that is
bei ng sent.";

// Coul d add observation tinme here.
| eaf observation-tinme {

}

type yang: date-and-ti ne;
description
"The time that the update was observed by the publisher.";

list updates {

key "target-path";

description
"This list contains the updated data. It constitutes a
shapshot at the time of update of the set of data that has
been subscribed to. The snapshot corresponds to the same
snapshot that would be returned in a corresponding ’get’
operation with the sane selection filter paraneters
applied.";

| eaf target-path {
type string;
description
"The target path of the data that is being replaced, i.e.,
updated or deleted. The path is given relative to the
pat h-prefix.";
}

anydata data {
description

"This contains the updated data. It constitutes a
snapshot at the tinme of update of the set of data that has
been subscribed to. The snapshot corresponds to the same
snapshot that would be returned in a corresponding ’get’
operation with the sanme selection filter paraneters
appl i ed.

For an on-change del ete notification, the
dat ast or e-snapshot will be absent for the given target
pat h.

The snapshot is encoded relative to the path-prefix.";
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| eaf inconplete {
type enpty;
description
"This is a flag that indicates that not all datastore nodes
subscribed to are included with this update. Receivers of
this data SHOULD NOT assune that any mi ssing data has been
inmplicitly deleted.";
}
}

/*
DATA NODES
*/

contai ner datastore-telenetry {
presence "Enabl es datastore telenetry”;
description
"YANG Push Lite Datastore Telenetry Configuration and State.";
container filters {
description
"Contains a list of configurable filters that can be applied
to subscriptions. This facilitates the reuse of conpl ex
filters once defined.";

list filter {
key "nane";
description
"Alist of preconfigured filters that can be applied
to datastore subscriptions.";
| eaf nane {
type string;
description
"A unique nane to identify the selection filters.";

uses filter-types;

}
}

cont ai ner subscriptions {

description
"Contains the list of currently active subscriptions, i.e.,
subscriptions that are currently in effect, used for
subscri pti on managenent and nonitoring purposes. This
i ncl udes subscriptions that have been set up via
RPC primtives as well as subscriptions that have been
est abli shed via configuration."”;

list subscription {
key "nane";
description
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W ton,

"The identity and specific paranmeters of a subscription
Subscriptions in this list can be created using a contro
channel or RPC or can be established through configuration

If the "kill-subscription RPC or configuration operations
are used to delete a subscription, a
"subscription-term nated’ nessage is sent to any active or
suspended receivers.";

uses subscri ption-common;

list receivers {

key "nane";

m n-el enents 1;

description
"A host intended as a recipient for the notification
messages of a subscription. For configured
subscriptions, transport-specific network paraneters
(or a leafref to those paraneters) may be augnented to a
specific receiver in this list.";

| eaf nane {
type leafref {

path "/datastore-tel emetry/receivers/receiver/ nane";

}

description
"ldentifies a unique receiver for a subscription.”;
}

| eaf status {
type enuneration {
enum di sconnect ed {
description
"This subscription does not have an active session
with the receiver, and it is not trying to connect.

E.g., this state may be reported if the subscription
is not valid, or has not been started yet.";
}
enum connecting {
description
"The publisher is trying to establish a session with
the receiver for this subscription

For a session less transport, this state may be
used to indicate that there is no route to the
receiver.

A receiver in connecting state may indicate that
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the transport or associated security session
could not be established, and the publisher is
periodically trying to establish the connection.”;

enum active {
description
"The publisher has successfully connected (if over a
session based transport) to the receiver for this
subscription, and the publisher is able to send
notifications to the receiver.";

}

config fal se;
description
"Specifies the connection status of the receiver for
this subscription.”;
}
}

leaf id {
type subscription-id,;
config fal se;
mandat ory true;
description
"Publisher allocated identifier for a subscription;
Uni que in a given publisher.";

}

| eaf status {

type subscri ption-status;

config fal se;

description

"The presence of this |eaf indicates that the

subscription originated fromconfiguration, not through
a control channel or RPC. The value indicates the state
of the subscription as established by the publisher.";

}

contai ner statistics {
config fal se;
description
"Statistics related to the nunber of nessages generated
for this subscription.”;

| eaf update-record-count {
type yang: zer o- based- count er 64;
config fal se;
description
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"The nunber of update records generated for the
subscription, to be queued to one of nore active
receivers

The count is initialized when the subscription
first becones active

The count is increnmented even if the update
record has been generated, but is not queued to
any receiver.

TODO - Does this count include lifecycle or only
updat e nessages?";

}

| eaf excluded-event-records {

type yang: zer o- based- count er 64;

config fal se;

description
"The nunber of event records explicitly renoved via
either an event streamfilter or an access contro
filter so that they are not passed to a receiver
This count is set to zero each tine
"sent-event-records’ is initialized.";

}
}

action reset {
if-feature "configured";
description
"Reset the subscription

This action will cause a new subscription-started
message to be sent for the subscription”;

}
}
}

cont ai ner receivers {
if-feature "configured”;
description
"A container for all instances of configured receivers.";

list receiver {
key "nane";

| eaf nane {

type string;
description
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"An arbitrary but unique name for this receiver
i nstance.";

}

| eaf encoding {
/* when 'not (../transport) or derived-from(../transport,
"ypl : confi gurabl e-encodi ng")’; */
type encodi ng;
description
"The type of encoding for notification nessages. For a
dynani ¢ subscription, if not included as part of an
"establish-subscription” RPC, the encoding will be
popul ated with the encoding used by that RPC. For a
configured subscription, if not explicitly configured,
the encoding will be the default encoding for an
underlying transport.";

}
uses dscp;

action reset {
description
"Resets all configured subscriptions that reference
this receiver.

This action is directly equivalent to invoking the
"reset’ action on all subscriptions that references
this receiver configuration.";

}

choi ce notification-nmessage-origin {
description
"ldentifies the egress interface on the publisher
fromwhich notification nessages are to be sent.";
case interface-originated {
description
"When notification nessages are to egress a specific,
designated interface on the publisher.";
| eaf source-interface {
if-feature "interface-designation";
type if:interface-ref;
description
"References the interface for notification
nmessages. ";
}
}
case address-originated {
description
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"When notification nessages are to depart froma
publ i sher using a specific originating address and/or
routing context information.";
| eaf source-vrf {
if-feature "supports-vrf";
type leafref {
pat h
"/ ni:network-instances/ni:network-instance/’
+ ’'ni:name’;
}
description
"VRF from which notification nessages should egress a
publi sher.";
}
| eaf source-address {
type inet:ip-address-no-zone;
description
"The source address for the notification nmessages.
If a source VRF exists but this object doesn't, a
publisher’s default address for that VRF nust
be used.";
}
}
}

choi ce transport-type {
mandat ory true;
description
"Choice of different types of transports used to
send notifications. The ’case’ statenments mnust
be augrmented in by other nodules."”;

}

description
"Alist of all receiver instances.";

}
}

iCCDE ENDS>
Figure 19: YANG nodule ietf-yp-lite
13.3. ietf-yp-lite-capabilities YANG tree
This section shows the tree output for ietf-yp-lite-capabilities YANG

nmodul e, which augnents the ietf-systemcapabilities YANG nodul e
[ RFC9196] .
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modul e: ietf-yp-lite-capabilities

augnment /sysc:systemcapabilities:
+--ro0 datastore-telenetry
+--ro0 periodic-notifications-supported? notification-support
+--ro0 (update-period)?
| +--:(m ni mum updat e- peri od)

| | +--ro mninmmupdate-period? ui nt 32

| +--:(supported-update-period)

| +--r0 supported-updat e- peri od* ui nt 32

+--ro0 on-change-supported? notification-support

+--ro0 transport
+--ro transport-capability* [transport-protocol]

+--ro transport-protocol i dentityref
+--ro0 security-protocol ? identityref
+--ro encodi ng-f or mat * identityref

augnent /sysc:systemcapabilities/sysc:datastore-capabilities
/ sysc: per-node-capabilities:
+--ro0 datastore-telenetry
+--ro periodic-notifications-supported? notification-support
+--ro (update-period)?
|  +--:(m ni mum updat e- peri od)

| | +--ro mninmmupdate-period? ui nt 32

| +--:(supported-update-peri od)

| +--ro0 supported-updat e- peri od* ui nt 32

+--ro0 on-change-supported? notification-support

Figure 20: YANG tree for YANG Push Lite Capabilities Mdule Tree
Qut put

13.4. ietf-yp-lite-capabiltiies YANG Mde
This nodul e i nports typedefs fromthe yang-push-lite YANG nodul e.

Thi s nodul e augnments the ietf-systemcapabilities YANG nodul e
[ RFC9196] .

<CODE BEG@ NS> file "ietf-yp-lite-capabilities.yang#0.1.0"

modul e ietf-yp-lite-capabilities {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-yp-lite-capabilities";
prefix yplc;

inmport ietf-systemcapabilities {
prefix sysc;
ref erence
"RFC 9196: YANG Mbdul es Descri bing Capabilities for Systens
and Datastore Update Notifications";
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}
inmport ietf-yp-lite {
prefix ypl;
ref erence
"RFC XXX: YANG Push Lite";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;
cont act
"WG Web: <https:/datatracker.ietf.org/wg/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hor: Robert WIlton
<mailto:rw | ton@i sco. conp";
description
"Thi s nodul e contai ns YANG specifications for YANG Push lite.

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revision 2024-11-11 {
description
"Initial revision.";
ref erence
"XXX: YANG Push Lite";

}

/*
* | DENTI TI ES
*/
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identity security-protocol {
description
"ldentity for security protocols.";
}

identity tlsl12 {

base security-protocol

description
"I ndi cates TLS Protocol Version 1.2. TLS 1.2 is obsol ete,
and thus it is NOT RECOMENDED to enable this feature.";

ref erence
"RFC 5246: The Transport Layer Security (TLS) Protoco

Version 1.2";

}

identity tlsl3 {
base security-protocol
description
"Indi cates TLS Protocol Version 1.3.";
reference
"RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3";

}

identity dtls12 {

base security-protocol

description
"I ndi cates DTLS Protocol Version 1.2. TLS 1.2 is obsol ete,
and thus it is NOT RECOMWENDED to enable this feature.";

ref erence
"RFC 6347: The Datagram Transport Layer Security (TLS) Protocol

Version 1.2";

}

identity dtlsl13 {
base security-protocol
description
"I ndi cates DTLS Protocol Version 1.3.";
reference
"RFC 9147: The Dat agram Transport Layer Security (TLS)
Prot ocol Version 1.3";

}

identity ssh {
base security-protocol
description
"Indi cates SSH.";
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grouping yp-lite-capabilities {
description
"Capabilities related to YANG Push Lite subscriptions
and notifications";
contai ner datastore-telenetry {
description
"Capabilities related to YANG Push List subscriptions
and notifications";
typedef notification-support {
type bits {
bit config-changes {
description
"The publisher is capable of sending
notifications for 'config true’ nodes for the
rel evant scope and subscription type.";
}
bit state-changes {
description
"The publisher is capable of sending
notifications for 'config fal se’ nodes for the
rel evant scope and subscription type.";
}
}
description
"Type for defining whether 'on-change’ or
"periodic’ notifications are supported for all data nodes,
"config fal se’ data nodes, 'config true’ data nodes, or
no data nodes.

The bits config-changes or state-changes have no effect
when they are set for a datastore or for a set of nodes
that does not contain nodes with the indicated config
value. In those cases, the effect is the same as if no
support was declared. One exanple of this is indicating
support for state-changes for a candi date datastore that
has no effect.";

}

| eaf periodic-notifications-supported {
type notification-support;
description
"Speci fi es whether the publisher is capable of
sending 'periodic’ notifications for the sel ected
dat a nodes, including any subtrees that nmay exi st
bel ow t hem ";
ref erence
"RFC 8641: Subscription to YANG Notifications for
Dat ast ore Updates, 'periodic’ subscription concept”;
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choi ce updat e-period {
description
"Supported update period value or values for
"periodic’ subscriptions.";
| eaf m ni num updat e- peri od {
type uint32;
units "centiseconds";
description
"Indicates the mnimal update period that is
supported for a 'periodic’ subscription

A subscription request to the selected data nodes with
a smaller period than what this | eaf specifies is
likely to result in a ’period-unsupported error.";

| eaf -1i st supported-update-period {
type uint32;
units "centiseconds";
description
"Supported update period values for a ’periodic’
subscri ption.

A subscription request to the selected data nodes with a
period not included in the leaf-list will result in a
" period-unsupported’ error.";
}
}
| eaf on-change-supported {
type notification-support;
description
"Speci fies whether the publisher is capable of
sendi ng 'on-change’ notifications for the selected
dat a nodes and the subtree bel ow them";
}

}
}

grouping yp-lite-transport-capabilities {
description
"Capabilities related to transports supporting Yang Push Lite";
contai ner transport {
description
"Specifies capabilities related to YANG Push transports."”;
list transport-capability {
key "transport-protocol";
description
"Indicates a list of capabilities related to notification
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transport.";
| eaf transport-protocol {
type identityref {
base ypl:transport;

description
"I ndi cates supported transport protocol for YANG Push.";
}

| eaf security-protocol ({
type identityref {
base security-protocol
}
description
"Indi cates transport security protocol.";

| eaf-1ist encoding-format {
type identityref {
base ypl : encodi ng;

description
"I ndi cates supported encoding formats.";
}

}
}
}

/1 YANG Push Lite Capabilities
augnment "/sysc:systemcapabilities" {
description
"Adds system |l evel capabilities for YANG Push Lite";
uses yp-lite-capabilities;

}

augnment "/sysc:systemcapabilities/yplc:datastore-tel enetry" {
description
"Adds system |l evel Yang Push Lite transport capabilities";
uses yp-lite-transport-capabilities;

augnent "/sysc:systemcapabilities/sysc:datastore-capabilities"
+ "/sysc: per-node-capabilities" {
description
"Add datastore and node-|evel capabilities";
uses yp-lite-capabilities;

}
<CODE ENDS>
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Figure 21: YANG nodule ietf-yp-lite-capabilities
14. Security Considerations

Wth configured subscriptions, one or nore publishers could be used
to overwhel ma receiver. To counter this, notification nmessages
SHOULD NOT be sent to any receiver that does not support this
specification. Receivers that do not want notification nessages need
only termnate or refuse any transport sessions fromthe publisher

When a receiver of a configured subscription gets a new
"subscription-started" nessage for a known subscription where it is

al ready consuming events, it may indicate that an attacker has done
somet hing that has nonmentarily disrupted receiver connectivity. *TODO
- Do we still want this paragraph?*.

For dynanic subscriptions, inplenmentations need to protect against
mal i ci ous or buggy subscribers that nay send a | arge nunber of
"establ i sh-subscription" requests and thereby use up system
resources. To cover this possibility, operators SHOULD nonitor for
such cases and, if discovered, take renedial action to limt the
resources used, such as suspending or term nating a subset of the
subscriptions or, if the underlying transport is session based,
term nating the underlying transport session.

Usi ng DNS names for configured subscription s receiver "name" | ookups
can cause situations where the name resolves differently than
expected on the publisher, so the recipient would be different than
expect ed.

14.1. Receiver Authorization
*TODO Rel ax when access control nust be checked. *

*TODO Consider if this is the best place in the docunent, but this
text needs to be updated regardl ess.*

A receiver of subscription data MJST only be sent updates for which
it has proper authorization. A publisher MIJST ensure that no

unaut hori zed data is included in push updates. To do so, it needs to
apply all correspondi ng checks applicable at the time of a specific
pushed update and, if necessary, silently renpbve any unauthorized
data from datastore subtrees. This enables YANG data that is pushed
based on subscriptions to be authorized in a way that is equival ent
to a regular data retrieval ("get") operation
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Each "push-update" and "push-change-update" MJST have access contro
applied, as depicted in Figure 5. This includes validating that read
access is permtted for any new objects selected since the |ast
notification nmessage was sent to a particular receiver. A publisher
MUST silently omt data nodes fromthe results that the client is not
aut horized to see. To acconplish this, inplenentations SHOULD apply
the conceptual authorization nodel of [RFC8341], specifically

Section 3.2.4, extended to apply anal ogously to data nodes incl uded
in notifications, not just <rpc-reply> nmessages sent in response to
<get > and <get-config> requests.

push-update or --> | datastore node | vyes | add datastore node
push-change-update | access allowed? | --->| to update record |

Fi gure 22: Access Control for Push Updates

A publisher MJST allow for the possibility that a subscription's
selection filter references nonexistent data or data that a receiver
is not allowed to access. Such support permts a receiver the
ability to nonitor the entire lifecycle of sone datastore tree

wi thout needing to explicitly enunerate every individual datastore
node. |If, after access control has been applied, there are no
objects remaining in an update record, then the effect varies given
if the subscription is a periodic or on-change subscription. For a
periodi c subscription, an enpty "push-update" notificati on MIST be
sent, so that clients do not get confused into thinking that an
update was lost. For an on-change subscription, a "push-update"
notification MUST NOT be sent, so that clients renmain unaware of
changes made to nodes they don’'t have read-access for

A publisher MAY choose to reject an "establish-subscription” request
that sel ects nonexistent data or data that a receiver is not allowed
to access. The error identity "unchangi ng-sel ecti on" SHOULD be
returned as the reason for the rejection. In addition, a publisher
MAY choose to terminate a dynami c subscription or suspend a
configured receiver when the authorization privileges of a receiver
change or the access controls for subscribed objects change. 1In that
case, the publisher SHOULD include the error identity "unchangi ng-
sel ection" as the reason when sending the "subscription-terni nated"
or "subscription-suspended" notification, respectively. Such a
capability enabl es the publisher to avoid having to support
continuous and total filtering of a subscription’s content for every
update record. It also reduces the possibility of |eakage of access-
control | ed objects.
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If read access into previously accessible nodes has been | ost due to
a receiver perm ssions change, this SHOULD be reported as a patch
"del ete" operation for on-change subscriptions. |f not capabl e of
handl i ng such receiver perm ssion changes with such a "del ete",
publ i sher inpl enentati ons MJST force dynani c subscription re-
establ i shnent or configured subscription reinitialization so that
appropriate filtering is installed.

14.2. YANG Modul e Security Consi derations

*TODO - Check that this section is still correct at Ws LC, and
before/after | ESG Evaluation, if the YANG data nodel changes at all*.

This section is nodel ed after the tenplate described in Section 3.7.1
of [I-D.draft-ietf-netnod-rfc8407bis].

The "ietf-yp-lite" YANG nodul e defines a data nodel that is designed
to be accessed via YANG based managenent protocols, such as NETCONF
[ RFC6241] and RESTCONF [ RFC8040]. These protocols have to use a
secure transport layer (e.g., SSH [RFC4252], TLS [RFC8446], and QU C
[ RFC9000]) and have to use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatabl e/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes wi thout proper protection or authentication can have a negative
effect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

* There are no particularly sensitive witable data nodes.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

* There are no particularly sensitive readabl e data nodes.
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Sone of the RPC or action operations in this YANG nodul e may be

consi dered sensitive or vulnerable in some network environnents. |t
is thus inportant to control access to these operations.
Specifically, the foll owi ng operations have particular sensitivities/
vul nerabilities:

* Kill-subscription - this RPC operation allows the caller to kil
any dynam ¢ subscription, even those created via other users, or
ot her transport sessions.

*TODO - As per the tenplate in [I-D.draft-ietf-netnod-rfc8407bis], we

woul d need to add text for groupings if we add any groupings from

el sewhere, or the nodul es define groupings that are expected to be

used by ot her nodul es. *

15. | ANA Consi derations

Thi s docunent registers the foll owing nanespace URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-yp-lite
Regi strant Contact: The | ESG
XM: N A the requested URI is an XM. nanespace

Thi s docunent registers the follow ng YANG nodule in the "YANG Mdul e
Nanmes" registry [ RFC6020]:

Nane: ietf-yp-lite
Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-yp-lite
Prefix: ypl
Ref erence: RFC XXXX
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endi x A.  Functional changes between YANG Push Lite and YANG Push

Thi s non-normative section highlights the significant functiona
changes where the YANG Push Lite inplenentation differs from YANG
Push. However, the main body of this docunment, from Section 4
onwards, provides the normative definition of the YANG Push Lite
speci fication, except for any text or sections that explicitly
indicate that they are informative rather being normative.

_Note to reviewers: |If you notice mistakes in this section during
devel opment of the docunent and sol ution then please point them out
to the authors and the working group.  *(RFC editor, please renove
this paragraph prior to publication)?*

Renoved Functionality

This section lists functionality specified in [ RFC8639] and YANG Push
which is not specified in YANG Push Lite.

* Negotiation and hints of failed subscriptions.

* The RPC to nodify an existing dynam ¢ subscription, instead the
subscription nust be term nated and re-established.

* The ability to suspend and resune a dynami c subscription. [|nstead
a dynam c subscription is termnated if the device cannot reliably
fulfill the subscription or a receiver is too slow causing the

subscription to be back pressured.

* Specifying a subscription stop tinme, and the correspondi ng
subscri ption-conpl eted notification have been renoved.

* Replaying of buffered event records are not supported. The
nearest equivalent is requesting a sync-on-start replay when the
subscription transport session cones up which will reply the
current state.

* QS weighting and dependency between subscriptions has been
renoved due to the conmplexity of inplenentation

* Support for reporting subscription error hints has been renoved.
The devi ce SHOULD reject subscriptions that are likely to overl oad
the device, but nore onus is placed on the operator configuring
the subscriptions or setting up the dynanmi c subscriptions to
ensure that subscriptions are reasonable, as they woul d be
expected to do for any other configuration

* The "subscription-state-notif" extension has been renpved.
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The YANG Patch format [ RFC8072] is no | onger used for on-change
subscri pti ons.

Changed Functionality

Thi s section docunents behavior that exists in both YANG Push and
YANG Push Lite, but the behavior differs between the two:

*

Al'l YANG Push Lite notifications nmessages use
[1-D. draft-netana-netconf-notif-envel ope] rather than [ RFC5277]
used by YANG Push

Changes to handling receivers:

- Receivers are always configured separately fromthe
subscription and are referenced.

- Transport and Encoding paraneters are configured as part of a
receiver definition, and are used by all subscriptions directed
towards a given receiver.

- |If a subscription uses multiple receivers then

0 Update nessages and lifecycle notifications are sent to al
receivers (to preserve sequence numnbers)

o all receivers nust be configured with the same encodi ng

Peri odi ¢ and on-change nessage uses a commopn _update_ notification
message format, allowi ng for the nessages to be processed by
clients in a simlar fashion and to support conbi ned periodic and
on- change subscri pti ons.

On- change danpeni ng:

- dient configurabl e on-change danpeni ng has been renoved.

- However, YANG Push Lite allows a publisher to limt the rate at
whi ch a data node is sanpled for on-change notifications. See
Section 7.5.1 for further details.

Dynam ¢ subscriptions are no | onger mandatory to inplenent, either

or both of Configured and Dynam c Subscriptions may be inpl enmented
in YANG Push Lite.
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A 3.

The solution focuses solely on datastore subscriptions that each
have their own event stream Filters cannot be applied to the
event stream only to the set of datastore data nodes that are
nmoni tored by the subscription.

The lifecycle events of when a subscription-started or
subscription-term nated may be sent differs from RFC 8639/ RFC
8649:

- Subscription-started notifications are also sent for dynamc
subscri pti ons.

Sone of the requirenments on transport have been rel axed.

The encoding identities have been extended with CBOR encodi ngs,
and the "encoding-" prefix has been renoved (so that there is a
better on the wire representation).

YANG Push Lite allows for a publisher to provide an eventually
consi stent distributed view of the operational datastore, rather
than a fully consistent datastore where on-change updates are sent
as logic diffs to that datastore.

Added Functionality

Devi ce capabilities are reported via XXX and additional nodel s
that augnent that data nodel.

A new _updat e_ nessage:
- Covers both on-change and periodic events.

- Alows multiple updates to be sent in a single nessage (e.qg.,
for on-change).

- Alows for a common path prefix to be specified, with any paths
and encoded YANG data to be encoded relative to the conmon path
prefi x.

A collection-conplete_notification, and associ ated
configuration, has been defined to informcollectors when a
subscription's periodic collection cycle is conplete.

TODO - More operational data on the subscription | oad and
per f or mance.

Al'l YANG Push Lite configuration is under a new _datastore-
telemetry_ presence container
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Appendi x B. Subscription Errors (from RFC 8641)
B.1. RPC Failures

Rej ection of an RPC for any reason is indicated via an RPC error
response fromthe publisher. Valid RPC errors returned include both
(1) existing transport-layer RPC error codes, such as those seen with
NETCONF i n [ RFC6241] and (2) subscription-specific errors, such as
those defined in the YANG data nodel. As a result, how subscription
errors are encoded in an RPC error response is transport dependent.

Ref erences to specific identities in the ietf-subscribed-
notifications YANG nodul e [ RFC8639] or the ietf-yang-push YANG nodul e
may be returned as part of the error responses resulting fromfailed
attenpts at datastore subscription. For errors defined as part of
the ietf-subscribed-notifications YANG nodul e, please refer to

[ RFC8639]. The errors defined in this docunent, grouped per RPC, are
as foll ows:

est abl i sh-subscription modi fy- subscri ption

cant - excl ude peri od- unsupport ed

dat ast or e- not - subscri babl e updat e-t 00- bi g

on- change- unsupported sync-t o0o-bi g

on- change- sync- unsupport ed unchangi ng- sel ecti on

peri od- unsupport ed

updat e-t 0o- bi g resync-subscription
sync-too-big e
unchangi ng- sel ecti on no- such-subscri pti on-resync

sync-t o0o-bi g

There is one final set of transport-independent RPC error el enents
included in the YANG data nodel. These are the four yang-data
structures for failed datastore subscriptions:

1. vyang-data "establish-subscription-error-datastore”: This MJST be
returned if information identifying the reason for an RPC error
has not been placed el sewhere in the transport portion of a
failed "establish-subscription” RPC response. This MJST be sent
if hints are included.

2. yang-data "nodify-subscription-error-datastore": This MJST be
returned if information identifying the reason for an RPC error
has not been placed el sewhere in the transport portion of a
failed "nodify-subscription®™ RPC response. This MJST be sent if
hints are incl uded.
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B. 2.

yang-data "sn: del et e-subscription-error”: This MJST be returned
if information identifying the reason for an RPC error has not
been pl aced el sewhere in the transport portion of a failed

"del et e-subscription"” or "kill-subscription" RPC response.

yang-data "resync-subscription-error": This MJST be returned if
information identifying the reason for an RPC error has not been
pl aced el sewhere in the transport portion of a failed "resync-
subscription” RPC response.

Fai lure Notifications

A subscription may be unexpectedly termi nated or suspended

i ndependently of any RPC or configuration operation. In such cases,
i ndi cations of such a failure MJUST be provided. To acconplish this,
a nunber of errors can be returned as part of the correspondi ng
subscription state change notification. For this purpose, the
following error identities are introduced in this docunment, in
addition to those that were already defined in [ RFC8639]:

subscri ption-term nated subscri pti on- suspended
dat ast or e- not - subscri babl e peri od- unsupport ed
unchangi ng- sel ecti on updat e-t 00- bi g

synchroni zati on-si ze

Appendi x C. Exanpl es

Not es on exanpl es:

*

To allow for programmatic validation, npst notification exanples
in this section exclude the nandatory notification envel ope and
associ ated netadata defined in

[1-D. netana-netconf-notif-envelope]. Only the full notification
exanple in Section 7.1 includes the notification header

These exanpl es have been given using a JSON encodi ng of the
regul ar YANG Push notification format, i.e., encoded using

[ RFC5277], but it is anticipated that these notifications could be
defined to exclusively use the new fornmat proposed by

[1-D. netana-netconf-notif-envel ope].

Sonme additional meta data fields, e.g., like those defined in
[1-D. tgraf-netconf-notif-sequencing] would also likely be

i ncl uded, but have al so been excluded to allow for slightly nore
conci se exanpl es.
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* The exanpl es include the
[1-D.tgraf-netconf-yang-push-observation-tinme] field for the
exi sting YANG Push Notification format, and the proposed
equi val ent "observation-tine" |eaf for the new update notification
format.

* Al these exanples are created by hand, may contain errors, and
may not parse correctly.

C.1. Exanple of update nessage using the new style update nessage

The subscription was made on "G sco-1 OS- XR-pfi-i mcnd-
oper:interfaces", but for efficiency reasons, the device has split
the subscription into separate child subscriptions for the different
data providers, and makes use of the new message fornmat.

Hence, this first periodic nessage is being published for the "Ci sco-
| OS- XR-pfi-imcnd-oper:interfaces/interface-sumary" container, but
it is encoded rooted relative to the schema for "G sco-105 XR-pfi-im
cnd- oper:interfaces"”.
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{
"ietf-notification:notification": {
"event Ti me": "2024-09-27T14:16:27.7732",
"ietf-yp-ext:update": {
id'ro 1,
"subscri ption-path":
"Cisco-105 XR-pfi-imcnd-oper:interfaces",
"target-path":
"Cisco-1 05 XR-pfi-imcnd-oper:™
"interfaces/interface-summary",
"snapshot -type": "periodic"
"observation-tinme": "2024-09-27T14:16:27.773Z",
"dat ast ore- snapshot": {
"interface-sumary" : {
"interface-type": [

"interface-type-nane": "I|FT_GETHERNET",
"interface-type-description": "G gabitEthernet",
"interface-counts": {
"interface-count": 5,
"up-interface-count”: 2,
"down-interface-count": O,
"adm n-down-interface-count": 3
}
}

"interface-counts": {
"interface-count": 8,
"up-interface-count": 5,
"down-interface-count": O,

"adm n-down-interface-count": 3

The second periodic message i s being published for the "Cisco-105 XR-
pfi-imcnd-oper:interfaces/interfaces/interface"” list, but again, it
is encoded rooted relative to the schema for "Cisco-10S-XR-pfi-im
cnd-oper:interfaces". This nmessage has a separate observation tine
that represents the nore accurate tinme that this periodic date was
read.
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{
"ietf-notification:notification": {
"event Ti me": "2024-09-27T14:16: 27.9732",
"ietf-yp-ext:update": {
id'ro 1,
"subscri ption-path":
"Cisco-105 XR-pfi-imcnd-oper:interfaces",
"target-path":
"Ci sco-10S- XR-pfi-i mcnd-oper
interfaces/interfaces/interface[]",
"snapshot -type": "periodic"
"observation-tinme": "2024-09-27T14:16:27.973Z7",
"dat ast ore- snapshot": {
"interfaces": {
"interface": [
{
"interface-nane": "G gabitEthernet0/0/0/0",
"interface": "G gabitEthernet0/0/0/0",
"state": "imstate-adm n-down"
"l'ine-state": "imstate-adm n-down"
b
{
"interface-nane": "G gabitEthernet0/0/0/4",
"interface": "G gabitEthernet0/0/0/4",
"state": "imstate-adm n-down"
"l'ine-state": "imstate-admnm n-down"
3
]
}
}
}
}
}

Each child subscription woul d use the same period and anchor tine as
the configured subscription, possibly with alittle bit of initia
jitter to avoid all daenobns attenpting to publish the data at exactly
the sane tine.

C. 2. Exanple of an on-change-update notification using the new style
updat e nessage

If the subscription is for on-change notifications, or periodic-and-
on-change-notifications, then, if the interface state changed
(specifically if the "state’ leaf of the interface changed state),
and if the device was capabl e of generating on-change notifications,
then you may see the followi ng nessage. A few points of notes here:
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* The on-change notification contains *all* of the state at the
"target-path"

- Not present in the bel ow exanple, but if the notification
excl uded sone state under an interfaces list entry (e.g., the
line-state leaf) then this would logically represent the
inmplicit deletion of that field under the given list entry.

- Inthis exanple it is restricted to a single interface. It
could al so publish an on-change notification for al
interfaces, by indicating a target-path w thout any keys
specified. TODO - Can it represent notifications for a subset
of interfaces?

* The schema of the change nessage is exactly the sanme as for the
equi val ent periodic nmessage. It doesn’t use the YANG Patch format
[ RFC8072] for on-change nessages.

* The "observation time" |eaf represents when the systemfirst
observed the on-change event occurring.

* The on-change event doesn't differentiate the type of change to
operational state. The on-change-update snapshot type is used to
i ndicate the creation of a new entry or some update to sone
existing state. Basically, the nessage can be thought of as the
state existing with sone current val ue.
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C 3.

"ietf-notification:notification": {

"event Ti me": "2024-09-27T14: 16: 30. 9732",
"ietf-yp-ext:update": {
id'ro 1,
"subscri ption-path":
"Cisco-105 XR-pfi-imcnd-oper:interfaces",
"target-path":
"Cisco-105- XR-pfi-imcend-oper:interfaces/interfaces/
interface[interface=G gabitEthernet0/0/0/0]",
"snapshot -type": "on-change-update"
"observation-tinme": "2024-09-27T14:16:30.973Z7",
"dat ast ore- snapshot": {
"interfaces": {
"interface": [

{
"interface-nane": "G gabitEthernet0/0/0/0",
"interface": "G gabitEthernet0/0/0/0",
"state": "imstate-up",
"line-state": "imstate-up"

}

Exanpl e of an on-change-del ete notification using the new style
updat e nessage

If the interface was deleted, and if the systemwas capabl e of
reporting on-change events for the delete event, then an on-change
del ete message woul d be encoded as per the followi ng nessage. O
not e:

*

W ton,

The on-change-del ete snapshot type doesn’t include a "datastore-
snapshot”, instead it represents a delete of the list entry at the
path identified by the target-path, which is simlar to a YANG
Patch delete notification.
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{
"ietf-notification:notification": {
"event Ti me": "2024-09-27T14: 16: 40. 9732",
"ietf-yp-ext:update": {
id'ro 1,
"subscri ption-path":
"Cisco-105 XR-pfi-imcnd-oper:interfaces",
"target-path":
"Cisco-105- XR-pfi-imcend-oper:interfaces/interfaces/
interface[interface=G gabitEthernet0/0/0/0]",
"snapshot -type": "on-change-del ete"
"observation-tinme": "2024-09-27T14:16:40.973Z7",
}
}
}

C. 4. Subscription RPC exanmples (from RFC 8641)

YANG Push subscriptions are established, nodified, and del eted using
RPCs augnented from [ RFC8639] .

C.4.1. "establish-subscription" RPC

The subscri ber sends an "establish-subscription' RPC with the
parameters listed in Section 3.1. An exanple might |ook like:

<net conf:rpc message-i d="101"
xm ns: netconf ="urn:ietf: parans: xm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri ption
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications"
xm ns:yp="urn:ietf:parans: xm : ns:yang:ietf-yang-push">
<yp: dat astore
xm ns: ds="urn:ietf:paranms: xnm : ns:yang:i etf-datastores">
ds: operationa
</ yp: dat ast or e>
<yp: dat ast ore-xpath-filter
xm ns: ex="https://exanpl e. conf sanpl e-data/ 1. 0">
[ ex: foo
</ yp: datastore-xpath-filter>
<yp: peri odi c>
<yp: peri 0d>500</yp: peri od>
</yp: peri odi c>
</ establ i sh-subscription>
</ netconf:rpc>

Figure 10: "establish-subscription" RPC
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A positive response includes the "id" of the accepted subscription
In that case, a publisher may respond as foll ows:

<rpc-reply nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<id
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
52
</id>
</rpc-reply>

Figure 11: "establish-subscription" Positive RPC Response

A subscription can be rejected for multiple reasons, including the
| ack of authorization to establish a subscription, no capacity to
serve the subscription at the publisher, or the inability of the
publisher to select datastore content at the requested cadence.

If a request is rejected because the publisher is not able to serve
it, the publisher SHOULD include in the returned error hints that
hel p a subscriber understand what subscription paraneters m ght have
been accepted for the request. These hints would be included in the
yang-data structure "establish-subscription-error-datastore”.
However, even with these hints, there are no guarantees that
subsequent requests will in fact be accepted.

The specific paraneters to be returned as part of the RPC error
response depend on the specific transport that is used to manage the
subscription. For NETCONF, those paraneters are defined in

[ RFC8640]. For exanple, for the followi ng NETCONF request:
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<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns=
"urn:ietf:parans: xm:ns:yang:ietf-subscribed-notifications"”
xm ns:yp="urn:ietf:paramnms: xm : ns:yang:ietf-yang-push">
<yp: dat astore
xm ns: ds="urn:ietf:paranms: xnm : ns:yang:i etf-datastores">
ds: operationa
</ yp: dat ast or e>
<yp: dat ast ore-xpath-filter
xm ns: ex="https://exanpl e. conf sanpl e-data/ 1. 0">
/ex: foo
</ yp: datastore-xpath-filter>
<yp: on- change>
</ yp: on- change>
</ establish-subscripti on>
</rpc>

Figure 12: "establish-subscription" Request: Exanple 2

A publisher that cannot serve on-change updates but can serve
periodi c updates mght return the followi ng NETCONF response:

<rpc-reply nmessage-id="101"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0"
xm ns:yp="urn:ietf:paranms: xnm :ns:yang:ietf-subscribed-notifications">
<rpc-error>
<error-type>application</error-type>
<error-tag>operation-fail ed</error-tag>
<error-severity>error</error-severity>
<error-path>/yp: periodic/yp: period</error-path>
<error-info>
<yp: est abl i sh-subscri pti on-error-dat astore>
<yp: reason>yp: on- change- unsupport ed</yp: reason>
</yp: establish-subscription-error-datastore>
</error-info>
</rpc-error>
</rpc-reply>

Figure 13: "establish-subscription" Error Response: Exanple 2
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C.4.2. "delete-subscription" RPC

To stop receiving updates froma subscription and effectively delete
a subscription that had previously been established using an
"establ i sh-subscription" RPC, a subscriber can send a "del ete-
subscription" RPC, which takes as its only input the subscription’s
"id". This RPCis unnodified from[RFC8639].

C.4.3. "resync-subscription" RPC

This RPC is supported only for on-change subscriptions previously
establ i shed using an "establish-subscription' RPC. For exanple:

<rpc message-i d="103"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<resync-subscri ption
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
<i d>1011</id>
</ resync-subscri pti on>
</rpc>

Fi gure 15: "resync-subscription”

On receipt, a publisher nmust either (1) accept the request and

qui ckly follow with a "push-update" or (2) send an appropriate error
in an RPC error response. |In its error response, the publisher NMAY
include, in the yang-data structure "resync-subscription-error"”,
suppl enental information about the reasons for the error

Appendi x D. Summary of Open |Issues & Potential Enhancenents
This tenmporary section lists open issues and enhancenents that
require further discussion by the authors, or the Wa  Once adopted,
it is anticipated that tracking the open issues would nove to github

The issues are ordered/grouped by the sections in the current

docunent. |.e., to make it easier to review update sections of the
docunent .

D.1. Issues related to general |ETF process:
1. If this work progresses we will need sinple bis versions of the

transports docurment so that they augnment into the new data nodel
paths. Drafts that would need to be updated as documented in
Section 3.4.
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2. Do we need to fold in any text from RFC 8640? and RESTCONF
l.e., there was this text in the one of the previous docs:
Bi ndi ngs for subscribed event record delivery for NETCONF and
RESTCONF are defined in [ RFC8640] and *RESTCONF- Noti f*,
respectively.

* Rob: If text is needed for NETCONF and/or RESTCONF then |
suspect that it would be better added to this docunent than to
require small separate docunents (as was done before)

3. What is the right nane. Should we be calling this Yang Push 2
(YPv2) to nore clearly indicate that this is intended to be a
repl acenent for Yang Push? W need to be slightly careful in
that this is only specifying inplenenting a subset of the
functionality.

D.2. Issue related to Term nol ogy/ Definitions:
1. Should we use the object term nology? This nmay be better than
data node subtree, or the equivalent, and could be better than

i ntroduci ng _bags_?

* Holger: should try and use sane termn nol ogy as existing YANG
Push RFCs.

* Rob: This issue can be a place holder, to go through and
check/update the term nol ogy used, and see if any of the
referenced termnology isn't neeed in YP Lite.

D.3. Issues related to YANG Push Lite Overview.
None currently.
D.4. Issues related to Subscription Paths and Selection Filters
1. This draft introduces a new sinple yang path (ypath) fornmat that
is like a JSON i nstance data path, that all inplenentati ons MJST

support .

* Vendors already support a sinple JSON |ike path (e.g., using
nmodul e- nanes rat her than XM. namespaces).

* *Qpen questions (for further discussion):*
- Do we support filtering on non-keys, e.g., this example
from Thomas (but which filters on a non-key):

[if:interfaces-state/if:interface[if:type="ianaift:ethernet
Csnacd' ]/if:statistics
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- Do we support sinple regex filtering on the keys (and if
so, how woul d that be expressed, would it be conpatible
wi th JSON Pat h)

- Do we need any nore conplex filtering (e.g., Holger’s
exanple of only getting entries froma list if they are in
a particular state.), or do we always use subtree filters
for that?

*Aut hors: | provides sone suggested text in Section 6.1, but |
expect further discussion nmay be needed. (E. g., how nultiple
keys shoul d be expressed)*

2. The draft retains OPTIONAL subtree filtering (under a feature
statement):

*

What is the schena associated with this subtree (conpared to a
sinmple path), and how is this expressed?

Does the subtree filter get put into the subscription-started
nmessage?

3. xpath filtering - conslusion is that we should keep this in a
draft as a MAY (under a feature statement).

*

Do we allow inplenmentations to support a subset of xpath
syntax, or should they support all of xpath.

*Proposal : Froman | ETF draft perspective, don't say anything,
i.e., it just indicates support for XPath filtering w thout
explicitly saying whether or not it nust all be supported*

D. 5. | ssues related to Datastore Event Streans

D. 5. 1.

Further refinenents on how a subscription can be deconposed
internally into child subscriptions with the data returned for
each child subscription

1. Handling lists with separate producers of list entries.

*

W ton,

If a subscription is deconposed, then should the subscription
started nmessage for the configured subscription indicate how
that subscription has been deconposed?

Do we need to add an optional replay-end (i.e., after a sync-
on-start) or collection-end (i.e., after every collection)
notification so that clients can determ ne when data can be
implicitly deleted.
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- Rob: | think that we should add the latter, but make it a
subscription config option to turn it on

- Hol ger, strong support for adding this, often requested.

- Thonmas, yes we need this, but need to determ ne whether
this is per subscription or per publisher

D.5.2. Questions/coments on the notification nessage format:

1. W allownultiple updates within a single nessage (prinmary use
case is for the on-change case). Wat about the tinestanp, which
is still just once per nessage (like gNM)? Should nessage
bundl i ng be optional/configurable to inplement (if they all use a
singl e shared tinmestanp)?

* on-change deletes are inplicit by an update that replaces an
existing entry with an enpty data node (e.g., "{}" in JSON)

- An alternative choice here could be an explicit delete
flag, we need to deci de which would be sinpler/better

* The update nessage also currently includes a path-prefix to
allow (like gNM) so that they don't necessarily need to be
encoded fromroot, specifically, | think that this nakes on-
change messages nicer, since the on-change is rooted to the
thing that is changing rather than the root of the tree. W
need to define semantics of how this works, e.g., this should
probably be controlled via configuration

- ldeally, the path prefix would be exactly the same as the
YPath format that is being specified for configuration

* Do we keep the "inconplete" update flag? O herw se how woul d
a publisher indicate that a message was not conpl ete.

- Thomas: We shoul d keep this.
*  Further discussion of this issue is needed_
D.6. Issues related to Receivers, Transports, & Encodi ngs
D.6.1. Constraints on supporting nultiple receivers:
1. Encoding is set per receiver, but do we need to support a

subscription supporting nore than one receiver with different
encodi ngs?
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W ton,

Rob: Note, it is always possible for a client to setup
di fferent subscriptions.

Thomas: This could be useful, e.g., when mgrating from one
encoding to another, particularly, if it reduced the |oad on
the publisher (conpared to creating a new separate

subscri ption).

Rob: | don’t think that we would end up optim zing for this
case (but would need to check).

Al so need to check w th Nokia/Huawei woul d support this.
*Current status: Left open for further discussion.*

Note: This may al so have a minor inpact on the data nodel

Li fecycl e nessage shoul d be sent per subscription, not per
receiver (i.e., every receiver gets the same nessage (ignoring
transport headers)):

*

Consensus agreed this is the right thing to do.
*Action on Rob to check/update the draft.*
Not es:

- Every receiver gets the same sequence nunber in the
nessage

- subscription-created notification could perhaps have an
enum gi ving a reason for the notification (e.g., new
subscription, receiver added).

Do we need a per-receiver notification to indicate to a specific
receiver that it has been di sconnected?

*

This would seemto only apply to configured subscriptions
(since dynam c cannot have nore than one receiver).

If the transport session went down, then the publisher would
be expected to reconnect anyway.

So, the specific use case is likely to be unconfiguring a
receiver for a subscription that has nmultiple receivers.

*Currently parked for further discussion.*
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D.6.2. Issues related to Transports:

1. Section 8.2 lists quite a lot of rules on what are valid
transports and what negotation/etc is required. | think we need
to check whether we can weaken sone of these (although it is
possi bl e that these were inposed during a transport directorate
review).

* *Rob: Authors, |’ve updated the transport section,
Section 8.2, please can you re-review. *

2. Janes: W also need to add sone text into security section

* Rob: Is this transport specific, or related to application
| ayer authorization?

3. What is the rules/restrictions for subscription receiver
i nstances vs transport sessions? E.g., is this entirely down to
the transport to define.

D.7. lssues related to Setting up & Managi ng Subscriptions
D.7.1. Issues related to the configuration nodel:
Not e sone of these apply or inpact dynanic subscriptions as well.

1. YP Lite is somewhat different (separate nanespace, separate
receivers, no event filters, some config has noved to a separate
receivers list.) See the data nodel and Appendi x A

2. We should allow devices to Iimt which datastores subscriptions
can be made against (e.g., not candidate or factory-default as
some obvi ous exanples). Should these be advertised in the
capabilities?

3. (James) Should we even docunent the configuration data nodel in
this docunment at all, or should it be in a separate docunent?

4. Sone ot her changes/ proposed changes:

* 1’ve renoved sone of the YANG features for 'small’ one/two
changes in configuration. | propose that we don't need
features for these at all (e.g., DSCP settings), or in other
cases we can use operational capabilities, or rely on
devi ati ons.

- |I've renanmed the encodings (e.g., from"encode-json" to
just "json")
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D. 7. 2.
1.
2
3.
W ton,

- Mybe further sinplification of the receivers |list under
the subscription. E. g., do we need stats per subscription
per receiver, or just per subscription? Do want stats
across all subscriptions to a given receiver?

0 Holger: Stats per subscription should be sufficient. No
need for per subscription/pre-receiver stats (which
woul d all ow the data nodel to be sinmplified a little
bit).

- Subscription-ids are currently nuneric values with the
space split between configured and dynami c subscriptions,
but I think that the config nodel would be cleaner if we
used nanes for the configured subscriptions (and we coul d
reserve a prefix "dyn-" for dynam c subscriptions)

0 Holger, Rob: Strong preference to nanes.

o Thonas, keep ids, but renanme 'purpose’ to name. Also
give receivers an ids and be keyed this.

I ssues related to dynanic subscriptions:

In YP Lite, dynam c subscriptions are designed to be closer to
configured subscriptions and share nore of the data nodel and
lifecycle handling. 1.e., the primary differentiator is neant to
be how they are instantiated.

* Janes, Rob: More alignnment is better.

Do we want to change how RPC errors are reported? E.g., change
the RPC ok response to indicate whether the subscription was
successfully created or not, or included extra error information
Not e NETCONF and RESTCONF al ready define how errors are encoded
in XM. and JSON (for RESTCONF only).

Do we need to allow a dynam ¢ subscription to be nodified? If we
do, then it would be better to change the establish-subscription
RPC to have an optional existing subscription-id rather than
define a separate RPC. However, ny preference is that the

exi sting subscription is deleted and recreated (or if we allow
the client to specify the subscription-id then they could just
overwite the subscription)

* Holger: Overwite is a neat idea, but delete/recreate would
al so be sufficient.
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D. 8.

W ton,

* Rob: Related to this, do we allow the client to optionally
nane dynam ¢ subscriptions (what is config and dynam c
subscription names collide)?

For operational data, should be list dynam c receivers in the
receiver list so that they are handl ed the sane as configured
subscription? O should the information for thembe inlined in
the subscriptions container?

* Rob this requires further thought on exactly how confi gured/
dynani ¢ subscriptions may to underlying transport sessions.
I.e., howfixed or flexible is this depending on the
transport.

Proposal is to make specifying an encodi ng mandat ory.
ssues related to Subscription Lifecycle

Use subscription name as the unique identifier for the
subscription configuration. Subscription id identifies a
subscription session. 1l.e., if a configured subscriptionis
term nated and re-established then a new subscriptionidis
al | ocat ed.

Shoul d subscription-started notification include a fingerprint of
the schema that is covered by the subscription that would
guaranteed to change if the subscription changes?

* Rob: | think that we should do this (i.e., as optim zed
versi on of content-id)

* Wuld this also be inmpacted by a change to access control ?
(Rob: Probably not)

* *Thomas would like to align to the sane nechanismin YANG

Push, i.e., in the existing drafts, and we should use the sane
mechani snt
* Rob: | would like to understand what the long termconplete

solution is here.

* Benoit: Also related to the data manifest draft (in WaLC in
OPSWG., )

- Shoul d discuss all of this together. |ETF 122 discussion
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W ton,

If a subscription references a filter, then should that be
included inline in the subscription started notification (as per
the RFC 8641 text), or should it indicate that it is a referenced
filter?

* Thomas: Do we need referenced filters at all? Subscriptions
could be sinplified if everything was done inline.

* gNM is only done inline.
* Juni per also supports filters.

* Thomas try to sinplify as nuch as possible, then do we need
tenpl ati ng?

When a subscription is termnated, should it be MJUST NOT send any
nmore notifications after the term nated nessage, or SHOULD NOT?
For a dynam ¢ subscription, should the RPC be synchronous and not
reply until it knows that all queues have been drai ned?

* Hol ger, Thomas, Benoit: MJST NOT

* Janmes: SHOULD NOT

* MJST NOT is clearer froman inplenentati on POV, but probably
doesn’'t really matter.

* \What does the receiver do when it gets this nessage anyway.
Is a publisher allowed to arbitrarily send a sync-on-start
resync, e.g., if it detects data |oss, or should it always just
termnate and reinitialize the subscription?

* Holger, termnate & recreate.

* gNM, not specified.

* Thomas: Keep this as inplenentation detail.

* Sequence-id indicates that a client is dropping nessage
anyway.

* Receiver can already nonitor and see that there is a probl em
anyway.

If the parameters for a subscription change in any way (e.g., the

config changes for a configured subscription, or a referenced
filter changes in a dynanic subscription) then do we want to say
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W ton,

that the subscription MJST be killed and recreated. 1l.e., with
subscription-term nat ed/ subscription-started notifications?
(Section 11)

* Holger, kill/re-create.
* Collector would need to no.
* Ebben: Includes addition or deletion of the path.

* Benoit: Which paraneters are changing, this could inpact. It
depends. Maybe forcing it down keeps it sinple. Wuld need
further definition of what parameters would cause this to be
pul I ed down.

* Locally relevant, e.g., nodifying transport paraneters doesn't
force a change

* Benoit: If you are not sure what you are doi ng you nust
recreate.

Shoul d we have a YANG Action to reset a receiver or a
subscription? E.g., discussed in Section 9.1.5.

* There seenms to be consensus that havi ng/ keepi ng such a YANG
action is useful if a configured subscription is stuck.

* Further discussion is needed to indicate where such an RPC
shoul d be in the data nodel, and what effect it should have:

- It could be under the subscription Iist, which would
effectively be equivalent to forcing the subscription to
termnate and re-initialise across all receivers

- It could al so be under the receiver list, which would
effectively be equivalent to forcing all subscriptions
using that receiver to termnate and re-initialise.

- *We also need to consider whether this would cl ear
subscription counters or not.*

- *We also consider whether configured subscription MAY/
SHOULD share transport sessions where possible, or whether
each subscription uses a separate transport session, or
whether this is down to the transport session definition
Thi s decision may inpact the design of the data nodel, and
pehaps the transport requirenents text.*
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D. 9.

D. 9.

1.

- *Rob: I've witten up sone text for the reset action on a
subscription and under the receiver (that applies to all
subscriptions that reference the receiver configuration).
Unli ke the existing reset action, |'ve renoved the return
paraneter (timestanp of when it took effect), and | think
that we should allow it to be processed asynchronously
w.r.t the RPC caller. Authors, please check the |atest
text.*

Shoul d we support configurable subscription-|level keepalives?

* This would probably entail periodically sending a snall
message on on-change subscriptions so that the receiver
(message broker) knows that the collectionis still alive and
active.

* The presunption is that would be configurable option on an on-
change subscription (configured or dynanic)

* Note, sone transport sessions may already support keepalives,
which is a separate, transport specific consideration

* An alternative would be to configure a joint periodic and on-
change subscription, but depending on the keepalive interva
this would likely involve sending nore data on a periodic
basi s.

* Another alternative is to nonitor the operational state of the
subscription to keep that all the expected subscriptions are
active.

* *Djiscussed, but no consensus reached yet*

I ssues related to Performance, Reliability & Subscription
Moni t ori ng

| ssues/ questions related to operational data:
Shoul d we define sonme additional operational data to help
operators check that the telenetry infrastructure is performng
correctly, to get an approxi mati on of the |oad, etc.
* Rob: probably, but |ower priority.
Shoul d dynam ¢ subscriptions use the same receivers structure as

for configured subscriptions, or should they be inline in the
configured subscription?
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D. 10.

W ton,

*  Thomas: Two sets of counters, one is at the subscription which
is about fetching the data, and the other is on the receiver.

* Janes: Can think of some uses cases where listing drop
counters per subscription may be hel pful

* Rob: Thinking about it further, it probably needs to be
separate, since for sone transports, each subscription may
open a separate transport session to the receiver rather than
trying to nmux into a single transport (e.g., TCP).

I ssues related to Conformance and Capabilities

Do we advertise that conformance via capabilities and/ or YANG
features (both for configured and dynami c subscriptions)?

* The current doc uses a mixture of both (e.g., features for
supporting config vs dyannic subscriptions), capabilities for
advertising other capabilities that either cannot be
advertised via features, or would arguably be too fine
gr ai ned.

For on-change, should a subscription be rejected (or not brought
up) if there are no on-change notifiable nodes? Alternative is
to offer inplementation flexibility between these two approaches.
* Holger: Prefer for the subscription to be rejected.

CBOR SI D encodi ng:

* |In terns of confornmance, we have SHOULD for CBOR, but the
draft is silent on whether this neans with SIDs or not.

* Further discussion is required on how to nmanage SID files.

Check of the current approach in the draft of using a separate
tree for YP Lite capbilities rather than reusing the YP
capabilities (and augmentations) previously defined.

* Rob: The draft currently includes a separate tree, which |
think is necessary because the supported functionality is
different (e.g., danpening), and a inplenentati on may support
bot h YANG Push and YANG Push Lite.
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5. Further work and discussion is required for advertising
capabilities for filter paths. E.g., listing all of the paths
that support on-change could be a very long list. Related, does
the draft need to advertise at what points a publisher would
deconpose a hi gher subscription into nore specific subscriptions.

D.11. |Issues related to the YANG Modul es

None open.

D.12. Issues related to the Security Considerations (& NACMfiltering)

1. Need to consider how NACM applies to YANG Push Lite, which may
differ for dynam c vs configured subscription, but generally we
want the perm ssions to be checked when the subscription is
created rather than each tine a path is accessed.

* (Janes) Take out tight binding to NACM from YANG Push Lite
altogether. |.e., decouple YANG Push Lite fromwhat security
mechani smis being used.

* (Rob) Another choice could be to use NACM as an exanpl e rat her
than the only way.

2. \Were should this be in the docunent (current it in the security
consi derati ons section)

3. Do we want to retain the the current text in Section 7
introduction related to terminating a subscription if perm ssions
change?

4. Also note, text was renoved fromthe transport section related to
RPC aut hori zati on, and which should be noved to an application
(rather than transport) |layer security mechani sm

D.13. Issues related to the | ANA

1. Need to add in registration for ietf-yp-lite-capabilities.yang
D. 14. I ssues related to the Appendi xes
D.14.1. Exanples related issues/questions:

1. Not a question, but a note that nost of the exanples need to be
updated to reflect the data nodels currently in the draft.
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D. 15.

Sunmary of cl osed/resol ved issues

Thi s appendix is only intended while the authors/W5 are working on
the docunent, and should be deleted prior to WG LC

1.

D. 16.

Renane subscription-term nated to subscription-stopped (Change
rejected 21 Feb 25, unnecessary renam ng.)

MJST use envel ope, hostnanme and sequence- nunber (and event-tine)
(Deci ded 21 Feb 25)

Don’t mandate configured or dynami c subscriptions, allow
i npl ementations to inplenment one or both of them (Decided 21
Feb 25)

Dynam c susbcriptions to require the encoding to be specified.
(Deci ded 21 Feb 25)

DSCP settings are only specified under the receiver (for
configured subscriptions) (Decided 21 Feb 25)

Changes

Al'i gned configured and dynani c subscription data nodels: - Both
are configured by name. - Made "purpose" field comon (limted
to 1k max characters, previously unrestricted), i.e., now

avai l abl e for dynam c subscriptions.
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