Rout i ng Worki ng G oup J. E WV

I nternet-Draft Department of the Air Force
I ntended status: Standards Track S. Kanno
Expires: 7 August 2026 GMO I nternet G oup, Inc.

3 February 2026

PRI SM Protocol for Routing Intelligent Service Mapping
draft-will man-rtgwg- pri sm sdwan- 00

Abst ract

Thi s docunent specifies PRISM an application-aware traffic steering
protocol for Software-Defined Wde Area Networks (SD-WAN). PRI SM
provi des deep application identification, per-flow tracking, Service
Level Agreenment (SLA) enforcenment, and policy-based path sel ection
integration with Segnent Routing over |Pv6 (SRv6).

PRI SM i s designed as a conpani on protocol to CONDU T (Cryptographic
O chestration of Network Distributed Underlay for |Psec Transport),
toget her providing a conpl ete open-standard SD-WAN sol ution. CONDU T
manages the encrypted tunnel fabric while PRI SM provides the
application intelligence and policy enforcenent.

The protocol is fully programmabl e via gRPC, supports distributed and
centralized depl oynent nmodel s, and nandates a phased transition to
Conmer ci al National Security Algorithm Suite 2.0 (CNSA 2.0)

crypt ographi c requirenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 August 2026.
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Sof t war e- Defi ned W de Area Networks (SD-WAN) have energed as a

critical technology for enterprises and tactica

net wor ks requi ring

Intelligent traffic managenent across multiple WAN connecti ons.
However, existing SD-WAN sol utions are predom nantly proprietary,

creating several challenges

Vendor Lock-in: Oganizations deploying proprietary SD-WAN sol uti ons

becone dependent on a single vendor for features,

interoperability.

Limted Interoperability: Proprietary solutions cannot

updat es, and

i nteroperate

wi th equi prrent from other vendors, limting deploynent flexibility

and nmul ti-vendor environments.

Opaque Operation: Cosed inplenmentations prevent security auditing

and verification of traffic handling behavior.

Cryptographic Limtations: Many comerci al

SD- WAN pr oducts do not

support governnent - mandat ed cryptographi ¢ standards such as CNSA

Expires 7 August 2026
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An open-standard SD-WAN protocol woul d address these limtations by

provi ding a vendor-neutral specification that enables

interoperability, permts security auditing, and ensures conpliance

with required cryptographi c standards.

SD-WAN functionality conprises two distinct concerns:

1. Tunnel Fabric Managenment: Creating, nonitoring, and maintaining
encrypted tunnels across nultiple WAN | i nks.
[1-D.conduit-tunnel -fabric] addresses this function

2. Application-Aware Traffic Steering: ldentifying applications,
tracking flows, enforcing policies, and sel ecting optimal paths
based on application requirenents. This function is addressed by
PRI SM

1.2. Relationship to CONDU T

PRI SM and [|-D. conduit-tunnel -fabric] together forma conpl ete open-
standard SD-WAN solution with clear separation of responsibilities:

CONDUI T Responsibilities:

* | Psec tunnel lifecycle managenent (creation, deletion, rekeying)
* Tunnel health monitoring (probing, metrics collection)

* Metric publishing to SRv6/I GP

* | KEv2 security association nanagenent

PRI SM Responsi bilities:

* Application identification (deep packet inspection, heuristics)
* Flow tracki ng and rmanagenent

* Policy definition and enforcenent

* SLA nonitoring and al erting

* Traffic class assignnment for SRv6 steering

The rel ati onship can be summari zed as: PRI SM deci des WHAT traffic

cl ass each fl ow belongs to; SRv6 decides WHI CH path to use based on
Fl ex- Al go; CONDUI T ensures the paths EXI ST and reports their quality.
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1.3. Design Goals

PRISMis designed to neet the foll ow ng goal s:

[ sl ey o
| Parameter | Requirenent |
| Flow Scal e | 10 mllion concurrent flows per node

S o e e e e e e e e e e e e e e me oo +
| Application Signatures | 5000+ applications recognized |
e . +
| dassification Latency | Less than 100 nicroseconds |
e T T +
| Policy Scale | 100, 000 policies per node |
S o e e e e e e e e e e e e e e me oo +
| SLA Measurement Accuracy | Wthin 1nms for latency netrics |
e . +
| APl Coverage | 100% functionality via gRPC |
L T TS +
| Cryptographic Suite | CNSA 2.0 readi ness (phased) |
S o e e e e e e e e e e e e e e me oo +

Figure 1
1.4. Scope
Thi s docunent specifies:

* Application identification nechani sns and signature fornat
* Fl ow tracki ng and nanagenent procedures

* Policy framework for traffic steering

* SLA definition and enforcenent

* |Integration with SRv6 for path sel ection

* Control protocol for distributed operation

* gRPC APl for managenent and anal ytics

Thi

s docunent does not specify:
*  Tunnel managenent (covered by [I-D.conduit-tunnel-fabric])

* SRv6 data plane operations (covered by [ RFC38986])
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* Specific application signatures (raintained separately)
* Deep packet inspection algorithns (inplementation-specific)

2. Conventions and Term nol ogy

2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2.2. Definitions
Application: A network service or programidentified by its traffic

characteristics, such as Mcrosoft Teans, Sal esforce, or SSH

Application Category: A grouping of applications with simlar

characteristics or business purposes, such as "unified
conmuni cati ons" or "business critical”

Application Signature: A set of patterns or heuristics used to
identify a specific application fromits network traffic.

Flow. A unidirectional sequence of packets sharing comon
identifying characteristics, typically a 5-tuple of protocol,
source address, source port, destination address, and destination
port.

Session: A bidirectional communication conprising two related fl ows
(forward and reverse directions).

Traffic Class: A classification assigned to flows that nmaps to
specific SRv6 treatnent, including path selection and QoS.

SLA (Service Level Agreenent): A set of performance threshol ds that

define acceptable service quality for an application or traffic
cl ass.

V & Kanno Expires 7 August 2026 [ Page 6]



I nternet-Draft PRI SM February 2026

Policy: A rule that matches traffic based on specified conditions
and applies designated actions.

DPl (Deep Packet Inspection): Analysis of packet contents beyond
| ayer 4 headers to identify applications.

PRI SM Node: A device inplementing the PRI SM protocol, typically co-
| ocated with a CONDU T node.

PRI SM Controller: A centralized managenent entity that distributes
policies and aggregates anal ytics from PRI SM nodes.

3. Architecture
3.1. System Overvi ew

A PRI SM depl oynent consists of the foll ow ng conponents:

PRI SM Controller: A centralized or distributed managenent entity
responsi bl e for policy nmanagenment and distribution, application
si gnat ure dat abase nmai nt enance, aggregated anal ytics and
reporting, and SLA nonitoring dashboard.

PRI SM Node: A data plane el enent depl oyed at network edges
responsible for application identification, flow tracking, and
classification, policy enforcenent, per-flow netrics collection,
and SRv6 traffic class assignnent.

CONDUI T Node: Co-located tunnel fabric nmanager providing | Psec

tunnel managenent and path quality netrics (feeds into SLA
cal cul ations).

SRv6 Data Plane: Forwarding plane that executes traffic engineering
deci sions based on traffic class assignments from PRI SM
3.2. Deploynent Mdels
PRI SM supports nultiple depl oynent nodel s:

Distributed Mode: Each PRI SM node operates independently. Policies
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are configured locally on each node. No central controller
required. Suitable for small depl oynents or disconnected
oper ati ons.

Centralized Mbde: PRISM Controller manages all nodes. Policies

are defined centrally and distributed to nodes. Centralized
anal ytics and reporting. Suitable for enterprise depl oynents.

Hi erarchical Mde: Regional controllers manage | ocal nodes. dd oba
controll er coordinates regional controllers. Policies can be
gl obal , regional, or local. Suitable for large distributed
depl oynent s.

Hybrid Mbde: Central controller for policy distribution. Loca
autonony for real-time decisions. Nodes operate independently if
the controller is unreachable. Suitable for tactical/resilient
depl oynent s.

4. Application Identification

4.1. ldentification Methods

PRI SM enpl oys multiple nethods to identify applications:

[ gt ——————————— pp—p————— e —p—_———————
| Method | Layer | Description |
| Port-based | L4 | Well-known ports (SSH=22) |
o m e e e e e e e oo B S, o +
| Protocol Signature | L7 | Pattern matching in payl oad |
o e e e e oo oo E o e e e e e e e oo - - +
| TLS/ SNI Anal ysi s | L7 | Server Name | ndication |
o Fomm o - o mm e e e e e e e i +
| DNS Correlation | L7 | Map DNS queries to flows |
o m e e e e e e e oo B S, o +
| Certificate Analysis | L7 | X.509 certificate fields |
o e e e e oo oo E o e e e e e e e oo - - +
| Behavioral Heuristics | L3-L7 | Traffic patterns/timng |
o Fomm o - o mm e e e e e e e i +
| Machi ne Learning | L3-L7 | Trained classifiers |
o m e e e e e e e oo B S, o +
| I'P Reputation | L3 | Known service IP ranges |
o e e e e oo oo E o e e e e e e e oo - - +
Figure 2
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Classification proceeds through nmethods in order of reliability unti
a confident identification is achieved.

4.2. Encrypted Traffic Analysis

For encrypted traffic (TLS/ DTLS), PRI SM uses netadata anal ysis
wi t hout decryption:

TLS Server Nane Indication (SNI): The SNI field in the TLS dient
Hel | o message reveal s the intended server hostname, nmaking it the
primary nmethod for HTTPS application classification

Not e: The effectiveness of SN -based identification will dimnish
as Encrypted Client Hello (ECH) [I-D.ietf-tls-esni] is deployed.

I mpl enent ati ons SHOULD prioritize heuristic and behavi ora

anal ysis nethods (Section 4.1) to nmaintain classification accuracy
for ECH protected fl ows.

TLS Certificate Analysis: Server certificates contain identifying

i nformation, including Conmon Nane, Subject Alternative Nanes,
Organi zation, and |ssuer.

JA3/ JA3S Fingerprinting: TLS handshake characteristics create unique
fingerprints for client and server inplenentations. Note that JA3
hashes use MD5 for identification purposes only; this does not

af fect CNSA conpliance as no cryptographic protection is derived
fromthese hashes.

Encrypted Traffic Behavioral Analysis: Statistical analysis of

packet sizes, timng, and directionality can identify applications
wi t hout payl oad i nspecti on.

PRI SM MUST NOT perform TLS i nterception or decryption. Al encrypted
traffic analysis is perforned on netadata and observable traffic
characteristics only.

4.3. Application Categories

Applications are organi zed into categories for policy nmanagenent:

V & Kanno Expires 7 August 2026 [ Page 9]
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| Category | Description |
[} g ——(———————————_ i p—p—_———r o
| unified-communications | Voice, video, nmessaging |
| | (Teams, Zoom Webex) |
e e e e e oo o e e e e e i eee oo n +
| business-critical | Core business applications |
| | (ERP, CRM custom apps) |
o e e e e e e e e oo o - o e e e e e e e e a oo - +
| cloud-services | SaaS applications (0365, |
| | Sal esforce, Workday) |
e e e e e oo o e e e e e i eee oo n +
| infrastructure | Network services (DNS, |
| | NTP, SNWP) |
o e e e e e e e e oo o - o e e e e e e e e a oo - +
| security | Security tools (AV |
| | updates, SIEM |
e e e e e oo o e e e e e i eee oo n +
| file-transfer | File sharing (SharePoint, |
| | Box, FTP) |
o e e e e e e e e oo o - o e e e e e e e e a oo - +
| web-browsing | General web traffic |
Fom e e e e a e e oo o e e e e e e ee oo s +
| stream ng-nedia | Video/audi o stream ng |
| | (YouTube, Spotify) |
o e e e e e a oo o e e e e e e e +
| renote-access | VPN, RDP, SSH |
o e e e e e e oo oo oo oo e e e e e e i oo oo oo +
| unknown | Unclassified traffic |
e e e e e oo o e e e e e i eee oo n +
Figure 3

5. Fl ow Managenent
5.1. Flow ldentification
A composite key identifies flows:
St andard 5- Tupl e:
* | P Protocol (8 bits)
* Source | P Address (128 bits for |Pv6)
* Destination | P Address (128 bits for |Pv6)

* Source Port (16 bhits)
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* Destination Port (16 bits)
Extended ldentifiers (optional):
* VLAN ID
* VRF/ VPN ID
* Ingress interface
5.2. Flow Lifecycle
Fl ows progress through the follow ng states:
NEW First packet observed. Application identification in progress.
Default traffic class applied.
CLASSI FYING Miltiple packets observed. Application identification

in progress. My transition to ESTABLI SHED once cl assification
confi dence exceeds threshol d.

ESTABLI SHED: Application identified with sufficient confidence.
Traffic class assigned based on policy. SLA nonitoring is active.
CLCSING  Connection termination detected. Preparing to coll ect
final statistics.
CLOSED: Flow termnated. Final statistics recorded. Entry
schedul ed for renoval after reporting.
6. Policy Framework
6.1. Policy Model

PRI SM policies follow a match-action nodel with the follow ng
structure:

* Policy ID: Unique identifier
* Nanme: Human-readabl e nane

* Priority: Evaluation order (lower = higher priority)
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sel ect applicable traffic

* Action: QOperations to performon matching traffic

* Schedul e: Optional tine-based activation

6.2. Match Conditions

Po

icies can match on:

* Source/destination |P address or prefix

* Port or port range

* Specific application ID or category

* Application risk |evel

*  Protocol (TCP, UDP, etc.)

*  DSCP val ue

* Time of day

* |Ingress interface or zone

6.3. Actions

When a policy matches, the followi ng actions nay be appli ed:

Traffic O ass Assignment:

set DSCP val ue

Path Sel ection: Prefer specific path characteristics,

Set traffic class (maps to SRv6 col or),

paths, pin to a specific path

SLA Assignnent: Apply SLA profile, set violation actions

Bandwi dt h Managenent :
Security: Permit, deny,
6.4. SLA Definitions

St andard SLA Profil es:

V & Kanno Expires 7 August 2026
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[ el ooy oo =gl e
| Profile | Latency | Jitter | Loss | Use Case |
[ el sty e oo po e = fu sl s s s oo
| realtine-voice | 150ns | 30ns | 1% | VolP |
Fom e O S R Foommo- Fom e oo +
| realtinme-video | 200ms | 50ms | 1% | Video conferencing |
S S S ommmo - Fom e +
| interactive | 300ns | 100ns | 2% | Virtual desktop |
o e S R Fomm oo R o e e e +
| transactional | 500ns | NA | 0.1% | Database, API |
Fom e O S R Foommo- Fom e oo +
| best-effort | NA | NA | NVA | General browsing |
S S S ommmo - Fom oo +

Figure 4
7. SRv6 Integration
7.1. Traffic Cass to SRv6 Col or Mappi ng
PRI SM assigns traffic classes that map to SRv6 policy colors:
[ ety b p——_—" b —_—(——(— gl —p———(———(—————(—————————
| Traffic Cass | Color | Flex-Algo | Description |
[ oo oo sy e e s e
| realtine | 100 | 128 | Voice, real-time C2 |
T R, R o e e e e +
| video | 200 | 129 | Video conferencing |
Fom e oo - U oo +
| interactive | 300 | 128 | VDI, interactive apps |
oo S S oo +
| business | 400 | default | Business applications |
T R, R o e e e e +
| best-effort | O | default | Default treatnent |
Fom e oo - U Fom oo +
Figure 5
7.2. Dynanmic Path Sel ection
PRI SM i nfl uences path selection through traffic class assignnent, not
direct path manipulation. The sequence is:
1. PRISMclassifies flow and assigns traffic class
2. Traffic class maps to SRv6 col or
3. SRv6 color maps to SR policy
V & Kanno Expires 7 August 2026 [ Page 13]
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4. SR policy specifies Flex-Algo or explicit path
5. SRv6 data plane forwards accordingly

Thi s nmai ntains clean separation: PRI SM deternines the application
requi renents, SRv6 satisfies them

8. SLA Monitoring and Enforcenent
8.1. SLA Metrics
PRI SM noni t or s:
Latency: End-to-end delay. Measured via TCP tinestanps or probes.
Jitter: Variation in packet delay. Calculated per [RFC3550].
Packet Loss: Percentage not delivered. Inferred from TCP
retransm ssi ons.
Thr oughput: Bytes per second over neasurenent interval.
8.2. Renediation Actions
When SLA violations are detected:
Alert Only: GCenerate alert, no corrective action.
Recl assify: Mywve the flowto a different traffic class.
Path Switch: Signal SRv6 to prefer the alternate path.
Escal ate: Notify the external systemto take action.
9. Control Protocol
9.1. Transport
PRI SM control nessages are transported via UDP on port 4796.
PRI SM control nessages MJUST be transported within a CONDUI T encrypted
tunnel fabric to ensure confidentiality. |Inplenentations MJST drop
PRI SM control mnessages received on unprotected interfaces.

Al'l control nessages are authenticated usi ng HVAC- SHA- 384.
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01234567890123456789012345678901
T I T S S i T T S AR

Ver si on | Type

Fl ags

S T S S T A T SEp S SEp S

Lengt h

Reserved

T S S S T S S S it S Sl DU S S S

e s i S S S S S M s St Sl Sy

T

V &

I
Node ID (64 bits) +
I
B T e R et e s o o S e R e
Sequence Number |
B S S e i S S T A S S S S S S i S S
I
Ti mestanp (64 bits) +
I
B T e R et e s o o S e R e
I
+
I
+
I
+
_ I
HVMAC- SHA- 384 (384 bits) +
I
+
I
+
I
+
I
+
I
+
I
B S S e i S S T A S S S S S S i S S
otal header size: 76 octets
Ver si on: 8 bits ( 1 octet)
Type: 8 bits ( 1 octet)
Fl ags: 16 bits ( 2 octets)
Lengt h: 16 bits ( 2 octets)
Reserved: 16 bits ( 2 octets)
Node | D 64 bits ( 8 octets)
Sequence Nunber: 32 bits ( 4 octets)
Kanno Expires 7 August 2026 [ Page 15]



I nternet-Draft PRI SM February 2026

Ti mest anp: 64 bits ( 8 octets)
HVAC- SHA- 384: 384 bits (48 octets)

9.3. Message Types

| Value | Nanme | Description |
| Ox01 | HELLO | Node discovery and capability exchange |
E R oo e e e e e e e e e e e e e m e a oo - +
| Ox02 | HELLO ACK | Response to HELLO |
Fomm o - o o m e e e e e e e e e e e e e e e e eeeo— o on +
| OxOF | ERROR | Error notification |
B S, Fom e e e oo - o m m e e e e e e e e e e e e e e e e e meamaoo- +
| Ox10 | POLICY_ PUSH | Policy distribution fromcontroller |
E R oo e e e e e e e e e e e e e m e a oo - +
| Ox11 | PQLI CY_ACK | Policy receipt acknow edgnent |
Fomm o - o o m e e e e e e e e e e e e e e e e eeeo— o on +
| O0x20 | FLOW REPORT | Flow statistics report |
B S, Fom e e e oo - o m m e e e e e e e e e e e e e e e e e meamaoo- +
| Ox21 | FLOW . SYNC | Flow state synchronization (HA) |
E R oo e e e e e e e e e e e e e m e a oo - +
| Ox30 | SLA ALERT | SLA violation notification |
Fomm o - o o m e e e e e e e e e e e e e e e e eeeo— o on +
| 0x31 | SLA CLEAR | SLA violation cleared |
B S, Fom e e e oo - o m m e e e e e e e e e e e e e e e e e meamaoo- +
| Ox40 | APP_SI GNATURE | Application signature update |
E R oo e e e e e e e e e e e e e m e a oo - +
Fi gure 6
10. gRPC API

PRI SM exposes functionality through five gRPC servi ces:

Pol i cyService: Policy lifecycle managenent (CRUD for policies, SLA
profil es)

ApplicationService: Application signature nmanagenent

Fl owService: Flow visibility and real-time stream ng

Anal yticsService: SLA conpliance reports and traffic anal ytics

ConfigService: Node configuration
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Al'l gRPC connections MJST use mutual TLS (nTLS). Certificate
requirenents foll ow the Phased Transition nmodel defined in

Section 11.2. Phase 1 inplenentations MAY use CNSA 1.0 conpli ant
certificates (ECDSA P-384). Phase 2 inplenentations SHOULD use
hybrid certificates conbining ECDSA P-384 and M.- DSA-87. Phase 3

i mpl ement ati ons MUST use CNSA 2.0 conpliant certificates (M- DSA-87).

11. Cryptographic Agility and Transition

To ensure long-termsecurity against quantumthreats while

mai nt ai ni ng operational readiness, PRI SM adopts a phased transition
strategy aligned with CNSA 2.0 tinelines and | ETF gui dance on Post -
Quantum Cryptography [I-D.ietf-pquip-pqc-engi neers]. This approach
mandat es cryptographic agility, enabling seanl ess updates to

al gorithms without protocol redesign.

11.1. Cryptographic Agility

PRI SM i npl ement ati ons MJST support cryptographic agility. Contro

pl ane messages and data pl ane encapsul ati ons MJST i ncl ude ver si oni ng
or algorithmidentifiers to allow negotiation of cryptographic
suites. |Inplenentations SHOULD be capabl e of upgradi ng cryptographic
I'ibraries independently of the core protocol |ogic.

11.2. Phased Transition

The transition to Post-Quantum Cryptography (PQC) is defined in three
phases, aligning with the transition nodels described in
[NIST. IR 8547], [EN SA-PQC], and [BSI-PQC], and the tineline nmandated
by [ CNSA2. 0] :

Phase 1 (Legacy/Current): Uses CNSA 1.0 algorithns (ECC P-384, AES-
256). This phase supports inmedi ate depl oynent with currently
FI PS-val i dat ed hardware and software. New depl oynents SHOULD pl an
for Phase 2 migration

Phase 2 (Transitional/Hybrid): Uses hybrid schemes combi ni ng CNSA
1.0 and CNSA 2.0 algorithms. Hybrid key exchange (e.g., ECDH
P-384 + M.-KEM and signhatures provide "defense in depth" during
the transition period. This phase is RECOVWENDED for all systens
as PQC libraries becone avail abl e.

Phase 3 (Target): Uses pure CNSA 2.0 algorithms (M-KEM M.-DSA).
Mandatory for all new systems by Decenber 31, 2030 (software/
firmvare and traditional networking equi pment) or 2033 (niche
equi pnent), per CNSA 2.0 guidance. The goal is for all NSS to be
quantumresi stant by 2035.
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11.3. Al gorithm Requirenents by Phase

I mpl enent ati ons MJST support the algorithns defined for their
operating phase:

| Al gorithm | Phase 1 (Legacy)| Phase 2 (Hybrid) | Phase 3 (Target)|

| Sym Enc | AES- 256- GCM | AES- 256- GCM | AES- 256- GCM

R o e e e e oo o e e e e oo o e e e e oo

| Key Exchange | ECDH P-384 | ECDH P-384 + | M- KEM 1024

| | | M.-KEM 1024 |

o e e o - o o e e e oo o

| Dig. Sig. | ECDSA P-384 | ECDSA P-384 + | M.- DSA- 87

| | | M.- DSA-87 |

R o e e e e oo o e e e e oo o e e e e oo

| Hashing | SHA-384 | SHA-384 / SHA-512 | SHA-384 /

| | | | SHA-512

o e e o - o o e e e oo o

| State Sig. | LMS / XMSS | LMS / XMSS | LMS / XMSS

| (Firmare) | | |

R o e e e e oo o e e e e oo o e e e e oo
Fi gure 7

Note: "M.-KEM refers to Mddul e-Lattice-Based Key-Encapsul ati on
Mechani sm (FI PS 203). "M.-DSA" refers to Mdul e-Latti ce-Based
Digital Signature Standard (FIPS 204).

11.4. Transport Security

gRPC connections MJST use TLS 1.3. For Phase 1, the

TLS _AES 256 _GCM SHA384 ci pher suite is REQU RED. Phase 2 and 3

i npl ement ati ons MJUST support PQC-aware TLS ci pher suites as they are
standardi zed by the IETF (e.g., [I-D.ietf-tls-hybrid-design],
[I-Dietf-tls-mken]). For IPsec conpliance (via CONDU T),

i mpl ement ati ons MJST support [RFC9370] to enable nultiple key
exchanges for hybrid PQC.

12. Security Considerations
12.1. Privacy Considerations
PRI SM performs deep packet inspection, which raises privacy concerns.

PRI SM anal yzes netadata of encrypted traffic but does not decrypt
contents. Organizations SHOULD define data retention policies.
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12.

12.

13.

13.

13.

14.

14.

2. Application ldentification Ri sks

Sophi sticated actors may attenpt to evade identification.
I mpl enent ati ons SHOULD enploy multiple identification nethods and
provi de nechani sns to review cl assifications.

3. Policy Security

Pol i ci es MUST be authenticated usi ng HVAC- SHA- 384. Pol i cy changes
SHOULD require appropriate authorization and be | ogged for audit.

| ANA Consi der ati ons
1. UDP Port Allocation

Thi s docunent requests the allocation of UDP port 4796 for PRI SM
control nessages.

2. Application Category Registry

Thi s docunent requests the creation of a "PRI SM Application
Categories." registry with initial values from0x01 (unifi ed-
conmuni cati ons) through OxFF (unknown).
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