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Abst ract

Thi s docunent defines a YANG data nodel and reference architecture
for a hierarchical topology of |anguage nodels (LMs), where tiny,
smal |, and large LMs cooperate to performdistributed inference,
sunmari zati on, and deci sion-nmaking. The nodel supports secure

i nter-node nessagi ng, request escal ation, token-based authorization,
and decentralized validation using pluggable trust nmodels. This
architecture is designed for depl oynents where conputationa
capabilities vary across nodes, such as edge-to-cloud environnents
or multi-tier Al systens. The goal is to provide a standards-based
mechani sm for orchestrating scal abl e, secure LMinteractions across
het er ogeneous systens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
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docunent must include Revised BSD Li cense text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Revised BSD License.
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Recent advancements in machi ne | earni ng have enabl ed powerf ul

| anguage nodels (LMs) to perform

conpl ex inference, sumari zation,

and contextual reasoning. However, npbst production depl oynents

assune centralized access to a s

ngle large LM which is unsuitable

for many constrained or distributed environments.

Thi s docunent proposes a hierarchical nodel for distributed |Ianguage

nodel (LM deploynents. In this

architecture, |ightweight "tiny"

LMs operate on constrained devices or at the edge, mid-tier "snmall"
LMs act as aggregators or context enhancers, and a central "l arge"

LM provi des gl obal reasoni ng and

escal ati on handl i ng.

Conmruni cati on between nodes is structured using a YANG data node

that supports:

* Node roles and LM types

* Secure, token-based authorization

* |nter-node RPCs for inference,

escal ati on, and validation

* Notifications for heartbeat and liveliness reporting

Thi s topol ogy enables a nore sca
resilient LM depl oyment strategy

abl e, privacy-preserving, and
by all owi ng conputation and trust

decisions to occur closer to data sources. It also provides a
foundation for future interoperability between | anguage nodel
runti mes and network control systens.
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The nodel is inspired by hierarchical network topol ogi es such as
those defined in [RFC8345] and extends simlar principles to LM

based processing pipelines.
2. Term nol ogy
Thi s docunent uses the follow ng
Tiny LM A lightweight, constra
devi ces, microcontrollers, or
basic classification, keyword
t asks.

Small LM A md-tier nodel with
capabilities. Oten deployed

t er m nol ogy:

ned | anguage nodel running on edge
enbedded environnents. Capabl e of
spotting, or tenpl ate-based NLP

enhanced sunmmari zati on or contextua
in local gateways, routers, or fog

conput e nodes. Serves as an aggregator and internedi ary between

Tiny and Large LMs.

Large LM A centralized, full-scal e | anguage nodel capabl e of



compl ex inference, reasoning, nulti-hop retrieval, and escal ation
handl ing. Typically deployed in cloud environnents or
centralized data centers.

Escal ation: The process by which a |ower-tier LM defers processing
to a higher-tier LMwhen its |ocal capabilities are insufficient.

Auth Token: A signed token (e.g., JW or CAM) used to authenticate
and aut horize requests between nodes. Contains clains such as
‘iss', ‘sub', ‘scope’, ‘iat‘, and optionally a ‘nonce'

Val i dat e- Token: A YANG defined ‘action' that allows a node to
verify the authenticity and authorizati on scope of a token
received froma peer

Pl uggabl e Token Validation: A YANG ‘feature’ that indicates support
for extensible trust nechanisns (e.g., JW verification, CBOR
COSE decodi ng, external introspection endpoints).

Heartbeat: A periodic ‘notification’ sent by a Tiny LMto indicate
i veness and continued operation

Hi erarchy Topol ogy: A tree-like structure in which Tiny LMs connect
to Small LMs, and Small LMs connect to a Large LM forming a
vertical path for data and escal ation fl ow.
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3. Model Overview

The data nodel defined in this docunent represents a nulti-tier

topol ogy of |anguage nodel (LM nodes, organized hierarchically into
three layers: Tiny, Snmall, and Large. Each node type serves a
specific role in the processing pipeline and comuni cates using a
set of well-defined YANG based interfaces.

The core conponents of the nodel include:
* A topol ogy container that describes nodes and their rel ationships

* RPCs for handling inference requests (‘I mrequest') and escal ation
(* nodel -escal ation')

* An ‘action’ for validating authentication tokens (‘validate-
t oken')

* A ‘notification' streamfor |liveness and heartbeat (‘I m
heart beat ')

* Features such as ‘pluggabl e-token-validation' to support
extensi bl e security inplenentations

Tiny LMs typically initiate requests but may escalate to a Small LM
if the request exceeds local capacity. Snall LMs may respond
directly, or further escalate to a Large LM Al comunication is
aut henti cated using signed tokens, and authorization is enforced
based on node roles, token scopes, and topol ogy position



The nodel is inspired by the YANG network topol ogy architecture

defined in [ RFC8345], but adapted to reflect the unique needs of

| anguage nodel interaction across a distributed system It is

designed to support:

* Flexible security policy enforcenent

* NMbdul ar trust and validation strategies

* Constrained environments with linmted resources

* Scal abl e coordination of inference and sumari zati on wor kl oads
4. Use Case Flow

This section illustrates key operational behaviors of a hierarchical

| anguage nmodel (LM systemusing the data nmodel defined in this

docunent. Three comon interaction patterns are descri bed:

i nference escal ation, heartbeat reporting, and sunmary aggregati on.
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4.1. Inference Request Escalation: Tiny LM > Small LM > Large LM
Act ors:

* tiny-1m089: A constrained edge LM deployed in a | ocal sensor

* small-1mO042: An internmedi ate aggregator LMwith limted inference
ability

* large-ImO001l: A central high-capacity LM responsible for conplex
reasoni ng

Scenari o:

A user inputs a query via a constrained device running tiny-Im089.
The device is unable to resolve the nmeaning of the input and
escal ates the request through its hierarchy.
St ep- by-Step Fl ow.
1. Tiny LMInitiates Request

Calls Imrequest RPC to small -l m042

I ncl udes: aut h-token, source-node, request-type, payl oad
2. Small LM Attenpts to Resol ve

Verifies auth-token via validate-token

If unable to respond, it prepares an escal ation
3. Small LM Escalates to Large LM

Cal l's nodel -escalation RPC to | arge-1 mO001

I ncl udes ori gi nal - payl oad, reason, and its own aut h-token

4. Large LM Responds



Performs inference and returns enriched result
5. Small LM Rel ays Result

Responds to the original | mrequest
6. Tiny LM Displays Qutput

Presents the result to the user
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Security:

* Token validation at each hop

* Token scopes enforced (e.g., only small LMs can escal ate)
4.2. Heartbeat Broadcast: Tiny LM > Topol ogy

Actors:

* tiny-1m089: An edge device LM

* small-1mO042: Its supervising node

Scenari o:

To maintain systemhealth, each tiny LMenits a periodic heartbeat
signal to its parent.

St ep- by-Step Fl ow
1. Tiny LM Sends Heartbeat

Emits | mheartbeat notification with tinestanp and status
2. Small LM Receives Notification

Subscri bed to | mheartbeat stream

Updates health status table or triggers alert on timeout
Security:

Not signed by default, but inplenmentations MAY correlate with recent
aut henticated activity

4.3. Summary Aggregation: Small LM > Large LM
Actors:
* tiny-1mO089, tiny-1mO090, tiny-Im091: Sensor LM
* small-1mO042: Aggregator
* large-l m00l: Reasoning LM
Scenari o:

Multiple tiny LMs subnit observations. The small LM conbi nes and



escal ates them
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St ep- by-Step Fl ow.
1. Tiny LMs Submit Cbservations

Each sends I mrequest to small-1m042 with its own auth-token
2. Small LM Aggregates |nput

Locally sunmmarizes data fromtiny LM
3. Optional Escal ation

Sends nodel -escalation RPC to |arge-I m001 with the sunmary
4. Large LM Enhances Result

Ret urns executive-|evel context or response
5. Small LM Caches + Responds

Updat es cache and optionally forwards summary or alert
Security:
* Al requests nust carry valid, scoped auth-tokens
* Escalation privileges restricted to authorized node types

5. Data Mdel Summary and Usage

The data nopdel defined by this docunent describes a hierarchical
t opol ogy of |anguage nodel (LM nodes and the interfaces through
whi ch they conmuni cate, authorize, and escal ate inference
operations. It is expressed using the YANG 1.1 data nodeling
| anguage [ RFC7950].
The nodel includes the follow ng key el enents:

* A ‘Imnode' container with identity-based classification (‘tiny‘,
‘small*, ‘large')

*  RPCs:
- ‘Imrequest’: Initiates an inference or sumuarization task

- ‘nodel -escal ation‘: Forwards requests upward in the LM
hi er ar chy

*  Actions:
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‘validate-token': Verifies token authenticity and scope



*  Notifications:
- ‘Imheartbeat’: Indicates node |liveness and status
* Groupings for ‘auth-token', trust netadata, and request payl oads

* A ‘feature’ flag (‘pluggabl e-token-validation') to support
nmodul ar trust infrastructure

Al'l inter-node requests include a signed ‘auth-token‘, which nmay be
validated locally via ‘validate-token' or externally if the feature
i s supported.

The full YANG nodule is provided in Appendi x A
6. Inplenmentation Status

NOTE TO RFC EDI TOR. This section is to be renpved before
publi cati on.

Thi s section docunents the current inplenentation efforts related to
the YANG nodel and architecture described in this draft. It is
included to informreviewers and working group participants of the
maturity and depl oynment experience of this specification.

Title: Uni LoRa Mesh LM Hi erarchy Prototype
Aut hors: Keenan Wi amns

Maturity Level: Early Prototype

Devel opnent Status: Active

Descri pti on:

A functional prototype of the hierarchical LM topology described in
this docunment has been inplenented as part of the Uni LoRa Mesh
project. The prototype denonstrates comruni cati on between Ti ny,
Smal |, and Large LM nodes using the defined YANG data nodel over a
LoRa- based mesh transport | ayer

Key features supported:

* ‘Imrequest': Inplemented on Tiny and Small LMs to initiate and
forward inference requests

* ‘nodel -escalation': Fully inplenmented for upward del egation to a
central reasoning engi ne
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* ‘validate-token': Inplenented on Snall and Large LMs using JW-

based verification with public key validation

* ‘Imheartbeat’: Actively used to track the liveliness of edge
nodes

* ‘pluggabl e-token-validation': Enabl ed; token verification can be
swapped between | ocal crypto nodule or cloud introspection
service

*  YANG nodel validated with ‘pyang’ and integrated with a prototype
RESTCONF endpoi nt



Depl oynent :

* Tiny LM ESP32-based TTGO T- Beam devi ces runni ng |ightwei ght
keyword spotting and rul e-based summari zati on

* Small LM Raspberry Pi 5 devices running a |ightweight Python LM
with summari zation and caching | ogic

* Large LM Central node hosted on a cloud container, running GPT-
style inference with trust policy enforcenent

The system supports real-tine inference routing fromedge to core,
t oken- aut henti cat ed nessage passi ng, and topol ogy-driven trust
enforcement as defined in this draft. The goal is to refine this
prototype into a reference inplenentation that can be used for
interoperability testing and NETCONF/ RESTCONF YANG val i dati on

t ool i ng.

Source Code Repository: [to be published]
Li cense: Apache 2.0

Feedback and col | aboration are wel coned to further validate this
nmodel across constrai ned and di stri buted environnents.

7. 1 ANA Consi derations
Thi s docunent registers one URI in the "I ETF XM. Regi stry" [ RFC3688]
and one YANG nodul e nane in the "YANG Modul e Nanmes" registry
[ RFC6020] .

7.1. XM Nanespace Registration

URI: urn:ietf:parans:xm:ns:yang:ietf-1mhierarchy
Regi strant Contact: | ETF NETMOD Wor ki ng G oup

XM_:

<nanespace>
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urn:ietf:parans: xm:ns:yang:ietf-1mhierarchy
</ nanespace>

7.2. YANG Modul e Nane Regi stration

Nane: ietf-Imhierarchy

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-Imhierarchy
Prefix: I'm

Ref erence: This docunment (draft-wllianms-netnod-1mhierarchy-

t opol ogy)

8. Security Considerations

Thi s docunent defines a hierarchical topol ogy nodel for distributed
| anguage nodel s (LMs), where communi cati on occurs between nodes of
differing capabilities and privileges (Tiny LMs, Small LMs, and a
central Large LM. To naintain the integrity, trustworthiness, and
i solation of operations within such a topol ogy, security is
critical

8.1. Authentication and Authorization



Al'l inter-node communication is required to include an ‘auth-token’
as defined in the data nodel. These tokens nmay be bearer tokens,
CBOR Wb Tokens (CWIs), or JWIs signed by trusted issuers (e.g.,
Large LMs or centralized authorities). The nodel assumes a shared
trust infrastructure wherein Large LMs issue or del egate trust
tokens to downstream nodes

To support flexible, decentralized validation, this YANG nodul e
defines a node-level ‘validate-token' action. This action enables
nodes to verify the authenticity and scope of received tokens at
runtine. While token fields alone do not enforce authorization,
this action provides a behavioral interface for systens to verify
and act on trust deci sions.

Thi s approach avoids reliance on centralized introspection services,
whi ch may not be suitable for bandw dt h-constrained or del ay-
sensitive environnents (e.g., when Tiny LMs operate at the edge).

8.2. Pluggable Trust Mde

A YANG ‘feature', ‘pluggabl e-token-validation', is defined to

i ndi cate support for extensible validation backends (e.g.,
certificate chains, OAuth2 introspection endpoints, COSE/ CBOR
decoders, etc.). This allows inplenentations to decl are advanced
trust handling capabilities without forcing theminto m ni nal

depl oynent s.
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8.3. Replay and Scope Protection

Tokens shoul d include ‘exp' (expiration) and ‘iat' (issued at)
clains to protect against replay. Were possible, ‘nonce' or one-
time identifiers should be used to detect nessage duplication

Token ‘scope’ clainms (e.g., ‘inference', ‘sunmmarization') should be
enforced by recipient nodes to prevent privilege escal ati on across
the hierarchy.

8.4. Topol ogi cal Access Controls

Nodes shoul d reject incom ng requests from unauthorized peers based
on:

* Node type (e.g., a Tiny LM may not issue requests to another Tiny

3

* |ssuer identity,
* Token scope.

Large LMs SHOULD enforce policies on which nodes may act as
intermediaries (e.g., only trusted Small LMs may escal ate).

This layered security nodel ensures each node in the hierarchy
enforces local trust decisions, mnimzing blast radius in the event
of conprom se and all owi ng granul ar control over inter-node
per m ssi ons.

8.5. Token Format (Infornmative)

Thi s docunent assumes the use of signed tokens to authorize inter-



node conmuni cation. Wile the token format is inplenmentation-
specific, systens are RECOMVENDED to use existing standards such as:

*  JSON Wb Tokens (JWI) [ RFC7519]
*  CBOR Web Tokens (CWI) [ RFC8392]

Exampl e m ni mal JWI cl ai ns:

{
"iss": "large-l mO001",
"sub": "tiny-1m 089",
"scope": ["inference", "summarization"],
"exp": "2025-07-06T16: 00: 00Z",
"iat": "2025-07-06T15: 00: 00Z",
"nonce": "3e8f5b5b-c2le-47a0-92a2- 1f 6ad919ef 55"
}
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Tokens MAY be passed in cleartext (if signed) or encrypted (if
confidentiality is required). Nonce tracking, token expiration, and
scope enforcenent SHOULD be inplemented at all receiving nodes.
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Appendi x A, YANG Mdul e
<CODE BEG NS> file "ietf-Imhierarchy@025-07-06.yang"

nmodul e ietf-Imhierarchy {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-Imhierarchy”
prefix |m

inport ietf-inet-types { prefix inet; }
import ietf-yang-types { prefix yang; }

organi zati on
"I ETF Network Mbdeling (NETMOD) Working G oup”;

cont act
"W Web: <https://datatracker.ietf.org/wg/ netnod/ >
W5 List: <mailto:netnod@etf.org>

Aut hor : Keenan Wi ans
<mai | to: tel esi s001@ cl oud. con>";

description
"This nodul e defines a hierarchical topology nodel for
di stributed | anguage nodel s (LMs), including request
escal ati on, authentication, and inter-node coordination

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revision 2025-07-06 {
description "lInitial version";
reference "RFC XXXX: Hierarchical Topol ogy for Language Mbdel
Coordi nati on";

}

feature pluggabl e-token-validation {
description
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"I ndi cates support for pluggable token validation
(e.g., JW's, QDC, or COsE)"



identity | mnode-type {
description "Base identity for LM node types.";
}

identity tiny-Im{
base | m node-type;
description "A |lightweight edge-depl oyed | anguage nodel . ";

}
identity small-Im/{

base | m node-type;

description "A md-tier aggregator or summarizer.";
}

identity large-Im/{
base | m node-type;
description "A central reasoning or escal ati on endpoint.";

}

groupi ng aut h-t oken-groupi ng {
description "Reusabl e aut h-token structure.";
| eaf auth-token {
type string;
description "A signed authentication/authorization token.";
}
}

contai ner | mnode {
description "Node-level configuration and operational state.";

| eaf node-id {
type string;
mandat ory true;
description "Unique identifier of this LM node.";

}

| eaf node-type {
type identityref {
base | m node-type;

mandat ory true;
description "Classification of this node (tiny, small, large).";
}

container trust {
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description "Token validation configuration.";
i f-feature pluggabl e-token-validati on;

| eaf trust-anchor {
type string;
description "Root or public key used for token validation.";

}

| eaf token-scope-enforced {
type bool ean;
default true;
description "Wiether to enforce scope clainms in tokens.";
}
}



action validate-token {
description
"Val i dates a received authentication token.";
i nput {
| eaf token {
type string;
mandat ory true;
}
}
out put {
| eaf valid {
type bool ean;

| eaf reason {
type string;

}
}
}

rpc | mrequest {
description "Subnits an inference or sunmari zation request.";
i nput {
uses aut h-t oken-groupi ng;
| eaf source-node {
type string;
mandat ory true;

| eaf target-node {
type string;
mandat ory true;
}
| eaf request-type {
type enuneration {
enum i nf er ence;
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enum summari zati on;
mandat ory true;
}
| eaf payl oad {

type string;
mandat ory true;

}
out put {
| eaf result {
type string;

| eaf status {
type string;

}
}

rpc nodel -escal ation {
description "Forwards a request upward in the hierarchy.";
i nput {
uses aut h-t oken-groupi ng;



| eaf original - payl oad {
type string;

| eaf reason {
type string;

out put {
| eaf resolution {
type string;

| eaf downstreamdirective {
type string;

}
}

notification | mheartbeat {

description "Emtted to indicate |iveness of this node.";

| eaf sender-node {
type string;

| eaf status {
type enuneration {
enum al i ve;

enum degr aded;
enum unr eachabl e;
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}

| eaf tinestanp {
type yang: date-and-ti ne;

}
}

<CCDE ENDS>
Aut hor’ s Addr ess
Keenan W1l i ans

I ndependent Researcher
Email: tel esis001@ cl oud. com
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