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Abst ract

Thi s docunent specifies the Intent Token, a cryptographic

aut horization prinitive for autononmous Al agent systens. An Intent
Token bi nds an aut ononous agent action to a cryptographically signed,
human-decl ared aut hori zati on envel ope before that action is executed.
The I ntent Token addresses a fundanmental gap in existing

aut hori zation frameworks: while QAuth 2.0, O DC, and rel ated
standards govern identity and access at the session |level, no
standardi zed primtive exists for governing what an aut ononous agent
is authorized to DO at the nmoment of action. The Intent Token
provides this primtive. It is nodel-agnostic, transport-agnostic,
and conposable with existing authorization infrastructure.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

The depl oyment of autononmous Al agents in consequential domains --
financial services, healthcare, critical infrastructure, autononous
vehicles, and nmulti-agent orchestration systens -- creates a class of
aut hori zati on problens that existing standards do not address.

QAuth 2.0 [ RFC6749] governs whet her a principal has access to a
resource. OpenlD Connect [QO DC] governs whether a principal is who
they claimto be. These standards address the WHO question: who is
this agent, and what resources may it access?
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Nei t her standard addresses the WHAT question: given that an agent has
access, what specific actions is it authorized to performat this
monent, on behalf of this principal, within these declared

boundari es?

The gap between access and action is the authorization gap. In
human- operated systens, this gap is bridged by human judgnent. In
aut ononous agent systens, this gap is bridged by the agent itself --
which may interpret its authorization scope in ways the authorizing
principal did not intend. This is the intent blindness probl em

Thi s docunent specifies the Intent Token, a cryptographic primtive
that closes the authorization gap. An Intent Token is a signed,
ti me- bounded aut hori zation envel ope that:

* Declares what action a principal authorizes an agent to perform
BEFORE t he action is executed;

* Binds that declaration cryptographically to the agent session and
the specific action;

* Provides a verifiable, tanper-evident record of the authorization
for audit purposes;

* Propagates the declared intent through del egati on chai ns,
preventing sub-agents from exceeding the scope the del egating
principal was itself authorized to grant.

The Intent Token is the core primtive of the Intent Bound
Aut hori zation (IBA) framework, patent application GB2603013.0
(pending, UK IPO filed February 5, 2026, PCT rights in 150+
countries until August 2028).

I ndependent convergence on this primtive was identified in Google
DeepM nd’ s introduction of Del egation Capability Tokens (DCTs)

[ DEEPM ND- DCT], February 12, 2026, seven days after the |BA patent
filing. DeepMnd' s paper identifies the same open problem no

st andardi zed ontology for intent and responsibility across autononous
agent platfornms exists. This docunment proposes the Intent Token as
the candi date standard to fill that gap

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3.

Ter mi nol ogy

Intent Token: A cryptographically signed authorization envel ope that
decl ares what action a principal authorizes an autononous agent to
perform issued before the action is executed, and bound to a
specific session shard.

Intent Certificate: A persistent, verifiable credential that records
the full authorization context for an agent session, including the
principal identity, declared scope, tenporal bounds, and
crypt ographi c proof of all enforcenent decisions nmade during the
sessi on.

Principal: The human or organizational entity whose declared intent
aut hori zes the agent action. The principal MJST be
cryptographically identified in every Intent Token

Aut hori zed Agent: An autononous system authorized to act within the
scope declared in an Intent Token

Shard: A tine-bounded cryptographic token issued by the IBA Gate
that nmust be presented with every agent action. Shards expire
after a configurable wi ndow (default 512 seconds).

I BA Gate: The enforcenment point that validates |Intent Tokens before
permitting agent actions.

SNAP- BACK: The nmandatory cancel |l ation of an agent action when |ntent
Token validation fails. SNAP-BACK MJST occur before the action
has market or physical effect.

Del egati on Chain: The ordered sequence of principals and agents
through whi ch authorization has been del egated. Each link is
cryptographically signed. No |ink nay grant scope exceeding the
scope granted to the del egating entity.

TBDE: Tenporal Boundary Decision Engine. The runtinme conponent
responsi ble for validating every agent action against the declared
Intent Token within the enforcenent |atency target.

W tnessBound Audit Chain: An append-only, cryptographically chained
audit record of all enforcenment decisions providing tanper-evident
proof of all authorization decisions.

Pr obl em St at enment
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1. The Authorization Gap Beyond QAuth 2.0

QAuth 2.0 access tokens grant access to resource scopes. A token
with scope "read:financial _data" grants read access to financi al
data. It does not specify which financial data, under what
conditions, at what tine, or within what value limts.

An aut onomous agent with an access token has no cryptographic

constraint on what it does within its granted scope -- including
actions the authorizing principal never contenplated. Existing
mtigations -- rate limting, anonaly detection, audit logging -- are

post-hoc. The Intent Token is pre-hoc: it declares and enforces
aut hori zati on before action.

2. The Del egation Depth Probl em

Moder n aut ononbus agent architectures are hierarchical. An
orchestrating agent del egates tasks to sub-agents, which nmay del egate
further. Existing delegation frameworks, including QAuth 2.0 Token
Exchange [ RFC8693], do not provide a nechani smfor propagating

decl ared human intent through the del egati on chain.

The Intent Token addresses this by requiring that every link in the
del egation chain present a valid Intent Token that is a subset of the
aut hori zing token. A sub-agent cannot act outside the scope its

del egating principal was itself authorized to grant.

3. The Confused Deputy Probl emin Autononpbus Systens

The confused deputy probl em [ HARDY- 1988] describes a scenario in
which a systemwith legitimate authority is manipulated into m susing
that authority. |In autononous agent systens, an agent may be
mani pul ated via pronpt injection, adversarial input, or environmental
mani pul ation into taking actions outside its intended scope.

The I ntent Token defends agai nst confused deputy attacks. Because
the authorized action is declared and signed by the principal BEFORE
the agent acts, any deviation fromthe declared intent -- regardless
of cause -- is detected and bl ocked at the enforcenent |ayer

The Intent Token
1. Token Structure

An Intent Token is a JSON Web Token [RFC7519] with the follow ng
structure. The header MJST include "typ": "intent+w".
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"header": {

"al g": "ES256",
"typ": "intent+ wt"
},
"payl oad":
"iss": "https://intentbound. exanpl e.coni,
"sub": "agent-id: AG 7729- ALPHA",
"aud": "iba-gate: production”,

"exp": 1771234567,

"fat": 1771230967,

"jti": "a8f 3c2dl- 4b5e- 6f 7a- 8b9c- 0dle2f 3a4b5c",
"ibt_ver": "1.0",

"principal": {

"id": "user:jeffrey.wllianms@xanple.cont,
"type": "human",
"aut h_net hod": "ES256- keypair"
},
"declared_intent": {
"action_class": "financial:order:equity",
"scope": "EQUI TIES_US",
"bounds": {
"max_position_usd": 50000000,
"max_singl e_order _usd": 5000000,
"pernmitted_instrunents": ["NYSE *", "NASDAQ *"],
"prohibited_instruments": ["OIC *"],
"time_w ndow': "09:30-16:00 EST"
}
},
"shard": {
"id": "shard: nmt- nbwe-enyn”,
"issued_at": 1771230967,
"expires_at": 1771231479,
"wi ndow _seconds": 512
},

"enforcenment": {
"snap_back": true,
"l atency_target_ns": 5,
"audit_chai n": "w tnessbound: producti on”

}
}
}

4.2. Required dains
The following clains are REQURED in every Intent Token:

i bt _ver: The version of the Intent Token specification. This
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docunent defines version "1.0".

principal: An object identifying the authorizing human princi pal
MUST include "id" (a URI) and "type" ("human" or "organi zation").

declared_intent: An object declaring the specific action class the
principal authorizes. MJST include "action_class" and "scope"

shard: An object binding the token to a specific time-bounded
session shard. MJST include "id", "issued at", "expires_at", and
"wi ndow_seconds".

enforcenment: An object specifying enforcenment requirenents. MJST
i ncl ude "snap_back" (bool ean, MUST be true) and "audit_chain" (UR
of the audit chain endpoint).

Standard JWI clains iss, sub, aud, exp, iat, and jti are REQUI RED.
4.3. Tenporal Scope and Shard Bi ndi ng

Every Intent Token MJST be bound to a time-bounded shard. The shard
provi des tenporal scope and session binding. The default shard

wi ndow is 512 seconds. Wen a shard expires, the agent MJST obtain a
new I ntent Token before continuing to act. The enforcenent |ayer
MUST reject any action presented with an expired shard.

4.4. Del egation Chain Encoding

When an aut hori zi ng agent del egates to a sub-agent, the del egating
agent MUST issue a new Intent Token with a declared_i ntent scope that
is a subset of its own authorized scope. A delegating agent MJST NOT
grant scope exceeding its own authorization. The del egation_chain
array MUST include all prior delegation records plus a new signed
record for this del egation

5. Intent Certificate

An Intent Certificate is the persistent audit record of an agent
session. It MJST contain: the principal identity and authentication
record; the declared scope for the session; the tenporal bounds; a
reference to the WtnessBound audit chain; cryptographic hashes of
all Intent Tokens issued during the session; and a signed sumary of
all enforcenment decisions including SNAP-BACK events.

Intent Tokens and Intent Certificates MJST be signed using algorithns
fromN ST SP 800-57 [ NI ST-SP-800-57]. Inplenentations MJIST support
ES256 [ RFC7518]. |Inplenentations SHOULD support ES384 and EdDSA

[ RFC8037] for higher-security depl oynents.
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6. Enforcenent Binding
6.1. Pre-Action Validation

The I1BA Gate MJST validate the Intent Token BEFORE the agent action
is permitted to execute. The IBA Gate MJST verify: token signature
validity; token and shard expiry; action matches decl ared_intent
action_cl ass; action paraneters are wthin declared bounds;

del egation chain validity; and jti uniqueness for replay prevention

I mpl enent ati ons MJUST conplete all validations within the
| atency_target_ns specified in the enforcement claim The target is
5ns.

6.2. SNAP-BACK on Violation

If any validation check fails, the |BA Gate MJST: reject the agent
action i mediately; record a SNAP-BACK event in the WtnessBound
audit chain; return a structured error to the agent; and NOT pernmnit
the action to be retried without a new Intent Token authorized by the
principal. SNAP-BACK is a hard stop. No partial execution is
permtted.

6.3. Audit Chain Requirenents

Every enforcenent decision MJST be recorded in the WtnessBound audit
chain. Each record MJST contain: the jti of the Intent Token; the
validation tinestanp (nanosecond precisi on RECOWENDED); the
validation result (PASS or SNAP-BACK); and a cryptographi c hash
chained to the previous record. This audit chain satisfies the audit
requirenents of EU Al Act Article 9, MFID I, FDA Cybersecurity
2023, and H PAA Security Rule.

7. Interoperability
7.1. Relationship to QAuth 2.0

The Intent Token is conplenmentary to QAuth 2.0 [RFC6749]. QAuth 2.0
governs access; the Intent Token governs action. |In a conpliant

i npl ementation: the agent obtains an QAuth 2.0 access token
establ i shing resource access; the principal issues an Intent Token
declaring the specific authorized action; the IBA Gate validates the
Intent Token before permitting the action
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7.2. Relationship to Del egati on Capability Tokens

Tomasev et al. [DEEPM ND-DCT] introduced Del egati on Capability
Tokens (DCTs) as a primtive for Al agent authorization. DCTs
address the sane authorization gap as the Intent Token, arriving

i ndependently seven days after the IBA patent filing. The IETF is
encour aged to consi der harnonization between this specification and
the DCT work, given the independent convergence on the sane
primtive.

7.3. Relationship to WBC Verifiable Credentials

Intent Certificates MAY be inplemented as WBC Verifiable Credentials
[ VC- DATA- MODEL], using the "IntentCertificate" credential type with
credential subject clainms encoding the session authorization context
specified in Section 5.

8. Security Considerations

Repl ay Attacks: Intent Tokens MJST include a unique jti claim The
IBA Gate MUST maintain a record of used jti values for the duration
of the shard wi ndow.

Token Forgery: |nplenmentations MJST follow NI ST SP 800-57 for key
managenment. Hardware security nodul es (HSMs) are RECOWMMENDED f or
princi pal signing keys in high-security depl oynents.

Scope Escal ation: Inplenentati ons MJST validate the conplete
del egation chain, not only the nost recent del egation record.

Prompt Injection: The Intent Token provi des defense agai nst pronpt
injection attacks. An agent mani pulated into attenpting an out-of -
scope action will be stopped by SNAP-BACK regardl ess of the cause.
Enf orcenent Latency: The 5ns enforcenent |latency target is a security
paraneter. In financial systens, actions with market inpact occur
faster than 5ns. Inplenentations in | atency-sensitive domai ns MJST
measure and report enforcement | atency.
Audit Chain Integrity: Inplenmentations MJST store audit chain records
in append-only storage with access controls preventing nodification
or deletion.

9. | ANA Consi derations
Thi s docunent requests the following JWI Claimregistrations:

* Claim Name: ibt_ver -- Intent Token specification version
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* (ClaimNane: declared_intent -- Principal-declared authorized
action scope

* C aimNane: shard -- Tinme-bounded session shard bi ndi ng
* ClaimNane: enforcenent -- Enforcenent requirenments for this token
* (CaimNane: del egation_chain -- Odered del egation records

Thi s docunent requests registration of the nedia type application/
intent+jw for Intent Tokens.
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