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Abst r act

Thi s document specifies an inproved HTTP 401 and 407 flow for Bearer
aut henti cati on where user-agents (or client applications) can
automatically fetch requested tokens froma Security Token Service
(STS). A fallback to an Openl D Connect (O DC) redirect flowis

i ncl uded.

This inproved 401/ 407 Bearer flow, when used, elides the need for
Proof Key for Code Exchange (PKCE) and does not inpose on application
Uni versal Resource ldentifier (URI) query paraneter design. As well
this extension allows for user-agent caching of tokens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-willians-http-bearer-
ext ension/.

Di scussion of this docunent takes place on the NETWORK Wor ki ng G oup
mailing list (mailto:ietf-http-wy@3.o0rg), which is archived at
https://lists.w3.org/Archives/Public/ietf-http-wy/.

Source for this draft and an issue tracker can be found at
https://github. com nicow | |ians/http-bearer-ext.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 June 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

HTTP [ HTTP] has a nunber of authentication nethods avail abl e,

25

13
14
15
15
15
16
16

i ncludi ng Bearer [BEARER] that uses QAuth 2.0 [ QAUTH2], which is the

subj ect of this docunment. Some HTTP aut hentication nethods, |ike

Negoti ate [ NEGOTI ATE], allow the user-agent to automatically respond

to a 401 or 407 status response when possible by creating a token

| ocally using the GSS-API [ GSSAPI], typically using Kerberos

[ KERBEROS] . However, the Bearer nethod effectively requires that t
client application respond to the 401/407 authentication request
rat her than the HTTP user-agent, and it provides little netadata th

he

at

either can use to figure out how to obtain a Bearer token. Today an

QAut h application just has to know how to obtain the Bearer token,
and has to be configured appropriately, and this greatly lints the
applicability of the 401/407 fl ows.

Note that we will nostly refer to 401 flows here, but everything th
applies to 401 flows also applies to 407 fl ows.

Here we specify extension auth-parans to the 401 WNWV Aut henti cate
Bearer HTTP response so that either the client application or the
user-agent can figure out how to obtain the requested token after
appl ying | ocal policy.

As well we provide a way to inprove the ODC redirect flow to nmake
use of this extension where possible, and this provides a mgration
path to a world where URI @-param canpi ng and PKCE [ PKCE] and code-
to-token conversions are no-longer needed just to use QAuth 2.x.

The extended Bearer 401 flow presented here is a glorified redirect
that avoids the need for canping on the application’s URl Q- parans.

Moti vation
1. Autonumtion of Bearer
In general it would be better for user-agents to know how to execut
HTTP aut h net hods, and generally they do, except for Bearer, where

they often only know when the application has provided the user-age
with a token ahead of it being needed.
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Sone user-agents, such as for exanple (at the time of this witing)
curl, do not support redirect flows quite well enough. This causes
users to work around these limtations by, for exanmple, scripting
around these user-agents’ limtations.

In order to make such user-agents automatically fetch tokens we want
i nprove the 401 Bearer flow so that the user-agent can |earn where
and how to acquire a token. This necessitates OPTIONAL | ocal policy,
but only because sonme such user-agents do not enable redirect
followi ng by default, whereas browser-type user-agents chase
redirects by default.

1.1.2. Making QAuth, O DC, and SAML not Canmp on URI Design

Besi des automatic Bearer token fetching in tools such as curl there
is also the desire to not inmpose on application URI design

1.1.3. Reducing Load on Token Issuers by Facilitating Token Caching

By making auth requests a first-class operation (by using 401 where
possi ble instead of a redirect) and the user-agent responsible for
executing auth request we nmake it possible for the user-agent to
cache tokens during their remaining lifetinme. This allows for a
significant reduction in issuer load in sone cases.

The token cache can be in-nmenmory or stored in |ocal storage (e.g., a
| ocal filesysten) for sharing anpbng the user’s non-browser
applications, further reducing issuer |oad.

1.1.4. Enabling the Use of Bearer for Proxy Auth

Currently Bearer cannot be used for proxy auth (407) in browsers as
browsers do not know how to fetch the required token

For many users this nmeans being stuck with the New Technol ogy LAN
Manager (NTLM nechani smvia Negotiate [ NEGOTI ATE], or Kerberos

[ KERBEROS] via Negotiate, or SCRAM[SCRAM . But NTLMis weak and
dangerous, Kerberos is often seen as |egacy that one should be able
to avoid, and SCRAM requires passwords and thus is not a single-sign-
on sol ution.

Mai ntaining infrastructure for many auth nmethods is a burden on
operators. Operators would like to reduce that burden. And nany
operators want to be able to use QAuth as the primary or only auth
method. But there is a long tail of work to do to make QAuth a

repl acenent for Kerberos. Proxy auth is part of that long tail, thus
by elimnating that part of the long tail we nake the tail shorter
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1.2. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Ext ended 401 WAV Aut henti cate: Bearer Fl ow

Currently the follow ng auth-parans are supported in a 401 response
wi t h WAV Aut hent i cat e=Bear er

* realm
* scope
* error

* error_description

* error_uri

We add the foll owing additional, OPTIONAL aut h- parans:
* issuer with a URI as a val ue

* server_token type with a token type Universal Resource Name (URN)
as a val ue

* server_token with a token to be forwarded to the issuer by the
user-agent or client application

* state with a "state" value -- this corresponds to the ODC state
g-paramin a redirect to the Openl D provider

The issuer parameter allows the user-agent or client application to
di scover the URI of a Security Token Service (STS) to visit to get a
token. Though of course a user-agent or client application could map
a real mauth-paramvalue to an STS URI, or even the realmcould
consi st of an issuer URI, however by having an auth-paramintended to
carry an issuer URI we avoid anbiguities about the neani ng of

"real m'.
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The server_token aut h-param allows the server to pass a cryptographic
token to the issuer via the user-agent’s or client application's
subsequent request to the issuer. The user-agent or client
application will set a new requested header Token-Request-Pref to the
value in the 401 response’s server_token auth-param

Essentially this functions like a redirect response, but with a 401
status code and with the Server-Token and Server-Token-Type carrying
the token and token type fromthe server_token and server_token_type
aut h- parans respectively, if present.

The user-agent and/or client application MJST apply |ocal policy,
where any is set, as to whether to execute a token request agai nst
the requrested issuer.

When nmaking the token request to the issuer the user-agent or client
application MJST also set the followi ng fields:

* Referer, as if the 401 response had been a redirect

* a new Token- Request header to indicate that the request is in
response to an extended Bearer token request by the server

* Token- Request - Token, set to the token fromthe server_token auth-
param if present

VWhen making the token request to the issuer the user-agent or client
application SHOULD al so set the follow ng fields:

*  Token- Request - Aut h- Parans, with all auth-parans other than the
i ssuer and server_token paraneters.

When the STS supports this feature then a successful response MJST be
a 200 status code response if successful rather than a 3xx redirect
response, with a field Location field set to the value of the Token-
Request-URI field (if present) fromthe request to the STS and with
the issued token in the response body.
The value fornms of these headers are specified bel ow (Section 6).

2.1. Exanple flow
Request to https://sone.origin.exanpl e/ sone/ resource

CET /sone/resource HTTP/ 1.1
Host: sone.origin. exanpl e
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Here the user-agent or client MAY use a new field, Token-Request-
Pref, to indicate a preference for 401 or 3xx flows. Not specifying
a preference allows the server to honor that preference instead of
having to guess it fromfingerprinting the user-agent.

The server may not support this feature, in which case it will either
use an unextended 401 WAV Aut henticate: bearer or a 3xx O DC redirect
flow Here we show the server responding with an extended 401 WAV
Aut henti cate: Bearer

HTTP/ 1.1 401 Authentication required

WAV Aut henti cate: Negotiate

WA Aut henti cate: Bearer issuer=https://iamfoo.exanple/vl/token
scope=r ead: sonme/ resour ce
server _t oken=Bear er: <sone- JWI'>

Token request to STS

POST /v1/token

Host: iam foo. exanpl e

Token- Request - Aut h- Par ams: scope=r ead: sone/ resour ce

Token- Request - Token: Bearer: <sone- JWI>

Token- Request - URI : https://somne. origi n. exanpl e/ sone/ resour ce

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange&
audi ence=sone. ori gi n. exanpl e&
scope=r ead: sone/ resour ce&

The token request to the STS may elicit a 401 response instructing
the user-agent or client application to authenticate in sone nanner.
For exanple, an STS might use Bearer with a "token granting token"
that the user-agent just has to have a priori (how such a token-
granting-token is acquired and refreshed is out of scope for this
docunent), and/or it mght use Negotiate, Basic, or other

aut henti cati on methods. The user-agent or client application m ght
al so be configured to know which authentication nmethods a given

i ssuer mght require and thus "pre-flight" an Authorization field in
the token request to the STS. W elide the 401 and retry here for
brevity.

It is also possible that an STS might issue a redirect or extended
401 flow to another STS. This too is elided here, but the user-agent
MJST save the state fromthe first token request, process the second,
return to the first STS, and retry the first request with the newy
acqui red credenti al
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Thus after any authenticati on exchanges, a successful response from
the STSif it supports this feature is a 200 Ck response with a
Location field to remind the user-agent or client its state (but the
user-agent or client MJST recall this netadata anyways):

HTTP/ 1.1 200 Ck
Location: https://some.origin. exanpl e/ sonme/ resource

<t oken>

XXX Wl |, perhaps we should dispense with the Location field here
given that we require the user-agent/client to know that anyways.

XXX 1t mght be desirable to allow the STSto tell the user-agent to
set sone select fields in its return request to the origin, perhaps
headers naned Token- Response* or specifically Authorization

O herwise if the STS does not support this feature but it would issue
the token then it should issue a code and respond with a redirect as
in an ODC redirect flow

HTTP/ 1.1 302 Found
Location: https://sone.origin.exanpl e/ sone/resource?code=. . &st at e=.

The user-agent or client MJST renmenber the URI in case the STS
responds with 200 Ok with the token as the response body and without
a Location field.

Armed with the requisite token (if it was issued), the user-agent/
client SHOULD retry the original request with the Authorization field
set to Bearer <token> with the token returned by the STS

Note that the extended Bearer 401 fl ow MJUST NOT change the browser’s
wi ndow | ocati on when the user-agent is a browser. Instead the user-
agent MUST execute the STS request and then retry the origina
request (if the STS response is successful) in the same sort of way
that it would perform any Kerberos KDC exchanges had the sel ected
HTTP aut henticati on met hod been Negoti ate [ NEGOTI ATE], that is: the
STS interaction MUST NOT be visible to any scripts on the web page
that produced the 401 response.

2.2. Server Response Type Sel ection
When a server needs the client to authenticate or obtain a new access

token (with different scopes), it can respond with a 3xx redirect or
a 401. The server needs to be able to decide which to use.
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When the client includes a Token-Request-Pref field in its request,
the server that supports extended 401 flows SHOULD use the client’s
pr ef er ence.

O herwi se the server should use |ocal configuration, possibly

i ncludi ng user-agent fingerprinting (such as by user-agent substring
mat chi ng), to pick a response type. Wen the user-agent is
interactive the server can return a 401 with a body with a script
that will load a page that will trigger an ODC redirect flow,
possibly after a few seconds, or with a link that the user can click
on. O the server can expose a way for the user to choose the flow
to use, though this presumably will not usually be done except for
debuggi ng or dempnstration purposes.

2.3. User-Agent Use
Ideal |y user-agents will inplenent the 401 flow, but typically they
will not include the Token-Request-Pref field in their requests,
either at all or unless configured to do so (possibly only for some
sites).
Reasons for not including the Token-Request-Pref field include:
* avoiding request bl oat

* avoiding fingerprinting

User-agents SHOULD be configurable, possibly using a |list of sites
and donmai nnane stens for selecting when to include this header

2.4. dient Application Use

Client applications can also inplement the extended 401 fl ow as they
woul d a regul ar unextended 401 fl ow.

As with user-agents, when it is the client application that
i npl ements the extended 401 flow the application SHOULD have | oca
policy and configuration
2.5. Mapping realmto issuer
For the non-extended 401 case, user-agents and clients can be

configured to map the real mauth-paramto an i ssuer, and engage in
the extended 401 fl ow anyways.
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2.6. Token Caching

VWhere a user-agent or client application inplements this extended
Bearer 401 flow it can and SHOULD al so i npl enent sonme sort of token
cache to alleviate | oad on STSes and to inprove availability.

Proxi es, however, should never cache token request responses, and the
STS SHOULD set the Cache-Control field accordingly to include the the
followi ng directives:

* no-cache, unqualified

*  max-age set to the nunber of seconds after which the token should
not be used due to inpending expiration

* s-maxage=0 so as to reinforce that shared caches nmust not cache
this token

If the Cache-Control is absent then the user-agent or client MAY
i nfer:

* no-cache, unqualified

* max-age with any lifetinme it can glean fromthe token if that
metadata i s unencrypted in the token

Simlarly, if Cache-Control but no-cache is absent then the user-
agent or client MAY infer it, and if max-age is absent then the user-
agent or client MAY infer it as well.

3. Extended Redirect Fl ow

The extended redirect flow has a normal 3xx response fromthe server
but with the WAWMAut henticate field present, possibly including new
aut h- par ans.

Note wel |l that some user-agents terminate 3xx response processing as
soon as they see the expected Location field, and thus may not see a
WAV Aut henticate field if it comes after, and note that proxies are
allowed to reorder fields (but not field values for multi-val ued
fields), therefore it is not possible for a server to reliably count
on the WNWMAuthenticate field being seen by the client.

Still, when a client sees the WANMM Aut henticate field then it SHOULD

act as though the response was a 401 response engagi ng i n an extended
QAut h 401 f I ow.
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4. Negotiation of 401 vs Redirect Flows
A server may only support redirect flows, only 401 flows, or it may
support negotiation as described here. |Ideally all servers wll
eventual |y support negotiation, and/or all user-agents will support
t he extended Bearer 401 fl ow.
The Token- Request-Pref field has two values: 401 and redirect. Wen
present the server SHOULD use the expressed preference if it needs a
new t oken.

When this field is absent the server nust choose a response type
usi ng configuration and user-agent fingerprinting.

5. Local Policy
Local policy is OPTIONAL. When present, |ocal policy expresses:

* whether to enable automatic token request handling when using the
ext ended Bearer 401 fl ow

* allowlists for issuers and/or real ns

*  mappings of realns to issuers

* authentication nmethods to allow at each issuer, if any

* global and site-specific flow type preferences, and whether to
express those flow type preferences via the Token- Request - Pref
field

* for each allowed issuer optionally record its authentication
met hod preferences so that the user-agent or client application
may pre-flight an Authorization field in the token requests to
that issuer

6. New fields

* Token-Request-Pref is a structured field of kind Itemw th a val ue
of "401" or "redirect”

*  Token-Request is a structured field of kind Itemwith a val ue of
"true" if present

* Token- Request-Token is a structured field of kind Itemwith a
token as its val ue
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* Token- Request-Auth-Params is a structured field of kind List with
the 401 response’s auth-parans fromthe WWV Aut henticate: Bearer
field

* Token-Request-URl is a field of kind Itemcontaining the URI that
requested the token

7. New aut h-parans
* jssuer
* server_token_type
* server_token
* state
See section 2 (Section 2) for details.

8. Wder Applicability: Negotiate Auth w o GSS or Kerberos
| mpl enent at i ons!

This section is | NFORVATI ONAL.

A simlar extension design can be applied to the Negotiate HTTP auth
met hod that woul d all ow user-agents to support Negotiate w thout
having a local inplenentation of the GSS-APlI [ GSSAPI], Kerberos

[ KERBEROS], or other GSS nmechanisnms. Al that would be needed is an
STS-like service that itself can issue Kerberos tickets or can

i npersonate users to a Kerberos Key Distribution Center (KDC) and
thus obtain tickets on their behalf, then the STS can mint GSS-AP
tokens for the Kerberos nechani sm[GSSKRB5]. The rest of the flow
woul d be remarkably simlar to the extended Bearer 401 fl ow

An i npl enentation of such an Negotiate token issuer could have a
certification authority credential to nmnt user certificates for use
with PKINIT [PKINIT] to inpersonate users to a Kerberos KDC. Thus
such a service would not need intimte access to the KDC s key

dat abase, and can be interoperate with any KDC inpl ementation that
supports PKINIT. In all cases such a service would be as security-
sensitive as a KDC, and woul d best be seen as part of the KDC, and
for discovery purposes should probably be co-located with the KDC

As in the case of Bearer an issuer URl auth-param for Negotiate m ght
be useful, though perhaps the user will have to have sel ected an

i ssuer froma server-provided |list of choices. |In the case of

Ker beros, for exanple, the choice of token issuer will be dependent
on the user’s credentials’ issuer, thus |local configuration at the
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10.

10.

user-agent will be the best source of an issuer value for a Negotiate
401 flow that resenbles the extended Bearer 401 flow But even in
the case of Kerberos if the user-agent can help the server include
the correct issuer auth-paramvalue then the flow can work in spite
of the lack of |ocal configuration

Singl e Sign-On
This section is | NFORVATI VE.
When engaging in an ODC or SAM. redirect flow, or an extended
401/ 407 flow as in this docunment, ultinmately the user-agent, the
client, and/or the user will have to authenticate the user to an
issuer. Howthat is done initially (e.g., with passwords, smartcards
and PINs, etc.) is out of scope here, but for Single Sign-On (SSO
one will want to distinguish between "initial authentication" and
non-initial authentication (i.e., _not_ passwords, smartcards, PINs,
etc.), much |like Kerberos [ KERBEROS] does. A user-agent could use
cookies, or a "token-granting token" (simlar to a Kerbero ticket-
granting ticket, both sharing the same acronymof 'TGI') to
repeatedly authenticate to an issuer for alimted time after which
the user has to once again engage in "initial authentication”

I ANA Consi derations

As there is no registry of HITP auth nethod auth-parans, we do not
regi ster any of the new auth-parans created here. However, it m ght

be desirable to create such a registry before this docunent’s
publication as an RFC

Thi s docunment registers several new HTTP fields |isted bel ow
1. HITP Field Registrations
* Field Nane: Token-Request - Pref
Status: permanent
Structured Type: Item
Reference: this document
* Field Nane: Token- Request
Status: permanent

Structured Type: Item
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11.

Ref erence: this docunent

* Field Nane: Token-Request - Token

Status: pernmanent
Structured Type: Item

Ref erence: this docunent

* Field Nane: Token-Request - Aut h- Par ans

Status: permanent
Structured Type: Item

Ref erence: this docunent

* Field Nane: Token-Request - UR

Status: permanent
Structured Type: Item
Ref erence: this docunent
Security Considerations

Exi sting user-agents that support redirect flows usually trust all
redirects. As a result we make |l ocal policy OPTIONAL for use in the
automatic the extended Bearer 401 flow. The specification of an
"abstract schema" for local policy is an inprovenent.

User-agents such as browsers MJST NOT all ow scripts enbedded or
injected into web pages to access to the STS responses from extended
Bearer 401 flow. This is already the case, thus this requirenent is
not a new requirenent and does not inpose on other working groups or
st andards devel opnent organi zati ons.

Apart fromthe above this docunment does not add new security

consi derations beyond those of QAuth and QO DC, but it does renove the
need for "codes" and PKCE [ PKCE] by not abusing URI g-parans to carry
tokens or token-like "codes", instead carrying tokens only in the

Aut hori zation field and in the STS response body invisible to scripts
on web pages. As well by not abusing URI g-parans no sensitive
cryptographic material such as "codes" and tokens can end up in user-
agent history nor in client- or server-side |ogs.
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Thus this extended Bearer 401 flowis strictly an inprovenent in
security for QAuth.

But note that when the server does not inplenent the extended Bearer
401 flow then a fallback to a redirect flow may happen, thus user-
agents and/or clients still need to inplement PKCE [ PKCE] .

12. Ref er ences
12.1. Normative References

[ BEARER] Jones, M and D. Hardt, "The QAuth 2.0 Authorization
Framewor k: Bearer Token Usage", RFC 6750,
DO 10.17487/ RFC6750, COctober 2012,
<https://www. rfc-editor.org/info/rfc6750>.

[ HTTP] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Senmantics", STD 97, RFC 9110,
DO 10.17487/ RFC9110, June 2022,
<https://www.rfc-editor.org/info/rfc9110>.

[ CAUTH2] Hardt, D., Ed., "The QAuth 2.0 Authorization Franmework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/info/rfc6749>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

12.2. Informmtive References

[ GSSAPI | Linn, J., "Generic Security Service Application Program
Interface Version 2, Update 1", RFC 2743,
DA 10.17487/ RFC2743, January 2000,
<https://ww.rfc-editor.org/info/rfc2743>.

[ GSSKRB5]  Zhu, L., Jaganathan, K., and S. Hartman, "The Kerberos
Version 5 CGeneric Security Service Application Program
Interface (GSS-API) Mechanism Version 2", RFC 4121,
DA 10.17487/ RFC4121, July 2005,
<https://ww.rfc-editor.org/info/rfc4121>.

WIlians Expires 6 June 2026 [ Page 15]



Internet-Draft HTTP Bearer Auth Method Extensions Decenber 2025

[ KERBEROS]

Neuman, C., Yu, T., Hartman, S., and K Raeburn, "The
Ker beros Network Authentication Service (V5)", RFC 4120,
DA 10.17487/ RFC4120, July 2005,
<https://ww.rfc-editor.org/info/rfc4120>.

[ NEGOTI ATE]

[ PKCE]

[ PKI NI T]

[ SCRAM

Appendi x A

Jaganat han, K., Zhu, L., and J. Brezak, "SPNEGO based
Ker beros and NTLM HTTP Aut hentication in M crosoft

W ndows", RFC 4559, DO 10.17487/ RFC4559, June 2006,
<https://ww.rfc-editor.org/info/rfc4559>.

Sakimura, N., Ed., Bradley, J., and N Agarwal, "Proof Key
for Code Exchange by QAuth Public dients", RFC 7636,

DO 10. 17487/ RFC7636, Septenber 2015,
<https://www.rfc-editor.org/info/rfc7636>.

Zhu, L. and B. Tung, "Public Key Cryptography for Initial
Aut hentication in Kerberos (PKINIT)", RFC 4556,

DO 10.17487/ RFC4556, June 2006,
<https://ww.rfc-editor.org/info/rfc4556>.

Mel ni kov, A., "Salted Chall enge Response HITP
Aut henti cati on Mechani sni', RFC 7804, DO 10.17487/ RFC7804,
March 2016, <https://ww. rfc-editor.org/info/rfc7804>.

Acknowl edgenent s

Aut hor’ s Addr ess

Nico WIIlians

Austin
United States
Emai | : ni co@rypt onector.com
WIlians Expires 6 June 2026 [ Page 16]



