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Abstract

Thi s docunent specifies a classification and taggi ng system desi gned
to identify and preserve the provenance of digital content (text,
audi o, video, and other nedia) to ensure the integrity of training
datasets for machine learning systens. The framework descri bed
herein ainms to support a standardi zed mechani smfor tagging data
with nmetadata that specifies whether the content was human-generated
or Al-generated. This enables the exclusion of Al-generated data
fromtraining corpora where human-origi nated naterial is required,
and it facilitates the maintenance of clean, verifiable sources for
future Al devel opnent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 24, 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent must include Revised BSD Li cense text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Revised BSD License.
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1. Introduction
Wth the proliferation of generative Al nbdels producing vast
anmounts of synthetic content, it is increasingly difficult to ensure
the quality and originality of training datasets for future Al
systens. This phenonmenon, comonly referred to as "nodel coll apse”
or "data poisoning," occurs when nodels are trained on outputs of
ot her nodel s, conpounding errors and | osing alignhment wth hunman-
aut hored know edge and intent.
As Rear Admiral Grace Hopper stated in her 1982 NSA address, every
data record nust include an identifier. 1In keeping with this
foundational principle, this RFC proposes a netadat a- based
classification systemthat can be attached to digital content at the
time of its creation or publication to ensure traceability,
di scoverability, and reliability.
2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
HGC (Human- Generated Content): Data or nedia created entirely by
human effort, w thout the use of Al assistance.
Al GC (Al -Generated Content): Content generated in part or in ful
by artificial intelligence systens.
Met adata Tag: An identifier attached to content that specifies
generation origin, timestanp, authorship, and optiona
crypt ographi ¢ signature.
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Cl ean Dataset: A dataset conposed exclusively of HGC, validated for
provenance and integrity.
3. Metadata Structure

Each pi ece of digital content MJST be acconpani ed by a netadata
record conformng to the foll owi ng schema

version: The version of this nmetadata specification

origin: ldentifies the nmethod of content generation. Valid values
are "human", "ai", or "hybrid". "Hybrid" indicates partial Al



i nvol venent .

author: The creator or generating entity of the content.

creation_tinestanp: |SO 8601 formatted tinmestanp of content

creation.

license: The licensing ternms under which the content is

di stri but ed.

checksum  SHA-256 hash of the content for integrity verification.

signature: Optional cryptographic signature for validation.

RECOMVENDED f or human content to validate integrity via digital
si gnature.

tool chain: Optional field indicating the tools or Al nodels used

in content generation.

nodel identifier: Optional field specifying the specific Al nodel

used for Al GC.

I mpl ement ati on Mechani sis

The netadata MAY be enbedded using one or nore of the follow ng
net hods:

*

HTTP headers (e.g., X-Content-Metadata)
Sidecar XML files for downl oadabl e assets
Enbedded tags within HTM. neta el enents

I D3v2 tags for MP3/MP4 audio files

Exi f/XMP tags for image and video files
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I npl enent ati on Exanpl es

HTTP Header for Human- Generated HTM. Page

The foll owi ng exanpl e shows the HTTP header format for a human-
gener ated HTM. page:

CET /article.html HTTP/1.1
Host: exampl e.com

X- Cont ent - Met adat a: <met adat a><ver si on>1. 0</ ver si on><or i gi n>human</ o
ri gi n><aut hor >Jane Doe</ aut hor><creation_ti nestanp>2025-06-21T08: 00
:00Z</creation_tinmestanp><license>CC BY-4.0</|icense><checksun»3d2e
61. .. </checksunp<si gnat ur e>BASE64 PGP_SI GNATURE</ si gnat ur e></ net ada
ta>

Si decar File for |Image

For an image file nanmed "sunrise.jpg", the acconpanying sidecar
nmetadata file would be "sunrise.jpg. meta. xm":

<net adat a>

<ver si on>1. 0</ ver si on>



5.3.

5. 4.

W |

I nt

6.

8.

<ori gi n>ai </ origi n>
<aut hor>Al Art Generat or </ aut hor >
<creation_tinestanp>2025-06-20T19: 23: 00Z</creati on_ti nest anp>
<checksunrabc456. . . </ checksun®
<t ool chai n>St abl eDi f f usi on-v3</t ool chai n>
<nmodel _identifier>sd-v3. 1</ nodel _identifier>

</ met adat a>

HTM. Meta Tags

The foll owi ng exanpl e shows HTM. neta tag i npl ementati on:

<met a name="X-Content-Origin" content="human">

<met a name="X- Cont ent - Aut hor" content ="John Smith">

<met a nanme="X- Cont ent - Ti nest anp" cont ent =" 2025- 06- 22T12: 34: 002" >
<met a name="X- Cont ent - Si gnat ure" cont ent =" BASE64_S|I GNATURE" >
Audio File with I D3 Tags

For audio files, the following ID3v2 tags SHOULD be used:

*  TXXX: Content-Origin = "human"

*  TXXX: Cont ent - Aut hor "Podcast Host"

*  TXXX: Tool chain = (not present for human-generated content)

*  TXXX: Checksum = "8f 3a2b..."
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Trust and Verification

Verification SHOULD be achi eved t hrough the foll owi ng nechani sns:

* Public key infrastructure (PKI) for digital signature validation
* Trust registries for known human content sources

* Canoni cal checksuns published to public hash registries

Content consumers SHOULD verify signatures and checksuns when

2}/:2 Irrg.bl e to ensure the integrity and authenticity of netadata

Application to Machi ne Learning Pipelines

Dat aset construction pipelines MJST inplenent the follow ng
requirenents:

* Filter and exclude content with origin values of "
where HGC-only datasets are mandated

ai" or "hybrid"

* Retain netadata |ineage for dataset auditing and transparency
* Support backtracking of sanples to their original signed content

* Miintain logs of all filtering decisions for conpliance and
audi ti ng purposes

Security Considerations



Several security considerations apply to this specification

* Malicious actors may attenpt to falsify netadata. Digital
signatures, cryptographic checksuns, and origin auditing are
necessary to prevent tanpering.

* Repositories SHOULD maintain audit |ogs of metadata ingestion and
content origin verification.

* The integrity of the netadata itself nust be protected through
crypt ographi c neans where authenticity is critical

* Trust anchors and certificate authorities used for signature
verification nust be carefully managed and regul arly audited.
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9. Privacy Considerations

10.

10.

10.

Privacy protections nmust be considered in the inplenmentation of this
system

* Personally identifiable information (PII) SHOULD NOT be enbedded
i n et adat a.

* \Were aut horship nust be asserted, anonym zed or pseudonynous
cryptographic identities SHOULD be used.

* Content creators nust have control over what identifying
information is included in netadata tags.

I ANA Consi derati ons
Thi s docunent requests the followi ng | ANA acti ons:
1. New M ME Type Registration
Thi s docunent requests the creation of a new netadata M ME type:

Type name: application

Subt ype nane: x-content - net adat a+xm

Requi red paraneters: None

Optional parameters: charset

Encodi ng consi derations: UTF-8 encoding i s RECOMVENDED

Security considerations: See Section 8 of this docunent

Interoperability considerations: None known

Publ i shed specification: This docunent

Applications that use this nedia type: Content nmanagenent systens,
digital archives, machine |earning platfornms

Addi tional information: None

Person and ermai|l address to contact for further information:
Keenan Wl lians <keenanwi | |lians@nmail . conp

I ntended usage: COMVON

Restrictions on usage: None

Aut hor: Keenan WIIians

Change controller: |ETF

2. HITP Header Field Registration

Thi s docunent requests the registration of the follow ng HTTP header
fields:



* X-Content-Origin
* X-Content-Signhature

* X-Content-Tool chain
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These header fields are intended for use in identifying content
provenance as specified in this docunent.

11. References
11.1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

11.2. Infornmtive References

[ HOPPER] Hopper, G, "Future Possibilities: Data, Hardware,
Sof tware, and People", NSA Lecture Series, 1982,
<htt ps://wwv. yout ube. coni wat ch?v=si 9i qF5uTFk>.

[1SCB601] International O ganization for Standardization, "Date and
time -- Representations for information interchange -- Part
1: Basic rules", |1SO 8601-1:2019, February 2019.

[ NI ST- FI PS- 180- 4]
National Institute of Standards and Technol ogy, "Secure
Hash Standard (SHS)", FIPS PUB 180-4,
DA 10. 6028/ NI ST. FI PS. 180- 4, August 2015,
<https://doi.org/10. 6028/ NI ST. FI PS. 180- 4>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://ww.rfc-editor.org/info/rfc3986>.
Aut hor’ s Address

Keenan W 1lians
I ndependent Resear cher

Emai | : keenanwi | | i ams@nuai | . com



