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Abst r act

Thi s docunent defines a nechanismfor verifying boolean eligibility
cl ai nms using cryptographically signed assertion tokens. A relying

party can verify authoritative answers to predefined clains wthout
trusting the presenting subject and without |earning the subject’s

identity.

Each assertion token encodes exactly one boolean claim The system
guarantees authenticity and integrity of claimassertions. It does
not provide identity, authentication, or subject uniqueness.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 October 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
Many services require verification of user attributes rather than
identity. Existing nechanisns frequently disclose unnecessary
i nformati on and enabl e cross-service tracking.

Thi s docunent specifies a zero-trust attribute assertion systemin
whi ch:

* Arelying party requests a single boolean claim

* An issuer evaluates that claim

* The issuer produces a signed assertion token

* The subject presents the token to the relying party.

* The relying party verifies the token wi thout contacting the
i ssuer.
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The subject is untrusted. Al claimvalidity derives solely fromthe

i ssuer’s signature.
Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals.

Subj ect :
An individual presenting an assertion token

| ssuer:
An authority capable of evaluating and asserting clains.

Relying Party (RP):
An entity requesting verification of clains.

Claim
A bool ean predicate defined by the issuer.

Assertion Token
A cryptographically signed structure containing one claimresult.

Privacy Mdel
1. Issuance and Presentation

Token i ssuance and token presentation are distinct phases.

During issuance, the issuer MAY verify subject identity using
authoritative records. The issuer MAY learn that a token is being
requested but MJUST NOT learn the intended relying party.

During presentation, the relying party MAY learn that a subject is
requesting access to a resource but MJST NOT |earn the subject’s
identity fromthe token.

The issuer MJST NOT observe token presentation
2. Privacy lnvariants

The follow ng invariants are REQU RED:

1. Assertion tokens MJUST NOT contain identifiers, pseudonyns, or
stabl e entropy.
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2. Tokens intended for different relying parties MJST be unlinkable.
3. The issuer MJST NOT |learn the intended relying party.
4. Tokens MJST reveal only the requested claim
5. Tokens MJUST NOT enabl e cross-service tracking.
4. O aimMde
4.1. CdaimRegistry
Cl aims MUST be defined in an issuer-controlled registry.
Cl ai ns:
*  MJST be bool ean
*  MJST be coarse-grained
* MJST NOT encode identifying informtion
Exanpl e cl ai ms i ncl ude:
* is_over_18
* is_us_citizen
* is_us_resident
4.2. CaimRestrictions
Each AssertionToken MUST encode exactly one claimresult.

A relying party requiring nultiple clains MJUST obtain and verify
separate tokens for each claim

Rel ying parties MJST NOT request arbitrary clains outside the
registry

5. Assertion Token For nat
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AssertionToken = {
claim clai mnane,
val ue: bool ean,
exp: timestanp,
aud: audi ence_val ue,
i ss: issuer_identifier,
sig: signature

}

Fiel d definitions:

claim
The requested bool ean cl aim

val ue:
The asserted truth val ue.

exp:

Expiration tine.

aud:
An opaque value bound to a single relying party. The value MJST
be neaningful only to the relying party and MJUST NOT revea
relying party identity to the issuer

i ss:
ldentifier of the issuer.

si g:
Digital signature over all fields.

Requi renment s

* Tokens MJST be audi ence- bound.

*  Tokens MJST be unnodifiabl e.

*  Tokens MJST NOT contain identifiers.

* The expiration time MJST be no nore than 10 minutes after
i ssuance.

6. Protocol

6.1. d ai mRequest

W ey Expi res 23 COctober 2026 [ Page 5]



I nternet-Draft ZTAAT April 2026

C ai nRequest = {
claim clai mnane,
audi ence: audi ence_val ue

}

The audi ence val ue MJST:
* be nmeaningful only to the relying party
* not reveal relying party identity to the issuer
* not be derivable by the issuer
6.2. |ssuance

The issuer eval uates the requested clai mand produces a signed
assertion token.

The i ssuance process MJST prevent the issuer fromlearning the
i ntended relying party.

The issuer MAY | earn that a request occurred but MJST NOT |earn the
audi ence val ue.

6.3. Token Presentation
The subject provides the AssertionToken to the relying party.
6.4. Verification
The relying party MJST:
1. Verify the token signature using issuer verification materi al
2. Verify expiration

3. Verify that the audi ence value matches a relying-party-Iloca
val ue.

4. Apply relying-party replay policy.
5. Evaluate the claim

Verification MJUST NOT require real-tine issuer interaction
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6. 5.

10.

| ssuer Trust

Rel ying parties MJUST maintain a | ocal trust configuration of accepted
i ssuers.

Trust MUST be scoped per issuer and per claim An issuer MJST NOT
assert clains outside its authoritative domain.

Token Lifetine

Tokens MJST expire within 10 m nutes of issuance.
Tokens MUST NOT be renewabl e.

Crypt ographi ¢ Requi rements
Assertion tokens MJST be digitally signed by the issuer

A relying party MJST verify the issuer signature using trusted
verification materi al

I ssuers MUST nake verification material available through a trusted
di stribution nmechani sm

Thi s specification does not mandate specific cryptographic algorithns
or key formats.

Security Considerations
The primary threat is unauthorized claimassertion
This protocol mtigates:
* forgery through signature verification
* tanpering through integrity checks
* cross-relying-party msuse through audi ence binding
Replay is handled by relying-party policy.
Trust Mbodel
The subject is untrusted.
The issuer is trusted only for correctness of claimevaluation

The relying party trusts only issuer signatures and | ocal policy.
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The protocol guarantees claimauthenticity and integrity, but does
not guarantee identity or subject uniqueness.

11. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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