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Abst r act

Thi s docunent gives a construction in which (long-tern) KEM public
keys are used in the place of TLS PSK keys, avoi di ng concerns that
may affect systenms that use symmetric-key-based PSK, such as
requiring key diversification and protection of symetric-keys’
confidentiality.

This mechanismis inspired by Aut hKEM (and coul d use Aut hKEM
certificate public keys for resunption), but can be independently
i mpl ement ed.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-w ggers-tls-authkem psk/.

Di scussion of this docunent takes place on the tlswg Wrking Goup
mailing list (mailto:tls@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/tls/. Subscribe at
https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com kent| s/draft-celi-w ggers-tls-authkem

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
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1. Introduction

*Note:* This is a work-in-progress draft. W wel cone di scussion,
f eedback and contributions through the | ETF TLS working group mailing
list or directly on GtHub

Thi s docunent gives a construction for KEM based, PSK-style
abbreviated TLS 1.3 [ RFC8446] handshakes. It is simlar in spirit to
[1-D.celi-wggers-tls-authken], but can be independently inplenented.

The abbrevi at ed handshake is appropriate for endpoints that have KEM
public keys, and where the client has the server’s public key before
initiation of the connection. Though this is currently rare,
certificates can be issued with (EC)DH public keys as specified for
instance in [ RFC8410], or using a del egation nechani sm such as

del egated credentials [I-D.ietf-tls-subcerts]. The public keys need
not necessarily be certificates, however. The client mght be
provided with the public key as a matter of configuration

In this proposal, we build on [RFC9180]. This standard currently
only covers Diffie-Hell man based KEMs, but the first post-quantum

al gorithnms have al ready been put forward

[1-D. west erbaan-cfrg- hpke-xyber768d00]. This proposal uses M.- KEM

[ FI PS203] [I-D. cfrg-schwabe-kyber], the first selected algorithmfor
key exchange in the N ST post-quantum st andardi zati on project

[ NI STPQC] .

1.1. Revision history

*This section should be renoved prior to publication of a fina
version of this docunent.*

* Revision draft-w ggers-tls-aut hkem psk-03, -04, -05

- Bunped version
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* Revision draft-wi ggers-tls-aut hkem psk-02

- Fixing a few links

- Update to M- KEM FI PS203
* Revision draft-wi ggers-tls-aut hkem psk-01

- Revised abstract

- Mnor edits
* Revision draft-w ggers-tls-aut hkem psk-00

- Split PSK mechanismoff from[I-D.celi-w ggers-tls-authkem
* Revision draft-celi-w ggers-tls-authkem 01

- Significant Editing

- Use HPKE cont ext
* Revision draft-celi-w ggers-tls-authkem 00

- Initial version

1.2. Related work
This proposal draws inspiration from[Il-D.ietf-tls-semstatic-dh],
which is in turn based on the OPTLS proposal for TLS 1.3 [ KW6].
However, these proposals require a non-interactive key exchange: they
combine the client’s public key with the server’s |ong-term key.
This inposes an extra requirenment: the epheneral and static keys MJST
use the same algorithm which this proposal does not require.
Additionally, there are no post-quantum proposals for a non-
interactive key exchange currently considered for standardization,
whil e several KEMs are on the way.
1.3. Oganization

After covering prelimnaries, we introduce the abbreviated Aut hKEM
PSK handshake, and its opportunistic client authentication nmechani sm
In the remai nder of the draft, we will discuss the necessary

i npl ement ati on nechani cs, such as code points, extensions, new
prot ocol messages and the new key schedul e.
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2. Conventions and definitions
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
2.1. Term nol ogy
The following terns are used as they are in [ RFC8446]
client: The endpoint initiating the TLS connecti on.
connection: A transport-layer connection between two endpoints.
endpoint: Either the client or server of the connection.
handshake: An initial negotiation between client and server that
establi shes the paraneters of their subsequent interactions wthin
TLS.
peer: An endpoint. Wen discussing a particular endpoint, "peer"
refers to the endpoint that is not the prinmary subject of
di scussi on.
receiver: An endpoint that is receiving records.
sender: An endpoint that is transmitting records.

server: The endpoint that responded to the initiation of the TLS
connection. i.e. the peer of the client.

2.2. Key Encapsul ati on Mechani sns
As this proposal relies heavily on KEMs, which are not originally
used by TLS, we will provide a brief overview of this prinitive.
O her cryptographic operations will be discussed |ater.
This definition matches the one from|[I-D.celi-w ggers-tls-authken.
A Key Encapsul ati on Mechanism (KEM is a cryptographic prinitive that
defines the nethods Encapsul ate and Decapsulate. |In this draft, we
extend these operations with context separation strings:
Encapsul at e( pkR, context _string):

Takes a public key, and produces a shared secret and
encapsul ati on.
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Decapsul ate(enc, skR, context_string):
Takes the encapsul ation and the private key. Returns the shared
secret.

We i npl enent these nethods through the KEMs defined in [ RFC9180] to
export shared secrets appropriate for using with key schedule in TLS
1.3:

def Encapsul ate(pk, context_string):
enc, ctx = HPKE. SetupBaseS(pk, "tlsl1l3 auth-kent)
ss = ctx. Export(context _string, HKDF.Length)
return (enc, ss)

def Decapsul ate(enc, sk, context_string):
return HPKE. Set upBaseR(enc, sk, "tlsl13 auth-kent)
. Export (context _string, HKDF.Length)

Keys are generated and encoded for transmi ssion follow ng the
conventions in [RFC9180]. The values of context_string are defined
in Section 4.4.2.

*Open question:* Should we keep using HPKE, or just use "plain" KEMs,
as in the original KEMILS works? Pl ease see the discussion at |ssue
#32 (https://github. com kentls/draft-celi-w ggers-tls-authkem

i ssues/ 32).

3. Abbreviated AuthKEM with pre-shared public KEM keys

When the client already has the server’s long-term public key, we can
do a nore efficient handshake. The client will send the

encapsul ation to the server’s long-termpublic key in a CientHello
ext ension. An overview of the abbrevi ated Aut hKEM handshake is given
in Figure 3.

A client that already knows the server, mght also already know that
it will be required to present a client certificate. This is
expected to be especially useful in server-to-server scenarios. The
abbrevi at ed handshake allows to encrypt the certificate and send it
simlarly to early data.
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dient Server
Key "~ dientHello
Exch | + key_share
& | + stored_aut h_key
Auth | + signature_al gorithns
| + early_ auth*
| + early_data*
| (Certificate*)
| (Application Data*)  -------- > ServerHello *
| + key_share |
| + stored auth_key | Key
| + early auth* | Exch,
| + early data* | Auth &
| {Encrypt edExt ensi ons} | Server
| {KEMEncapsul ati on*} | Parans
| <-------- {Finished} v
| S [ Application Data*]
| (EndCf Earl yDat a)
v {Finished} -------- >
[ Appl i cati on Dat a] R > [Application Data]l

+ Indicates noteworthy extensions sent in the
previ ously noted nessage.

* | ndicates optional or situation-dependent
messages/ extensi ons that are not always sent.

<> | ndi cat es messages protected using keys
derived froma
client_early handshake traffic_secret.

() I'ndicates nmessages protected using keys derived
froma client_early traffic_secret.

{} I'ndicates nessages protected using keys
derived froma
[ sender] handshake_ traffic_secret.

[T I'ndicates nessages protected using keys
derived from|[sender] _application_traffic_secret N

Fi gure 3: Abbrevi ated Aut hKEM handshake, with optional
opportuni stic client authentication.

3.1. Negotiation
*In an Appendix A. 1, we sketch a variant based on the PSK extension.*
A client that knows a server’s long-term KEM public key MAY choose to
attenpt the abbreviated Aut hKEM handshake. |If it does so, it MJST

include the stored auth_key extension in the dientHell o nessage.
Thi s nmessage MJUST contain the encapsul ati on agai nst the | ong-term KEM
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public key. Details of the extension are described below. The
shared secret resulting fromthe encapsulation is mxed in to the
Earl ySecret conputati on.

The client MAY additionally choose to send a certificate to the
server. |t MJST know what ciphersuites the server accepts before it
does so. If it chooses to do so, it MJST send the early_auth
extension to the server. The Certificate is encrypted with the
client_early handshake_traffic_secret.

The server MAY accept the abbrevi ated Aut hKEM handshake. If it does,
it MUST reply with a stored _auth_key extension. |If it does not
accept the abbreviated Aut hKEM handshake, for instance because it
does not have access to the correct secret key anynore, it MJST NOT
reply with a stored_auth_key extension. The server, if it accepts

t he abbrevi at ed Aut hKEM handshake, MAY additionally accept the
Certificate nessage. |If it does, it MJUST reply with a early_auth
ext ensi on.

If the client, who sent a stored_auth_key extension, receives a
ServerHell o wi thout stored_auth_key extension, it MJST reconpute
Earl ySecret without the encapsul ated shared secret.

If the client sent a Certificate nessage, it MJST drop that nessage
fromits transcript. The client MJST then continue with a full
Aut hKEM handshake.

3.2. O-RTT, forward secrecy and replay protection

The client MAY send O-RTT data, as in [RFC8446] O-RTT node. The
Certificate MJUST be sent before the 0-RTT data.

As the EarlySecret is derived only froma key encapsul ated to a | ong-
termsecret, it does not have forward secrecy. Cients MJST take
this into consideration before transmtting O-RTT data or opting in
to early client auth. Certificates and O-RTT data may al so be
repl ayed.
This will be discussed in full under Security Considerations.

4. I nplenentation

In this section we will discuss the inplenentation details such as
ext ensi ons and key schedul e.
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4.1. Negotiation of AuthKEM al gorithms

Clients and servers indicate support for AuthKEM authentication by
negotiating it as if it were a signature schene (part of the
signature_al gorithns extension). W thus add these new signature
schene val ues (even though, they are not signature schenes) for the
KEMs defined in [RFC9180] Section 7.1. Note that we will be only
using their internal KEMs APl defined there.

enum {
dhkem p256_ sha256 => TBD
dhkem p384 sha384 => TBD
dhkem p521_shab512 => TBD
dhkem x25519 sha256 => TBD
dhkem x448 shab512 => TBD,
kem x25519kyber 768 => TBD, /*draft-westerbaan-cfrg-hpke-xyber768d00*/

This matches the definition in [I-D.celi-w ggers-tls-authken.
*Pl ease give feedback on which KEMs shoul d be i ncl uded*

When present in the signature_al gorithns extension, these val ues

i ndi cate Aut hKEM support with the specified key exchange node. These
val ues MJUST NOT appear in signhature_algorithnms_cert, as this

ext ensi on specifies the signing algorithns by which certificates are
si gned.

4.2. dientHello and ServerHell o extensions
A number of Aut hKEM nmessages contain tag-1ength-val ue encoded

extensions structures. W are adding those extensions to the
Ext ensi onType list from TLS 1. 3.

enum {
éfbred_auth_key (TBD), /* RFC TBD */
early_auth (TBD), /* RFC TBD */
(65535)

} Ext ensionType;

The tabl e bel ow i ndi cates the nessages where a given extension may
appear:
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4.

2.

e S +
| Extension | KEM Aut h |
o e m e e e e e e e e e e e e e e me e S +
| stored_auth_key [ RFCTBD | CH, SH |
I I I
| early auth [RFCTBD] | CH, SH |
I I I
o m e e e e e e e e e e e e e emamao - o m e e e oo - +

1. Stored Auth Key

To transmit the early authentication encapsulation in the abbreviated
Aut hKEM handshake, this docunment defines a new extension type
(stored_auth_key (TBD)). It is used in dientHello and ServerHell o
messages.

The extension_data field of this extension, when included in the
ClientHell o, MJST contain the Storedlnformation structure.

struct {
sel ect (type) {
case client:
opaque key fingerprint<l..255>;
opaque ciphertext<1l..2"16-1>
case server:
Accept edAut hKey "1’ ;
} body;
} Storedlnformation

Thi s extension MJST contain the followi ng information when included
in CientHell o nessages:

* The client indicates the public key encapsulated to by its
fingerprint

* The client subnits the ciphertext

The server MUST send the extension back as an acknow edgenent, if and
only if it wishes to negotiate the abbrevi ated Aut hKEM handshake.

The fingerprint calculation proceeds this way:
1. Conpute the SHA-256 hash of the input data. Note that the
comput ed hash only covers the input data structure (and not any

type and length information of the record | ayer).

2. Use the output of the SHA-256 hash.
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If this extension is not present, the client and the server MJST NOT
negoti ate the abbrevi ated Aut hKEM handshake.

The presence of the fingerprint mght reveal information about the
identity of the server that the client has. This is discussed
further under Security Considerations (Section 5).

4.2.2. Early authentication
To indicate the client will attenpt client authentication in the
abbrevi at ed Aut hKEM handshake, and for the server to indicate
acceptance of attenpting this authentication nechanism we define the
‘‘‘early_auth (TDB)extension. It is used
i nCli ent Hel | oandServerHel | o' nessages.
struct {} EarlyAuth
This is an enpty extension.

It MJUST NOT be sent if the stored_auth_key extension is not present.

4.3. Protocol nessages
The handshake protocol is used to negotiate the security paraneters
of a connection, as in TLS 1.3. It uses the sanme nmessages, except
for the addition of a KEMEncapsul ati on nessage and does not use the
CertificateVerify one.

Note that these definitions mrror [I-D.celi-w ggers-tls-authkeni.

enum {

kéﬁLencapsulation(tbd),

(255)
} HandshakeType;
struct {
HandshakeType nsg_type; /* handshake type */
ui nt 24 | engt h; /* remaining bytes in nmessage */

sel ect (Handshake.nsg type) {

case kem encapsul ati on: KEMEncapsul ati on

s
} Handshake;
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Prot ocol nmessages MUST be sent in the order defined in Section 3. A
peer which receives a handshake message in an unexpected order MJST
abort the handshake with an "unexpected_nessage" alert.

The KEMEncapsul ation nessage is defined as foll ows:

struct {
opaque certificate_request_context<0..2"8-1>
opaque encapsul ati on<0..2"16- 1>,

} KEMEncapsul ati on;

The encapsul ation field is the result of a Encapsulate() function
The Encapsul ate() function will also result in a shared secret (ssS
or ssC, depending on the peer) which is used to derive the AHS or M5
secrets.

If the KEMEncapsul ation nmessage is sent by a server, the

aut henti cation algorithm MJST be one offered in the client’s
signature_al gorithnms extension unless no valid certificate chain can
be produced wi thout unsupported al gorithmns.

If sent by a client, the authentication algorithmused in the
signature MJST be one of those present in the
supported_signature_algorithnms field of the signature_al gorithns
extension in the CertificateRequest message.

In addition, the authentication algorithm MJST be conpatible with the
key(s) in the sender’s end-entity certificate.

The receiver of a KEMEncapsul ati on nessage MJUST performthe
Decapsul ate() operation by using the sent encapsul ation and the
private key of the public key advertised in the end-entity
certificate sent. The Decapsulate() function will also result on a
shared secret (ssS or ssC, depending on the Server or dient
executing it respectively) which is used to derive the AHS or MS
secrets.

certificate_request_context is included to allow the recipient to
identify the certificate against which the encapsul ati on was
generated. It MJST be set to the value in the Certificate nessage to
whi ch the encapsul ati on was conput ed.
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4. 4. Cryptographic conputations

The Aut hKEM handshake establi shes three input secrets which are
conbined to create the actual working keying material, as detailed
bel ow. The key derivation process incorporates both the input
secrets and the handshake transcript. Note that because the
handshake transcript includes the randomvalues fromthe Hello
messages, any given handshake will have different traffic secrets,
even if the sane input secrets are used.

4.4.1. Aut hKEM PSK key schedul e

The Aut hKEM PSK handshake foll ows the [ RFC8446] key schedul e cl osely.
We change the conputation of the EarlySecret as follows, and add a
computation for client_early_handshake traffic_secret:

0
|
v

SSs -> HKDF- Extract = Early Secret
|

+--> Derive-Secret(., "c e traffic", dientHello)
| = client _early traffic_secret

I
+--> Derive-Secret(., "c e hs traffic", dientHello)

| = client_early_handshake traffic_secret

v
Derive-Secret(., "derived", "") = dES

We change the conputation of Main Secret as foll ows:

Derive-Secret(., "derived", "") = dHS
I

%
SSc| |0 * -> HKDF-Extract = Main Secret

SSc is included if client authentication is used; otherw se, the
value 0 is used.
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4.4.2. Conputations of KEM shared secrets

As in [I-D.celi-w ggers-tls-authken], operations to conpute SSs or
SSc fromthe client are:

SSs, encapsul ation <- Encapsul at e( public_key_server,
"server authentication")
SSc <- Decapsul at e(encapsul ati on, private_key client,
"client authentication")

The operations to conpute SSs or SSc fromthe server are:

SSs <- Decapsul at e(encapsul ati on, private_key_server
"server authentication")
SSc, encapsul ation <- Encapsul at e(public_key client,
"client authentication")

4.4.3. Explicit Authentication Messages

Aut hKEM upgrades inplicit to explicit authentication through the
Fi ni shed nmessage. Wth Aut hKEM PSK, the server achieves explicit
aut henti cati on when sending their Finished nessage and the client
when they send their Finished nessage.

The key used to conpute the Finished message MJST be conputed from
the MainSecret using HKDF. Specifically:

server/client finished key =
HKDF- Expand- Label ( Mai nSecret,
server/client | abel,
""", Hash. |l ength)
"tl1s13 server finished"
"t1s13 client finished"

server _| abel
client | abel

The verify data value is conputed as foll ows:

server/client_verify data =
HVAC(server/client _finished_key,
Transcri pt - Hash( Handshake Cont ext,
Certificate*,
KEMEncapsul ati on*,
Fi ni shed**)

* Only included if present.
** The party who | ast sends the finished nmessage in terns of flights
i ncludes the other party’s Finished nessage.

These conputations match [I-D.celi-w ggers-tls-authkeni.
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See Section 3.1 for special considerations for the abbreviated
Aut hKEM handshake.

Any records follow ng a Finished nessage MJST be encrypted under the
appropriate application traffic key as described in TLS 1.3. In
particular, this includes any alerts sent by the server in response
to client Certificate and KEMEncapsul ati on nmessages.

5. Security Considerations

* Because the Main Secret is derived fromboth the epheneral key
exchange, as well as fromthe key exchanges conpl eted for server
and (optionally) client authentication, the M5 secret always
reflects the peers’ views of the authentication status correctly.
This is an inprovenent over TLS 1.3 for client authentication.

* The acaden ¢ works proposi ng Aut hKEM ( KEMILS) contai ns an in-depth
techni cal discussion of and a proof of the security of the
handshake protocol without client authentication ([SSWO0],
[Wg24]).

* The work proposing the variant protocol ([SSW1l], [Wg24]) with
pre-distributed public keys (the abbrevi ated Aut hKEM handshake)
has a proof for both unilaterally and rmutually authenticated
handshakes.

* W have machine-verified proofs of the security of KEMILS and
KEMILS- PDK in Tamarin. [ CHSW22]

* \When the client opportunistically sends its certificate, it is not
encrypted under a forward-secure key. This has simlar
consi derations and trade-offs as O-RTT data. If it is a replayed
message, there are no expected consequences for security as the
mal i ci ous replayer will not be able to decapsul ate the shared
secret.

* Aclient that opportunistically sends its certificate, SHOULD send
it encrypted with a ciphertext that it knows the server will
accept. OQherwise, it wll fail.

* | f AuthKEM PSK client authentication is used, the resulting shared
secret is included in the key schedule. This ensures that both
peers have a consistent view of the authentication status, unlike
[ RFC8446] .
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5.1. Server Anonymity

The PDK extension identifies the public key to which the client has
encapsul ated via a hash. This reveals sone infornmation about which
server identity the client has. [I-D.ietf-tls-esni] may help
alleviate this.

An alternative approach could be the use of trial decryption. |If the
KEM used has anonym ty, the ciphertext that the client sends is not
linkable to the server public key. M.-KEM offers post-quantum
anonymty [ MX22].
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Appendi x A.  Open points of discussion

The foll owi ng are open points for discussion. The corresponding
G tHub issues will be linked.

A.1. Alternative inplenmentation based on the pre_shared_key extension

*This is discussed in Issue #25 (https://github.comkent!|s/draft-
celi-w ggers-tls-authkentissues/25).*

[ RFC8446] defines a PSK handshake that can be used with symmetric

keys frome.g. session tickets. In this section, we sketch an
al ternative approach to Aut hKEM PSK based on the pre_shared_key
ext ensi on.

A client needs to be set up with the follow ng infornation:

struct {
ui nt 32 aut hkem psk_confi g_versi on;
uint32 config lifetine;
opaque KEMPubl i cKey;

} Aut hKEMPSKConf i g;
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The client conputes a KEM ci phertext and shared secret as foll ows:

SSs, encapsul ation <- Encapsul at e(public_key_server,
"server authentication")

SSs is used in place of PSK in the TLS 1.3 key schedul e, and
bi nder _key is derived as foll ows:

0
I
%
SSc -> HKDF-Extract = Early Secret

Fomm - > Derive-Secret(., "ext binder" | "res binder", "")
| = bi nder _key

In the pre_shared_key extension’s identities, the client sends the
fol |l owi ng dat a:

struct {
ui nt 32 aut hkem psk_confi g_versi on;
opaque KEMC phertext;

} Aut hKEMPSKI dentity

The server conputes the shared secret SSs from
Aut hKEMPSKI dent i t y. KEMCi phertext as foll ows:

SSs <- Decapsul at e(encapsul ati on,
private _key server
"server authentication")
The PSK binder value is conputed as specified in [ RFC8446], section
4.2.11.2. The server MJST verify the binder before continuing and
abort the handshake if verification fails.
*To be determined: how to handle i medi ate client authentication.?*
A.2. Interactions with DILS
It is currently open if there need to be nade nodifications to better
support integration with DTLS. Discussion is at |ssue #23
(https://github.com kemt|s/draft-celi-w ggers-tls-authkem issues/23).
A.3. Interaction with signing certificates

Tracked by Issue #20 (https://github.confkentls/draft-celi-w ggers-
tl s-aut hkem i ssues/ 20).
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In the current state of the draft, we have not yet discussed

combi ning traditional signature-based authentication with KEM based
aut hentication. One might imagine that the Cient has a signing
certificate and the server has a KEM public key.

In the current draft, clients MIJST use a KEMcertificate algorithmif
the server negotiated Aut hKEM
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