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Abst ract

Thi s docunent describes a way for an Internet connected device to
forward/ proxy recei ved Broadcast Renpbte ID into UAS Traffic
Management (UTM). This is done through a Suppl enmental Data Service
Provi der (SDSP) that takes Broadcast Renote ID in from Finder and
provi des an aggregated vi ew using Network Renpte | D data nodel s and
protocols. This enabl es nore conprehensive situational awareness and
reporting of Unmanned Aircraft (UA) in a "crowd sourced" nanner.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 Septenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Note: This docunent is directly related and builds from

[ MOSKOW TZ-CSRID]. That draft is a "top, down" approach to

under stand the concept and high | evel design. This docunent is a
"bottom up" inplenmentation of the CS-RID concept. The content of
this draft is subject to change and adapt as further devel opnent
conti nues.

Thi s docunent defines a nechanismto capture [F3411] Broadcast Renote
ID (RID) nessages on any Internet connected device that receives them
and can forward themto Suppl enental Data Service Providers (SDSPs)
responsi bl e for the geographic area the UA and receivers are in.

This data can be aggregated and further decimated to other entities
in Unmanned Aircraft Systenms (UAS) Traffic Managenent (UTM simlar
to [ F3411] Network RID. It builds upon the introduction of the
concepts and ternms found in [RFC9434]. W call this service Crowd
Sourced RID (CS-RID).

1.1. Rol e of Finders

These Internet connected devices are herein called "Finders", as they
find UAs by listening for Broadcast RID. The Finders are Broadcast
RI D forwarding proxies. Their potentially limted spacial view of
RI D nessages could result in bad decisions on what nmessages to send
to the SDSP and which to drop. Thus they SHOULD send all received
messages and the SDSP will make any filtering decisions in what it
forwards into the UM

Fi nders can be smartphones, tablets, connected cars, special purpose
devices or any conputing platformwith Internet connectivity that can
meet the requirenments defined in this docunment. It is not expected,
nor necessary, that Finders have any information about a UAS beyond
the content found in Broadcast RID.

1.2. Role of Supplenental Data Service Providers

The SDSP provi des a gateway service for supplenental data into UTM
Thi s docunent focuses on RI D exclusively, other types of suppl enmental
data is out of scope for this docunent.

The primary role of a CS-RID SDSP is to aggregate reports from

Fi nders and forward them as a subscription based service to UTM
clients. These clients MAY be a USS or another SDSP. An CS-RI D SDSP
SHOULD NOT proxy raw data/reports into UTM An CS-RI D SDSP MAY
provi de such a service, but it is out of scope for this docunent.
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An SDSP MAY have its coverage constrained to a manageabl e area that
has value to its subscribers. An CS-RI D SDSP MAY not all ow public
reports of Broadcast RID due to policy. Policies of SDSPs is out of
scope for this docunent.

[ F3411] Network RID is the defined interface (protocol and nodel) for
an SDSP to provi de Broadcast RI D as supplenental data to UTM

1.3. Relationship between Finders & SDSPs

Fi nders MAY only need a | oose association with SDSPs. The SDSP MAY
require a stronger relationship to the Finders. The relationship MAY
be conpletely open, but still authenticated to requiring encryption
The transport MAY be client-server based (using things like H P or
DTLS) to client push (using things |like UDP or HITPS)

2. Docunment bjectives
Thi s docunent standardizes transports between the Finder and SDSP
It also gives an overview of Network RID. Specific details of
Network RID is out scope for this docunment. All nodels are specified
in CDDL [ RFC8610] .
3. Terms and Definitions
3.1. Requirenments Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
Thi s docunent uses terns defined in [RFC9153] and [ RFC9434].
3.2. Definitions
ECIES: Elliptic Curve Integrated Encryption Scheme. A hybrid
encryption scheme which provides semantic security agai nst an
adversary who is allowed to use chosen-plaintext and chosen-
ci phertext attacks.

Finder: 1In Internet connected device that can receive Broadcast R D
messages and forward themto an SDSP.

Multilateration: Miltilateration (nore conpletely, pseudo range
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4.

4.

4.

4.

1.

2.

3.

multilateration) is a navigation and surveillance techni que based
on nmeasurement of the tinmes of arrival (TOAs) of energy waves
(radi o, acoustic, seismc, etc.) having a known propagati on speed.

Pr obl em Space

Broadcast and Network RID formats are both defined in [F3411] using

the sane data dictionary. Network RIDis specified in JSON sent over

HTTPS whil e Broadcast RID is octet structures sent over wreless

I'i nks.

Advant ages of Broadcast Remote |D

Advant ages over Network RI D incl ude:

* nore readily be inplenented directly in the UA. Network RID will
nmore frequently be provided by the GCS or a pilot’s Internet
connect ed devi ce.

- | f Command and Control (C2) is bi-directional over a direct
radi o connection, Broadcast RI D could be a straight-forward

addi ti on.
- Small 10T devices can be mounted on UA to provi de Broadcast
RI D.

* also be used by the UA to assist in Detect and Avoid (DAA).

* jis available to observers even in situations with no Internet |ike
natural disaster situations.

Meeting the needs of Network Renote ID

The USA Federal Aviation Adm nistration (FAA), in the January 2021
Renote ID Final rule [ FAA-FR], postponed Network Renote | D and
focused on Broadcast Renote ID. This was in response to the UAS
vendors coments that Network RID places considerabl e demands on then
currently used UAS.

However, Network RI D, or equivalent, is necessary for UTM know ng
what soon may be in an airspace and is mandated as required in the
EU. A nethod that proxies Broadcast RID into UTM can function as an
interimapproach to Network RID and continue adjacent to Network RID.

Trustwort hi ness of Proxy Data

When a proxy is introduced in any comunication protocol, there is a
risk of corrupted data and DOS attacks.
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The Finders, in their role as proxies for Broadcast R D, SHOULD be
authenticated to the SDSP (see Section 5.2). The SDSP can conpare
the information fromnultiple Finders to isolate a Finder sending
fraudul ent information. SDSPs can additionally verify authenticated
messages that follow [ DRI P- AUTH] .

The SPDP can manage the nunber of Finders in an area (see
Appendix B.3) to linmt DOS attacks froma group of clustered Finders.

4. 4. Defense against fraudul ent R D Messages
The strongest defense against fraudulent RI D nessages is to focus on
[ DRI P- AUTH] conforning messages. Unless this behavior is mandated,
an SDSP will have to use assorted algorithms to isol ate nessages of
questi onabl e content.

5. Crowd Sourced RI D Protocol

Fommmaa - + oo + Hoomm- +
| Finder 0---------------- >0 SDSP 0<---------------- o USS |
R + HTTPS, +--0---+ Network RID  +----- +
ubP, H P, :
DTLS :
: Network RID
%
+------ O------ +
| UTMdients |
S +

Figure 1. Protocol Overview

Thi s docunent will focus on the general protocol specification
between the Finder and the SDSP. Transport specification and use is
provided in Section 6. A nornmative appendi x (Appendi x A) provides
background to Network RID.

For all data nodels CBOR [ RFC7049] MJST be used for encoding. JSON
MAY be supported but its definition is out of scope for this
docunent .

5.1. Detection & Report Mdels
The CS-RID nodel is for Finders to send "batch reports” to one or
more SDSPs they have a relationship with. This relationship can be

hi ghl y anonynmous with little prior know edge of the Finder to very
wel | defined and pre-established.
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Figure 2 is the report object, defined in CDDL, that is translated
and adapt ed depending on the specific transport. It carries a batch
of detections (up to a max of 10), the CDDL definition of which is
shown in Figure 3.

report = [report _type: uint, report tine: time, finder_info: finder-info, ? report_data:

any]
finder-info: {
finder_id: tstr / bstr / uuid / ip6,
make: tstr,
nmodel : tstr,
serial: tstr,
i p_addr: ip4 / ip6,
| ast _detect tinme: tine,
position: #6.103
status: any

)

N ) N N ) )

Fi gure 2

detection = [timestanp: time, transport_type: & ransport-types, mac_address: #6.48, data:

bstr .size(26..255), ? rssi: uint, ? position: #6.103]
transport-types = (

ble: 0, ble-lIr: 1, beacon: 2, nan: 3
)

Figure 3

The position fields of both Figure 3 and Figure 2 are OPTIONAL. |f
multiple sets of these are present the deepest nested val ues take
precedence. For exanple if position is used in both the Report and
Det ection structures then the value found in the individua

Det ecti ons take precedence.

5.2. Session Security

Bot h Fi nder and SDSP SHOULD use EdDSA [ RFC8032] keypairs as the base
for their identities. These identities SHOULD be in the form of
registered DRIP Entity Tags [ RFC9374]. Registration is covered in

[ DI ME- ARCH]. An SDSP MAY have its own DRIP Identity Managenent
Entity (DIME) or share one with other entities in UTM

An SDSP MUST NOT ignore Finders with DETs outside the DIME it is

aware of, and SHOULD use [DI ME- ARCH] to obtain public key
i nformation.
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5.2.1. CBOR Wb Token Met hod

A CM is used to carry and apply a signature to the data. This is
the primary nethod for sending data. A ClaimID of 170 is used for
Report dat a.

5.2.2. ECEIS Method

ECIES is the preferred nethod to initialize a session between the
Fi nder and SDSP. The follow ng steps MJST be followed to setup ECI ES
for CS-RI D

1. Finder uses [DI ME-ARCH] to obtain SDSP EdDSA key

2. EdDSA keys are converted to X25519 keys per Curve25519 [ RFC7748]
to use in EC ES

3. ECIES can be used with a unique nonce to authenticate each
message sent froma Finder to the SDSP

4. ECIES can be used at the start of sone period (e.g. day) to
establish a shared secret that is then used to authenticate each
message sent froma Finder to the SDSP sent during that period

5. H P [RFC7401] can be used to establish a session secret that is
then used with ESP [ RFC4303] to authenticate each nessage sent
froma Finder to the SDSP

6. DILS [ RFC5238] can be used to establish a secure connection that
is then used to authenticate each nessage sent froma Finder to
t he SDSP

6. Transports

CS-RID transport from Finder to SDSP can vary from highly
unidirectional with no acknow edgenents to strong authenticated and
encrypted sessions. Sonme transports, such as H P and DTLS, MAY
support bi-directional conmunication to enable control operations
bet ween the SDSP and Fi nder.

The section contains a variety of transports that MAY be supported by
an SDSP. CoAP is the RECOVMMENDED transport.

6.1. CoAP
When using CoAP [ RFC7252] with UDP, a payl oad MJUST be a CS-RI D Report

(Section 5.1). DTLS is the RECOMWENDED underlyi ng transport for CoAP
and uses a DET as the identity.
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6.

10.

10.

A Finder MJST ACK when accepting and RST when ignoring/rejecting a
command from an SDSP.

As CoAP is designed with a statel ess mapping to HITP; such proxies
are RECOWENDED for CS-RID to allow as many Finders as possible to
provi de reports.

H P

The use of HI P [RFC7401] inposes a strong authentication and Fi nder
onboardi ng process. It is attractive for well defined depl oynents of
CS-RID, such as being used for area security. A DET MJST be used as
the primary identity when using this transport nethod.

The use of H P as an underlying transport for CoAP is out of scope
for this docunent.

I ANA Consi derations
TBD
Security Considerations
TBD
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Net wor k RI D Overvi ew

Thi s appendi x is normati ve and an overvi ew of the Network RID portion
of [F3411].
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This appendix is intended a guide to the overall object of Network
RI D and generally how it functions in context with a CS-RI D SDSP
Pl ease refer to the actual standard of [F3411] for specifics in

i npl ementi ng said protocol.

For CS-RID the goal is for the SDSP to act as both a Network RI D
Service Provider (SP) and Network RID Display Provider (DP). The
endpoi nts and nodels MJUST follow the specifications for these roles
so UTM clients do not need to inplenent specific endpoints for CS-RI D
and can instead | everage existing endpoints.

An SDSP SHOULD use Network RID, as it is able, to query a USS for UAS
sending telenetry in a given area to integrate into the Broadcast R D
it is receiving fromFinders. How the SDSP di scovers which USS to
query is out of scope for this docunent.

An SDSP MUST provide the Network RID DP interface for clients that
wi sh to subscribe for updates on aircraft in the SDSP aggregated
coverage area

Appendi x B. Additional SDSP Functionality
Thi s appendi x is infornative.
B.1. Miltilateration

The SDSP can confirm correct the UA | ocation provided in the
Locati on/ Vector message by using nmultilateration on data provi ded by
at least 3 Finders that reported a specific Location/Vector nessage
(Note that 4 Finders are needed to get altitude sign correctly). In
fact, the SDSP can calcul ate the UA | ocation from 3 observations of
any Broadcast RID nessage. This is of particular value if the UAis
only within reception range of the Finders for nmessages other than
the Locati on/ Vector nessage.

This feature is of particular value when the Finders are fixed assets
with highly reliable GPS |ocation, around a high value site |ike an
ai rport or |large public venue.

B.2. Finder Mp
The Finders are regularly providing their SDSP with their |ocation
Wth this information, the SDSP can maintain a nonitoring map. That

is a map of approximate coverage range of their registered and active
Fi nders.
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B.3. Managi ng Finders

Fi nder density will vary over time and space. For exanple, sidewalks
outside an urban train station can be packed with pedestrians at rush
hour, either comng or going to their commute trains. An SDSP may
want to proactively limt the nunber of active Finders in such
situations.

Usi ng the Finder mapping feature, the SDSP can instruct Finders to
NOT proxy Broadcast RI D nmessages. These Finders will continue to
report their location and through that reporting, the SDSP can
instruct themto again take on the proxying role. For exanple a

Fi nder nmoving slowy along with dozens of other slow noving Finders
may be instructed to suspend proxying. \Whereas a fast-noving Finder
at the sane |l ocation (perhaps a connected car or a pedestrian on a
bus) woul d not be asked to suspend proxying as it will soon be out of
the congested area.

Such operation SHOULD be using transports such as H P or DILS
Appendi x C. GPS | naccuracy
Thi s appendi x is infornative.

Si ngl e- band, consumer grade, GPS on small platforns is not accurate,
particularly for altitude. Longitude/latitude nmeasurenents can
easily be off by 3M based on satellite position and cl ock accuracy.

Al titude accuracy is reported in product spec sheets and actual tests
to be 3x |l ess accurate. Altitude accuracy is hindered by ionosphere
activity. In fact, there are studies of ionospheric events (e.g.
2015 St. Patrick’s day [ GPS-1 ONOSPHERE]) as neasured by GPS devi ces
at known | ocations. Thus where a UA reports it is rarely accurate,
but may be accurate enough to map to visual sightings of single UA

Smar t phones and particularly smartwat ches are plagued with the sane
chal | enge, though some of these can conbine other information |ike
cell tower data to inprove |ocation accuracy. FCC E911 accuracy, by
FCC rules is NOT available to non-E911 applications due to privacy
concerns, but general higher accuracy is found on sonme smart devices
than reported for consumer UA. The SDSP MAY have information on the
Fi nder location accuracy that it can use in calculating the accuracy
of a multilaterated |ocation value. Wen the Finders are fixed
assets, the SDSP nmay have very high trust in their |ocation for
trusting the nmultilateration cal culation over the UA reported

| ocati on.

Aut hors’ Addr esses
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