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Abst r act

Thi s docunment standardizes an architecture to enable trust to sensors
that provide Air Domain Awareness. Broadcast Renpte IDis used as
the primary exanple to define data nodel s and met hods used.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I ntroduction

Note: This docunent is directly related and builds from

[ MOSKOWN TZ- CSRI D] expanding it to be nmore general for ADA. That
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draft is a "top, down" approach to understand the concept and high

| evel design. This docunent is a "bottom up" inplenentation of

the CS-RI D concept. The content of this draft is subject to
change and adapt as further devel opnent conti nues.

Pur pose

Air Domain Awareness (ADA) is an inportant part of safe operations

f

or aviation.
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Wil e this docunment will focus on adding Broadcast RID for ADA to
UTM the concepts, mnmpodels and nmethods in this docunment can be
expanded and used in other domain areas.

1.2. Background
TBD
1.3. Scope

Thi s docunent uses Broadcast RID as a titular exanple to define a
basic architecture and initial nethod of providing sensor data to UTM
in away that enables trust. This specific scenario is referred to
as Crowd Sourced RID (CS-RID).

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2.1. Additional Definitions

Thi s docunent uses terns defined in [RFCO153] and [ RFC9434] as wel |
as those defined bel ow

Fi nder: Device acting as a sensor of one or nore inputs in a donain.
For this document the domain is aviation with the inputs being of
various types such as audi o, video, radio frequency, etc.

Suppl enental Data Service Provider (SDSP): A server that Finders
report updates to and acts as a gateway into UTM

Web Token: An encapsul ation nmechanismfor data. Can be either a CBOR
Web Token (COWI, [RFC8392]) or JSON Web Token (JWI, [RFC7519]).

3. Architecture

Wth the initial use case of providing Broadcast RID for ADA to UTM
this architecture closely follows and integrates into the w der UTM
See Appendi x A of [RFC9434] for nore information. Al data nodels in
this document are defined in the Concise Data Definition Language
(CDDL, [RFC8610]).
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Figure 1: Sinplified Architecture for Crowd Sourced ADA

Aut hor TODO expand Figure 1 to showcase different Finder sources
and optional SDSP-to-SDSP interactions.

In this architecture the SDSP depends upon Finders to provide data
via its "ingress" and exposes to clients on its "egress" data that
has been filtered, aggregated and/or fused.

For CS-RI D, defined in Section 4, Finders report a mix of raw
detections or pre-processed UAS data (detected from Broadcast RID) to
the SDSP to be further refined and translated to Network RID for UTM
Cients.

Li nks between the SDSP and other entities is assumed to be bi -
directional unless otherw se noted by a specific use-case. It is up
to a given sensor use case to determine nore in depth interaction
nodel s between the entities.

SDSPs can redirect "ingress" reports with unknown data elenents if it
knows anot her SDSP under the same ADA ecosystemthat will process
those unknown el ements. An SDSPs "egress" may feed into anot her SDSP
for further aggregation/fusion with other data sources.

It is RECOVWENDED that all participating entities of this ecosystem
have a DRIP Entity Tag (DET, [RFC9374]) to enable between the parties
during all interactions.

3.1. Reporting
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report = {
reporter_id: bstr / tstr / #6.54 / uuid,
report_w ndow. [
start: tdate / tine,
end: tdate / time / uint

brid: [+ detection],

uas: [+ uas_datuni,

gnss: gnss_datum

reporter => reporter-datum
status => status-datum
&tstr, int) => any

* ) ) ) )

Figure 2: Reporting Mdel

The reporting nodel Figure 2 is prinmarily used between the Finder and
SDSP but MAY be used between SDSP and its clients. A report is
filled with various different nodel s under uni que keys.

Thi s docunent defines required report keys and nodels for CSSRID in
Section 4 and additional OPTIONAL ones in Appendix B

3.2. Encapsulation & Transporting

Reports MJST be authenticated and SHOULD be encrypted by its origina
source. These attributes can cone fromthe comnbination of the
transport and the application | ayer between the source and
destination party. At the application |layer the report can be
encapsul ated in a Wb Token to provide both of these attributes.

Sel ection of certain transports can also securely enable for the SDSP
to "push” information to Finders, such as provisioning and filtering
requests. This problemcan be considered a "configuration" problem
thus bringing a nunber of different alternatives to be used to solve
rat her than creating another domain specific solution. This problem
while noted, is out of scope for this docunent.

Sel ection of transport and supported interactions for given use-case,
ot her than Broadcast RI D, are out of scope for this docunent.

3.2.1. Wb Token Encapsul ation

The use of Web Token is RECOMVENDED when the transport |ayer does not
provi der either authentication of the source or encryption
capabilities. Hosts SHOULD use a DET as the kid in the Wb Token but
MAY provider either a different kid or place the public key directly
in the Wb Token header
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3.2.2. HTTPS Transport

When using the HTTPS transport Reports MJST be encapsulated in a Wb
Token as described in Section 3.2.1 to provide client authentication
and encryption. It is RECOVWENDED that the SDSP serve their

endpoi nts under /.well-known/csada for interoperability. Support for
both Web Token encodi ngs i's RECOMVENDED.

The use of Miutual TLS Section 7.4.6 of [RFC5246] as part of the HITPS
exchange has not been explored for this architecture, but is
theoretically possible for small and | arge scal e depl oynents in both
public and private domai ns when using the DRIP Key Infrastructure

X. 509 (DKI X)

3.2.3. HP Transport

The Host ldentity Protocol (H P, [RFC7401]) can be used and provides,
via the Base Exchange (BEX), authentication and encryption for both
parties. DETs MJST be used and Reports MJST be CBOR encoded.

3.2.4. CoAP Transport

The Constrai ned Application Protocol (CoAP, [RFC7252]) is another
supported transport that can provide both parties authentication and
encryption. DTLS [RFC9147] is RECOVMENDED for use and MJST use the
DET, and the Report MJST be sent encoded in CBOR  When using UDP
Reports MJST be encapsul ated in a CM per Section 3.2.1. Use of
.Iwell-known/cs-ada/ simlar to HITPS i s encouraged.

4., Crowd Sourced Renpte |ID

Thi s docunent defines two data nodels, Section 4.1 and Section 4.2,
to be used between the Finder and SDSP. The UTM RID data
encapsul ati on and transportation is already standardi zed with an
overvi ew provided in Appendi x A

For CS-RI D, Finders and SDSP MJST support Web Tokens over HITPS
(Section 3.2.2) as the primary encapsul ati on and transport nethod.
The ot her defined transports in Section 3.2 MAY be supported by an
SDSP. Interactions started by the SDSP to the Finder are out of
scope for this docunent with that link (Finder to SDSP) expected to
be uni directional

4.1. Detection Report
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detection = |
reporter_position: #6.103 / null
detection_tine: tdate / tineg,
antenna: [ + antenna-info],
transport: &t ransport-enum
mac_address: #6. 48,
message_counter: uint,
brid_nmessage: bstr,
compliance: [* uint]

]

antenna-info = [
frequency: nunber / null
sector: tstr / null
rssi: nunber

]

transport-enum = (

)

0: UKN, 1: BLE, 2: BLR, 3: BCN, 4: NAN, 5. SIK

4. 2.

Figure 3: Detections Mdel

UAS Dat um Report

uas_datum = |

reporter_position: #6.103,
transports: {
+ & ransport-enum [+ nac_address: #6. 48]
1
datum {
? tinmestanp => utc,
? uas_type => 0..15,
? uvas_ids => |
+ [
id_type: 0..15,
uas_i d: uas-id
]
1,
? ua_status => 0..15,
? ua_position => |
Ila: position,
baronetric_altitude: nunber / nul
1,
? ua_bearing => uint,
? ua_speed => |
vertical: number / null,
hori zontal : nunber / nul
1,
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? ua_height => [
agl : bool,
hei ght : nunber

o—

accuracy => |
vertical: 0..15,
hori zontal : 0..15,
altitude: 0..15,
baronmetric: 0..15,
ti mestanp: 0..15

1.
? auth => |
+ [
auth_type: 0..15,
data: auth-data
]
1.
? self_id => |

desc_type: 0..255,
desc: tstr .size 23

RO ICS IO REN Ry

classification => |
region: 0..8,
category: O0..15,
class: 0..15

o—

area => |
count: 1..255,
radi us: nunber,
floor: nunber,
ceiling: nunber

o—

operator_id => |
operator_type: 0..255,

operator_id: tstr .size 20

?,conpliance => [+ uint]
}
]

transport-enum = (

)

0: UKN, 1: BLE, 2: BLR, 3: BCN, 4: NAN, 5: SIK

Fi gure 4: UAS Dat um Mbdel
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5. DRIP Requirements Addressed

Thi s docunent addresses the follow ng requirenments from [ RFC9153]:
GEN-5 (Gat eway)

6. | ANA Consi derati ons
6.1. Well-Known URIs

I ANA is requested to add the following entries in the "Wl -Known
URI s" registry [VELL- KNOM] .

[ oo s s el oo
| URI Suffix | Change | Reference | Status | Related |
| | Controller | | | I'nformation |
B Sl el el el s ety
| csada | ITETF | This RFC | permanent | N A |
I I I I I +

Table 1: Additions to Well-Known URIs Registry
7. Security Considerations
TBD
8. Privacy & Transparency Considerations
TBD
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Appendi x A ASTM Network RI D Overvi ew

Thi s appendi x is normative and an overvi ew of the Network RI D portion
of [F3411].

Thi s appendix is intended a guide to the overall object of Network

RI D and generally how it functions in context with a SDSP supporting
CS-RID. Please refer to the actual standard of [F3411] for specifics
in inplenmenting said protocol.

For CS-RID the goal is for the SDSP to act as both a Network RI D
Service Provider (SP) and Network RID Display Provider (DP). The
endpoi nts and nodels MJST follow the specifications for these roles
so UTMclients do not need to inplenent specific endpoints for CS-RI D
and can instead | everage existing endpoints.

An SDSP SHOULD use Network RID, as it is able, to query a USS for UAS
sending telenetry in a given area to integrate into the Broadcast R D
it is receiving fromFinders. How the SDSP di scovers which USS to
query is out of scope for this docunent.
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An SDSP MJUST provide the Network RID DP interface for clients that
wi sh to subscribe for updates on aircraft in the SDSP aggregat ed

coverage area
Appendi x B. Additional Report Mbdels
B.1. dobal Navigation Satellite System (G\SS)

gnss_datum = |
status: gnss-status,
errors: [* gnss-error]
]
gnss-status = [
timestanp: tdate / tine,
position: #6. 103,

dop: |
hdop: nunber,
vdop: nunber,
pdop: numnber

1 / null,

fix: 0..3,

bearing: nunber,
speed: nunber,
satellites in_view uint,
satellites: [

*

id: uint,
snr: nunber,
el evati on: nunber,
azi nut h: nunber
]
]
]
gnss-error = |
field: tstr,
reported: any,
threshol d: any

]
Figure 5: GNSS Mbdel

B.2. Reporter
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reporter-datum = {
serial: tstr,
? make: tstr,
? nodel : tstr,
? ip_addr: tstr / #6.52 /| #6.54,
* &(tstr, int) => any
}

Figure 6: Reporter Model
B.3. Finder Status

status-datum = {
? last _detect tine: tdate / tineg,
* &(tstr, int) => any

}

Figure 7: Status Model
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