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Abstract

Several link technol ogy standards nmandate that equi pnent guarantee
in-order delivery of layer 2 franmes, apparently due to a belief that
this is required by higher layer protocols. To nmeet this requirenent
they inplement a "resequencing" operation to restore the origina
packet order. This can introduce delays that result in net
degradation of performance. Mddern TCP and QU C i npl enent ati ons
support features that significantly inprove their tol erance to out-
of -order delivery. This draft is intended to provide new information
for layer 2 technol ogy standards regarding the need to assure in-
order delivery to support |ETF protocols.
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1. Introduction
Several link technol ogy standards mandate that equi pnent guarantee
in-order delivery of layer 2 frames, apparently due to a belief that
this is required by higher layer protocols. In addition, certain

link types can introduce out-of-order arrivals at the end of the
layer 2 link, which the receiving equipnment is required to rectify by
del ayi ng hi gher sequenced frames until all |ower sequenced franes can
be delivered or are deened |l ost. The del aying of higher sequenced
franmes is generally done w thout any know edge of the higher |ayer
protocols in use, |et alone any know edge of higher |ayer protoco
contexts (e.g. TCP connections) in the case that the layer 2 link is
carrying a nultiplex of such contexts. It could, for exanple, be the
case that all of the higher sequenced frames being del ayed are
carrying packets for different layer 4 contexts than a single |ower-
sequenced frame that triggered the delay. The result is that this
"resequenci ng" operation can introduce delays that result in
degradation of performance rather than inproving it. Moreover,
nmodern, performant TCP and QUI C inpl enentati ons support features that
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significantly inprove their tolerance to out-of-order delivery.

Section 15 of [RFC3819] provides advice to Internet subnetwork

desi gners regardi ng packet reordering. The advice seens reasonabl e:
"try to avoid packet reordering whenever possible, but not if doing
so conprom ses efficiency, inpairs reliability, or increases average
packet delay." However, along with this guidance come a coupl e of
war ni ngs that appear to have driven subnetwork designers towards
assuring in-order delivery even if efficiency is inpaired or average
packet delay is increased. These warnings relate to the potentia
performance cost for TCP (as it was then defined) that arises due to
out-of-order arrivals, and to the fact that out-of-order delivery
woul d cause problems for "every header conpression schene currently
standardi zed for the Internet."

The text of [RFC3819] does nention that research on inproving TCP
behavior in the face of packet reordering was underway. In the

i nterveni ng 20+ years, that research has resulted in the definition
of RACK [ RFC8985] which significantly reduces TCP' s sensitivity to
out-of-order arrivals. |In addition, Section 6.1 of [RFC9002]

di scusses the useful ness of inplementing simlar mechanisnms in QU C
and provides the protocol tools to do so. The result is that having
the link-1ayer delay packets to provide themin-order to the
transport layer was hel pful multiple decades ago when TCP

i mpl ement ati ons had nore naive algorithnms and were very resource-
constrained. G ven how nodern inplementations work, this
"resequenci ng" at the link-layer is alnost always harnful. Mbdern
TCP and QUI C stacks can handl e reordering well, thanks to both
protocol features and inplenentations having nore nenory to work
with. For these inplenmentations, the delay induced by L2
resequencing will generally cause nore harmthan good. Furthernore,
one of the biggest notivators for QU C was to break head-of-1ine

bl ocki ng and al | ow out-of-order delivery to the application |ayer

At this point we have | arge bodi es of data showing that this inproves
real -worl d performance. Mreover, older inplenentations of TCP that
don't inplement RACK don’t fail in the presence of some out-of-order
packets. They nmay see reduced performance, but they do have the
ability to correctly handle the recei pt of packets out of order.
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At the time of publication of [RFC3819], the "ROHC' header
compression framework defined in [ RFC3095] stated an operating
assunption that the network would provide in-order delivery. This
assunption is discussed in detail in [RFC4224], which provides

gui dance on i npl enenti ng ROHC over channel s that can reorder header-
conpressed packets, and explains different ways of inplenmenting the
profiles found in [RFC3095] over reordering channels. Subsequent to
the publication of [RFC3819] the issue of reordering intol erance by
ROHC was addressed by the devel opnent of ROHCv2 [ RFC5225], which
lists tolerance to reordering as one of its significant inprovenents
over ROHC

There may be other protocols or protocol inplenentations that are
sensitive to reordering to some degree. For instance, Section 4.1 of
[ RFC2983] discusses | PSec [ RFC2401] and L2TP [ RFC2661] as being
sensitive to packet reordering.

The current situation seens to be that several |ayer 2 technol ogies

i mpl ement resequenci ng functions that increase cost and conplexity of
equi prent, and may in nmany cases degrade network performance rather
than inproving it. Any benefits of resequencing may be primarily
limted to ol der protocol inplenmentations e.g. nmintaining the
performance of older TCP inplenentations that are no | onger wi dely
used and may not be particularly performant by nodern standards.

2. Term nol ogy
In this docunment, we adopt the follow ng term nol ogy.
Reor deri ng:
The process where the packet/frane sequence is made out - of -order
fromthe originally transmtted order.
Resequenci ng:
The process where an out-of-order packet/frame sequence is
returned to the originally transmtted order
3. Reordering in L2 Links

In current L2 link technol ogies, frane reordering cones fromtwo
primary sources: nulti-link aggregation and | ayer-2 retransni ssion
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3.1. Milti-Link Aggregation

Sone |ink technol ogi es support the aggregation (within L2) of
multiple links between a pair of nodes for the purpose of increasing
the total capacity of the link. |In many cases the individual |inks
within the aggregation have different capacities and/or |atencies
fromone another. Wen this is the case, the frame reception order
differs fromthe frame transm ssion order.

3.2. Layer 2 Retransm ssions

Some |ink technol ogies (particularly wireless), are subject to noise
and interference that would result in an unacceptably high frame
error rate if it were not corrected. These links comonly inpl enent
a met hod of acknow edgenment and retransm ssion of |ost franes,
referred to as Automati c Repeat Request (ARQ . When a frane |oss
affects one or nore franmes within a transm ssion, and the frane(s) at
the end are unaffected, the retransnitted franes will arrive out of
sequence fromthe original ordering

4. Resequencing in L2 Standards

Thi s section discusses functions and requirenents for resequencing in
exi sing layer 2 standards.

4.1. LTE 5G

The layers involved in data transm ssion, fromtop to bottom are
PDCP, RLC, MAC and PHY. Packet reordering can occur on both the MAC
and the RLC layer in LTE and 5G systens. Packet resequencing occurs
on the PDCP | ayer

On the MAC |l ayer: An RLC packet data unit (RLG-PDU) is transmtted in
one of up to 16 Hybrid ARQ processes on the MAC | ayer. This avoids
the stop and wait for one transm ssion to succed before a new

transm ssion can begin. Transm ssion on the MAC | ayer can however
have a high block error rate (BLER), 10% or nore is compn especially
when the traffic pattern and radi o channel varies. Each

retransm ssion adds a few m|liseconds extra del ay.

This results in packets delivered out of order to the RLC | ayer on
the receiver side because sonme transm ssions on the MAC | ayer succeed
in one attenpt while others nay need several attenpts, up to a
configured limt.

HARQ failure is triggered when the max nunber of retransmissions is
reached.
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On the RLC Layer: The RLC layer is configured in two typical ways.

* RLC Unacknowl edged npde (RLC-UM: Is typically used for voice
services a.k.a VOLTE (Voice over LTE) or VoNR (Voi ce over NR)
Data bl ocks are not retransmitted in this node.

* RLC Acknow edged node (RLG-AM: Is typically used for nornal
internet traffic, a.k.a Mbile Broadband (MBB). Retransm ssions
on this layer are |l ess common than retransm ssions on the MAC
| ayer and they occur when HARQ failure is triggered on the MAC
|l ayer, or in the case that the MAC | ayer erroneously decodes a
NACK as an ACK. Retransmi ssion on the RLC | ayer causes 10s of
m | 1iseconds on extra delay, depending on howtinmers are
confi gur ed.

Besi des the causes for packet reordering |listed above, packet
reordering can occur with Dual Connectivity where 2 or nore radio
frequency bands are combi ned on the RLC | ayer, this because there can
be a tine skew of a few nilliseconds over transport |inks between the
PDCP | ayer and the RLC | ayer(s).

The RLC | ayer does resequencing on the RLC layer in LTE systens. On
5G systenms however, resequencing is left to the PDCP | ayer
Resequenci ng on the PDCP | ayer is however optional according to the
5G standard but is nostly enabled out of concern for sensitivity to
packet reordering on the transport and application layer. In
addition radi o bearers with robust header conpression (RoHC) shoul d
enabl e resequenci ng.

4.2. W-Fi

The | EEE 802. 11 specification (W-Fi) currently supports only in-
order delivery. The 802.11 protocols inherit traffic delivery
requirenents fromthe 802. 1Q specification (see section 6.5.3 in
802.1Q, which only permts only in-order delivery.

To utilize the mediumefficiently, the 802.11 MAC aggregates data
franes of a given traffic identifier (TID) and transmits themas a
bl ock. However, due to link errors, not all frames in the bl ock may
be received. A re-order buffer at the receiver holds up delivery of
data frames if a frame ahead of it is nmissing. A separate reorder
buffer is maintained for each of the 8 TIDs. A later retransm ssion
may deliver the nmissing frane at which point the missing frame and
subsequent franes are delivered
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The process of in-order delivery is also taken advantage of as part
of the security protocol. Each data frane is sequentially nunbered
with a packet nunber. To mitigate against a replay attack, the
receiving MAC sinply checks if the packet nunber of a received data
franmes is higher than the highest received one for that TID.

Al'l owi ng out-of-order delivery within the 802.11 specification for a
given TID woul d require sonme adjustnents to the 802.11 protocol
Sone of the adjustments include the foll ow ng:

* The reorder buffer would need to rel ease packets wi thout waiting
for ol der packets to be received

* The replay detection nechani smwould need to be updated to not
drop an older mssing franme when it is successfully retransmtted.

DOCsSI S

The Dat a- Over-Cabl e Service Interface Specifications provide

br oadband access over hybrid fiber-coaxial networks. The DOCSIS

prot ocol does not support |ayer 2 retransm ssions, but since the

i ntroduction of "channel bonding" functionality (a formof multi-Ilink
aggregation) in DOCSIS 3.0 in 2006, reordering can occur due to
differences in capacity or |atency between the bonded channels. Al
equi prment built to that and later versions of DOCSIS (including
DOCSIS 3.1 and DOCSIS 4.0) is required to support specific
resequenci ng features to guarantee in-order delivery.

In the dowmnstreamdirection (i.e. fromthe network to end-user)

i ndi vidual |P packets are encapsulated in layer 2 frames that
generally include a 20-bit Downstream Service ID (DSID), a 1-bit
Sequence Change Count, and a 16-bit Packet Sequence Nunber. The
specifications include detail ed, mandatory, requirenents on the
handl i ng of these fields, including a requirenment that cabl e nodens
support at |east 16 sinultaneous resequenci ng contexts, each of which
havi ng sufficient nenory to hold packets for up to 13 ns (18 ns in
ol der equi pment) at the maxi num forwardi ng rate of the device,
mechani sms for rapid | oss detection, and significant managenent and
configuration nechani sns to support the feature.

In the upstreamdirection (i.e. fromthe end-user to the network)

i ndi vidual |P packets are encapsulated in |layer 2 franmes, then

concat enat ed toget her and fragnented into "segments" for

transm ssion. The segnment boundaries are determ ned by the size of
the transm ssion opportunities (grants) and generally do not relate
to the internal frame or packet boundaries. So, in general a segnent
could begin with the tail of one L2 frane, then have zero or nore
full L2 franes, then the head of a final frane. Each segnent has a

te, et al. Expires 23 April 2026 [ Page 7]



I nternet-Draft Packet Reordering Cct ober 2025

segnment header which contains a 13-bit sequence nunber. The CMIS is
required to reassenbl e the concatenated frane sequence, and forward
the individual frames in order

5. Proposed Updates to RFC3819 Gui dance on Packet Reordering

This draft proposes to replace the contents of Section 15 of
[ RFC3819] with the follow ng text.

The Internet architecture does not guarantee that packets will arrive
in the sane order in which they were originally transmtted,;
transport protocols nust take this into account.

An earlier definition of TCP [ RFC2581] [ RFC3517] [ RFC5681] [ RFC6675]
defined the "fast retransmt” algorithm which recommended that a TCP
recei ver send an i mredi ate duplicate ACK when an out-of-order segnent
arrives, and it recommended that the TCP sender use the arrival of 3
duplicate ACKs as an indication that a segnment has been lost. This

| oss deternmination triggers a retransm ssion and a reduction of the
congestion window. In the presence of packet reordering, this

dupl i cat e- ACK- based | oss detection nechani smcan incorrectly deem a
packet lost, and thus trigger a spurious retransm ssion and an
unnecessary congestion w ndow reduction, both of which can negatively
i npact the performance of the connection. Thus, one outcone of the

i mpl ement ati on and depl oynent of the fast retransnit algorithmis
that TCPs becane significantly nore sensitive to network reordering

A nore recent update to TCP [ RFC8985] addresses this sensitivity by
performng | oss detection via tinme-based inferences derived fromthe
ACK feedback, rather than using duplicate ACKs. |n addition,

Section 6.1 of [RFCO002] discusses the useful ness of inplenenting
simlar mechanisms in QU C, and provides the protocol tools to do so.
I mpl enent ati ons of these time-based | oss detection nmethods have now
been wi dely depl oyed.

Nonet hel ess, there do exist inplenentations of network protocols that
do not work well in the presence of a significant anmount of packet
reordering.
Thi s suggests that subnetwork inplenenters should try to avoid packet
reordering when possible, but not if doing so conprom ses efficiency,
inmpairs reliability, or increases average packet del ay.

6. | ANA Consi derations

This nmeno includes no request to | ANA
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7. Security Considerations

Thi s docunent should not affect the security of the Internet.
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