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Abstract

The Sinple Two-Way Active Measurenent Protocol (STAWMP) enabl es one-
way and round-trip neasurenent of network netrics between |IP hosts,
and has a facility for defining optional extensions. This docunent
updates the definition of the C ass of Service TLV (originally
defined in RFC 8972) to enabl e the neasurenent of manipul ation of the
val ue of the Explicit Congestion Notification (ECN) field of the IP
header by m ddl eboxes between two STAMP hosts, and to enabl e

di scovery and neasurenent of paths that provide differential
treatnment of packets depending on the value of their ECN field.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 23 May 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC8972] defined several extensions to the Sinple Two-way Active
Measur ement Protocol (STAMP). Among those is a Cass of Service
(CoS) TLV that enables neasurenents that utilize the Differentiated
Servi ces Code Point (DSCP) marking in both directions. Al so, the CoS
TLV supports out bound neasurenents that utilize the Explicit
Congestion Notification (ECN) field, but it |acked support for such
measurenents on the return path. Experience deploying STAMP and its
ext ensi ons denonstrated that it is helpful to an operator to nonitor
ECN s consistency in both directions. This specification updates the
definition of the CoS TLV in a backward conpati bl e manner to support
monitoring of ECNin the return path of the STAMP test session
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Anot her STAMP extension header [I-D.ietf-ippmstanp-ext-hdr] defines
a mechani smthat can be used by a Session-Sender to request that the
Sessi on-Refl ector copy the entire I P header fromthe received test
packet into the reflected test packet. That capability could be used
in place of the CoS TLV to observe the DSCP and ECN val ues in the
forward direction in situations where there is no need to control the
return path DSCP or ECN val ue.

2. Conventions Used in This Docunent

2.1. Acronyns
CoS: Cass of Service
DSCP: Differentiated Services Code Point
ECN. Explicit Congestion Notification
STAMP:  Sinpl e Two-way Active Measurenent Protocol

2.2. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

3. Cass of Service TLV

3.1. TLV Definition

The STAMP Sessi on- Sender MAY include a CoS TLV in the STAMP test
packet. The format of the CoS TLV is presented in Figure 1.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| STAMP TLV Fl ags| CoS Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| DSCP1 | DSCP2 | EC2| RPD| EC1| RPE] Reserved |

i e R e e e i i T e i i SR N S
Figure 1: d ass of Service TLV

Where the fields are defined as foll ows.
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3.

2

*  STAMP TLV Fl ags: eight-bit field; format presented in Section 4 of
[ RFC8972] .

* CoS (C ass of Service) Type: one-octet field; the value MJIST be
set to 4.

* Length: two-octet field; set equal to the value 4 (octets).

* DSCP1l: DSCP val ue intended by the Session-Sender to be used as the
DSCP val ue of the reflected test packet.

* DSCP2: received value in the DSCP field at the ingress of the
Sessi on- Ref | ect or.

* EC2: received value in the ECN field at the ingress of the
Sessi on- Ref | ector.

* RPD (reverse path DSCP): two-bit field indicating whether the
Sessi on- Refl ector used DSCP1 or DSCP2 as the DSCP val ue of the
reflected test packet; a Session-Sender MJIST set the value of the
RPD field to Ob0OO on transm ssion

* EC1: ECN val ue intended by the Session-Sender to be used as the
ECN val ue of the reflected test packet.

* RPE (reverse path ECN): two-bit field indicating whether the
Sessi on- Refl ector used ECL as the ECN value of the reflected test
packet; a Session-Sender MJST set the value of the RPE field to
0b00 on transm ssion

* Reserved: twelve-bit field; MJST be zeroed on transm ssion and
i gnored on receipt.

Sessi on- Ref | ect or Behavi or

A STAMP Session-Reflector that receives a test packet with the CoS
TLV MUST include the CoS TLV in the reflected test packet. The
Sessi on- Ref | ect or MJST copy the value of the DSCP and ECN fi el ds of
the I P header of the received STAMP test packet into the DSCP2 and
EC2 fields, respectively, in the CoS TLV in the reflected test
packet .

A Session-Refl ector might have a |l ocal policy configuration that
limts the DSCP values that it can use for reflected test packets.
This local policy could be (for exanple) a systemdefault policy, a
gl obal policy for the Session-Reflector, or a policy that is
configured for specific destination addresses or networks. The
Sessi on- Ref | ector MUST verify whether the use of the value of the
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DSCP1 field is pernmitted in the reflected test packet. If it is, the
Sessi on- Refl ector MJUST set the DSCP field s value in the |IP header of
the reflected test packet equal to the value of the DSCPl field of
the received test packet. Oherw se, the Session-Reflector MJST use
the DSCP val ue of the received STAMP packet and set the value of the
RPD field to ObOl. Upon receiving the reflected packet, if the value
of the RPD field is Ob00, the Session-Sender will save the DSCP val ue
for analysis of the CoS in the reverse direction. |If the value of
the RPD field in the received refl ected packet is 0Ob0l1l, only CoS in
the forward direction can be anal yzed.

A Session-Refl ector might have a local policy configuration that
limts the ECN values that it can use for reflected test packets.
This local policy could be (for exanple) a systemdefault policy, a
gl obal policy for the Session-Reflector, or a policy that is
configured for specific destination addresses or networKks.
Additionally, a Session-Reflector could have platformlimtations
that prevent it fromsetting the ECN value in reflected test packets.
The Session-Refl ector MJST set the ECN value in the | P header of the
reflected STAMP test packet to the value of the EC1 field, if it is
permtted and capable to do so. |If the Session-Reflector is able to
set the ECN value in the I P header of the reflected STAMP test packet
to the ECL value, it MJUST then set the RPE field in the CoS TLV in
the reflected test packet to the value 0Obll. |If the Session-

Refl ector is unable to set the ECN value in the |IP header of the

refl ected STAMP test packet to the EC1 value, it MJST instead set the
RPE field in the CoS TLV in the reflected test packet to the val ue
0b10. As a result, the Session-Sender can detect whether the ECl

val ue was used by inspecting the value of the RPE field in the
received reflected test packet.

3.3. Interoperability with RFC 8972

The extended CoS TLV defined in this draft is backward conpati bl e
with the specification in Section 4.4 of [RFC8972]. The handling of
the DSCP1, DSCP2, EC2 and RPD fields defined here is identical to the
handl i ng defined for the equivalent fields in Section 4.4 of

[ RFC8972] .

Consi der a case when an inplenentation that supports this
specification perforns as Session-Sender, and the intended Session-
Refl ector’s support of the CoS TLV is according to Section 4.4 of

[ RFC8972]. If the operator requires nonitoring ECN in the reverse
direction, the value of the ECl field will be set to a non-zero

val ue. Because the Session-Reflector would treat the ECL field as
part of the Reserved field, it would ignore its value as per

Section 4.4 of [RFC8972]. Further, the Session-Reflector would treat
the RPE field as part of the Reserved field and thus it woul d send
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the value 0b0O in the reflected STAMP packet, rather than sending the
val ue 0b10 or 0Obll. Consequently, the Session-Sender w || determ ne

that the Session-Reflector does not inplenent the current version of

the CoS TLV, and that the ECN value in the I P header of the reflected
test packet was not set as requested.

Al so, this specification supports the case when the Session-Refl ector
supports the extended CoS TLV as defined in this specification and
the Session-Sender supports the CoS TLV according to Section 4.4 of

[ RFC8972]. In that scenario, the Session-Sender will set its

[ RFC8972] Reserved field to zeros. The Session-Reflector wll
interpret the first two bits of that field as the ECl field, as shown
in Figure 1 and thus will set the value of the ECN field in the IP
header of the reflected packet to 0b00. Further the Session-
Reflector will set the RPE field to Obll. The Session-Sender will
treat the RPE field as part of the Reserved field and will ignore its
val ue.

3.4. Congestion Response

[ RFC3168] and [ RFC9330] mandate that applications that send packets
mar ked with the ECTO or ECT1 codepoints inplenent a response to
congestion notifications fromthe network. Wile the STAMP protoco
doesn’t include the concept of a connection between a Sessi on- Sender
and a Session-Reflector, there are situations in which the Session-
Sender may send multiple STAWMP packets to the sane Session-Refl ector
within the round-trip tine between them and there are situations in
whi ch the Session-Sender may elicit multiple STAVP packets froma
Session-Reflector in response to a single sent STAMP packet. As
such, the Session-Sender is generally responsible for dictating both
its sending rate, and the sending rate of the packets sent in
response by an individual Session-Reflector, and so is not exenpt
fromthis mandate.

When using this CoS TLV with either an ECTO or an ECT1 value in the
ECN field of the | P header of the STAMP packet, the Sessi on-Sender
gains the ability (via observing a CE reflected value in the EC2
field) to detect that congestion was present on the path fromthe
Sessi on-Sender to the Session-Reflector. Simlarly, when using this
CoS TLV with either an ECTO or an ECT1 value in the EC1 field, the
Sessi on-Sender gains the ability (via observing a CEin the ECN field
of the I P header of the reflected packet) to detect that congestion
was present on the path fromthe Session-Reflector to the Session-
Sender .

If a Session-Sender sends nultiple STAMP packets with the CoS TLV to

a Session-Reflector within an RTT with either the ECTO or ECT1 val ue
in the ECN field of the |IP header, it MJST observe the reflected EC2
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field and reduce its sending rate upon observation of a CE value. |If
a Session-Sender sends multiple STAWMP packets with the CoS TLV to a
Session-Reflector within an RTT with either the ECTO or ECT1 value in
the ECL field, it MJST observe the ECN value in the |IP header of the
refl ected packets and reduce its sending rate upon observation of a
CE value. |If a Session-Sender sends a STAMP packet containing both
the CoS TLV and the Reflected Test Packet Control TLV
([I1-D.ietf-ippmasymetrical -pkts]) to a Session-Reflector, and
specifies either the ECTO or ECT1 value in the ECL field, it MJST
observe the ECN value in the I P header of the reflected packets and
adj ust the Reflected Test Packet Control paraneters in any future
STAMP packet sent to the sane Session-Reflector based on the
observation of CE val ues.

4. |1 ANA Consi derations
Thi s docunent includes no request to | ANA
5. Security Considerations

Thi s docunent extends the functionality of the CoS TLV ([ RFC8972])
and inherits all the security considerations applicable to the base
STAMP specification [ RFC8762] and [ RFC8972].

As this specification defines a nechanismto set ECN values, this
docunent inherits all the security considerations discussed in

[ RFC3168] and [RFC9330]. Mnitoring and optional control of ECN for
a reflected STAMP test packet using the extended CoS TLV nmay be used
across the Internet such that the Session-Sender and the Session-
Refl ector are located in different donains.
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