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Abstract

Large-scal e superconputing and Al data centers utilize nmultipath to

i mpl ement | oad bal anci ng and/or inprove transport reliability.
Adaptive routing (AR), widely used in direct topol ogi es such as
dragonfly, is growing popular in conpdity data centers to
dynami cal | y adjust routing policies based on path congesti on and
failures. Wen congestion or failure occurs, the sensing node can
not only apply AR locally but also send the congestion/failure
information to other nodes in a tinely and accurate manner to enforce
AR on ot her nodes, thus avoiding exacerbating congestion on the
reported path. This docunent specifies Adaptive Routing Notification
(ARN), a general nechanismto proactively di ssem nate congestion
detection and congestion elimnation information for renote nodes to
performre-routing policies. Particularly for Al workloads |ike
DeepSeek’ s MoE nodel s that exhibit dynamic all-to-all comunication
patterns with bursty traffic characteristics, such nechani sns becone
crucial to enable imredi ate network response to transient congestion
conflicts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. I nt roduction

Adaptive routing (AR
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is widely used in high-performance conputing
(HPC) environments with directly connected topol ogies |ike

Dragonfly[l-D.draft-agt-rtgwg-dragonfly-routing].
of fer advantages such as scalability with small

These topol ogi es
networ k di aneters,

maki ng them wi dely adopted in HPC and superconputing systens.
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In networks with directly connected topol ogies, multiple non-

equi val ent paths exist to reach the destination node. Typically, the
shortest path is preferred for forwarding traffic. However, traffic
congestion can occur on these shortest paths. AR addresses this by
enabl i ng nodes to nmake dynam ¢ routing decisions based on network
traffic variations, such as |link congestion

AR is also applicable to synmmetrical topol ogies, which are the nost
prevalent in current Al data centers, like the Cos topology. In
symmetrical topol ogies, nmultiple equivalent paths are avail abl e.

When congestion occurs on one path, AR can adjust traffic flows to
avoi d the congested path, thus ensuring balanced traffic distribution
and optimal path usage.

For exanple, by proactively detecting |ink congestion status or
receiving renote congestion notifications, network nodes can forward
packets al ong shorter, non-congested paths, inproving overal

t hroughput and resilience while reducing latency. Wen the link is
non- congest ed, packets are forwarded over the shortest paths. Wen
congestion occurs on any shortest path, the |local node that detects
it applies adaptive routing i medi ately and adverti ses congestion
signals to other renote nodes. This allows the network to sel ect
anot her non-congested but non-shortest path tenporarily until a
congestion elimnation signal is received. Adaptive routing hel ps
mtigate traffic collisions and utilize idle |inks, enhancing
bandwi dth utilization.

When data centers using symmetrical topologies enpl oy Equal - Cost
Multi-Path routing (ECMP), AR can correct the nenbership of ECW
groups by providing tinely congestion updates. This ensures traffic
i s bal anced across optinmal paths and prevents overl oad on specific
l'i nks.

AR nmechani sns are also effective in handling path failure scenari os,
as path failures can be consi dered severe congestion cases. The re-
routing strategy differs in these cases: when a link failure occurs,
no traffic can pass through the failed |link, necessitating a conplete
re-route of all affected traffic. |In contrast, when congestion
occurs, some traffic can still flow through the link, so AR ensures
that only the excess or partial traffic is re-routed, nmintaining
sone | evel of flow through the congested Iink

To standardi ze the process of dissem nating information for
triggering re-routing, including but not limted to congestion and
failures, the concept of Adaptive Routing Notification (ARN) is
introduced. ARN allows for a unified approach to adaptive routing
across different network environnents, ensuring consistent and
efficient handling of network changes and inproving overall network
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performance and reliability. Additionally, standardizing ARN reduces
the need for nmultiple inplenentations by switch vendors, sinmplifying
net wor k managenment and depl oynent.

Thi s docunent proposes a proactive notification nechanismfor
adaptive routing and describes the conditions for triggering

di ssemination and the information carried in ARNto notify renote
nodes for re-routing. ARN can be used for congestion notifications,
link failure notifications, and even to convey ot her rel evant network
events for re-routing. ARN is applicable to both directly connected
topol ogi es and indirectly connected topol ogies. The detail ed
mechani snms for detecting congestion or failures are beyond the scope
of this docunent.

1.1. Term nol ogy
AR Adaptive Routing
ARN: Adaptive Routing Notification
BPT: Best Path Tabl e
ECMP: Equal - Cost Multi-Path routing
HPC:. Hi gh- Performance Conputing
VXLAN: Virtual eXtensible Local Area Network

1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. ARN Mechani sm

The ARN nmechani smprimarily consists of three steps:

1. Detect changes in the status of network |inks/nodes (such as |ink
congestion, link signal interruption, etc.).

2. Assess the inpact range of the status change and, if loca

measures cannot conpletely mitigate the inpact, send an ARN
nmessage to specified renote nodes.
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3. Wien renmote nodes receive the ARN nessage, they nmake rerouting
deci si ons based on the specific information carried by the ARN,
thus mnim zing the inpact on subsequent traffic (e.g., selecting
a new path for subsequent traffic).

Here, link congestion is taken as an exanple to show how ARN wor ks.

ARN can be triggered whenever |ink congestion (e.g., by analyzing the
queue |l ength of the output port) is detected to appear or disappear.

A congestion signal carried through ARN is sent by the detected node
to other nodes of interest (usually the upstream nodes).

Figure 1 depicts a sinplified dragonfly topology (only relevant |inks
are drawn). The nodes in each Group are directly connected to each
other. The groups are all connected with direct links. As shown in
Figure 1, Nodel has a direct |ink connecting Goupl and G oup2. When
the direct link (Nodel <-> Group2) is congested, all nodes of G oupl
shoul d be notified and i mmedi ately update the path selection policy.
For exanple, partial or all flows originating from Goupl to G oup2
may choose Group3 as a transnission path instead of using the direct

link (Nodel <-> Group2) until

congestion elimnation.
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I I I I
oo o - + oo o - +

| |
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Figure 1: ARN Exanple in Dragonfly
Fi gure 2
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Fi gure 2: ARN Exampl e in Spine- Leaf

Figure 2 depicts a reduced Spine-Leaf topology with an exanmple of how
ARN is triggered in case of a failure. Specifically, when Spinel
detects a failure on the link to Leaf2, and finds no | ocal backup
pat h, Spinel sends an ARN nmessage to Leafl, instructing it to reroute
subsequent traffic destined for Leaf2 through Spine2

2.1. Triggering ARN

The | ocal node can sense the change of network states by nonitoring
interface status, such as bandwi dth utilization and queue depth of
the interface. The sensing nmethod is out of scope in this docunent.

VWhen the monitored val ue exceeds the preset threshold, the state is
determ ned to be congested and a congestion notification is
triggered. Wen the nonitored value falls back bel ow the preset
threshold, the state is determined to be non-congested and a
notification of congestion elimnation is triggered.

When the | ocal node detects any change in congestion status, it can
send the correspondi ng ARN continuously to other network nodes in the
same group. The notifications can be sent to nultiple nodes using
mul ti cast technol ogy provided by the network. ARN packets SHOULD be
set as high priority to ensure tinely processing. The congestion

l evel is RECOMVENDED to be included in ARN for fine-grained contro

of adaptive routing.

The | ocal node can sense the change of network states by nonitoring
interface status, such as bandwi dth utilization and queue depth of
the interface. The methods for detection and sensing can vary

wi dely, including techniques such as active probing, passive

moni toring, and others. However, the specific methods are out of
scope in this docunent.
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2

3.

3.

However, the detection of a state change does not necessarily trigger
the ARN nechani sm Nodes can deci de whether to trigger renote
notifications based on predefined rules. For instance, |oca
measures mght be sufficient to handle the issue. If alink failure
occurs but the | ocal node has nultiple backup |inks avail able, the
local rerouting might suffice to resolve the probl emw t hout needi ng
to trigger an ARN

When the | ocal node decides to trigger ARN based on the change in
specific network status, it can send the correspondi ng ARN
continuously to other network nodes. The ARNs coul d be sent by

uni cast or multicast. ARN packets SHOULD be set as high priority to
ensure tinely processing.

2. Receiving ARN

After receiving an ARN, the node generally perforns re-route
operations, which include but not limted to:

* Selecting a new optimal path for the traffic that avoids the
congested or failed Iink.

* Adjusting the sending rate of traffic to prevent overload and
reduce congesti on.

If the node determines that it cannot effectively re-route the
traffic based on the received ARN, it may propagate the ARN
informati on to other nodes in the network, continuing the

di ssem nati on process to ensure network-w de adaptation and opti nal
traffic fl ow

Adaptive Routing Notification
1. Basic Concept
An ARN packet should include two kinds of information:

* Information reflecting the type of notification and quantifiable
metrics (e.g., congestion level). The Metric value helps in
quantifying the severity of the congestion or failure, enabling
fine-grained control of adaptive routing.

* Information carrying details about the affected object (e.g.,
affected traffic, affected paths), for exanple, router identifier
connected by the conpromsed link or identifiers of flows that are
i npacted by the congestion or failure.
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These details are essential to assist renote nodes in making inforned
rerouting decisions, ensuring mnimal disruption and optimal network
performance despite the presence of congestion or failures.

Whenever a network node receives an ARN packet indicating congestion
detection, for exanple, it would evaluate the optinmal forwarding path
inits local best path table (BPT). |If the optimal path passes
through the affected interface, the network node deletes this path
fromthe BPT and sel ects other sub-optimal paths. How to respond to
ARN packets is typically related to the specific device's rerouting

i npl ementati on nechani smfor AR

ARN can al so be used to notify the elimnation of specific network
conditions (e.g., congestion recovery). Wen such an ARN nessage is
recei ved, the previously nade rerouting deci sions can be revoked. In
this case, each ARN nessage should be configured with an identifier
(carried through paraneters) to ensure the correspondence between the
state notification and the state revocation notification. |If ARNIis
not used for elimination, mechani sms such as timeouts can be enpl oyed
to revoke rerouting decisions.

Sinpl e and direct ARN nessages nmay cause routing oscillation issues
and packet reordering problens within the sane flow. These issues
can be better addressed in future enhancenents. Additionally, ARN s
primarily a rapid rerouting nechanismand is typically used in
conjunction with robust BGP mechani sms. Once BGP routes converge,
they will replace the rerouting strategies triggered by ARN, ensuring
routing correctness, |oop-freeness, and reducing the side effects
caused by the sinplistic ARN nmechani sm

3.2. Packet Fornat
0 1 2 3
01234567890123456789012345678901
R e s T e e S e in i i e e e e R e

Type | Version| Rvsd | Metric | Par a- Type
s T o T e e i T S S S e S e T S TR S e S R

+
I I
+- +
I I
| , |
+ Par anmet er s( Opt i onal ) +
I I
I I
R et e s i o e s i i
Figure 3: ARN For nmat

wher e:
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Type: This field indicates the purposes of ARN. Type 1 indicates
this notification is for notifying congestion detection renotely
to trigger adaptive routing. Type 2 indicates this notification
is for notifying congestion elimnation renpotely to revoke
adaptive routing. Type 3 indicates this notification is for
notifying failure detection renotely to trigger adaptive routing.
Type 4 indicates this notification is for notifying failure
elimnation renotely to revoke adaptive routing.

Version: This field indicates the version nunber. The default val ue
is 0.

Rvsd: Reserved

Metric: (Quantified value. For exanple, it can be used to notify the
degree of congestion or indicate the variation in avail able
bandwi dt h.

Par a- Type: The Para-Type field is an 8-bit bitmap that specifies
whi ch paranmeters are included in the Paranmeters field of the ARN
packet. Each bit in this field corresponds to a specific
paraneter. Wen a bit is set to 1, it indicates the presence of
the correspondi ng paranmeter. The followi ng subsections detail the
expl anation of each bit in the Para-Type field.

Paraneters: The paraneters field can carry the information of
af fected object to help other devices deternmine the target of
adaptive routing. The presence of paraneters is indicated by the
Par a- Type bitnmap. The packing order of the paraneters follows the
bit order specified in the Para-Type bitmap field.

3.2.1. Illustration of Para-Type and Correspondi ng Paraneter
3.2.1.1. Para-Type Bit 0
When bit0O of Para-Type is 1, the follow ng paraneter is concluded in

Paraneters to indicate the identifier of affected flow (five-tuple
from packet header):
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0 1 2 3

01234567890123456789012345678901

B e S i o S S S i T S S i S i e

code | Mask | Rsvd | Pr ot ocol

i I S e i e s i ol S S S S e S S S e S e et i S e
Source | Pv4/v6 ~

B T e R et e s o o S e R e
Destination | Pv4/v6 ~

B S S e i S S T A S S S S S S i S S

Source Port | Destination Port
B S S i i i i T T a ik S S S S S

+'9+

+— 4+ 0+ 1+ +

wher e:

Opcode: This field indicates either | Pv4 address or | Pv6 address is
used in the paraneter.

Rsvd: Reserved for future use.

Mask: A bitmap used to indicate the presence of the subsequent 5
fields, excluding the reserved field. Each bit in this field
corresponds to a specific domain, with a value of 1 indicating the
presence of the domain and O indicating its absence.

Here's the breakdown of each bit in the Mask field:

* Bit 0 (Protocol): Indicates whether the Protocol field is present.

* Bit 1 (Source IPv4/v6): Indicates whether the Source |IP address
field is present.

* Bit 2 (Destination IPv4/v6): Indicates whether the Destination IP
address field is present.

* Bit 3 (Source Port): Indicates whether the Source Port field is
present.

* Bit 4 (Destination Port): Indicates whether the Destination Port
field is present.

Protocol: Indicates the specific protocol type used by the packet,
such as TCP or UDP

Source | Pv4/v6: : The | P address of the sender, which can be in | Pv4
or IPv6 format determ ned by Opcode

Destination IPv4/v6: : The |IP address of the receiver, which can be
in |IPvd or |Pv6 format determ ned by Opcode.
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Source Port: : The port nunmber used by the sender

Destination Port: : The port nunber used by the receiver

3.2.1.2. Para-Type Bit 1

When bitl of Para-Type is 1, the follow ng paranmeter is concluded in
Parameters to indicate the identifier of affected path:

0 1 2 3
01234567890123456789012345678901
R I T T S S e T S s i Sl U S S S
| Path I D |
S S S M M S S S T M T S S S S

Path ID: The 32-bit field is used to uniquely identify the affected
path in the network.

3.2.1.3. Para-Type Bit 2 to Bit 7

6.

Bits 2-7: Reserved for future use or other paraneter types

In scenarios such as VXLAN tunnels, there may be both inner and outer
five-tuple flowidentifiers. Different paraneters can be used to

di stingui sh between these two types of identifiers, allowing for nore
granul ar routing control. Specifically:

* Bit O is used for the outer five-tuple identifier (related to the
VXLAN tunnel ).

* Additional bits (e.g., Bit 2) can be used for the inner five-tuple
identifier (related to the actual payload traffic within the
tunnel ).

By using different bits in the Para-Type field, the ARN nechani sm can

i ndi cate the presence of these different paraneters, enabling precise

and fine-grained adaptive routing decisions.

Security Considerations
TBD.

I ANA Consi derations
TBD.
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