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Abst r act

HTTP' s Extended Connect’s Connect-UDP protocol enables a client to
proxy a UDP flow fromthe HTTP server towards a specified target IP
address and UDP port. QU C and Real -time transport protocol (RTP)
are exanmpl es of transport protocols that use UDP and support Explicit
Congestion Notification (ECN) and provi de the necessary feedback.

Thi s docunent specifies how ECN and DSCP can be supported through an
extension to the Connect-UDP protocol for HTTP.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://gloi nul.github.io/masque-ecn/#go. draft-westerl und- masque-
connect-udp-ecn.htm . Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-westerlund-masque-
connect - udp- ecn-dscp/ .

Di scussion of this docunent takes place on the MASQUE Wirki ng G oup
mailing list (mailto:msque@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ masque/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/msque/.

Source for this draft and an issue tracker can be found at
https://github. com gl oi nul / masque- ecn.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Connect-UDP, as currently defined, limts the Explicit Congestion
Notification (ECN) [RFC3168] exchange between the HITP server and the
target. There is no support for carrying the ECN bits between the
HTTP Connect-UDP client and the HTTP server proxying the UDP fl ow.
Thus, it is not possible to establish the end-to-end ECN i nformation
fl ow necessary to support either classic ECN [ RFC3168] or L4S

[ RFCo484] .

D ffserv [ RFC2475] enables differential network treatnment of packets.
Connect-UDP, as currently defined, |acks support for carrying the
DSCP field [ RFC2474] through the tunnel

Thi s docunent specifies two Connect-UDP extensions that enable end-
to-end ECN and DSCP for proxied connections: an ECN zero-bytes

ext ensi on, which adds no overhead by encoding the ECN val ue directly
into the Context ID; and an ECN DSCP extension, which carries both
DSCP and ECN in the HTTP Dat agram payl oad. For these two extensions,
this document specifies negotiation and defines a new Dat agram
context that carries the DSCP and ECN bits and the UDP payl oad,
replacing the context defined in [ RFC9298].

An alternative to this extension is Connect-|P [ RFC9484]; however, it
carries a full 1P header between the HTTP client and server,
resulting in significantly nore overhead than this extension, which
requires zero or one byte to carry both the DSCP and ECN bits.

To define a solution that can be combined with other extensions, and
thus other contexts, without redefining each conbination, the
extensions defined in this docunent indicate not only the ECN and
DSCP val ues but also the next Context ID. The ECN zero-bytes

ext ension defines three additional Context |ID values that are bound
to an HITP Dat agram payl oad identifying the Context ID and indicate
whet her the packet was marked with ECT(0), ECT(1), or CE
respectively.

An endpoi nt shoul d not enable both extensions defined in this

docunent, as that would |l ead to confusion if both extensions indicate
di fferent ECN val ues.
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2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. ECN zero-byte Extension

For a zero-overhead encoding, the ECN bits can be indicated by using
different Context IDs. At the same tine, the Context |ID indicates
whi ch Context |ID would otherw se have been used to identify the
structure of the rest of the HITP payl oad, which we call the payl oad-
identifying context ID, or short payload ID. Oten this is the basic
UDP- payl oad context (Context ID 0) as defined by [ RFC9298].

The core of this solution is to define additional Context IDs (A B
and C) for a Connect-UDP streamthat indicate ECN val ues other than
Not - ECT, i.e., ECT(1), ECT(0), or CE [RFC3168]. This idea is shown

in Table 1.

B ey Sy Sy pjjpp—p—(—(—(————
| Context ID Value | ECN bit | ECN Value | Payload ID

[ ooy s sl e e e pel
| 0 | 0b0oO | Not-ECT | O |
I I I ] I I +
| A| 0b01 | ECT(1) | 0 |
R I I L Fo-m - - - - Fo-m - - - - +
| B | Obl0 | ECT(0) | 0 |
I I I F--- - - - - I I Fo-mm e e - - +
| C| Obill | CE | 0 |
I I I ] I I +

Table 1. ECN Encodi ng Tabl e

No new Context ID value is defined to represent Not-ECT, since using
a Context I D without this extension would, by default, inply Not-ECT
Additionally, Context IDs are defined to represent the conbination of
an ECN val ue other than Not-ECT and the payl oad-identifying Context
ID. |If an application uses nore Context |ID values than just zero,
addi tional Context |Ds must be defined.

This extension results in four times as nany Context IDs within a
singl e Connect-UDP stream W expect that this is acceptable in nost
cases, as a total of 64 Context IDs can be encoded in a single byte,
thus resulting in no packet expansion. However, for applications
that have nmore than 16 original Context IDs (including zero), it is
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recommended to use the ECN DSCP extension Section 4, which only
doubl es the nunber of Context IDs but requires an additional byte in
t he payl oad.

An endpoi nt enabling this extension MJST define all three ECN val ues,
even if the ECN enabl ed application expects that only one ECT val ue
(and CE) is used. This is because of transmission errors or
erroneous remarking in the network, where the other ECT codepoint, as
wel | as Not-ECT, may be observed.

Negoti ati on of the conetxt ID values is defined using both HTTP
headers and capsul ses in Section 5.1.

4, DSCP/ ECN Ext ensi on

The HTTP Dat agram Payl oad format is defined in [ RFC9484] as depicted
bel ow.

UDP Proxyi ng HTTP Dat agram Payl oad {
Context ID (i),
UDP Proxying Payload (..)

}

Figure 1. ECN enabl ed UDP Proxying HTTP Dat agram For nmat

For the ECN DSCP extension, the ECN DSCP UDP Proxyi ng Payload is
defined in the foll ow ng way:

ECN/ DSCP UDP Pr oxyi ng Payl oad {
DSCP( 6) ,
ECN(2) ,
UDP Proxying Payload (..) # Payload per another Context ID definition

Figure 2: ECN DSCP UDP Proxyi ng Payl oad

DSCP: A six bit field carrying the Differentiated Servi ce Code Poi nt
as defined by [ RFC2474] associated with this UDP Proxyi ng Payl oad.

ECN. Atwo bit field carrying the IP ECN bits as defined by Section 5
of [RFC3168] to be set or as received on the | P/UDP packet carrying
t he UDP Dat agram payl oad i ncl uded.

UDP Proxyi ng Payl oad: Anot her UDP Proxying Payl oad follow ng the ECN
carrying byte. This uses another Context ID as negotiated, e.g.
Context 1D 0. Thus enabling this byte to be conbined with any ot her
payl oad.
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This format used a negotiated context ID that MJST be non-zero. It
MJUST al so negoti ate the payl oad-identifying context ID.

5. Negotiating Extensions Usage

This section defines capability negotation and Context |ID
configuration for the two defined extensions.

Note that Context Identifiers are defined as QU C varints (see
Section 16 of [RFC9000]) and support values up to

4,611, 686, 018, 427, 387,903, which is larger than what a Structure
Header Integer supports (limted to 999, 999, 999, 999,999). W foresee
no issues with this limtation, as Context ldentifiers should
primarily use the single-byte representation for efficiency, i.e.
they should rarely exceed 63.

3

5.1. ECN- zero-byte Extension

To use the ECN-zero-byte extension three Context |1 Ds need to be
configured relative to the Context ID that identifies the actual HTTP
Dat agr am payl oad.

A configuration of ECN signaling is represented by a four-tuple with
the follow ng format:

ECN_CONTEXT_ASSI GNVENT {
ECT_1_CONTEXT (i),
ECT_0_CONTEXT (i),
CE_CONTEXT (i),
PAYLOAD_CONTEXT (i)

Fi gure 3: ECN CONTEXT ASSI GNVENT For mat

ECT_1 CONTEXT: The Context ID used to indicate the payl oad was
mar ked wi th ECN val ue ECT(1).

ECT_O_CONTEXT: The Context ID used to indicate the payl oad was
mar ked wi th ECN val ue ECT(O0).

CE_CONTEXT: The Context ID used to indicate the payl oad was marked
with ECN val ue CE.

PAYLQAD CONTEXT: The payl oad-identifiying context ID indicating the
actual encoding of the start of the HITP Dat agram payl oad.
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5.1.1. HITP Structured field

ECN- Context-IDis a Structured Header Field [ RFC9651]. Its value is
a List consisting of zero or nore Inner Lists, where the Inner List
contains four Integer Itens. The Integer Itens MJUST be non-negative,
as they are context identifiers defined in [ RFC9298]. The four
Context I Ds are those defined in Figure 3, in that order.

VWhen the header is included in an Extended Connect request, it

indicates, first of all, support for this ECN extension. Secondly,
it may define one or nore 4-iteminner lists of Context IDs for the
requestor-to-responder direction. |If no 4-iteminner |ists of

Context I Ds are included, then this header only indicates support for
the extension, and the Context |IDs MAY be signal ed using capsul es.

When the request includes the ECN- Context-I1D header, the responder
MAY include this header in the response. If included, it defines the
Context I D used in the responder-to-requestor direction.

The foll owi ng exanpl e indicates support for ECN zero-byte-extension
and defines two sets of Context IDs: ID=5, 6, 7 (ECT(1), ECT(0), CE)
conmbined with Context ID 4; and ID=1, 2, 3 conbined with the default
I D=0 as defined in [RFC9298], i.e., a plain UDP payl oad.

ECN- Context-1D: (5,6,7,4), (1,2,3,0)
Figure 4: Exanpl e of ECN Context-I|D header
5.1.2. ECN Context |ID Assignnment Capsul e

The ECN_CONTEXT_ASSI GN capsul e is used to assign Context ID values to
the ECN-zero-byte extension.

ECN_CONTEXT_ASSI GN Capsul e {

Type (i) = TBA 2

Length (i),

ECN_CONTEXT_ASSI GNMVENT (..) ...,
}

Figure 5: ECN CONTEXT_ASSI GN Capsul e For mat

Type and Length as defined by Section 3.2 of the HTTP Capsul e
specification [ RFC9297]. The capsule value is the

ECN_CONTEXT_ASSI GNVENT defined above in Figure 3. Thus, the capsule
val ue consists of zero or nore ECN_CONTEXT_ASSI GNMVENT f our -t upl es.
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5.2. ECN DSCP extension

This section defines the negotiation of the ECN DSCP extensi on
defined in Section 4. It defines both an HTTP header field (DSCP-
ECN- Context-1D) that can be included in the Extended Connect request,
and a capsul e.

5.2.1. HTTP Structured Header

DSCP- ECN- Context-I1D is a Structured Header Field [ RFC9651]. Its
value is a List of zero or nore Inner Lists, where each Inner List
contains two Integer Items. The Integer Itenms MJST be non-negative,
as they are context identifiers defined by [ RFC9298]. The first
Integer Itemis the Context |ID being defined, and the second | nteger
Itemis the Context ID for the payload follow ng the ECN DSCP byt e.

When the header is included in an Extended Connect request, it
indicates, first of all, support for the ECN DSCP extension.
Secondly, it may define one or nore context ID pairs for the
requestor-to-responder direction. |If no context ID pairs are

i ncluded, then this header only indicates support for the extension,
and it may be configured using capsul es.

When the request includes the DSCP- ECN Cont ext-|D header, the
responder MAY include this header in the response. |If included, it
defines the Context 1D used in the responder-to-requestor direction

The foll owi ng exanpl e indicates supoprt of the ECN DSCP extensi on and
defines three Context IDs: Context ID 1 conbined with Context ID 4,
Context 1D 2 conbined with Context ID 5, and Context |ID 3 conbined
with the default Context ID O as defined in [RFC9298], i.e., a plain
UDP payl oad.

DSCP- ECN- Conext -1 D: (4,1), (5,2), (3,0)
Fi gure 6: Exanpl e of ECN- Context-1D header
5.2.2. DSCP/ECN Context |D Assignment Capsul e

The DSCP_ECN CONTEXT_ASSI GN capsul e is used to assign context ID
val ues for the DSCP/ ECN extensi on.

DSCP_ECN_CONTEXT_ASSI GN Capsul e {
Type (i) = TBA 2
Length (i),
CONTEXT ASSI GNMENT (..) ...,

}
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Figure 7: DSCP_ECN CONTEXT_ASSI GN Capsul e For mat

Type and Length as defined by the HTTP Capsul e specification in
Section 3.2 of [RFC9297]. The capsule value is defined bel ow

CONTEXT ASSI GNVENT {
ASSI GNED_CONTEXT (i),
NEXT_PAYLOAD_CONTEXT (i)
}

Fi gure 8: CONTEXT ASSI GNVENT For mat

The capsul e val ue consists of zero or nore CCONTEXT ASSI GNVENT pai r
val ues. Each pair consists of these two fields:

ASSI GNED_CONTEXT: : The context ID identifying that the indicated
HTTP dat agram payl oad starts with the ECN DSCP UDP Proxyi ng Payl oad.

NEXT_PAYLOAD _CONTEXT: The context ID identifying the follow ng
payl oad in each HTTP datagram after the ECN DSCP UDP Proxyi ng
Payl oad.

This capsule is sent by either endpoints to configure or extend the
configuration of context IDs. The receiving HTTP endpoi nt MJST send
back its correspondi ng DSCP_ECN CONTEXT_ASSI GN capsul e, which may be
enpty if the peer does not intend to provide any context | Ds.

6. Tunnels and DSCP and ECN nmarking i nteractions
6.1. Tunnel Endpoint MarKking

The Tunnel Endpoint, when receiving an | P/ UDP packet belonging to a
Connect - UDP request with the ECN DSCP extensi on enabl ed, copies the
six DSCP bits and the two ECN bits fromthe | P header into the DSCP
and ECN fields, respectively, in the HTTP Dat agram payl oad using the
rel evant Context ID. When using the ECN-only extension, the two ECN
bits in the inconming | P/UDP packet are used to select the appropriate
Context |D.

For the ECN DSCP extension, the Tunnel Endpoint on egress copies the
DSCP and ECN extension field values into the | P/UDP packet it creates
for this UDP Proxying payl oad. For the ECN extension, the Context ID
val ue is used to determ ne which value to wite in the outgoing IP/
UDP packet’ s ECN fi el d.

A Tunnel endpoint which is unable to read or set the ECN Field SHALL
NOT enabl e the ECN extensi on.
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6.2. DSCP Remarki ng Consi derations

The tunnel may interconnect two different adm nistrative domains that
use DSCP values differently. Thus, the endpoints likely need to
performrenmarking of DSCP field values, simlar to what an inter-
domain router would. Depending on use cases and depl oynment, the HTTP
client can be in different network domains with different DSCP
usages. An HTTP server that, based on user identification, connects
the HTTP client to different network domains behind it may al so need
to support nultiple external domains.

The above conplications in handling DSCP nmake it inpossible to
provi de a standardi zed remarki ng instruction. Instead, the

depl oynent will have to define whether remarking is handl ed by the
HTTP server, the HTTP client, or both, considering the tunnel a
specific network domain in itself.

6.3. Tunnel Transport Connection ECN Interactions and Congestion
Contr ol

The primary goal of the ECN extension is to enabl e ECN usage between
the proxy and the target and to have the end-to-end transport react
to that ECN. However, different potential nodels exist for providing
ECN interactions for the tunnel, i.e., between the HTTP client and
server. The choi ce depends on how the tunnel is configured and what
addi tional support has been inplenmented for the Connect-UDP protocol

For HTTP tunnels (not using HTTP/ 3 [RFC9114], HTTP/ 3 using data
streans, or HITP/3 with datagrans but with congestion contro

enabl ed) the tunnel will consist of one or possibly several chained
congestion-controlled transport connections. 1In this case, ECN may
be enabl ed i ndependently on each underlying transport connection
However, in this scenario, it is not possible to have a one-to-one
correspondence between | ower-layer ECN narkings and tunnel ed HTTP
datagranms, nor to avoid reacting at both the tunnel-transport |ayer
and the end-to-end layer. Instead, the only practical choice is to
have each HTTP-1|ayer hop run an ECN- nmarking AQM governed by its
transport connection, which marks the ECN field in the HITP dat agram

or drops the datagram when a queue builds. |In other words, each HTTP
transport connection is treated as a single IP link in the end-to-end
chai n.

For tunnels using HTTP/ 3 with datagranms, where the QU C connection
di sabl es congestion control on packets containing HTTP dat agrams as
di scussed in Section 6 of [RFC9298], the ECN marking on tunnel ed
packets can be propagated between the | P packet of the transport
connection and the end-to-end packet. This represents a specific

i mpl ementation of IP-in-1P tunnels with tightly coupl ed shi m headers
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as discussed in [RFC9601]. It is inplemented as Feed- Forward-and- Up
as discussed in [ RFC9599], and MJST use the normal node on tunne
ingress and follow the specified default behavior on egress as
defined in [ RFC6040].

6.4. Tunnel Transport Connection DSCP Interactions

For HTTP tunnels not using HITP/3 [ RFC9114], HITP/ 3 using data
streans, or HITP/3 with datagrams but w thout disabling congestion
control, the tunnel will consist of one or possibly several chained
congestion-controlled transport connections. These transport
connections can use only a single DSCP code point to avoid

i nconsi stent network treatnment that night confuse the congestion
controller and retransm ssion nechanism Thus, even if the tunneled
packets use different DSCP val ues, the transport connection nust
settle on a single, suitable DSCP value. However, if the QUC

mul tipath extension [I-D.ietf-quic-nultipath] is used, each path can
have a different DSCP value. |In this latter case, packets with
different DSCP val ues can be mapped to different paths with the
appropriate network treatnent as indicated by their DSCP val ues.

For tunnels using HTTP/ 3 with datagrans and where the QU C connection
di sabl es congestion control on packets containing HTTP datagrans, as
di scussed in Section 6 of [RFC9298], the QU C packets can be narked
usi ng the nost suitabl e DSCP val ue based on the encapsul at ed packet.
In cases where the tunnel connection is sent into a different network
domai n than the one on which the tunnel ed packet was received, a

sui tabl e remappi ng nmust occur for the domain to which the tunne
packet will be sent. The HITP tunnel MJST NOT coal esce different
tunnel ed payl oads that are not mapped to the sane DSCP in a single
QUI C packet.

6.5. QU C Aware Forwarding

An HTTP endpoi nt that supports this extension and QUI C Aware
Forwarding [I-D.ietf-nasque-quic-proxy] MJST preserve ECN marki ngs on
forwarded packets in both directions to ensure end-to-end ECN
functionality. Using this extension in conbination with QU C Aware
Forwardi ng, rather than relying solely on the latter, also ensures
that ECN bl ack hol es do not occur, for exanple, on |ong-header
packets or packets sent before the QU C Aware Forwarding path is
established for short-header packets. Thus, supporting both provides
a consi stent ECN experience.

7. | ANA Consi der ations
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7.1. HTTP Field Nanes
I ANA is request to register two new permanent Field name in the
Hypertext Transfer Protocol (HTTP) Field Nanme Registry (At tine of
witing residing at: https://ww.iana.org/assignnents/http-fields/
http-fields.xhtm).
7.1.1. ECN-Context-I1D
Fi el d Nane: ECN- Context-ID
Status: Per manent
Structured Type: List
Ref erence: [ RFC- TO BE]
7.1.2. DSCP-ECN Context-1D
Fi el d Nanme: DSCP- ECN- Cont ext-1D
St atus: Per manent
Structured Type: List
Ref erence: [ RFC TO BE]
7.2. HTTP Capsul e Type

I ANA is reqeusted ot register two new HTTP Capsul e Types in the
per manent range (0x00-0x3f).

7.2.1. ECN_CONTEXT_ASSI GN
Value: TBA 1
Capsul e Type: ECN_CONTEXT_ASSI GN
Status: permanent
Reference: RFC TO BE
Change Controller: |ETF
Contact: MASQUE Working Group masque@etf.org

Not es: None
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7.2.2. DSCP_ECN_CONTEXT_ASSI GN
Val ue: TBA 2
Capsul e Type: DSCP_ECN CONTEXT_ASSI GN
Status: permanent
Ref erence: RFC-TO BE
Change Controller: |ETF
Contact: MASQUE Worki ng Group masque@etf.org
Not es:  None
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