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Abst r act

Thi s docunent updates the reconmendations for key shares al gorithns
(TLS supported groups; previously EC Nanmed Curve Registry) in the
light of the future arrival of cryptographically relevant quantum
conput ers.

[[ NOTE | use key share in the title and here as it’s nore accurate
than "group" and perhaps nore well known in the context TLS than key
agreenment or key exchange. ]]

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://bwesterb. github.io/draft-westerbaan-tls-keyshare-
reconmendat i ons/ dr aft - west er baan-t| s- keyshar e-recommendati ons. ht m .
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-westerbaan-tls-keyshare-
recomendat i ons/ .

Di scussion of this docunent takes place on the Transport Layer
Security Wirrking Goup mailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com bwesterb/draft-westerbaan-tl s-keyshare-
reconmmendat i ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 27 August 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

A future cryptographically rel evant quantum conputer can decrypt TLS
handshakes recorded today that do not post-quantum al gorithns for
their key shares: algorithms designed to be resistant agai nst quantum
attack. This threat is known as store-now decrypt-later (SNDL).
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RFC9847 defines the pernmitted value of the "Reconmended" col um of
the TLS Supported G oups registry (https://ww.iana. org/assi gnments/
tls-paraneters/tls-paraneters. xhtm #t| s-paraneters-8) as:

Y: Indicates that the | ETF has consensus that the itemis
RECOMMENDED. This only neans that the associated nmechanismis fit
for the purpose for which it was defined. Careful reading of the
docunentation for the nechanismis necessary to understand the
applicability of that nechanism The | ETF could recomrend
mechani sns that have linmted applicability, but will provide
applicability statenents that describe any limtations of the
mechani sm or necessary constraints on its use

N: Indicates that the item has not been evaluated by the | ETF and
that the I ETF has made no statenent about the suitability of the
associ ated nechanism This does not necessarily nean that the
mechanismis flawed, only that no consensus exists. The |ETF
m ght have consensus to |leave an itens marked as "N' on the basis
of its having limted applicability or usage constraints.

D: Indicates that the itemis discouraged. This marking could be
used to identify nechanisns that mght result in problens if they
are used, such as a weak cryptographic algorithmor a mechani sm
that mght cause interoperability problens in deploynent. Wen
marking a registry entry as “D” , either the References or the
Comments Col umm MUST i nclude sufficient information to determ ne
why the marki ng has been applied. Inplenenters and users SHOULD
consult the linked references associated with the itemto
determine the conditions under which the item SHOULD NOT or MJST
NOT be used.

G ven the SNDL threat, the | ETF cannot recomrend key shares for
general use that do not offer post-quantumresistance, and this
docunent updates the TLS Supported G oups registry
(https://ww. iana.org/assignnents/tls-paraneters/tls-

par amet ers. xht m #t | s- paranmet ers-8) accordingly.

Among the currently regi stered post-quantum key share al gorithms,
| ETF recommends X25519MLKEM/68 for its wi despread support.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

4.

4.

1.

2

Security Considerations

Before the arrival of a cryptographically rel evant quantum conputer
(CRQC), a TLS connection that negotiated a non-post quantum key share
can be recorded decrypted in the future.

After the arrival of a CRQC, allow ng a non-post quantum key share to
be negotiated allows for an active quantum attack that achieves MTM
even if the server certificate is post quantum

| ANA Consi der ati ons

Thi s docunent updates the TLS Supported G oups registry
(https://wwv i ana. org/ assi gnnents/tl s-paraneters/tls-

par anet ers. xht m #t| s- paraneters-8), according to the procedures in
Section 6 of [RFC9847] as foll ows.

Reconmmend
[ ool oo e o fes el el 1}
| Value | Description | Recommended
[} gl s fums s fums s peny e e pj——r o
| 4588 | X25519MLKEM/68 | Y |
S S S +
Table 1
Di scour age
| Value | Description | Recommended | Comment |
| 9 | sect 283kl | D | Vulnerable to |
| | | | store-now decrypt- |
| | | | later quantum |
| | | | attack, see |
| | | | TBA:this-docunent |
B S, o e e e e e e e oo o e e e e oo o o e e e e e e e oo +
10 sect 283r1 D Vul nerable to

| | |
| | store-now decrypt- |
| | later quantum |
| | attack, see |
| | TBA:this-docunent |

sect 409k1 | Vulnerable to |
| store-now decrypt- |
| later quantum |
I I

attack, see
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N o e e e e e e oo o m e e e oo - o e e e e e e oo +
Tabl e 2
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