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Abstract

Thi s docunent extends DELEG record, and SVCB records pointed to by
DELEG record, as defined in [I-D.draft-wesplaap-deleg], with ability
to specify transport protocols and authentication parameters
supported by name servers.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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I nt roducti on

The new del egati on nechani sm based on DELEG record type allows to
specify attributes a resolver can use when talking to a del egated
authority. This docunment introduces paranmeters specific to different
transport mechani smthan the default udp/53 protocol.

Legacy DNS resol vers unaware of DELEG mechani sm woul d continue to use
the NS and DS records, while resolvers that understand DELEG and its
associ ated paraneters can efficiently switch to new transports.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Term nol ogy regardi ng the Domai n Nane System comes from [ BCP219],
with addition terns defined here:

* |egacy transport nane servers: An authoritative nane server that
only supports unencrypted DNS via UDP/ TCP port 53
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2. New DNS transports
There has been a | ot of work defining new ways to transport DNS over
new encrypted protocols. Wile nost of this work was focusd on the
client/stub resolver to recursive resolver connection the protocols
will remain the same for an recursive to authoritative connections
when iterating for a nanme. These are:
* DNS over TLS as defined in [ RFC7858]
* DNS over HITPS as defined in [ RFC38484]
* DNS over Dedicated QU C Connections RFC9250

VWil e the DNS over HITPs reconmends HTTP/ 2 [ RFC9113] as the m ni mum
version there are no differences when using to over HTTP/ 3 [ RFC9114].

2.1. Selecting transport protocols
The sel ection of the transport protocol to use to connect to an
authoritative server for a delegation is done by the ALPN parameter
as defined in [ RFC9460].

If there is no ALPN paraneter the connection MJUST be established
usi ng unencrypted DNS over UDP/ TCP on port 53.

If there is an ALPN parameter up to 4 protocols in the Iist MJST be
tried to connect to the authoritative server

The following ALPN are allowed to be used and nay need the additiona

parameters as defined in this table: | ALPN |
parameters | [------- [------------ | | dot | | | dog]| | | h2 |
dohpath | | h3 | dohpath

2.2. Authenticating transport protocols

As all defined transport protocols here rely on TLS the
authentication for the authentication of themis identical. Wen no
TLSA paraneter is present authentication is MJST be done using the
normal PKI infrastructure of the recursive resolver. The name used
for the authentication is the target nane of the DELEG or SVCB
record. When a TLSA paranert is present the authentication MJST be
done using the digests in that record
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1. "TLSA" paraneter

The "TLSA" SvcParanKey is a transport paranmeter representing a TLSA
RRset [RFC6698] to be used when connecting to TargetNanme using a TLS-
based transport.

The SvcParanVal ue is a non-enpty value-list. The presentation and
wire format of each value is the same as the presentation and wire
format described for the TLSA record as defined in [ RFC6698],
sections 2.1 and 2.2 respectively. To avoid wasting resources in the
parent zone parents MAY reject RRSets containing "tlsa" SvcParans
that use matching type 0 (exact natch).

2. Authentication Failures

When a resolver attenpts to access naneserver del egated by a DELEG or
SVCB record, if a connection error occurs, such as a certificate

m smat ch or unreachabl e server, the resolver SHOULD attenpt to
connect to the other nameservers delegated to until either exhausting
the list or the resolver’s policy indicates that they should treat
the resolution as fail ed.

Privacy Consi derations

Al of the information handled or transmitted by this protocol is
public information published in the DNS

Security Considerations
TODO Fill this section out
I ANA Consi derati ons

New SvcPar anKey Val ues

Thi s docunent defines new SvcParanKey val ues in the "Service Binding
(SVCB) Paraneter Registry".

B et oo sty et

| SvcParamKey | NAME | Meaning | Reference |

g ettty el ety e el

| TBD1 | tlsa | TLSA RRset | (This Docunent) |

I i +------ I I i IR +
Table 1

Informati ve References
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