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Abst ract

Thi s docunent describes use cases and requirenents for VESPER
(Verifiable STI Presentation and Evi dence for RTU), an extension to
the Secure Tel ephone Identity Revisited (STIR) franmework. VESPER
defines a delegate certificate profile that binds tel ephone nunber
authority, entity identity, and originating provider authorization
into a single verifiable trust artifact, grounded in R ght-to-Use
(RTU) validation and recorded in a public transparency |og. The
docunent identifies the trust gaps that notivate this work and
describes requirenents for verifiable origination authorization.
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Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The Secure Tel ephone Identity Revisited (STIR) framework ([ RFC8224],
[ RFC8225], and [ RFC8226]) enabl es cryptographic signing of calls
usi ng credentials constrained by TNAut hLi st [ RFC8226], grounded in
explicit Right-to-Use (RTU) validation by recognized nunbering
authorities or responsible providers. STIR verifies that a signing
credential is authorized for a specific tel ephone nunber, but does
not establish what entity holds that right-to-use, how that entity
can be identified, or whether comrunications fromthe originating
provi der carry valid RTU backed authorization for the tel ephone
nunber bei ng present ed.
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VESPER proposes addressing these gaps through a del egate certificate
[1-D.wendt-stir-vesper] that binds tel ephone nunber authority to the
entity that holds the right-to-use. The certificate can additionally
carry corroborating identity signals, such as a domain controlled by
the entity. Domain credentials carry entity identity assurances
through existing validation procedures that are closely anal ogous to
the entity verification practices discussed in many identity and
communi cations trust frameworks, w thout requiring standardization of
those contextual processes. Wen both RTU validation and domain
val i dation independently point to the same entity, the conbi ned
signal is substantially stronger than either provides alone: the two
i ndependent trust chains nutually corroborate the entity’'s identity,
maki ng the overall credential significantly nore resistant to forgery
or msrepresentation. The certificate can also identify which
originating providers have been explicitly authorized by the RTU

hol der. Certificates issued in this framework are recorded in public
transparency logs [I-D.ietf-stir-certificate-transparency] before
use, supporting independent auditability without centralizing

control

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Right-to-Use (RTU): A cryptographically verifiable authorization
bi ndi ng one or nore tel ephone nunbers to the entity that has been
assigned and is accountable for their use, established through
recogni zed nunbering authorities or responsible providers.

Del egate Certificate: A subordinate certificate issued to the entity
that has been assigned a tel ephone nunber, as defined in [ RFC9060],
carrying those nunbers in a TNAut hLi st extension. The del egate
certificate serves as the primary credential authenticating the
assignee’s association with their tel ephone nunbers and their right-
t o- use.

TNAut hList: A certificate extension defined in [ RFC8226] that conveys
t he tel ephone nunbers, nunber ranges, or service provider codes for
which a certificate holder is authorized.

Service Provider Code (SPC): An identifier assigned to an originating
service provider, defined as a choice entry in the TNAut hLi st
extension in [RFC8226]. In North Anerica this is typically an

Oper ating Conpany Nunber (OCN) or Service Provider Identifier (SPID).
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Aut hority Token: A signed JW assertion issued by a recogni zed
nunbering authority or responsible provider to convey the right-to-
use for specific tel ephone nunbers or service provider codes, defined
in [RFC9447] and [ RFC9448]. A JWId ai nConstraints Authority Token
[I-D.ietf-acme-authority-token-jwclaincon] nmay additionally

aut hori ze specific PASSporT clains the certificate holder is
permitted to assert.

Signed Certificate Timestanp (SCT): A cryptographic proof returned by
a transparency log, as defined in
[I-Dietf-stir-certificate-transparency], that a certificate has been
submitted to and recorded in the log prior to use.

3. Use Cases

The followi ng scenarios illustrate the trust gaps that VESPER is
designed to address. FEach describes a real-world situation where the
absence of verifiable tel ephone nunber authority creates meani ngful

ri sk, and what becomes possi bl e when that authority can be
cryptographically established. These scenarios span both business-
to-consuner (B2C) and busi ness-to-business (B2B) contexts, reflecting
the range of trust relationships in which tel ephone nunber authority
matters.

3.1. Trusted Caller ID and Verified Messagi ng

Consuners recei ve fraudul ent calls and messages that spoof trusted

t el ephone nunbers, often acconpani ed by coordi nated web or nmessagi ng
interactions to reinforce the deception. Because there is no
standard nechanismfor a relying party to verify that the entity
presenting a nunber is the same entity it was assigned to, attackers
can credibly simulate | egitimte conmmuni cati ons across channel s.

VESPER enabl es the RTU hol der to cryptographically bind their nunbers
to del egate certificates that can be validated across SIP signaling,
messagi ng, and web-based contexts. Relying parties can verify both

t el ephone number authority and, where present, the associated domain-
controll ed context, before applying | ocal trust decisions.

3.2. Preventing I npersonation and Busi ness Commruni cati on Fraud

Fraudst ers i npersonate busi nesses by spoofing well-known tel ephone
nunbers and directing targets to fraudul ent websites or call back
nunbers. Because recipients rely on number recognition as a proxy
for legitimacy, this attack is effective across voice, nessaging, and
web channel s si mul t aneously.

Wendt Expires 3 Cctober 2026 [ Page 4]



I nternet-Draft VESPER Use Cases April 2026

VESPER enabl es enterprises to maintain a consistent cryptographic
bi ndi ng between their assigned nunbers and their donmain-controlled
identity, issued on the basis of RTU Authority Tokens.

Conmruni cati ons referencing those nunbers can be verified as

aut hori zed by the same accountable entity across any channel

3.3. Preventing Financial Fraud Through Caller |npersonation

Financial institutions are frequent targets of inpersonation
adversari es spoof bank tel ephone nunbers and reinforce the deception
through fraudul ent web portals or foll ow up nessages. Custoners who
recogni ze the nunber often extend that trust to the broader

i nteracti on even when the surroundi ng context is malicious.

VESPER enabl es financial institutions to cryptographically assert
their authorized use of specific tel ephone nunbers and bind those
nunbers to their domain-controlled context. Relying applications can
validate this authorization before presenting trust indicators or
proceeding with sensitive interactions.

3.4. Explicit Oigination Eligibility for Milti-Provider Comunications

In enterprise deploynents, tel ephone nunbers are frequently
originated across nmultiple providers, platforms, and calling
applications. STIR authentication confirms that a call was signed by
a credential ed provider but does not establish whether that provider
was explicitly authorized by the enterprise holding the right-to-use
for that nunber. An originating provider may sign calls w thout the
RTU hol der’s knowl edge or consent. Furthernore, an originating
service provider’s STI R SHAKEN Attestation "A" claim which
represents a direct, authorized custoner relationship, is today self-
certified with no external validation

VESPER addresses this by enabling RTU holders to include service
provi der codes (SPCs) al ongside tel ephone nunber entries in the

TNAut hLi st of their delegate certificate. Wen both are present, the
certificate asserts the entity's right-to-use for the tel ephone
nunbers and identifies the originating providers it expects to attest
calls fromthose nunbers on the entity’'s behalf. A provider whose
SPC appears in the RTU holder’s TNAut hLi st has verifiable enterprise
aut hori zation behind its attestation; a provider whose SPC is absent
does not. Termnating networks and relying parties can use this
signal to distinguish authorized origination fromtechnically valid
but unaut hori zed traffic.
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3.5. Authenticated Access and ldentity Assurance for Digital Services

Digital services increasingly use tel ephone nunbers as account
identifiers or recovery nmechani snms, yet there is no standard way to
verify that a nunber presented by a domamin or application is
legitimately associated with the entity operating that service.

Under VESPER, service operators authorized for a tel ephone number can
present cryptographic proof of that authorization, optionally bound
to a donmmin-controlled origin. Relying services can validate this
before granting el evated access, enabling callbacks, or trusting
enbedded contact references, reducing abuse by attackers who
reference wel |l -known tel ephone nunbers wi thout authorization

3.6. Public Sector and Energency Communications Integrity

Public safety comruni cati ons and official notifications are

vul nerabl e to spoofing, particularly when attackers conbi ne
fraudul ent calls, nmessages, and web content to sinmulate officia
communi cations with coordinated credibility.

VESPER enabl es aut horized public entities to assert cryptographic
control over designated tel ephone nunbers and bind those nunbers to
of ficial domain-controlled contexts. Receiving networks or
applications can validate this authorization before el evating trust
treatment in emergency or public safety conmunications.

3.7. Carrier-Backed Consuner ldentity

I ndi vi dual consuners do not directly hold the Right-to-Use for their
t el ephone nunbers; that authorization rests with the tel ephone
service provider that assigned the number to them \Wen a consuner
places a call, it is their carrier that backs the legitimcy of that
nunber’s use. Today there is no cryptographically verifiable way for
the called party to confirmthat the originating nunber is actively
backed by a legitimate carrier assignment rather than a spoofed or
fraudul ently used nunber.

VESPER enabl es carriers to issue delegate certificates covering the

t el ephone nunbers assigned to their consuners, with the carrier’s RTU
authority formng the trust chain. The carrier’s domain serves as
the corroborating identity signal, providing the called party
verifiable evidence that the nunber is legitimtely assigned and
actively backed by a responsible provider. This nmodel applies
equally in B2C contexts: a business receiving a call froma consumer
can validate that the nunber is carrier-backed and legitinmately
assigned, and a consumner receiving a call froma business can benefit
fromthe sane verification in reverse. Connected identity extends
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this further, enabling each party's carrier to i ndependently assert
and verify the other’s nunber authority, establishing mutual trust in
the call.

3.8. Bidirectional ldentity Verification

In many communi cation contexts, particularly B2B interactions such as
a financial institution calling a business custoner or two
enterprises coordinating a transaction, a single direction of
identity proof is insufficient. The called party has no

crypt ographi ¢ nechanismto verify that the entity calling themis the
| egitimate hol der of the tel ephone nunber being presented, and the
calling party has no way to confirmthe called party is who they
expect .

VESPER supports bidirectional identity verification through Connected
ldentity [I-D.ietf-stir-rfc4916-update]. Both parties can hold

del egate certificates authorized for their respective tel ephone
nunbers. The called party can return a signed PASSporT asserting
their nunber authority, and the calling party can validate it. The
result is a nutually authenticated comunication transaction where
both parties’ tel ephone nunber authority is cryptographically

verifi ed.

3.9. Credential Retrieval Across Communi cati on Channel s

In many conmmuni cation environnents a relying party cannot rely on the
signaling path to carry VESPER credentials inline. This includes
PSTN TDM i nt erconnects where SIP Identity headers are stripped,
messagi ng platforns that have no equival ent header nmechani sm web-
based interactions where a tel ephone nunber is referenced but no cal
is in progress, and asynchronous contexts where verification happens
after the conmmuni cation event.

VESPER addresses this through two conpl enentary nmechani snms. A

domai n-hosted certificate repository provides a stable, publicly
resol vabl e HTTPS | ocati on under the entity’'s domain where del egate
certificates can be retrieved and validated i ndependently of how the
communi cation arrived. A portable RTU Token provides a signed JW
proof of right-to-use that can be conveyed in any channel, presented
in a nmessage, enbedded in a web interaction, or delivered
asynchronously, as verifiable evidence of tel ephone nunber authority
outside of SIP signaling. Together these mechani snms decoupl e
credential verification fromany specific transport, making VESPER
appl i cabl e wherever tel ephone nunbers are used
[1-D.wendt-stir-vesper-oob].
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3.10. Platformand Miulti-Tenant Number Authori zation

Conmuni cation platforms, CPaaS providers, and I SVs commonly contro

t el ephone nunber pools on behalf of multiple tenants, custoners, or
aut onat ed systens. |In these deploynents the platformholds RTU for

t he number pool but originates conmuni cations through many different
downstream parties. Today there is no standard way for a termnating
network or relying party to verify that a given tenant’s use of a

pl at f orm nunber was explicitly authorized by the RTU hol der, or to

di stinguish authorized tenant traffic from m suse by unauthorized
parties.

VESPER enabl es the platform RTU hol der to declare, via SPC entries in
the TNAut hLi st of their delegate certificate, which originating

provi ders are authorized to place calls fromthose nunbers on the
platformis behalf. Individual tenants interact with the platforms
calling infrastructure without needing to establish i ndependent RTU
or certificate relationships. The platform s delegate certificate
serves as the auditable authorization record for the entire nunber
pool , making the authorization chain verifiable end-to-end regardl ess
of how many | ayers exi st between the RTU hol der and the originating
call.

4. Requirements for Origination Authorization

The use cases above notivate a standardi zed, verifiable nechani sm
all owi ng the responsi bl e RTU hol der to decl are whi ch signing
identities are authorized to originate communi cations for a given
t el ephone nunber. The follow ng requirenents capture the intended
properties of such a mechani sm

* Verifiable Enablenment: It should be possible to verify that the
RTU hol der explicitly enabled a specific signing identity (e.g., a
del egate certificate or SPC-authorized originator) to originate
communi cations for the tel ephone nunber.

* Lifecycle Managenent: It should be possible to update and revoke
origination eligibility declarations in a tinmely manner,
consistent with RTU state and certificate |ifecycles.

* Transparency and Auditability: Enabl enent and revocation events
shoul d be observabl e through transparency nmechani sns, enabling
i ndependent audit w thout requiring centralized enforcenent
control
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* Cross-Channel Applicability: The mechani sm shoul d support both
voi ce and messagi ng use cases and shoul d acconmodat e scenari os
wher e tel ephone nunbers are referenced within domain-controlled
cont exts.

* Policy Separation: The nmechani sm defines verifiable authorization
i nputs but does not prescribe enforcenment, blocking, presentation,
or regul atory policy decisions, which remain |ocal to relying
parties.

* Attestation Gounding: Were the nmechani sm supports SPC based
origination authorization, it should be possible for a relying
party to determ ne whether an originating provider’s STl R SHAKEN
attestation is backed by an explicit RTU hol der decl arati on,
provi ding an objective basis for evaluating attestation clains
rather than relying on self-certification. This is particularly
important in the commopn case where the originating provider is
different fromthe responsi bl e provider or organization that
assigned the tel ephone nunber to the entity.

5. Roles and Responsibilities

Depl oyi ng VESPER bui |l ds on existing STI RF SHAKEN operational roles and
trust anchors. The follow ng functional roles are relevant to VESPER
depl oynent. CGovernance, policy, and regul atory considerations remain
external to the protocol

Tel ephone service providers, responsible organi zati ons, and nunbering
authorities ground RTU validation in existing nunber assignnment and
del egation practices. Wthin the VESPER framework, these entities

i ssue cryptographi c RTU evidence (e.g., Authority Tokens) that
enables STI Certification Authorities to issue TNAuthLi st-constrai ned
del egate certificates, and nanage revocation and |lifecycle controls
for those assertions.

Application-layer comunications providers, including CPaaS and UCaaS
platforns, integrate cryptographic identity assertions and del egate
certificates into their voice, messaging, and API-based services.
They provi de token nmanagenent capabilities for their enterprise
custoners and i npl enent operational controls for token issuance,
expiration, delegation, and revocation

Busi ness and enterprise entities are the RTU hol ders responsible for

i ssuing and nmanagi ng del egate credentials for their tel ephone
nunbers. They define which originating providers or internal systens
are authorized to use those nunbers, and are accountable for

nmoni toring and revoking credentials in response to m suse.
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Transparency | og operators naintain i ndependently operated, publicly
accessible logs that record certificate and authorization artifacts
in a tanper-evident, append-only nanner
[I-D.ietf-stir-certificate-transparency]. They issue Signed
Certificate Tinmestanps (SCTs) proving |log inclusion and support
ecosystemw de auditability wi thout centralizing control. The

ef fecti veness of this nodel is well established through the CA
Browser Forum s mandate for Certificate Transparency [CABF.CT] in the
Web PKI ecosystem [ RFC6962] .

Security Considerations

This informational use-case docunent defers security considerations
to the resulting technical specifications.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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