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Abst r act

Thi s docunent describes a nmechanismfor delivering authenticated

tel ephone call identity information using the VESPER framework in
environments where SIP signaling is unavailable or unsuitable. By
supporting an out-of-band (OOB) transport nodel, this approach
enables entities to publish and retrieve signed PASSporT assertions

i ndependent of end-to-end delivery within SIP-based Vol P networKks.
These PASSporTs are signed with delegate certificates that were

aut hori zed for issuance by correspondi ng authority tokens, which
represent the trust and validation of tel ephone nunber control and
related claiminformation. Transparency features ensure that these
aut hori zations are publicly auditable and cryptographically provable,
supporting a higher standard of trust. This docunent al so introduces
support for Connected Identity to the STIR OOB nodel, enabling the
called party to respond with a signed PASSporT asserting its
identity, thereby binding the identities of both parties to the
transacti on and enhanci ng end-to-end accountability. The OOB
mechani sm serves as an alternative delivery path for PASSporTs in
cases where end-to-end in-band SIP delivery is not possible, enabling
verifiers to confirmthe association between the originating

t el ephone nunmber and the identity asserting authority as part of the
broader VESPER trust framework.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://github. com appliedbits/draft-wendt-stir-vesper-oob. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-wendt-stir-vesper-oob/.

Di scussion of this docunment takes place on the Secure Tel ephone
ldentity Revisited Working Group mailing list (mailto:stir@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/stir/.
Subscribe at https://ww.ietf.org/mailman/listinfo/stir/.
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Source for this draft and an issue tracker can be found at
https://github. com appliedbits/draft-wendt-stir-vesper-oob

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Cctober 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

The STIR franmework enabl es the signing and verification of tel ephone
call s using PASSpor T [ RFC8225] objects carried in SIP [RFC3261] in
ldentity Header Fields defined in [ RFC8224]. However, there are
scenari os where S| P-based in-band transm ssion is not feasible or the
Identity Header Field nmay not be supported, such as | egacy TDM

i nterconnects or where internediary network elenments strip SIP
Identity headers. STIR Qut-of-Band (OOB) [ RFC8816] addresses this
generally for STIR by defining an OOB delivery nodel

The VESPER franmework [I-D.wendt-stir-vesper] extends the STIR
architecture by introducing del egate certificates issued under
authority tokens and recorded in certificate transparency | ogs,
strengt heni ng the associ ati on between tel ephone nunber assignnents
and the entities authorized to use themin signed PASSporTs.

Thi s docunent defines how t he VESPER franmewor k extends to an out - of -

band del i very mechani sm corresponding to the nodel described in
[ RFC8816]. It enables authorized delegate certificate holders to
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del i ver PASSporTs over a non-SlP-based path for retrieval and
validation by a STIR Verification Service, maintaining continuity of
trust across heterogeneous networks.

The VESPER OOB delivery nodel is based on a publish-and-retrieve

i nterface using an open discovery nodel for Call Placement Services
(CPS). This docunent extends the concepts in [ RFC8816] to
specifically define an HTTPS-based interface for publishing and
retrieving VESPER PASSporTs. It utilizes the foll ow ng:

* A nmechani sm for announcing the associated OOB Call Pl acenent
Services (CPSs) using the CPS URI extension defined in
[1-D.sliwa-stir-cert-cps-ext].

* A discovery mechani smfor OOB endpoints using STl certificate
transparency | og nonitoring, where CPS URIs enbedded in del egate
certificates becone publicly discoverable when those certificates
are | ogged.

It also optionally supports Connected ldentity
[I-Dietf-stir-rfc4916-update], enabling both parties to authenticate
their tel ephone nunbers and establish end-to-end identity assurance,
as al so adopted by VESPER [I|-D.wendt-stir-vesper].

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

VESPER: Verifiable STI Presentation and Evi dence for RTU
[1-D. wendt-stir-vesper].

PASSpor T: Personal Assertion Token as defined in [ RFC8225].

Del egate Certificate: A certificate issued to an entity asserting
right-to-use for a tel ephone nunber, based on an authority token, as
defined in [ RFC9060] and profiled in [I-D.wendt-stir-vesper].

Aut hority Token: A signed assertion that authorizes the issuance of a
del egate certificate and represents the authorization of a subject’s
right-to-use a tel ephone nunber and any associated clainms, defined in
[ RFC9447] .

CPS URI: Call Placenment Service (CPS) URI extension in X 509 certs
[1-D.sliwa-stir-cert-cps-ext].

Wendt & FFEiwa Expires 3 CQctober 2026 [ Page 4]



I nternet-Draft VESPER OOB April 2026

CPS Di scovery: The process of identifying the CPS endpoi nt
responsible for a given TN or SPC by nonitoring STI-CT |ogs for
del egate certificates containing the CPS URI extension defined in
[1-D.sliwa-stir-cert-cps-ext].

3. VESPER OOB Architectural Overvi ew

The VESPER OOB architecture enabl es the out-of-band signing,

publi shing, discovery, and verification of PASSporTs using a trust
framewor k based on del egate certificates and transparency nechani sns.
These conponents interact across SIP and HTTPS protocols to support
paral | el in-band and out-of-band delivery of tel ephone nunber
authentication information. Figure 1 illustrates the flow of
identity data between the authentication service, the out-of-band
Call Pl acenent Service (CPS), and the verification service.

Fomsoomeommeo oo + Send SIP INVITE /w ldentity
|  Authentication | Header Field (RFC8224/VESPER AS)
Servi ce R r T +

| (Calling Party) |

I
TS S + |
I . . I
| 1. Publish PASSporT with |
| Del egate Certificate |
V ~~~~~~~~~~
o e oo o B + ._11 1_.
| CPS | . S| P-based Vol P .
| (HTTPS) | / Rout i ng |
AT AR + | Net wor k /
A . ,
| _ o |
| 2. Retrieve PASSporT |
| |
R TS + |
| Verification | |
Servi ce I +
| (Called Party) | Receive SIP INVITE /w ldentity
R R + Header Field (RFC8224/ VESPER VS)

Figure 1 - Architecture showi ng both in-band and out-of - band PASSporT
delivery

4. HITPS Interface Specification
The interface design is conceptually aligned with the interface node

described in [ATI S-1000105] Section 7. It supports two categories of
HTTPS met hods:
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General QOperations:

These required endpoi nts enabl e basi ¢ VESPER- OOB publish and
retrieval functions:

* CET /health - check service availability

* POST /passports/{DEST}/{ORIG - publish one or nore signed
PASSpor Ts, optionally with a 'response_uuid for Connected
ldentity

* CET /passports/{DEST}/{ORIG - retrieve published PASSporTs and
optionally discover an associ ated ’'response_uui d’

Connected ldentity Extensions:

These optional endpoints are used if a response_uuid was included in
the publish operation and the recipient supports Connected ldentity:

* POST /respond/{UU D} - the called party submits a 'rsp’ PASSporT
* CET /passports/response/{UUID} - the caller polls for the response

* CET /passports/response/streami {UUI D} - Server-Sent Events (SSE)
push interface (optional)

* wss://.../stream respond/ {UU D} - WebSocket push delivery
(optional)

Al'l endpoints MJST be served over HTTPS. Al endpoints that expose
PASSpor Ts, Connected ldentity UU Ds, or response PASSporTs MJST
require authentication via Access JW as defined in Section 4.1. The
CGET /heal th endpoi nt does not require authentication. CPS operators
SHOULD additionally enforce rate-limts and access-control policies.

Server certificates SHOULD be validated using standard PKI X
procedures. HITP Strict Transport Security (HSTS) MAY be used by CPS
operators to enforce HTTPS usage.

4.1. Common Access JWI
Al CPS interfaces that require authorization MJST support Access
JWI's signed using the ES256 al gorithm and val i dated agai nst trusted
VESPER del egate certificates. These tokens establish caller or
responder identity and intent.

4.1.1. Access JW Header
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{
"al g": "ES256",
"x5c":
"M | BSTCCAYOgAW BAgl UUj F7Jq9kYf ULl2nJkBA==",
"1 U F7Jq9kYf UL2nJkBAM | BSTCCAYOgAWM BAg=="
]
}

* Talg : MJIST be "ES256" as required by STIR PASSporT and VESPER

* 'x5¢': An array of base64-encoded certificates representing the
end-entity delegate certificate and any internediate certificates
with an optionally included root certificate. These MJUST be

val i dat ed agai nst the trust anchors defined in the certificate
policy defined in [ RFC8226].

4.1.2. Access JW d ai ns

The Access JW payl oad MJST contain the follow ng clains:
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VESPER OOB

Descri ption

I ssued-at timestanp (Unix tine).
MUST be recent (< 5 mn skew).

Expiration timestanp for the
t oken.

Uni que token ID for replay
prevention and audit.

Qperation intent: "publish",
"retrieve", or "respond".

CPS hostnane. MJST match the
target server.

SPC or TN of the signer. MJST
mat ch TNAut hList in cert.

SPC or TN of the subscriber on

whose behal f the action is taken.

Object with TNV URI of the
originating party.

object with TNV URI of the
destination party.

OPTI ONAL. See bel ow for digest
definition.

OPTI ONAL. See bel ow for digest
definition.

Table 1: Access JW Cl ai s

The ' passports’ claim when present for a "publish" action,

April 2026

e —p—_————————(—————(—————

MUST

contain the base64url -encoded SHA-256 hash of the JCS [ RFC8785]
canoni cal i zation of the conplete JSON request body object (i.e., the
obj ect containing the passports array). The 'rsp_passport’

when present for a "respond" action,

claim

MUST contai n the base64url -

encoded SHA- 256 hash of the JCS [ RFC8785] canonicalization of the

conpl ete JSON request body object (i.e.,

rsp_passport field). Hash values MJST use base64url| encodi
paddi ng as defined in RFC 4648 Section 5.
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Not e: The TNAuthLi st in a VESPER del egate certificate may contain TN
entries, SPC entries, or both. In the common case where an entity
signs for its own tel ephone nunbers, iss and sub will be the sane

val ue and correspond to a TN or SPC in the TNAuthList, as the signing
entity and the tel ephone nunber holder are the sanme party. In

pl atform or del egated depl oynents, iss may identify an SPC-aut hori zed
signing entity while sub identifies the subscriber’s TN, both of

whi ch are covered by the certificate’ s TNAuthLi st.

4.1.2.1. Exanples

Publ i sh Token (Calling Party):

{
"iat": 1693590000,
"exp": 1608048425,
"jti": "550e8400-e29b- 41d4-a716-446655440000",
"action": "publish",
"aud": "cps.example.net",
"iss": "12013776051",
"sub": "12013776051",
"orig": { "tn": "12013776051" },
"dest": { "tn": ["19032469103"] },
"passports": "sha256- XyZabc123..."
}
Retrieve Token (Verifying Called Party):
{
"iat": 1693590100,
"exp": 1693590400,
"jti": "550e8400-e29b-41d4-a716-426655440002",
"action": "retrieve",
"aud": "cps.exanple.net",
"iss": "19032469103",
"sub": "19032469103",
"orig": { "tn": "12013776051" },
"dest": { "tn": ["19032469103"] }
}

Respond Token (Called Party responding with Connected Identity):
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{
"iat": 1693590050,
"exp": 1693590400,
"jti": "550e8400-e29b-41d4-a716-426655440001",
"action": "respond",
"aud": "cps.exanmple.net",
"iss": "19032469103",
"sub": "19032469103",
"orig": { "tn": "12013776051" },
"dest": { "tn": ["19032469103"] },
"rsp_passport": "sha256- AbCdEf 123..."
}

4.1.3. Validation Rul es
The CPS MJST validate the Access JW as foll ows:

* Signature: Mist be signed with ES256 using a VESPER del egate
certificate that chains to a trusted STl root.

* Certificate: The certificate in 'x5¢’ MJUST match the '"iss’/’sub
TN and contain valid TNAut hLi st entri es.

* Time Validity: "iat’ MJST be recent (within an allowed freshness
wi ndow, e.g., 5 mnutes).

* Audi ence: 'aud’ MJIST match the target CPS donai n.

* (Cainms Match: The "orig and 'dest’ clains MUST natch the HITP
pat h paraneters.

* Digest Integrity: If the 'passports’ or 'rsp_passport’ claimis
present, its value MJST equal the base64url-encoded SHA-256 hash
conput ed over the JCS [ RFC8785] canonicalization of the conplete
JSON request body. Both parties MJST canonicalize the ful
request body object before hashing. The encoding of the hash
val ue MJST use base64url wi thout padding as defined in RFC 4648
Section 5.

4.1.4. Additional Security
* CPS SHOULD reject expired, reused, or inproperly scoped JWSs.
* JWI replay prevention SHOULD be enforced using the jti field and

short TTLs. The CPS MJST cache recent jti values and MJST reject
re-use within the configured w ndow.
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* Tokens MJST be scoped per transaction; long-lived JW's MJIST NOT be
used.

4.2. APl Method Definitions
4.2.1. Method: 'CGET /health’
4.2.1.1. Request Definition

Met hod: GET
Path: /health
Aut henti cation: None required

4.2.1.2. Response Definition

200 OK - Service operational 503 Service Unavail able - Service not
operational Body (optional):

"status": 200,
"message": "OK"

}
4.2.2. Publish Method: POST /passports/{DEST}/{OR G

This method allows the calling party to publish one or nore signed
PASSpor Ts associated with a specific ORI G and DEST pair. The CPS MAY
optionally return a response_uuid for Connected Identity.

PASSpor Ts and Connected ldentity response PASSporTs SHOULD be
retained only for a short period of tine unless longer retention is
explicitly required by policy.

Not e: [ ATI S-1000105] defines a "re-publish" action for forwarding
PASSpor Ts between CPSs. Because VESPER OOB uses a transparent

di scovery nodel based on STI-CT |log nonitoring rather than bilatera
CPS-t 0- CPS conmuni cation, re-publishing is not required. CPS

i npl ementations conformng to this specification are not required to
support the re-publish action or the associated "token" fields
defined in [ ATI S-1000105]. However, this specification is designed
to be conpatible with depl oynents that support both VESPER OOB and

[ ATI S-1000105] .

4.2.2.1. Request Definition

Met hod: POST
Pat h: /passports/{DEST}/{ORI G
Aut henti cation: Access JWI with "action": "publish"
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4.2.2.2. Request Headers

Cont ent - Type: application/json
Aut hori zati on: Bearer <Access JW>

The server SHOULD support an | denpotency-Key request header
[1-D.ietf-httpapi-idenpotency-key-header]. Wen present, repeated
requests with the sane key MJIST return the original result w thout
creating duplicate records.

4.2.2.3. Request Paraneters

DEST: Canoni cal i zed and percent-encoded destination tel ephone nunber
or URI. ORIG Canonicalized and percent-encoded origi nating
t el ephone number or URI.

Canoni cal i zati on of TNs foll ows [ RFC8224] and percent encodi ng of
URI's foll ows [ RFC3986] .

Note: The path ordering places {DEST} before {ORIG to align with the
| ookup pattern used by the called party, which typically knows its
own nunber (DEST) and resol ves PASSporTs based on the calling party
(ORIG. The CPS MUST validate that the orig and dest clainms in the
Access JWI natch the {ORIG and {DEST} path paraneters respectively;
a msmatch MJUST result in a 403 Forbidden response.

4.2.2.4. Request Body

The request body is a JSON object with the follow ng field:

* passports: REQU RED. An array of one or nore PASSporT strings
signed by the calling party. Miltiple PASSporTs MAY be incl uded
when the authentication service issues PASSporTs with different
ppt types (e.g., a base shaken PASSporT al ongside a div or rcd
PASSporT) for the sanme call. Al PASSporTs in the array MJST
share the sanme orig, dest, and iat values and MJST be signed by
the sane del egate certificate.

Aut hori zation JW Requirements:

The Access JWI for this method MJST incl ude:

* "action": "publish"

Al'l other validation requirenments are defined in Comon Access JW.

4.2.2.5. Exanpl e Request
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POST / passports/ 19032469103/ 12013776051 HTTP/ 1.1
Host: cps. exanpl e. com

Aut hori zation: Bearer <Access JW>

Cont ent - Type: application/json

{
"passports":
"eyJhbGeci G JFUzI INi I sln..."
]

}

4.2.2.6. Response Definition
Success Codes
201 - Created if the PASSporTs were successful ly published.
Fai |l ure Codes

400 - Bad Request if required fields are mssing or malforned
401 - Unauthorized if authentication fails

403 - Forbidden if certificate constraints are not net

429 - Too Many Requests if rate-linmted

5xx errors (e.g., 503 Service Unavail abl e)

Responses MUST use status codes defined in [ RFC6585] and SHOULD be
i nformati ve when possi bl e.

If the server supports Connected lIdentity, the response body MAY
include a response_uuid that the called party can use in foll ow up
Connected Identity nethods. This UU D [RFC4122] is generated by the
CPS and serves as a transaction-specific identifier for subsequent
APl calls.

4.2.2.7. Exanpl e Response
HTTP/ 1.1 201 Created
Cont ent - Type: application/json

"status": 201,
"message": "Created",
"response_uui d": "123e4567-e89b-12d3- a456-426614174000"

}
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4.2.2.8. Response Body Fields

* status: HITP status code indicating result of publish request
(e.g., 201 for success).

* nmessage: A human-readabl e nmessage describing the outconme of the
request.

* response_uuid: (Optional) A UU D [RFC4122] generated by the CPS
for Connected ldentity. Returned only if the CPS supports
Connected ldentity response workfl ows.

4.2.2.9. Exanple Success and Error Responses

Success Response (201 Created):

HTTP/ 1.1 201 Created
Cont ent - Type: application/json

{

"status": 201,

"message": "Created",

"response_uui d": "123e4567-e89b-12d3- a456-426614174000"
}

Error Response (400 Bad Request):

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{
"status": 400,

"error": "Mssing required field: passports”

}

Error Response (401 Unauthori zed):

HTTP/ 1.1 401 Unaut hori zed
Cont ent - Type: application/json

"status": 401,
"error": "Access JW is invalid or expired"

}
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4.2.3. Retrieve Method: GET /passports/{DEST}/{OR G

This method allows the called party to retrieve PASSporTs published
by the originating party for a given ORl G DEST conbi nati on.

4.2.3.1. Request Definition

Met hod: GET
Pat h: /passports/{DEST}/{ORI G
Aut henti cation: Access JWF with "action": "retrieve"

4.2.3.2. Request Headers
Aut hori zati on: Bearer <Access JW>
4.2.3.3. Request Paraneters
* DEST:. Percent-encoded and canonicalized destination tel ephone
nunber or URI, representing the final called party after any

retargeting.

* ORI G Percent-encoded and canonicalized calling party TN or URI,
typically fromthe SIP Fromor P-Asserted-ldentity header.

Canoni cal i zation of TNs foll ows [ RFC8224] and percent encoding of
URIs foll ows [ RFC3986] .

Not e: The path ordering places {DEST} before {ORIG to align with the
| ookup pattern used by the called party, which typically knows its
own nunber (DEST) and resol ves PASSporTs based on the calling party
(ORIG. The CPS MJST validate that the orig and dest clains in the
Access JWI match the {ORIG and {DEST} path paraneters respectively;
a msmatch MIUST result in a 403 Forbi dden response.

4.2.3.4. Authorization JW Requirenents
The JWI used to authorize this request MJST include:
* M"action": "retrieve"

Al'l other JWI validation requirenents are defined in Section 4.1 and
MUST al so be enforced by the CPS.
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4.2.3.5. Prerequisite Check

Bef ore accepting a Connected ldentity response, the CPS SHOULD verify
that the PASSporT associated with the given response_uuid was
previously retrieved by a party whose iss claimmatches the dest TN
of the original transaction. This ensures that the responding party
has had the opportunity to validate the originating PASSporT before
asserting its own identity. |If the CPS enforces this check and no
prior retrieval has occurred, it SHOULD return 409 Conflict with a
descriptive error indicating that retrieval nust precede response
submi ssi on.

4.2.3.6. Response Definition
Success:
200 OK - PASSporT(s) retrieved successfully
Fai | ure:
401 Unaut horized - JWI missing or invalid
403 Forbidden - Certificate constraints violated
404 Not Found - No PASSporTs avail abl e
429 Too Many Requests - Rate linmits exceeded
503 Service Unavail able - CPS tenporarily unavail abl e

Status codes MJST foll ow [ RFC6585]. ©On 5xx failures, retrying
anot her CPS endpoi nt MAY be al | owed.

Response Body (on success):

{
"passports”: |
"eyJhbGeci G JFUzI INi I sIn. .. "
] i)
"response_uui d": "123e4567-e89b-12d3-a456-426614174000"
}

* passports: An array of one or more PASSporT strings published by
the originating party, in conpact JW5 serialization fornmat as per
[ RFCB8225] .

* response_uuid: OPTIONAL. |If present, provides the Connected
ldentity transaction UUI D [ RFC4122] to which the called party can
submit an identity response PASSporT using the appropriate API
met hod. This value is provided only if included in the
correspondi ng publish operation.
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4.2.3.7. Exanpl e Request

GET / passports/ 19032469103/ 12013776051 HTTP/ 1.1
Host: cps. exanpl e. com
Aut hori zati on: Bearer <Access JW>

4.2.3.8. Exanpl e Response

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"passports": |
"eyJhbGei G JFUzI INi I sln..."
]1
"response_uui d": "123e4567-e89b-12d3- a456- 426614174000"
}

4.2.3.9. Exanple Success and Error Responses
Success Response (200 OK):

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"passports”: |
"eyJhbGeci G JFUzI INi I sIn. .. "
] i)
"response_uui d": "123e4567-e89b-12d3- a456-426614174000"
}

Error Response (404 Not Found):

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/json

{
"status": 404,
"error": "No PASSporTs avail able for the requested origin and
destination"
}

Error Response (403 Forbi dden):
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HTTP/ 1.1 403 For bi dden
Cont ent - Type: application/json

"status": 403,
"error": "Caller is not authorized to retrieve PASSporTs for
this identity"
}

4.2.3.10. Response Body Fields

* passports: Array of PASSporT strings published by the originating
party, encoded in conpact JW5 serialization.

* response_uuid: (Optional) UU D [RFC4122] that identifies a
Connected ldentity response transaction. Provided only if the CPS
returned it during publish

4.2.4. Respond Method: POST /respond/{UU D}
This method allows the called party to submit a response PASSporT
(rsp_passport) asserting their identity in a Connected ldentity
exchange. The UUI D [ RFC4122] corresponds to the response_uuid
originally returned by the CPS during the publish operation

4.2.4.1. Request Definition

Met hod: POST
Pat h: /respond/{UU D}
Aut henti cation: Access JWF with "action": "respond"

4.2.4.2. Request Headers

Cont ent - Type: application/json
Aut hori zati on: Bearer <Access JW>

4.2.4.3. Request Paraneters
* UUID: A unique response transaction identifier [RFC4122] returned
by the CPS in the publish response as response_uuid. This
identifies the call session context for Connected ldentity.

4.2.4.4. Request Body

"rsp_passport"”: "eyJhbGci G JFUzI INiIsln...'
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* rsp_passport: REQUI RED. The PASSporT signed by the called party

del egate certificate for Connected Identity.
4.2.4.5. Authorization JW Requirenents
The JWI used to authorize this request MJST include:

* "action": "respond”

Al'l other JWI validation requirenents are defined in Section 4.1 and

MUST be enforced by the CPS
4.2.4.6. Response Definition
Success:
201 Created - The Connected ldentity response was accept ed.
Fai | ure:
401 Unaut horized - JW mssing or invalid.
403 Forbidden - Certificate constraints viol ated.
404 Not Found - UUI D not found or expired.
409 Conflict - A response has already been subnitted.

429 Too Many Requests - Rate limts exceeded.
503 Service Unavail able - CPS tenporarily unavail abl e.

Status codes MJST foll ow [ RFC6585]. Connected ldentity response
PASSpor Ts SHOULD be retained only for a short period unless |onger

retention is explicitly required by policy.

4.2.4.7. Exanpl e Request
POST /respond/ 123e4567- e89b- 12d3- a456- 426614174000 HTTP/ 1.1
Host: cps. exanpl e. net

Cont ent - Type: application/json
Aut hori zation: Bearer <Access JW>

"rsp_passport"”: "eyJhbGci G JFUzI INiIsln..."'

4.2.4.8. Exanpl e Response
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HTTP/ 1.1 201 Created
Cont ent - Type: application/json

"status": 201,
"message": "Connected ldentity Stored"

}

4.2.4.9. Exanple Success and Error Responses
Success Response (201 Created):

HTTP/ 1.1 201 Created
Cont ent - Type: application/json

{
"status": 201,

"message": "Connected ldentity Stored"

}
Error Response (409 Conflict):

HTTP/ 1.1 409 Conflict
Cont ent - Type: application/json

"status": 409,
"error": "A response for this UU D has already been submtted"

}
Error Response (404 Not Found):

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/json

"status": 404,
"error": "UU D not found or expired"

}

4.2.5. Retrieving Connected lIdentity Responses

Once a response is submitted using the response_uuid, the originating

party may retrieve it in two ways using a polling interface (CET
met hod) or via an optional push interface using WSS as detailed in
the follow ng nethods.
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4.2.6. Retrieve Response Method: CET /passports/response/{UUl D}
This method allows the originating (calling) party to retrieve a
Connected ldentity response PASSporT, if one has been submtted by
the called party. The UUD in this path is the sane val ue
(response_uuid) previously provided by the CPS in the response to the
POST / passports/{DEST}/{ORI G rmet hod.

4.2.6.1. Request Definition
Met hod: GET
Pat h: /passports/response/{UUl D}
Headers: Authorization: Bearer <JW>

4.2.6.2. Response Definition
Success:
200 OK - Connected ldentity response PASSporT retrieved successfully
Fai | ure:
404 Not Found - No response is avail able yet

4.2.6.3. Response Body

"rsp": {
"passport": "eyJhbGeci O JFUzI INilsln..."

}
4.2.6.4. Response Body Fields
* rsp: An object containing the Connected Identity response.

- passport: A PASSporT string signed by the called party using
its delegate certificate.

4.2.6.5. Exanple Success and Error Responses

Success Response (200 OK):
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

"rsp": {
"passport": "eyJhbCGci O JFUzI INilsln..."
}

}
Error Response (404 Not Found):

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/json

"status": 404,
"error": "No Connected ldentity response has been subnmitted for
this UU D'

}
4.2.7. Retrieve Response Push Met hods (Optional)

The CPS MAY support real-tine delivery of Connected ldentity
responses via push interfaces as an alternative to polling.

4.2.7.1. Server-Sent Events (SSE)

GET / passports/response/ strean { UU D}
Accept: text/event-stream
Aut hori zation: Bearer <Access JW>

The SSE endpoi nt uses the same Access JW aut hentication as the

pol ling GET endpoint. The JWI MJST include "action": "retrieve" and
the iss claimMJST match the originating party of the transaction
The CPS MUST validate the JW before initiating the event stream

4.2.7.2. WebSocket
wss://cps. exanpl e. net/ streani respond/ { UUl D}
Because t he WebSocket upgrade request does not support the
Aut hori zation header in all client inplenentations, the Access JW
MJUST be conveyed using one of the foll owi ng nechanisns, listed in

order of preference:

1. The Sec-WbSocket-Protocol subprotocol negotiation, using the
format access_t oken. <JW>.
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2. A query parameter ?token=<JW> on the connection URI. VWhen this
met hod i s used, CPS operators MJST ensure the token is not | ogged
in access | ogs.

3. Aninitial text frame sent i mediately after connection
establ i shnent, containing the Access JWI. The CPS MJUST NOT
transmt any response data until the JWI has been received and
val i dat ed.

The CPS MUST cl ose the WebSocket connection with status code 1008
(Policy Violation) if the JWI is mssing, invalid, or unauthorized.

Both push interfaces MJUST enforce the sane authorization constraints
as the polling GET endpoint: only the authenticated originating party
of the transaction (as identified by iss) is pernmitted to receive the
response.

5. Exanpl e VESPER OOB Request/ Response Fl ow

This exanple illustrates a full transaction using the Connected
ldentity UU D-based pattern

5.1. Calling Party Publishes a PASSporT
POST / passports/ 19035551234/ 12015550100 HTTP/ 1.1
Host: cps. exanpl e. net
Cont ent - Type: application/json
Aut hori zation: Bearer <jwt-fromcalling-party>
Body:

"passports”: |
"eyJhbGeci O JFUzI INi I sIn..."
]

}

Response:

HTTP/ 1.1 201 Created
Cont ent - Type: application/json

"status": 201,

"message": "Created",

"response_uui d*: "123e4567-e89b- 12d3- a456- 426614174000"
}
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5.2. Called Party Retrieves PASSporT and Extracts response_uuid
GET / passports/ 19035551234/ 12015550100 HTTP/ 1.1
Host: cps. exanpl e. net
Aut hori zation: Bearer <jwt-fromcall ed-party>
Response:

{
"passports": |
"eyJhbGeci G JFUzI INi I sIn. .. "
]

"1esponse_uuid": "123e4567-e89b- 12d3- a456- 426614174000"

5.3. Called Party Submits a Connected ldentity rsp PASSporT
POST /respond/ 123e4567- e89b- 12d3- a456- 426614174000 HTTP/ 1.1
Host: cps. exanpl e. net

Cont ent - Type: application/json
Aut hori zati on: Bearer <jwt-fromcalled-party>

Body:

{ o _
"rsp_passport": "eyJhbGci O JFUzI INilsIn..."

Response:

HTTP/ 1.1 201 Created
Cont ent - Type: application/json

{"status": 201, "nmessage": "Connected ldentity Stored"}
5.4. Calling Party Polls for the rsp PASSporT
CGET / passports/response/ 123e4567- e89b- 12d3- a456- 426614174000 HTTP/ 1.1
Host: cps. exanpl e. net
Aut hori zation: Bearer <jwt-fromcalling-party>
Response:
"rsp": {

"passport": "eyJhbGeci G JFUzI INi I sln..."'

}
}
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This fl ow denonstrates the full cycle frompublish to response using
the Connected ldentity UU D-based nodel. Optionally, the final step
may use SSE or WSS push interfaces instead of polling.

The VESPER OOB interface specification offers a nodular architecture
for telephony identity authentication. It supports both sinple
publish/retrieve workfl ows and bidirectional identity binding through
Connected ldentity.

6. Authentication Service Procedures for VESPER OOB

When participating in VESPER OOB, Authentication Services that sign
PASSpor Ts MUST adhere to all requirenents of the core VESPER
specification [1-D.wendt-stir-vesper] and additional procedures
specified herein to ensure the integrity of out-of-band transactions
and conpatibility with verifier expectations.

6.1. Delegate Certificate Requirenments

Del egate certificates used to sign PASSporTs in VESPER OOB MUST be
i ssued under authority tokens that represent an explicit right-to-use
a tel ephone nunber. These certificates MJST incl ude:

* One or nore Signed Certificate Tinmestanps (SCTs) fromcertificate
transparency |l ogs as defined in
[I-Dietf-stir-certificate-transparency].

* ACPS URI inthe Call Placenent Service (CPS) X 509 extension,
enabl i ng di scovery of the associated OOB Call Placenent Service
(CPS) as defined in [I-D.sliwa-stir-cert-cps-ext].
6.2. PASSporT Construction Requirenments

PASSpor Ts signed in a VESPER OOB depl oynent MUST neet the foll ow ng
condi tions:

* The PASSporT MJUST be signed with a del egate certificate whose
authority token authorizes the use of the specific originating
t el ephone numnber.

* The 'orig claimMJST contain the tel ephone nunber or URl as
aut hori zed by the delegate certificate.

* The "dest’ claim MJST reflect the final destination of the call
after any retargeting.

* The 'iat’ claimMJIST represent a tinestanp within an acceptabl e
freshness window (e.g., 5 mnutes).
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*  The JWI ' x5c¢c’ header MUST contain the certificate chain including
the delegate certificate and its SCT(s).

*  The JWI ' x5u’” header MJST contain the HITPS URL of the del egate
certificate at its location in the domain-controlled repository,
and the domain in that URL MUST natch the dNSNanme Subj ect Al t Nane
of the signing certificate.

The Authentication Service MJST al so publish the signed PASSporT to
the CPS endpoint identified by the CPS URI in the del egate
certificate.

7. CPS URI and OOB CPS Di scovery

CPS URIs are associated with VESPER del egate certificates through the
CPS URI extension defined in [I-D.sliwa-stir-cert-cps-ext]. This

ext ensi on enbeds an HTTPS URI identifying the CPS endpoint
responsi bl e for publishing and serving PASSporTs for the tel ephone
nunbers and SPCs covered by the certificate’ s TNAuthLi st.

VWhen a VESPER del egate certificate containing a CPS URl extension is
submitted to a STI-CT log, the CPS URI becones publicly visible and
verifiable. Parties that wish to discover the CPS for a given

t el ephone nunber do so by nonitoring STI-CT |ogs for del egate
certificates that include a CPS URl extension, extracting the

TNAut hLi st and CPS URI from each certificate, and associating the
covered TNs or SPCs with the indicated CPS endpoint. This approach
provides a transparent, cryptographically verifiable discovery
mechani smthat does not require bilateral provisioning or static
configuration between service providers.

The di scovery process foll ows these steps:

1. A VESPER del egate certificate containing a TNAuthLi st and CPS URI
extension is issued and submtted to a STI-CT | og, generating an
SCT.

2. A nonitoring party observes the log, verifies the certificate
chain to a trusted STI root, validates the SCT, and extracts the
TN-t 0- CPS and SPC-t o- CPS mappi ngs.

3. Authentication Services and Verification Services consult these
mappi ngs to identify the appropriate CPS endpoint for a given
call.

4. PASSporTs are published or retrieved using the discovered CPS UR
as part of the OOB authentication process.
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I mpl enent ati ons MAY mai ntain | ocal caches of TN-to-CPS nappi ngs,
respecting certificate validity periods when using extracted dat a.
CPS operators SHOULD publish delegate certificates in nultiple STI-CT
|l ogs to ensure broad visibility. The CPS URI MJUST resolve to a
reachabl e and operational CPS that supports the VESPER OOB interface
defined in this docunent.

To support resilience, operators SHOULD advertise multiple CPS

i nstances, including regional or edge instances to inprove |atency
and availability. [Inplenentations SHOULD i npl enent endpoint fail over
across avail abl e CPS instances, selecting anbng themusing |oca
policy such as |owest |atency or geographic proxinity.

8. \Verification Service Procedures for VESPER OOB

Verification Services that retrieve and vali date PASSporTs via the
VESPER OOB npdel MJST i npl enent the follow ng procedures in addition
to those defined fundamentally in [RFC8224] and specific to VESPER
defined in [I-D. wendt-stir-vesper].

8. 1. Retrieval and Validation Process

* CPS URI Resolution: Determne the CPS URI for the given TN or SPC
by consulting TN-to-CPS nmappi ngs derived fromnonitoring STI-CT
|l ogs for delegate certificates containing the CPS URl extension,
as described in the CPS URI and OOB CPS Di scovery section of this
docunent .

* PASSporT Retrieval: Subnmit a 'GET' request to the CPS endpoi nt
using a properly forned JWI in the Authorization header

* Miltiple PASSporT Handling: If the retrieved response contains
mul ti pl e PASSporTs, the verifier MJST validate each PASSporT
i ndependently. Al PASSporTs MJST share the same orig, dest, and
i at values and MUST be signed by the same del egate certificate.
If any PASSporT fails validation, the verifier SHOULD reject the
entire set and SHOULD | og the failure for diagnostic purposes.
The verifier MAY apply local policy to determ ne which PASSporT
types are actionable.

* Authentication JW Validation: Ensure the JW is:

- Signed by a valid STl certificate that chains to a trusted
r oot .

- Contains matching "iss’ and 'sub’ values as authorized in the
certificate’ s TNAut hLi st.
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- Has an 'action’ claimset to "retrieve"

- Contains 'orig and 'dest’ clainms matching the intended
retrieval paraneters

8.2. PASSporT Validation
Once retrieved, the verifier MJST:

* Validate the PASSporT signature using the certificate chain in the
"x5c¢’ header.

* Confirmthat the domain in the 'x5u’” URL matches the dNSNane
Subj ect Al t Nane of the signing certificate.

* Verify that the delegate certificate:
- Is valid and chains to a trusted authority.
- Contains valid SCTs proving inclusion in a certificate
transparency |log as defined in
[I-D.ietf-stir-certificate-transparency].

- Was issued under a valid, verifiable authority token

* Check that the "iat’ claimis within an acceptable range relative
to the call tine.

These validation steps ensure end-to-end trust in the originating
identity of the call, even across heterogeneous network paths or in
the absence of SIP lIdentity header delivery.

8.3. Connected Identity Validation
When a Connected ldentity response PASSporT (rsp) is retrieved by the
Verification Service (VS), it MJST be validated in accordance with

the procedures defined in [I-D.ietf-stir-rfc4916-update] and the
VESPER framework [I-D.wendt-stir-vesper].

Specifically:
The rsp PASSpor T MUST be signed using a valid VESPER del egat e
certificate associated with the dest tel ephone nunber of the origina

call.

The certificate used to sign the rsp PASSpor T MJST:
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* Be issued under a valid authority token authorizing use of the
dest nunber.

*  Contain TNAut hLi st values that include the dest identifier

* Include valid Signed Certificate Tinmestanps (SCTs) froma
Certificate Transparency | og.

The VS MJST val i date the PASSporT signature and the del egate
certificate's trust chain, including SCT verification and certificate
expiration status.

The VS MJST confirmthat the orig and dest clainms in the rsp PASSporT
mat ch those of the original call. That is:

* The orig claimin the rsp PASSpor T MUST match the orig cl ai m of
the original PASSporT.

* The dest claimin the rsp PASSpor T MJUST match the dest cl ai m of
the original PASSporT.

The key distinction fromtypical STIR verification is that the entity
signing the rsp PASSporT is asserting control over the dest nunber,
and the delegate certificate used in the signature MJUST be valid for
that nunber.

The iat claimin the rsp PASSpor T MJST be within an acceptable
freshness interval as defined by |ocal policy.

If these validations succeed, the verifier can confirmthat the
called party has cryptographically asserted its identity using a
VESPER- aut hori zed certificate, conpleting the Connected ldentity
flow Any failure in these validations MJST cause the rsp PASSporT
to be rejected.

9. Security Considerations

Al'l PASSpor Ts and Access JWs MJST be signed using del egate
certificates issued under the certificate policy defined in [ RFC3226]
and containing valid SCTs as defined in
[I-Dietf-stir-certificate-transparency]. Verifiers MJST validate
the certificate trust chain and SHOULD verify SCT incl usion agai nst
known CT |log sets. Access JW's MJIST use the ES256 al gorithm MJST be
scoped per transaction with short validity intervals (e.g., 5

m nutes), and MJST include a jti claimfor replay prevention. CPS

i mpl ement ati ons MJUST cache recent jti values and reject reuse within
the validity window. The response_uuid MJST only be disclosed to

aut henti cated parties authorized to retrieve the original publish and
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MUST NOT be exposed via unauthenticated endpoints or 1ogs. CPS

i mpl ement ati ons MJST restrict access to the response_uuid and its
associ ated response endpoint to the authenticated parties of the
original transaction. Specifically, the CPS MJST verify that a party
requesting the Connected Identity response PASSporT (via GET

/ passports/response/ {UU D} or push interfaces) is the same entity
that perforned the original publish, as identified by the iss claim
in their Access JWI. The CPS MUST NOT di scl ose whether a
response_uuid exists or has a pending response to any other party.
CPS i npl enent ati ons SHOULD return 404 (rather than 403) for

unaut hori zed UUI D | ookups to prevent UU D existence confirmation.

CPS operators MJST enforce rate limting across all endpoints and
MJST retain identity data only as |l ong as operationally necessary.

10. | ANA Consi derations

Thi s document has no | ANA acti ons.
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