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Abst r act

Thi s docunent defines VESPER (Verifiable STI Presentation and

Evi dence for RTU), a franework that extends the STIR architecture to
crypt ographi cally bind tel ephone nunber authority, domain identity,
and originating provider authorization in a single del egate
certificate. The delegate certificate is issued under the
certificate policy defined under a STIR conpliant eco-system and
carries the assigned tel ephone nunmbers and authorized originating
providers in a TNAut hLi st extension, the responsible entity’'s donmain
in a SubjectAl tNane, and an enbedded Signed Certificate Tinmestanp
(SCT) proving the certificate was recorded in a public transparency
log prior to use. VESPER enables relying parties to verify that a

t el ephone nunber was assigned to the entity whose domain is
presented, and that calls fromthose nunbers are originated by an
aut hori zed origi nating provider.

The framework defines a certificate profile and i ssuance process
grounded in existing STIR and ACME authority token nechani sns, a
domai n-hosted certificate repository with domai n-controll ed
certificate discovery enabling cross-channel trust signals, a
PASSpor T usage profile for SIP signaling, and certificate
transparency to support ecosystemauditability and detection of ms-
i ssuance.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The Secure Tel ephone ldentity (STlI) architecture, based on STI
certificates [RFC8226], PASSporTs [RFC8225], and the SIP ldentity
header field [ RFC8224], provides cryptographic integrity protection
for calling information in real-time communi cati ons. These
mechani sms enabl e relying parties to verify that a tel ephone nunber
was not nodified in transit and that it was signed using credentials
aut hori zed for that nunber. However, the STl architecture does not
define howto verify that a tel ephone nunber is being used by the
entity it was assigned to, nor does it provide a way to identify

whi ch originating providers are authorized to place calls fromthose
numbers.

In practice, telephone nunbers appear across a wi de range of digita
contexts: in SIP signaling, on websites, in SM5 and rich

conmuni cati on nessages, and in email. Today, there is no standard
mechanismfor a relying party to verify that the entity asserting a
tel ephone nunber is the same entity it was assigned to, or to confirm
that an originating provider is one of the legitimate originators

aut hori zed for that nunber. This gap enabl es inpersonation,

unaut hori zed origination, and the presentation of m sleading contact

i nformati on across digital channels.

VESPER addresses this by defining a delegate certificate that serves
as a single, auditable trust artifact binding three things: the

t el ephone nunbers assigned to the responsible entity, the domain that
entity controls and for which it holds certificate credentials, and
the set of originating providers enabled as legitimate originators
for calls fromthose tel ephone nunbers. Because this binding is
expressed in a standard X 509 certificate subject to the certificate
policy defined in [RFC8226], it can be validated using w dely

depl oyed PKI mechani snms and recorded in a transparency system for
ecosystem auditability.

Thi s docunent defines the certificate profile, the certificate
repository and domai n-controlled certificate discovery mechani sm the
PASSpor T usage profile, and the relationship to origination policy

di stribution.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

1.

Overvi ew
The VESPER Del egate Certificate

The VESPER framework is built around a del egate certificate issued to
the entity that holds the right-to-use for one or nore tel ephone
nunbers. This certificate is issued under the certificate policy
defined in [ RFC8226], whose trust anchors govern the authority chain.
The del egate certificate represents the issued credentials that bind
t el ephone nunber authority to the assigned entity, which also holds
domai n credentials as a corroborating identity signal. Trust
assertions in VESPER are expressions of what is certified in this
credential, validated against the trust anchors defined in [ RFC8226]
through the certificate chain.

The certificate carries the foll ow ng:

* Tel ephone nunber authority: one or nore tel ephone nunbers (or
ranges) in the TNAut hLi st extension, representing the entity’'s
right-to-use as assigned by a responsible provider or
organi zation. The authority chain is established via a TNAuthLi st
Aut hority Token issued by that responsible provider or
organi zation and validated through the STI certificate chain.

* (Originating provider enablenment: one or nore service provider
codes (SPCs) in the sane TNAut hLi st extension, identifying the
originating providers authorized to originate calls fromthose
t el ephone nunbers. Both TN entries and SPC entries MAY appear
together in a single TNAuthList, as permitted by [ RFC8226].

* Domain credential: a DNS domain nane in the SubjectAltName
ext ensi on (dNSNane), representing a domain the entity controls and
for which it holds WebPKI credentials. This domain provides a
corroborating identity signal that is independent of the tel ephone
nunber ecosystem and enabl es certificate discovery via the
repository defined in this docunent.

* (Optional claimconstraints: JWd ai mConstraints [ RFC8226] and/ or
EnhancedJWCl ai nConstraints [ RFC9118] extensions, authorizing
addi ti onal PASSporT clainms (such as Rich Call Data) and optionally
constraining their values. These constraints are backed by a
JWId ai nConstraints Authority Token issued in accordance with
[1-D.ietf-acme-authority-token-jwclaincon].

* Transparency: a Signed Certificate Tinestanp (SCT) enbedded in the
certificate, proving that the certificate was subnmitted to and
recorded in a transparency | og before use.
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Short-lived certificates MIUST be used. |nplenentations MIST support
the profile in [I-D.ietf-stir-certificates-shortlived] and MJST
convey the certificate chain inline using the x5c header paraneter
and MUST include the x5u header paraneter referencing the certificate
at its donmain-controlled repository | ocation.

3.2. Domain as a Corroborating Trust Credenti al

Prior STIR specifications establish tel ephone nunber authority

t hrough the TNAut hLi st but do not bind that authority to the real -
world entity to which the nunber was assigned. VESPER addresses this
by al so recording a domain credential held by that entity, a domain
the entity controls and for which it holds WebPKI certificate
credenti al s.

The domain in the delegate certificate SubjectAltNane corresponds to
a donmain the entity controls. Control of that domain, established
through the entity’'s ability to obtain certificate credentials for
it, provides a corroborating identity signal that is independent of
the tel ephone nunber ecosystem \Wen a relying party validates a
VESPER del egate certificate, it obtains verifiable evidence that a
specific entity, which holds those domain credentials, has been
assigned the tel ephone nunbers in the certificate by a responsible
provi der or organization.

3.3. User ldentity and Del egation

The VESPER del egate certificate authorizes the entity that holds it
to use the tel ephone nunbers it contains. Wthin that entity,

i ndi vi dual users or autonated agents nmay be further authorized to
ori gi nate conmuni cati ons using those nunbers through nechani sns
defined by the entity’s own governance, such as sub-credentials or
access control policies, without those individuals being identified
in the delegate certificate itself. A single telephone nunber nmay be
aut horized for use by nultiple users or agents, as is conmon in
shared Iines and call center deploynents. The delegate certificate
identifies the entity that holds the right-to-use for the tel ephone
nunbers it contains, not the individual users or agents originating
communi cati ons on behal f of that entity. Where caller identity at
the individual level is desired, nechanisns such as Rich Call Data
[ RFC9795] or other PASSporT extensions provide optional paths for
conveying that information.
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3.4. Certificate Repository and Donain-Controlled Certificate Di scovery

An entity that holds a VESPER del egate certificate MJST publish that
certificate at a stable HTTPS | ocation under its domain. The
specific path is not prescribed; any HTTPS URL whose domai n mat ches

t he dNSName Subj ect Alt Nane of the delegate certificate is valid. The
TLS certificate on the hosting server MIUST natch the dNSName

Subj ect Al t Nane of the VESPER del egate certificate, validated through
standard WebPKI TLS. No cross-signing between the STI del egate
certificate and the web TLS certificate is required or defined

This specification defines two token representations derived fromthe
del egate certificate: a PASSporT as defined in [ RFC8225] for use in
SIP signaling, and a basic JW formthat provides portable proof of
right-to-use for a tel ephone nunber in contexts outside of SIP
signaling, such as cases where a traditional |etter of authorization
or other evidence of TN association is required. Each is defined in
detail in the sections bel ow

4. VESPER Roles and Certificate |ssuance
4.1. Roles
The VESPER franework defines the follow ng functional roles.

1. Dommin Qperator: the entity that controls a domain and holds the
right-to-use for one or nore tel ephone nunbers. The Domain
Qperator is the subject of the VESPER del egate certificate,
publishes the certificate at a stable HTTPS | ocation under its
domain, and uses the delegate certificate's private key to sign
PASSpor Ts and RTU Tokens.

2. Right-to-Use (RTU) Authority: the responsible provider or
organi zation that allocates tel ephone nunbers and issues
TNAut hLi st Authority Tokens as RTU evi dence for del egate
certificate issuance (e.g., a TNSP or RespOrg).

3. STI Certification Authority (STI CA): issues VESPER del egate
certificates after validating RTU evi dence and domain
associ ation, operating under the certificate policy defined in
[ RFC8226] .

4. Transparency Log Operator: records issued delegate certificates

and returns SCTs to support ecosystem auditability and detection
of m s-issuance.
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4.2. Delegate Certificate |Issuance Process

In the VESPER framework, a delegate certificate is issued through the
fol | owi ng sequence:

1. The RTU Authority produces a TNAut hLi st Authority Token
representing the right-to-use for the tel ephone number(s) being
assigned. The STI CA operates under a certificate policy that
recogni zes the RTU Authority’s authority to nmake this assignnent.

2. The certificate subject generates a CSR and presents it to the
STI CA along with the TNAut hLi st Authority Token, validated via
ACME nmechani snms as defined in [ RFC9447], [RFC9448], and
[I-D.ietf-acme-authority-token-jwclaincon]. |f additional
PASSpor T clains are to be authorized (e.g., Rich Call Data
[ RFC9795]), a JWId ai nConstraints Authority Token
[I-D.ietf-acme-authority-token-jwclaincon] is also presented;
the STI CA MUST NOT wi den the constraints specified in that
t oken.

3.  Upon successful validation, the STI CA issues a del egate
certificate. STl CAs SHOULD i ssue short-lived certificates as
specified in [I-D.ietf-stir-certificates-shortlived], and
subj ects SHOULD aut onate renewal .

4. The issued certificate MIUST be subnitted to a transparency |og as
defined in [I-D.ietf-stir-certificate-transparency]. The
resulting SCT MJUST be enbedded in the certificate prior to
depl oynent .

The issued del egate certificate MJST incl ude:

* A TNAut hLi st extension [RFC38226], representing the tel ephone
nunber(s) the certificate holder is authorized to use and, where
applicable, the SPC(s) of authorized originating providers. TN
entries and SPC entries MAY appear together in a single TNAuthLi st
ext ensi on.

If the certificate is intended to authorize additional PASSporT
cl ai ns beyond [ RFC8225], it MJST al so incl ude:

* A JWd ai nConstrai nts extension [ RFC8226] and/or
EnhancedJWCl ai nConstrai nts extension [ RFC9118].
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4.3. VESPER Certificate Profile

VESPER del egate certificates MJUST conformto the STIR certificate
profile in [RFC8226] and MUST support the short-lived certificate
profile in [I-D.ietf-stir-certificates-shortlived]. The certificate
MUST contain the follow ng:

* Subject: SHOULD include an Organization (O field reflecting the
entity’ s nane.

* Subj ect Al t Name: MUST include a dNSNane entry carrying the entity's
domai n. This domain MJST be DNS-resol vabl e and MUST natch the
domain of the certificate repository host.

*  TNAut hLi st [ RFC8226]: MJST include one or nore TN entries
representing tel ephone nunbers assigned to the certificate
subj ect, and MAY include one or nore SPC entries identifying
aut horized originating providers. TN and SPC entries MAY appear
together in a single TNAut hLi st extension.

* SCT: MJST include an enbedded Signed Certificate Timestanp as
defined in [I-D.ietf-stir-certificate-transparency], proving the
certificate was submtted to a transparency log prior to
depl oynent. Relying parties MJST validate the enbedded SCT as
part of certificate validation.

*  JWId ai mConstraints [ RFC8226] and/or EnhancedJWC ai mConstraints
[ RFC9118] (OPTIONAL): MJST be present if the certificate is
i ntended to authorize PASSporT claims beyond [ RFC8225]. The STI
CA MJUST NOT wi den the constraints specified in the
JWId ai nConstraints Authority Token.
CAs SHOULD issue certificates with short validity intervals as
specified in [I-D.ietf-stir-certificates-shortlived], and subjects
SHOULD aut omat e renewal .
4.4. VESPER Aut hentication and Verification Procedures

These procedures extend the baseline STIR authentication and
verification nodels defined in [ RFC8224], [ RFC8225], and [ RFC8226].

4.4.1. Authentication Service Behavi or
When originating a call or nmessage, the Authentication Service:

* Constructs a PASSporT containing orig, dest, iat, and any optional
clains authorized by JWd ai nConstraints in the certificate.

Wendt & FFEiwa Expires 2 Cctober 2026 [ Page 8]



Internet-Draft VESPER March 2026

* Signs the PASSporT using a VESPER del egate certificate whose
TNAut hLi st authorizes the orig tel ephone nunber and that contains
an enbedded SCT.

* Conveys the certificate chain inline using the x5c header
par aneter.

* Includes the x5u header parameter containing the HTTPS URL of the
del egate certificate at its location in the domain-controlled
repository.

4.4.2. Verification Service Behavior
Upon receiving a PASSporT, the Verification Service MJST:
* Validate the PASSporT signature.

* Validate the certificate trust chain against the trust anchors
defined in [ RFC8226] using the x5c header paraneter.

* Confirmthe TNAut hLi st extension authorizes the orig tel ephone
number .

*  Validate the enbedded SCT.

* | f JWId ai nConstrai nts or EnhancedJW ai nConstrai nts extensions
are present, verify that all asserted clainms conformto those
constraints.

* Confirmthat the domain in the x5u URL nmat ches t he dNSNane
Subj ect Al t Nane of the signing certificate.

The PASSpor T MUST be rejected if any of the above checks fail.
4.4.3. Connected ldentity

When VESPER is used with Connected ldentity
[I-Dietf-stir-rfc4916-update], the destination party returns a
PASSpor T of type rsp in a SIP 200 OK, signed using a VESPER del egate
certificate authorized for the dest tel ephone nunber. The rsp
PASSpor T MUST include the original orig and dest values and a fresh
iat. The originating party MJST verify the rsp PASSporT using the
same certificate validation steps above, applied to the dest

t el ephone nunmber and the destination party’'s certificate.
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5. RTU Token

The RTU Token is a JWI [RFC7519] signed by the private key of the
VESPER del egate certificate, with the certificate chain conveyed in
the JOSE header using the x5c paraneter. The delegate certificate is
the primary trust artifact; the RTU Token signature denonstrates that
the presenter holds the corresponding private key. The token is

i ntended for distribution contexts where portabl e evidence of right-
to-use is needed outside of SIP signaling.

The RTU Token MJST i ncl ude:

* iss: the entity’'s domain (matching the dNSName Subj ect Al t Nanme of
the signing certificate)

* jat, exp: issuance and expiration tinmes; exp SHOULD be set to a
short validity interval to limt the replay surface

* orig: the tel ephone nunber being asserted, consistent with the
TNAut hLi st of the signing certificate

The token MAY include additional clains authorized by the
JWId ai nConstrai nts extension of the signing certificate (e.g., Rich
Call Data [RFC9795]).

6. Security Considerations

VESPER provi des verifiable evidence that an entity authorized to use
one or nore tel ephone nunbers has signed a comuni cation, with the
del egate certificate serving as the primary trust artifact. The
primary security properties are: prevention of unauthorized parties
fromasserting tel ephone nunber authority; prevention of over-

cl ai M ng beyond what the certificate authorizes; and ecosystem
auditability through certificate transparency.

The certificate repository MIUST be served over HTTPS and

i mpl ement ati ons SHOULD apply rate liniting to reduce the

ef fecti veness of automated probing. The x5u URL in PASSporT headers
MJST reference the certificate at its domain-controlled repository

| ocation; Verification Services MIUST confirmthe domain in the x5u
URL rmat ches the dNSNane Subj ect Alt Nane of the signing certificate,
provi di ng proof of dommin control wthout requiring a network fetch.
The enbedded SCT MJUST be validated as defined in
[I-Dietf-stir-certificate-transparency] to confirmthe certificate
was publicly recorded before use. Short-lived certificates reduce
dependence on revocation; relying parties MJST enforce certificate
validity windows and SHOULD enforce freshness checks on PASSporT i at
clainms using existing STIR replay nmitigations.
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7. | ANA Consi derati ons

Thi s docunent defines no new | ANA regi strations. VESPER uses
exi sting PASSporT clains defined in [ RFC8225] and certificate
extensions defined in [ RFC8226] and [ RFC9118].
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