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Abst r act

Thi s docunent fornalizes a profile and a framework for the use of

del egate certificates and authority tokens to strengthen the
associ ati on between tel ephone nunber assignnents and the entities
that have the authoritative right to use them It defines a nodel in
whi ch the TNAut hLi st Authority Token serves as a trusted
representation of tel ephone nunber assignnent and right-to-use (RTU),
anchored by a Notary Agent that |ogs these associations through
verifiable transparency mechani sms. The framework al so extends the
use of authority tokens to support other PASSporT clains |ike Rich
Call Data (RCD) by defining a role for JWC ai nConstraints Authority
Tokens. These tokens are issued by authoritative or recogni zed and
vetted claimagents within the ecosystemto assert information
associated with the entity assigned a tel ephone nunber. The Notary
Agent plays a critical role in recording these clains and their
provenance, enhancing transparency and accountability. Delegate
certificates encapsul ate and incorporate both the tel ephone number
and associated information validated via authority tokens to the
certification authority issuing them binding themto the

aut henti cated tel ephone nunber of the calling party. These
certificates are published to a certificate transparency | og,
enabling relying parties to independently verify the integrity and

| egitimacy of nunber use and related clains. The VESPER (Verifiable
STl PERsona) approach utilizes STIR protocols and the ACME authority
token to formalizing a verifiable, auditable, and privacy-conscious
foundation for associating tel ephone nunbers with vetted entities and
val i dated assertion of associated mnetadata.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The Secure Tel ephone ldentity (STlI) architecture, based on STI
certificates [RFC8226], PASSporTs [RFC8225], and the SIP ldentity
header field [ RFC8224], define the foundational use of digita
signatures and tokens to protect the integrity of calling

i nformation, particularly the tel ephone nunber, during a
communi cati ons session. \Wile these mechani sms hel p validate cal
signaling, they do not directly establish who is authorized to use a
gi ven tel ephone nunber. This docunment provides a profile of the STI
architecture by formalizing the use of delegate certificates and
authority tokens to nore clearly and verifiably associate a tel ephone
nunber with the entity-person or business-responsible for its use.
This stronger linkage is especially inmportant as m suse of tel ephone
nunbers by unaut horized parties continues to undermne trust in
commruni cati ons networks.

To address this, the VESPER framework introduces roles and
interactions that mirror proven practices fromother trust-based

i ndustries, such as Know Your Customer (KYC) and Know Your Business
(KYB) procedures in finance. Through a defined process and as an
adjunct to the tel ephone nunber assignnent process involving
Responsi bl e Providers or Organi zations and the Notary Agent, an
Entity is issued a TNAut hLi st Authority Token defined in [ RFC9448],
establishing their right to use a tel ephone nunber. Additiona
information an entity would like to assert to a called party, such as
Rich Call Data (RCD) [I-D.ietf-stir-passport-rcd], can be asserted
and aut hori zed using JWd ai nConstraints Authority Tokens

[1-D. wendt-acne-authority-token-jwtclaincon]. JWOC ainContraints
have the interesting property that they can be used to assert either
direct values or the integrity hashes of values (e.g., using "rcdi"
clains defined in [I-D.ietf-stir-passport-rcd]) to enhance the
ability to protect the privacy of information when desired or
required. These tokens are used in challenges toward the issuance of
del egate certificates which can be transparently recorded by a Notary
Agent ecosystemrole, which acts as a neutral registrar of these
clainms associated with tel ephone nunmbers without exposing underlying
private data unless explicitly authorized or desired. Transparent
decl arations of claimassertions have the potential benefici al
property of enhancing the trust of the asserted clains based on

moni toring of these clains to avoid fraudul ent inpersonation that the
STI framework is intended to sol ve

Thi s VESPER trust nodel and profile is enhanced using eco-system w de
accountability. Transparency logs formalize the issuance of
certificates and the rel ationshi p between tel ephone nunbers,
associated clains and their rightful users, hel ping detect and
prevent fraudulent or conflicting clains by interested parties and
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audi ting mechani sms. By shifting frominplicit trust in digita
signatures alone to an explicit framework of vetted identities and
transparent clains, this approach builds a foundation for enhanced
verifiable comunications. |t enables the responsible use of

t el ephone nunbers, di scourages inpersonation, and strengthens

enf orcenment agai nst abuse, ultinmately fostering greater confidence in
t el ephone numnber-based communi cati ons.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Overview

Thi s docunment defines a framework for the authoritative association
of tel ephone nunmbers to the entities responsible for their use, using
del egate certificates and authority tokens. Wthin this framework,
referred to as VESPER (VErifiable STI PERsonas), entities are
represented through verifiable clains that establish their right to
use a tel ephone nunber and, optionally, their asserted claim
attributes such as Rich Call Data (RCD) or other clains defined via
PASSpor T type specifications. These clains are issued by trusted
responsi bl e parties and are anchored through transparency mechani snms
to support trust, auditability, and privacy as appropriate.

The core prenmise is that a tel ephone nunber, when used as a

conmuni cations identifier, must be explicitly bound to the real-world
party authorized to use it. Wile telephone nunbers have |ong served
as identifiers in global conmmunications, the absence of a strong

bi ndi ng between a nunber and a responsi ble party has all owed for
abuse-nost notably through nunber spoofing and inpersonation fraud.
In many cases, bad actors exploit the lack of accountability to

m sl ead call recipients, avoid traceability, or inpersonate

| egitimate busi nesses and individuals. To address this, the VESPER
framework introduces a standardi zed nmethod for expressing and
publishing the right-to-use (RTU of a tel ephone nunber through the

i ssuance of a TNAut hList Authority Token. This token is issued
followi ng the assignment or delegation of a nunber and is registered
via a Notary Agent, which records the issuance event in a
transparency log. This notarization provides i ndependent
verification of the association between a nunber and its rightfu
user, without requiring public disclosure of sensitive identity data.
Additional claiminformation can be represented and protected within
the del egated certificate using JWCd ai nConstraints [ RFC8226] and
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EnhancedJWIC ai nConstraints [ RFC9118]. During the del egate
certificate issuance process a JWd ai nConstraints Authority Token is
used to validate the inclusion of these in the delegated certificate.
The resulting delegate certificates are recorded by the Notary Agent,
enabling verifiable, ecosystemw de awareness of valid clains
associated to a tel ephone nunber. This provides confidence to a
relying party and through a verification service that both the entity
and the associ ated cl ai m net adata has been validated through an

aut hori zed process and that the calling party has both the right to
use the nunber and, if applicable, has been vetted by a recognized
authority.

Unli ke prior nodels that rely on inplicit trust in the caller or the
STl signer, this approach provides an explicit, auditable, and

st andar ds-based path to associ ate comruni cati ons with a known and
aut hori zed party. The VESPER framework does not define how vetting
(e.g., KYCKYB) is perforned, nor does it prescribe specific policy
requirenents. Instead, it focuses on standardi zi ng how vetted
results and right-to-use associations are asserted, recorded, and
presented within the STIR ecosystem By reinforcing the
accountability of number usage and enabling the trusted presentation
of related identity clains, this architecture enhances integrity,
supports privacy, and enabl es enforcenent nechanisns to deter misuse-
ultimately restoring trust in tel ephone-based comuni cati ons.

4. Vesper Architectural Overview
4.1. The VESPER Trust Framework Architecture

The VESPER Trust Model establishes a structured framework for
asserting and verifying the associati on between a tel ephone numnber
and the entity authorized to use it. This nodel supports a broad
range of communications use cases, fromfully attributed business
conmuni cations with rich identity information to privacy-consci ous
scenarios that require only verification that the nunber is in
legitimate use by a real validated entity.

At its core, the nbpdel is built on a trust structure with the
foll owi ng key rol es:

1. Entities (e.g., individuals or organizations) seeking to assert
their right to use a tel ephone nunber and assert clains about
thensel ves or a set of conmunications,

2. Responsible providers and organi zations that are authorized to

al | ocate and assign nunbers within a jurisdictional nunbering
pl an,
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3. CaimAgents that are authorized and recogni zed for validating
and issuing claim about those entities, and

4. A Notary Agent that records claimissuance events and ensures
transparency and traceability within the ecosystem

Participation in this trust nodel requires a shared set of policies
and standards governing how entities are vetted and how clains are
created and validated. These policies define the requirements for
asserting an entity’'s identity, the right to use a tel ephone nunber,
and, where applicable, additional clains and associated attributes
(i.e. PASSporT type defined clainms, like Rich Call Data). Cdains are
structured representations of verified information, issued by C aim
Agents. Each claimtype is standardi zed via PASSporT type
specifications in the STIR working group, with clearly defined
required and optional key-value pairs, ensuring interoperability and
consi stency across the ecosystem Through this nodel, VESPER

provi des a scal abl e and transparent foundation for building trust in
t el ephone-based comuni cations, with the flexibility to support both
fully attributed and privacy-respecti ng use cases.

4.2. Roles and Responsibilities in the VESPER Franmewor k

The VESPER trust framework defines a set of roles that work together
to assert and validate clains about tel ephone nunbers and the
entities authorized to use them At the core of this ecosystemare
two primary roles: Entities and ClaimAgents. Entities are

i ndi vidual s or organizations that wish to establish their authority
to use a tel ephone nunber and, optionally, present additional vetted
identity attributes. O aimAgents are responsible for validating
this information and issuing standardi zed, structured clains.

4.2.1. Entity

An Entity is the individual or organization seeking to assert its
authority to use a specific tel ephone nunber and, optionally, to
present additional vetted clains such as busi ness name or purpose.
The Entity is the central actor around which the clains and trust
rel ati onshi ps are forned.

4.2.2. Responsible Provider or Responsible O ganization

A Responsi bl e Provider, sonetines called a Tel ephone Nunber Service
Provi der (TNSP), or Responsible O ganization (RespOrg) plays both
their traditional well-defined role in the allocation and assi gnnment
of tel ephone nunbers in accordance with national or internationa
nunbering plans generally followed internationally via e. 164 and
e.164.1 but also a foundational role in the VESPER ecosystem by
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val idation of the association of tel ephone nunber assignnments to
Entities. These entities operate under regul atory authority and are
responsi bl e for adm ni stering nunber resources associated with a
specific country code or region

Their responsibilities include:

*  Number Assignnent: Allocating tel ephone nunbers to Entities under
the rules of an authorized nunbering plan.

* Entity Association: Establishing and naintaining a record that
i nks each assigned tel ephone nunber to a specific, uniquely
identified entity. This includes assigning a persistent
identifier or account reference to the Entity to which a nunber is
assi gned providing an opaque identifier. This identifier can be
used by the Entity to reference thenselves in an opaque way for
accessing assignment rel evant information including TNAut hLi st
Aut hority Tokens or also referenced during any di sputes or
di scl osures when necessary.

The Responsi bl e Provider or RespOrg coordinates with the Notary Agent
to issue proof of assignnent or participate in the claimtransparency
process, their role, even as it currently exists, is essential in
grounding the trust framework in authoritative nunmber assignnent

data. O her ecosystem participants, such as C ai mAgents and Notary
Agents, can and shoul d reference assignnent records governing the
Right to Use (RTU) mmintai ned by Responsible Providers or RespOrgs to
val i date i ssuance of delegate certificates to the valid Entities.

4.2.3. CaimAgent Responsibilities

ClaimAgents are trusted parties in the ecosystemresponsible for
validating information about Entities and issuing authoritative or
verified clains. These clains cover clains associated with PASSporT
defined clains including identity details or Rich Call Data (RCD).

Each C aim Agent is uniquely identified within the VESPER ecosystem
and should be registered with a Notary Agent (NA) (CW should it?).
Once a C aimAgent perforns its vetting process, it issues signed
JWI]d ai nConstraints Authority Tokens containing the validated claim
information or integrity hashes for those clains for the Entity
dependi ng on privacy preferences.

4.2.4. Notary Agent Responsibilities

The Notary Agent (NA) serves as the ecosystenis registrar and
transparency authority. It perforns three critical functions:
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1. Registration of Responsible Providers and Responsible
Organi zations that correspond to the traditional roles in
accordance with a national or international numbering plans.

2. Registration of CaimAgents, ensuring each is uniquely
i dentifiable and authorized to issue specific types of clains.

3. Operation of a Transparency Log, which issues cryptographic
receipts to confirmand tinmestanp the exi stence of each claim

Not ari zation can be privacy-preserving, where only cryptographic
hashes of clains are logged, or fully transparent, allow ng public
visibility of claimcontents to detect conflicts or inpersonation
attenpts. This optional public disclosure enables nonitoring of
duplicate or unauthorized clains across the ecosystem

Wil e this docunent does not define the dispute resolution process,
any conflicts or nisclains discovered through transparency can be
escal ated through ecosystem specific nechanisns, |ikely coordinated
by the Notary Agent in commrunication with relevant C ai m Agents.

Claim Agents and C aimlInformation Privacy

Privacy is a foundational principle of the VESPER trust nodel. daim
Agents are not required to expose or publish sensitive data about

Subj ect Entities when recording clains. Instead, clains can be
privacy-protected by | ogging only the cryptographic hashes of the
claimcontent in the transparency |og, preserving proof wthout

reveal ing the underlying details.

1. Public vs. Private D sclosure

For claiminformation that is public by nature-such as business
nanes, |ogos, or other branding el enents-Cl ai m Agents may choose to
log the data in full within certificates for public visibility. This
public transparency hel ps the ecosystemidentify conflicting or
fraudul ent clainms and reinforces trust through open scrutiny.

Conversely, for private or sensitive clains (e.g., interna
identifiers or personally identifiable information), C aimAgents may
choose to log only a hash of the data. This approach ensures that
the claims authenticity can still be verified wthout conpronising
the Entity's privacy. Disclosure of such clains remins at the
discretion of the Entity or may occur in limted cases where | egal or
regul atory obligations apply.
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4.4. Delegate Certificate |ssuance Process

In the VESPER trust franmework, the issuance of a delegate certificate
to an Entity involves the nmultiple roles defined and referenced in
this docunment, including the Responsible Provider or Responsible
Organi zation, CaimAgents, the Notary Agent, and a trusted
Certification Authority (CA) operating under the STIR eco-system
certificate policy governing STIR certificates defined in [ RFC8226].

The process begi ns when a Responsi bl e Provider or Responsible

Organi zation assigns a tel ephone nunber to an Entity. As part of
that assignnent, the Entity is fornmally associated with the nunber in
the Notary Agent’s systemvia an opaque and uni que identifier,
establishing an auditable rel ati onship between the nunber and the
right-to-use holder. The opaque unique identifier helps to uphold
the privacy of the eco-systemas part of normal tel ephone nunber

al |l ocation and assignment has traditionally followed. Wen potential
policy violations occur the Notary Agent systens using the Entity
identifier provides an indisputable path to the correspondi ng
Responsi bl e Provi ders and Organi zations and then to the Entities
assigned the tel ephone nunber and del egated a certificate in question
that can respond to policy and |l egal requests as part of their
responsibilities to the STIR eco-system shoul d govern

Additionally, follow ng this association, a TNAuthList Authority
Token can be issued to the Entity. This token authoritatively
represents the Entity’' s Ri ght-To-Use the tel ephone nunber and can
serve as cryptographic proof of assignnent.

In parallel, a CaimAgent may be used to validate additiona
attributes that the Entity wishes to assert when originating calls,
such as Rich Call Data (RCD). These validated attributes are encoded
in a JWd ai nConstraints Authority Token, which governs what clains
the Entity is authorized to present in comunications. The Caim
Agent nmay al so use the TNAut hLi st Authority Token as proof of
assignnent and the Right-to-Use the tel ephone nunbers being asserted
by the Entity. This should also be utilized to govern the constraint
of the "orig" claimto only the valid associated nunbers to the
Entity.

Once both tokens have been obtained, the Entity initiates a
Certificate Signing Request (CSR) to a CA authorized to issue
certificates within the STIR ecosystem As per the mechani snms
outlined in [ RFC9447], [RFC9448], and

[1-D. wendt-acne-authority-token-jwclaincon], the TNAuthList and
JWI] ai nConstrai nts tokens are presented as ACME chal | enge responses
to prove the Entity’'s authority over the nunber and its validated

cl ai ns.
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Upon successful validation, the CA issues a delegate certificate to
the Entity. This certificate includes:

* A TNAut hLi st extension [ RFC8226], representing the tel ephone
nunber(s) the certificate holder is authorized to use.

* A JWId ai nConstrai nts extension [ RFC8226] and/ or
EnhancedJWCl ai nConstrai nts extension [ RFC9118], representing the
constraints on clains the certificate holder is permitted to
assert.

The issued certificate is then submtted to a certificate
transparency |l og. A corresponding transparency receipt is returned
to the Entity and/or CA to provide verifiable proof of publication.
Thi s transparency mechani sm enabl es ecosystem w de nonitoring and
validation of certificate issuance and claimlegitinacy.

4.5. Use of Delegate Certificates for Signing Conmunications

Once an Entity has received a del egate certificate containing
validated right-to-use and claimconstraints, it can use this
certificate to sign comunications associated with the authorized
t el ephone nunber.

For exanple, when the Entity initiates a SIP call, it generates a
PASSpor T obj ect contai ni ng session-specific details such as "orig",
"dest", and "iat". The Entity then signs the PASSporT using its

del egate certificate, which binds both the tel ephone nunber and any
aut horized clains (e.g., RCD elenents) to the comruni cation

Critically, the JWd ainConstraints extension in the certificate
enforces the set of claims the Entity is permtted to assert,
ensuring that clains cannot exceed those vetted and authorized by the
correspondi ng C ai m Agent.

The signed PASSporT is then attached to the SIP Identity header and
transmtted with the call. The Verification Service (VS) on the
receiving side perfornms STIR verification, checking:

* That the PASSporT signature is valid.

* That the delegate certificate is trusted, unexpired, and issued by
a recogni zed CA.

* That the certificate includes a valid TNAut hLi st extension for the
t el ephone nunber in use in the "orig" claim
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* That any asserted clains conformto the JWC ai nConstrai nts and/ or
EnhancedJWC ai nConstraints in the certificate.

* That a correspondi ng transparency recei pt exists, proving the
certificate was publicly recorded.

If all verifications succeed, the relying party can trust that the
call is both authorized and attributable, and that all clains have
been val i dated by responsible participants in the ecosystem

Shoul d questions arise, such as disputes over the legitinmacy of the
clains, the identity of the calling Entity, or the integrity of the
Claim Agent, the Notary Agent serves as the central authority for
managi ng escal ati on and di scl osure. This includes providing access
to Responsible Party information via a privacy-preserving and legally
conpliant resolution process, aligned with ecosystem governance and
policy enforcenent.

5. Security Considerations
TODO Security
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