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Abstract

Applications or congestion control mechani snms can produce bursty
traffic which can cause unnecessary queui ng and packet loss. To
reduce the burstiness of traffic, the concept of evenly spacing out
the traffic froma data sender over a round-trip time known as
"paci ng" has been used in many transport protocol inplenentations.
Thi s docunent gives an overvi ew of pacing and how sonme known paci ng
i npl ement ati ons wor k.
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1. Introduction

Applications commonly generate either bulk data (e.g. files) or
bursts of data (e.g. segnents of nedia) that transport protocols
deliver into the network based on congestion control algorithns.

RFCs descri bing congestion control generally refer to a congestion

wi ndow (cwnd) state variable as an upper limt for either the nunber
of unacknow edged packets or bytes that a sender is allowed to enit.
This limts the sender’s transnission rate at the granularity of a
round-trip time (RTT). |If the sender transmits the entire cwnd sized
data in an instant, this can result in unnecessarily high queuing and
eventual | y packet |osses at the bottl eneck. Such consequences are
detrinental to users’ applications in terns of both responsiveness
and goodput. To solve this problem the concept of pacing was

i ntroduced. Pacing allows to send the sane cwnd sized data but
spread it across a round-trip tine nore evenly.

Congestion control specifications always allow to send | ess than the
cwnd, or tenporarily emt packets at a lower rate. Accordingly, it
isinline with these specifications to pace packets. Pacing is
known to have advantages -- if sone packets arrive at a bottleneck as
a burst (all packets being back-to-back), loss can be nore likely to
happen than in a case where there are tinme gaps between packets
(e.g., when they are spread out over the RTT). It also neans that
pacing is less likely to cause any sudden, ephenmeral increases in
queui ng delay. Since keeping the queues short reduces packet |osses,
paci ng can al so yield higher goodput by reducing the tinme lost in

| 0ss recovery.

Because of its known advantages, pacing has become common in

i npl ement ati ons of congestion controlled transports. It is also an
integral elenent of the "BBR' congestion control nechani sm
[1-D.cardwel | -iccrg-bbr-congestion-control].
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3.

3.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Motivations for Pacing

There are potential benefits to pacing, both for the end-host

protocol stacks and within the network. This section provides a
short summary of the notivations for performng pacing, with specific
exanpl es worked through in the follow ng Section 4.

1. Network Benefits

Senders generating |large bursts create chall enges for network queue
managenment to maintain low |l atencies, low |l oss rates, and | ow
correlated bursts of loss. This is described in nore detail in
Section 4.1, with exanples.

A nunber of causes within the network may | ead to "ACK conpression",
where the spacing of inconming packets (with new ACKs) becones
bunched. This could happen due to many factors, such as congestion
at a bottl eneck, packet send aggregation in the MAC | ayer or device
drivers, etc. ACKs can also wind up being aggregated beyond the
normal del ayed ACK recommendati on, such that instead of acknow edgi ng
one or two packets of data, a received ACK nay cover nany packets,
and cause a large change in the congestion wi ndow, allow ng many
packets to be released in a burst (if pacing is not used). This can
happen due to coal escing of ACKs or ACK "thinning" within the
network, or as a neans to deal with highly asynretric connectivity.
In any case, a sender that perforns pacing is not susceptible to ACK
conpressi on, aggregation, or thinning causing its own sending
patterns to beconme bursty in turn, which allows the network nore
latitude in how ACKs are handl ed

2. End Host Benefits

Paci ng enabl es good operation with shorter queues, and can create an
incentive to reduce the size of queues being configured within the
network, leading to | ower maxi mum | atency for end host applications.
When applications use pacing to limt the rate, this can al so reduce
| atency irrespective of the size of the queues available in the
network (see Section 4.5).
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I mproved RTT neasurenents can result from pacing, since sanples are
spread out further across time rather than clunped in tine, as
expl ained in Section 4. 3.

At a receiver, processing of the received packets is inpacted by
pacing, since it will result in a nore steady workl oad, rather than

| arge inconing bursts of data. For sone applications, pacing can
therefore be beneficial in avoiding |long periods where the systemis
busy devoted to processing incom ng data, and unable to perform other
wor k. However, sone systens are designed such that incoming bursts
are nore efficient to process than a steadily paced stream so
benefits may differ.

3.3. Oher Mdtivations

In sone special situations, outside general Internet usage, the path
properties may be well-known in advance (e.g. due to scheduling of
capacity, etc.). |In this case, senders should pace packets at the
schedul ed rates in order to efficiently utilize that capacity. In
some of these cases, the rates may be very high, and any sender
burstiness mght require | arge expensive buffers within the network
in order to acconpbdate bursts without |osses. Situations where this
appl i es may include superconputing grids, private datacenter

i nterconnection, and space m ssion conmmuni cati ons
[1-D.draft-many-tiptop-usecase].

4. Pacing: general considerations and consequences

Thi s section explores pacing scenarios in nore detail, explains
consi derations inportant for using and tuning pacing, and the
resul ti ng consequences.

4.1. Mre likely to saturate a bottl eneck

We can distinguish between two reasons for packet |osses that are due
to congestion at a bottleneck with a DropTail (FIFO queue:

1. A flight of N packets arrives. The amount of data in this flight
exceeds the anmount of data that can be transmitted by the
bottl eneck during the flight's arrival plus the queue |ength,
i.e. sone data do not fit into the queue.

2. The bottleneck is fully saturated. The queue is full, and
packets drain fromit nmore slowy than new packets arrive

The second type of |oss matches the typical expectation of a

congestion control algorithm the cwnd val ue when | oss happens is
i ndicative of the bottleneck being fully saturated. When the first
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type of |oss happens, however, a sender’s cwnd can be rmuch snaller
than t he Bandwi dt h- Del ay Product (BDP) of the path (the anmount of
data that can be in flight, ignoring the queue). |In the absence of
other traffic, the probability for the first type of |oss to happen
depends on the queue length and the ratio between the departure and
the arrival rate during the flight's arrival. By introducing tine
gaps between the packets of a burst, this ratio is increased, i.e.
the difference between the departure and the arrival rate becones
smal l er, and the second type of loss is nore likely.

For exanple, consider a network path with a bottleneck capacity of 50
Miit/s, a queue length of 15000 bytes (or 10 packets of size 1500
bytes) and an RTT of 30 nms. Assune that all packets enitted by the
sender have a size of 1500 bytes. Then, the BDP equal s 125 packets.
The bottl eneck of this network path is fully saturated when a (BDP +
queue | ength) ampount of bytes are in flight: 135 packets.

In this network, the first type of |oss can happen as follows: say,
N=40 packets arrive at this bottleneck at a rate of 100 Mit/s. In
an ot herw se enpty network and assuming an initial w ndow of 10
packets and no del ayed ACKs, this occurs in the third round of sl ow
start wi thout pacing, provided that the capacities of all links
before the bottleneck are at |east 100 Miit/s. In this case, an
overshoot will occur: packets are forwarded with half their arriva
rate, i.e. less than 20 packets can be forwarded during the burst’s
arrival. The remaining 20 (or nore) packets cannot fit into the
10- packet queue. A cwnd of 40 packets is nmuch smaller than the (BDP
+ queue) limt of 135 packets, and the bottleneck is not fully
sat ur at ed.

Let us now assune that the flight of 40 packets is instead paced,
such that the arrival rate only mldly exceeds the departure rate --
e.g., they arrive at a rate of 60 Mit/s. Wen the |ast packet of
this flight arrives at the bottleneck, the bottleneck shoul d al ready
have forwarded 5/6 * 39 = 32.5 packets. Since only conpl ete packets
can be sent, the bottleneck has really forwarded 32 packets, and the
remai ni ng 40-32 = 8 packets fit in the queue. No |oss occurs.

Thi s exanpl e expl ai ns how paci ng can enable a rate increase to | ast
| onger than without pacing. This nmakes it nore likely that a

bottl eneck is saturated, such that cwnd reflects the BDP plus the
queue length (loss type 2).
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4.1.1. Backing off after the increase

The two | oss types explained in Section 4.1 require a different back-
off factor to allow the queue to drain and congestion to dissipate.
Specifically, in the single-sender single-bottleneck exanpl e above,
when a slow start overshoot occurs as |oss type 2, a back-off
function such as: ssthresh = cwnd * beta with beta >= 0.5 is
guaranteed to cause a second loss after the end of |oss recovery.
This is because, when cwnd exceeds a fully saturated bottl eneck

(i.e., cwnd > BDP + queue length), cwnd will have grown further by
anot her (BDP + queue length) by the tine the sender |earns about the
loss. In this case, beta = 0.5 will cause ssthresh to exceed (BDP +

gueue | ength) again.

Si nce paci ng makes loss type 2 nore likely, beta < 0.5 may be a
better choice after slow start overshoot when pacing is used.

4.1.2. Able to work with snaller queues

The probability of loss type 1 in Section 4.1 is indirectly
proportional to the queue length. Pacing therefore enables a rate
increase to continue with a snmaller queue at the bottleneck than in
the case without pacing.

4.2. Queue dynam cs

When it enters the queue at a network bottl eneck, unpaced traffic
causes nore sudden, drastic delay growth than paced traffic, and has
a higher risk of packet |oss, as discussed in Section 4.1. Paced
traffic, on the other hand, can cause a bottleneck queue to grow nore
slowy and steadily, incuring delay gromh over a |onger tine
interval. Aside fromthe direct problens that delay can cause, such
sust ai ned queue and delay growh is also nore likely to provoke an
Active Queue Managenent (AQW) algorithmto drop packets or mark them
using Explicit Congestion Notification (ECN). This is because AQM
al gorithms are conmonly designed to allow short, transient traffic
bursts to pass unharned, but react upon |onger-term average queue
growt h

4.3. GCetting good RTT estinates

Since pacing algorithnms generally attenpt to spread out packets
evenly across an RTT, it is inportant to have a good RTT estinmate.
Especially in the beginning of a transfer, when sending the initial
wi ndow, the only RTT estimate avail able may be fromthe connection
est abl i shnent handshake. Being based on only one sanple, this is a
very unreliable estimate. Myreover, a new transport connection may
be preceded by a | onger period of quiescence on the path between two
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endpoints than there mght nornmally occur when a connection is
active. Such a silence period can provoke behavior of |ower |ayers
that increases the RTT. For exanple, idle periods commonly cause a
handshake procedure on 5G |inks before comruni cati on can conti nue,
inflating the RTT.

Thus, using this sanple to pace the initial w ndow can cause the
pacing rate to become unnecessarily low. This may be the reason why
the Linux TCP inpl enentati on does not pace the first 10 packets (see
Section 5.1). As a possible inprovenent, the initial RTT estinmate
could al so be based on a previous connection (tenporal sharing) or on
anot her ongoi ng connection (ensenble sharing) [RFCO040].

4.4, M ni -bursts and their trade-offs

General ly, hardware can performbetter on |large bl ocks of data than
on multiple small data bl ocks (fewer copy operations). Hardware

of fl oad capabilities such as TCP Segment O fload (TSO and Generic
Segnmentation O fload (GSO are popularly used in cases with high data
rates or volumes (e.g. datacenters, hyperscaler servers, etc.) and
inmportant to efficiency in conpute and power budgets. Wen using TSO
and GSO efficiently, there will be large wites between software and
hardware. Since the hardware itself does not typically perform
pacing, this results in burstiness, or if the sending software is
trying to performpacing, it could defeat the goal of efficiently
using the offl oad hardware. A strategy to work with this is to avoid
paci ng every single packet, but instead pace such that a pause is

i ntroduced between batches of sone packets that are sent as a mni-
burst. Such a strategy is inplenented in Linux, for exanple.

At the receiving side, offload techniques |ike Large Receive Ofl oad
(LRO), GCeneric Receive Ofload (GRO, interrupt coal escing, and other
features may al so be inpacted by pacing. Paced packets reduce the
ability to group together incom ng hardware franmes and packets for
upper |ayer processing, but end systens may be tuned to handl e

i ncom ng mini-bursts and maintain some efficiency.

Clearly, the size of mni-bursts enbeds sone trade-offs. Even mni-
bursts that are very short in terns of tine when they |eave the
sender may cause significant delay further away on an Internet path,
where the link capacity is smaller. For exanple, consider a server
that is connected to a 100 Gops link, serving a client that is behind
a 15 Mops bottleneck link. |If that server enits bursts that are 50
kbyte long, the duration of these bursts at the server-side link is
negligible (4.1 mcroseconds). Wen they reach the bottl eneck,
however, their duration becones as large as 27.3 milliseconds. This
is an argunent for minimzing the size of mini-bursts. On the other
hand, wireless link layers such as WFi can benefit from having nore
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than one packet available at the local send buffer, to nmake use of
franme aggregati on methods. This can significantly reduce overhead,
and allow a wirel ess sender to make better use of its transm ssion
opportunity; elimnating these benefits with pacing nmay in sone cases
be counter-productive. This is an argunment for naking the size of

m ni -bursts | arger

4.5. Application contro

When an application produces data at a certain (known) bitrate, it
can be beneficial to make use of pacing to limt the transport
bitrate on this basis such that it is not exceedingly large. The

Li nux and FreeBSD applications allow the application to set an upper
limt.

For exanple, frame based video transm ssion typically generates data
chunks at a varying size at regular intervals. Such an application
could request a data chunk to be spread over the interval. This
woul d allow a nore sustained data transmission at a lower rate than a
transport protocol’s congestion control night choose, rather than
using a shorter time period within the interval with a high rate.

This has the benefit that queue growth is less likely, i.e. this form
of pacing can reduce | atency.

Spreadi ng over the interval needs to be done with some caution;
"ideal |l y" spreading data across the entire interval risks that some
of data will not arrive in tinme, e.g. when delays are introduced by
other traffic. SCReAM and SAMW pace packets at a sonewhat higher
rate (50%in case of SCReAM to reduce this risk

[1-D. draft-johansson-ccwg-rfc8298bi s-screamv2-03], [ Samy].

5. I nplenentation exanples
5.1. Linux TCP
The foll owi ng description is based on Linux kernel version 6.8.09.

There are two ways to enable pacing in Linux: 1) via a socket option,
2) by configuring the FQ queue discipline. W describe case 1.

I ndependent of the value of the Initial Wndow (I1W, the first 10
(hardcoded) packets are not paced. Later, 10 packets will generally
be sent w thout pacing every 2732 packets.

Every time an ACK arrives, a pacing rate is calculated, as: factor *
MBS * cwnd / SRTT, where "factor"” is a configurable value that, by

default, is 2 in slowstart and 1.2 in congestion avoidance. MsS is
the sender naxi mum segnent size [ RFC5681], and SRTT is the snoothed
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round-trip time [RFC6298]. The sender transmits data in line with
the calcul ated pacing rate; this is approxi mated by cal cul ating the
rate per mllisecond, and generally sending the resulting anount of
data per mllisecond as a small burst, every mllisecond. As an
exception, the per-mllisecond anbunt of data can be a little larger
when the peer is very close, depending on a configurable value (per
default, when the mninumRTT is less than 3 milliseconds).

If the pacing rate is snmaller than 2 packets per mllisecond, these
bursts will becone 2 packets in size, and they will not be sent every
mllisecond but with a varying tine delay (depending on the pacing
rate). |If the pacing rate is |arger than 64 Kbyte per nmillisecond,
these bursts will be 64 Kbyte in size, and they will not be sent
every mllisecond but with a varying tinme delay (depending on the
pacing rate). Bursts can always be smaller than described above, or
be "nothing", if alimting factor such as the receiver w ndow (rwnd)
[ RFC5681] or the current cwnd disallows transmssion. |If the

previ ous packet was not sent when expected by the pacing |ogic, but
more than half of a pacing gap ago (e.g., due to a cwnd limitation),
the pacing gap is hal ved.

This description is based on the | onger Linux pacing analysis text in
[ Li nuxPaci ng] .

5.2. Apple OSes

Paci ng was added to Apple CS as a private APl in i0S 17 and nacGS 14.
Inits current form an application or transport protocol conputes
and sets the desired transnmit tinestanp on a per packet basis and
sends it to the pacing module in AQM The packets are queued in the
AV until the current tine becones greater than or equal to
correspondi ng packet’s transmt timestanp. There is an upper limt
of 3 seconds for how long the AQMw Il hold a queued packet before
sending it.

The above sinplicity in the kernel allows upper |ayer protocols or
applications to set a transmt timestanp in a manner that is suitable
for them For exanple, a stream based protocol |ike TCP m ght pace
packets differently than a video conferencing app

5.3. FreeBSD
FreeBSD has the infrastructure to support nultiple TCP stacks. Each
TCP stack has a tcp_output() function, which handl es nost of the
sendi ng of TCP segnents. The default stack does not support pacing
and its tcp_output() may be call ed whenever

1. a TCP segnent is received or
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2. a TCP tinmer (like the retransm ssion or delayed ACK tinmer) runs
of f or

3. the application provides new data to be sent

and sends as many TCP segnents as is allowed by the congestion and
flow control resulting in burst of TCP segnents. However, this also
all ows to make use of TCP Segment O fload (TSO), which reduces the
CPU | oad.

The RACK [ RACK] and BBR stacks both support pacing by |everaging the
TCP Hi gh Precision Tiner System (HPTS) [HPTS], which is a kerne

| oadabl e nodul e avail able in FreeBSD 14 and higher. The tcp_output()
function of a TCP stack which supports pacing will not send as nuch
as is allowed by congestion and flow control, but may only send a
mcro burst and schedule itself for being called after the inter-
burst send tinme using the HPTS. The RACK stack supports an
application setting a pacing rate and a maxi mum burst size using TCP
socket options. The RACK stack then uses these values to conpute the
actual mcro burst size and the inter-burst send tine.

The HPTS is optim zed for handling a | arge nunber of TCP connections
and the tcp_output() function of the RACK stack is also optinized for
being called nore often than the tcp_output() function of the default
stack. This allows to use TSO in conbination with TCP paci ng.

Thi s subsystem underpins recently published research by Netflix and
Stanford into application-informed pacing at scal e [ Sanmy].

5.4. QUIC BBR inplenentations

Paci ng capability is expected in QU C senders. Wile standard QU C
congestion control [RFCI9002] is based on TCP Reno, which is not
defined to include pacing (but also does not prohibit it), QUC
congestion control requires either pacing or sonme other burst
limtation (Section 7.7 of [RFC9002]). BBR congestion contro

i npl ementations are comon in QU C stacks, and pacing is integral to
BBR, so this docunment focuses on it.

Pacing in QUIC stacks commonly invol ves:

1. Access to lower-level (e.g. OGS and hardware) capabilities needed
for effective pacing.

2. Managing additional timers related to pacing, along with those
al ready needed for retransm ssion, and other events.
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3. Details of the actual pacing algorithm (e.g. granularity of
bursts allowed, etc.).

Exanpl es of different approaches to dealing with these challenges in
ways that work on nultiple operating systens and hardware platforns

can be found in open source QU C stacks, such as Google’'s QU C

i mpl ementation and Meta's "mvfst". These provide exanples for some

of the concepts discussed bel ow.

Unli ke TCP inplementations that typically run within the operating
system kernel, QU C inplenentations nore typically run in user space
and are thus faced with nore chall enges regarding timng and coupling
with the underlying protocol stack and hardware needed to achieve
pacing. For instance, if an application trying to do pacing is
running on a highly | oaded system it may often "wake up | ate" and
mss the tinmes that it intends to pace packets.

When a |l arge anount of data needs to be sent, pacing naively could
result in an excessive nunber of tiners to be nanaged and adj usted
along with all of the other tiners that the QU C stack and rest of
the application require. The Hashed Hi erarchical Timng Weel [VL87]
provi des one approach for such cases, but inplenmentations nmay al so
sinmply schedul e the next send event based on the current pacing rate,
and then schedul e subsequent events as needed, rather than adjusting
timers for them |In any case, typically a pacing al gorithm shoul d
all ow for sone amount of burstiness, in order to efficiently use the
hardware as well as to be responsive for bursty (but |ow overal

rate) applications, and to avoid excessive tinmer nmanagenent.

Paci ng can be done based on different approaches such as a token-
based or tokenless algorithm For instance, a tokenless algorithm
(e.g. as used in nvfst) might conpute a regular interval tinme and
bat ch size (nunmber of packets) to be released every interval and
achieve the pacing rate. This allows specific future transm ssions

to be scheduled. |In contrast, a token-based al gorithm accunul ates
tokens to permt transm ssion based on the pacing rate, using a
"l eaky bucket" to control bursts. In this case the size of bursts

may be nore granul ar, depending on how much tine has el apsed between
eval uati ons.

The additional notion of "burst tokens" (or other burst allowance)
may be present in order to rapidly transmit data if comi ng out of a
qui escent period (e.g. when a flow has been application-linmted

wi thout data to send, e.g. as used in Google s inplenmentation). A
nunber of burst tokens, representing packets that can be sent
unpaced, is initialized to sone value (e.g. 10) when a flow starts or
becones quiescent. |If burst tokens are avail abl e, outgoi ng packets
are sent immediately, without pacing, up to the linmt permtted by
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8.

the congestion wi ndow, and the burst tokens are depleted by each
packet sent. The nunber of burst tokens is reduced to zero on
congestion events. Wen com ng out of quiescence, it is set to the
m nimum of the initial burst size, or the anobunt of packets that the
congesti on wi ndow (in bytes) represents.

There may be additional "lunpy tokens" that further allow unpaced
packets after the burst tokens have been consuned, and the congestion
wi ndow does not |imt sending. The anpunt of |unpy tokens that m ght
be present is determ ned using heuristics, generally linmting to a
smal | nunber of packets (e.g. 1 or 2).

Security Considerations
Wi | e congestion control designs, including aspects such as pacing,
could result in unwanted conpeting traffic, they do not directly
result in new security considerations.
Transport protocols that provide authentication (including those
usi ng encryption), or are carried over protocols that provide
aut henti cation, can protect their congestion control algorithmfrom
network attack. This is orthogonal to the congestion control rules.
I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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-00 was the first individual subm ssion for feedback by | CCRG

-01 adds M chael Tuexen as new co-author, and adds the follow ng
new descri ptions:

- a first version of text for Apple CSes

- a first version of text for FreeBSD

-02 adds a reference for Linux pacing, renmoves a conment on Linux
SRTT cal cul ation ("TODO check": it was checked, nothing to

change), adds nore discussion text:

- queue dynamics / AQMinteractions

initial RTT cal cul ation, thanks to Ingemar Johannson
- mni-bursts and their trade-offs, thanks to Eduard Vasil enko

- ... and now we al so have an ACK section for such thanks
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- -03:

0 re-structures the parts on general considerations and adds
nore text in them

o elaborates on application control
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