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Abst r act

Thi s document proposes an extension to the Certification Authority
Aut hori zati on (CAA) DNS Resource Record (RR) that enables the

mandat ory or optional binding of Certificate Transparency (CT) Log
URIs directly within DNS. By enbedding CT-Log endpoints in CAA RR
Certification Authorities (CAs) gain a standardi zed, discoverable
mechani smfor retrieving preferred and permtted CT-Log endpoint

i nformati on, thereby enhancing the security and auditability of X 509
TLS certificate issuance. The extension defines the syntax and
semantics for a new CAA property tag, *"issuect"*, and introduces a
paraneter set consisting of _"desc"_, _"critical"_, _"validfroni_,
_"wvalidtill"_, "cturi"_, "logid"_, and _"pubkey" . It outlines
val i dation and processing rules, discusses depl oynent considerations,
privacy inplications, and interoperability with existing DNS, CA, and
CT infrastructures. Additionally, the draft proposes an MIA-STS-1i ke
har deni ng nechani sm called *CAA-CT-STS*, for the new property to
further strengthen the PKI ecosystem Finally, it introduces the
recursive acronym CATALOG ( CATALOG Aut hori zation Transparency And Log
Overlay for G aph-based DNS) as a mmenonic for the overall extension
f ramewor k.
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I ntroduction

.1. Certification Authority Authorization

Certification Authority Authorization (CAA) [RFC8659] RRs enpower
domai n owners to specify, via DNS [ RFC1035], which Certificate
Authorities (CAs) in a Public Key Infrastructure [ RFC5280] may or may
not issue Certificates for their domains.

Similarly, the CAA RR Extensions for Account URI and Automatic
Certificate Managenent Environment (ACME) Met hod Bi ndi ng [ RFC8657]
extend the CAA grammar to introduce additional parameters for CAA
RRs. These extensions enable or disable specified validation nethods
and bind a domain to specific accounts authorized to subm't
Certificate Signing Requests (CSRs) and retrieve end-entity
Certificates.

Additionally, the Certification Authority Authorization (CAA)
processing for Emmil Addresses [ RFC9495] extends the established CAA
RR mechani sm by introducing a new property, "issuemail", to apply CAA
controls to the issuance of S/IM M [ RFC8551] Certificates.

2. Certificate Transparency

Furthernore, Certificate Transparency (CT) Version 1 [RFC6962] (stil
in use), and Certificate Transparency (CT) Version 2 [RFC9162] (which
obsol et es RFC6962), provide public, append-only |edgers of issued
certificates, enabling domain owners and relying parties to detect

m si ssuance
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1.3. CATALOG approach

Currently, there is no standardized, discoverable mechanismin DNS
for a domain owner to declare, which Certificate Transparency (CT)
Logs nust or nay record its Certificates. As a result, CAs rely on
out - of -band configurations or hard-coded lists, increasing
operational conplexity and expandi ng the attack surface.

1.3.1. CAA "issuect" Property Tag

Thi s extension introduces a new CAA Property Tag, *"issuect"*,
Section 3, with the followi ng paranmeters: "critical" , "desc"_,
_"validfront_, _"validtill"_, "cturi"_, "logid'_, and _"pubkey" .
Domai n owners can enbed as many CT-Log endpoints directly in their
DNS zones. Each CAA *"issuect"* RR nanmes a single URH for |og
submission and retrieval, specifies the tinme w ndow during which
whitelisted CAs nmay or nust submit entries, and enunerates the

aut hori zed CT-Logs Public Keys. Because *"issuect"* |ives al ongside
existing CAA tags in a DNSSEC [ RFC9364] protected zone CAs can

di scover, validate, and enforce CT-Log policies w thout additiona
out - of -band trust anchors. To enforce secure-by-default behavior,
*"jssuect"* supports explicit whitelisting conbined with default-deny
semantics. Donmain owners list only approved CT-Logs; any CT-Log not
so listed is inplicitly excluded. Furthernore, a special blacklist
flag can be set, preventing all CT-Log operations unless explicitly
permtted. An optional critical flag (when true) mandates that no
Certificate may be issued w thout being |logged to the specified CT-
Log endpoint. These dual nechani sns guard agai nst accidental use of
unvetted |l ogs, and mitigate risks from CT-Log Operator conprom se,
preventing downgrade or surprise attacks

CGoogl e, for instance, maintains a publicly avail able "List of
Trustworthy CT-Log Operators”, CT-Truststore, including its Known CT-
Logs (https://github.com google/certificate-transparency-comunity-
sitel/ bl ob/ mast er/ docs/ googl e/ known-1ogs.nd) [3], and a JSON |ist of
Logs conpliant with Chrone’s CT Policy

(https://ww. gstatic.confct/log_list/v3/log list.json) [4]. Apple
simlarly publishes its own CT-Truststore, detailed in its
Certificate Transparency Policy (https://support.apple.conien-
us/103214) [5], and a JSON |ist of Logs neeting Apple’'s CT
requirenents (https://valid.apple.conict/log_list/

current _log_list.json) [6].

By republishing and allowisting selected entries fromthese audited
CT-Log lists, and any future conmunity-maintai ned CT-Truststore,
within the sane DNS zone that hosts a domain’s CAA RRs, domain owners
gain a single, authoritative repository for
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(a) CA authorization,

(b) CA authorization netadata (e.g., validation nethods and ACME
account bi ndi ngs),

(c) CA authorization for SSMME Certificate issuance,
(d) CT-Log authori zati on.

Enbeddi ng curated CT-Log trust anchors directly in DNS consoli dates
trust nmanagenent, reduces external dependencies for CAs, mninizes
| ookup | atency, preserves privacy by liniting out-of-band queries,
and surfaces msconfigurations or tampering at DNSSEC val i dati on
tinme.

1.3.2. CAA Certificate Transparency Strict Transport Security (CAA-CT-
STS)

CAA- CT- STS, Section 4, is a policy framework that combines the
mechani sms of CAA, CT, and MIA- STS by which a domai n hol der can
publish Certificate-Transparency enforcenment requirements al ongside
CA Aut horization (CAA) over a second secured channel. It mrrors the
approach of SMIP MIA- STS [ RFC8461], using DNS TXT RR, a specific
subdomai n and an HTTPS only served policy file. A special DNS TXT
record *" _caa-ct-sts"* Section 4.1.1 lets clients discover the

exi stence and version of the policy, and a policy file, retrieved
from" _https://caa-ct-sts. <domai n>/.wel | -known/caa-ct-sts.txt_",
contains structured rules in a canonical key:value format. The

bef ore nentioned section defines the discovery nmechanism DNS TXT RR
and policy format (with ABNF), and procedures for fetching,

val i dating, and applying CAA-CT-STS policies.

1.3.3. Operational discussions

Lastly, practical aspects such as a CA Processi ng Checklist,

Appendi x A, caching behavi or Appendix E, and fallback, Section 6.1.1,
strategi es for non- DNSSEC zones are addressed. Throughout this
docunent, the framework is referred to by the recursive acronym

* CATALOG* ( CATALOG Aut hori zation Transparency And Log Overlay for

G aph- based DNS).

The foll owi ng sections specify the conplete syntax and semantics of
both of the CAA *"issuect"* Property Tag, Section 3, and CAA-CT-STS
framework, Section 4, detail processing rules for CAs and resol vers
for both of the CAA *"issuect"* Property Tag, Section 3.2, and CAA-
CT-STS, Section 4.2, framework.
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2. Term nol ogy
2.1. Keywords

The keywords *"MJST"*, *"MJST NOT"*, *"REQUI RED'*, *"SHALL"*, *"SHALL

NOT"*, *"SHOULD'*, *"SHOULD NOT"*,
RECOMVENDED" *, *" MAY" *,

*" RECOVMENDED' *, *" NOT
and *"OPTIONAL"* in this docunment are to be

interpreted as described in BCP 14 [ RFC2119], [RFC8174] when, and
only when, they appear in all capitals, as shown here.

2.2. Abbreviations and Definitions
S . e T +

Certification |
Aut hority |
I

An |ssuer that issues Certificates |
in accordance with a specified |
Certificate Policy (CP). |

| CAA | Certification | Allows a DNS donai n name holder to |
| | Authority | specify one or nore CAs authorized |
| | Authorization | to issue Certificates for that |
| | | domain name. See: [ RFC8657], |
| | | [RFC8659]. |
S TR S I e +
| CAA-CT-STS | CAA | CAA-CT-STS is a policy franmework, |
| | Certificate | by which a domain hol der can |
| | Transparency | publish Certificate-Transparency |
| | Strict | enforcenment requirenents al ongside |
| | Transport | CA authorization (CAA). See: |
| | Security | Section 4. |
- . YY" +
| CAA-CT-STS | CAA-CT-STS | The set of rules fetched via HTTPS |
| Policy | Policy File | fromthe Policy Domains "/.well - |
| | | known/caa-ct-sts.txt". See: |
| | | Section 4.1.3. |
S TR S I O +
| CATALOG | CATALOG | A Proposal to enrich DNS-based CAA |
| | Authorization | RRs with Certificate Transparency |
| | Transparency | URI bindings. This docunent: |
| | And Log | TURIL]. |
| | Cverlay for | |
| | G aph-based | |
I | DNS I I
S ISRy I IRy T T Tt +
| CA-TS | Certification | A CA-TSis the set of root |
| | Authority | certificates fromCertificate |
| | Truststore | Authorities that a platform(e.g., |
| | | Mozilla, Apple, Mcrosoft, or the |
| | | Java runtine) pre-loads and |
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implicitly trusts when TLS
Certificates are validated. It
defines, which CAs are accepted by
default and is maintai ned through
regul ar audits and policy checks
to renmove or distrust any CA that
fails to nmeet security or
operational requirenents

Specifies the criteria that a CA
undertakes to neet in its issue of
Certificates. See: [RFC3647].

Speci fies the means by which the
criteria of the CP are met. In
nmost cases, this will be the
docunent agai nst which the
operations of the CA are audited.
See: [RFC3647].

Certificate Transparency ainms to
mtigate the probl em of m sissued
Certificates by providing append-
only logs of issued Certificates.
See: [RFC6962], [RFC9162].

A Certificate Transparency
Truststore is a curated whiteli st
of public Certificate Transparency
Logs, maintained primarily by
Appl e and Google, that are
accepted as valid append-only
repositories for issued TLS
certificates. By requiring
certificates to be subnitted to
one of these approved | ogs, the
CT-TS ensures how coul d be
verified that a Certificate has
been publicly recorded, making

m si ssuance or hidden Certificates
easier to detect.

TLSA RRs associate a Certificate
or a public key of an end-entity
or a trusted issuing authority
with the correspondi ng Transport
Layer Security (TLS) [RFC5246] or
Dat agram Transport Layer Security
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(DTLS) [ RFC6347] transport |

endpoint. See: [RFC6698], |

[ RFC7671] . |

____________________________________ +

The I nternet nam ng system
specified in [ RFCL034], [RFC1035],
[ RFC9499], and any revisions to
these specifications.

Extensions to the DNS that provide
aut henti cation services as
specified in [ RFC4033], [RFC4034],
[ RFC4035], [RFC5155], [ RFC9364],
and any revisions to these

speci fications.

DNSSEC Tr anspar ency applies the
Certificate Transparency nodel to
DNSSEC by | oggi ng every Del egati on
Signer (DS) RR in an append-only
Merkl e tree, enabling

crypt ographi ¢ proofs of inclusion
and consi stent auditing of DNSSEC
key del egations. This ensures
that any unaut hori zed or m ssing
DS updat es becone publicly

det ect abl e, strengthening trust
the DNS del egation chain. (This
is still inthe early stages of
devel opnment before a first I-Dis
rel eased.)

in

SMIP MIA Strict Transport Security
(MTA- STS) is a nechani sm enabling
mai | service providers (SPs) to
declare their ability to receive
Transport Layer Security (TLS)
secure SMIP connections [ RFC8461].

A particular entry in the DNS,

I

i ncluding the owner nane, class, |

type, tine to live, and data, as |

defined in [ RFC1034], [RFC2181]. |

.................................... +
ations and Definitions
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2.3. CAA Syntax conformty
Al syntax introduced in this draft is strictly in accordance with
the CAA RR framework defined in [ RFC8659], and [ RFC8657] when and
only when *NOT* stated otherw se

3. CAA "issuect" Property Tag

3.1. CAA "issuect" Property Tag Definitions

3.1.1. CAA "issuect" Property Tag and its Paranmeters Syntax
Thi s docunent defines the CAA *"issuect"* Property Tag.
The presence of one or more CAA *"issuect"* Properties in the
rel evant CAA Resource Record Set (RRSet) indicates that the domain is
requesting that Certification Authorities restrict the subm ssion of
Certificates to specified Certification Transparency Logs only.

The CAA *"issuect"* Property Tag has the follow ng sub-syntax
(specified in ABNF as per [RFC5234]).

The production rules for
* *"ALPHA" *,

*AUDIE@ T,

* %" DOUOTE" *,

x xngprE

are defined in Appendix B.1 (https://rfc-editor.org/rfc/
r f c5234#appendi x-B. 1) of [ RFC5234].

In addition, *absolute-URlI* is defined in Section 4.3

(https://ww. rfc-editor.org/rfc/rfc3986. htn #section-4.3) of
[ RFC3986] .
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ALPHA = %41-5A | %&61-7A  AZ ] a-z

DAT = 9%30- 39 ; 0-9

SP = %20 ; SPACE

DQUOTE = 22 ;"

HEXDI G =DAT/ %41-46 | %x61-66 ; 0-9/ AF/ a-f

i ssuect-property "issuect" SP DQUOTE i ssuect-val ue DQUOTE

i ssuect - val ue = i ssuer-domai n-nane ";" SP
critical-param";" SP
desc-param";" SP
validfrom param";" SP
validtill-param";" SP
cturi-param™";" SP
| ogi d-param™;" SP
pubkey- param " ;"

i ssuer-domai n-nane = | abel *("." |abel)

| abel = (ALPHA / DIAT) *( *("-") (ALPHA/ DAT) )
critical - param = "critical" "=" ( "true" [/ "false" )

desc- param = "desc" "=" "'" desc-text "'"

desc-t ext = *( 9%?20-26 /| %28-7E) ; printable ASCI1 without: '’
val i df rom param = "validfrom' "=" date-tine

validtill-param = "validtill" "=" date-tine

date-time = date "T" tine "Z"

date = 4DIGT "-" 2DIGAT "-" 2DIGA T

time =2DIGT ":" 2DGAT ":" 2DIGA T

cturi-param = "cturi" "=" wuri

uri = absol ut e- URl

| ogi d- param = "logid" "=" """ b64-string "' "

pubkey- param = "pubkey" "=" "'" b64-string "’'"

b64- char
b64-string

ALPHA / DIGT / "+" [ "|"
1*( b64-char / "=")

Figure 1: CAA "issuect" Property Tag ABNF Synt ax

The neani ngs of each production rule within the issuect-val ue grammar
are as foll ows:
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i ssuer - domai n- nane
A Certification Authority’ s domai n nane, comnposed of one or nore
| abel s.

| abel
A single donain | abel consisting only of ASCII letters, digits,
or hyphens (an "LDH | abel ).

critical - param
The paraneter nanme critical, followed by "=", followed by the
bool ean val ue true or false

desc- par am
The paraneter name desc, followed by "=", followed by a desc-
text value enclosed in single quotes.

desc-t ext
A string of printable ASCI| characters (letters, digits, and
symbol s), excludi ng the single-quote character (').

val i df r om
The paraneter nane validfrom followed by "=", followed by a
date-time val ue.

validtil
The paraneter name validtill, followed by "=", followed by a
date-time val ue.

date-tine
A date value, the letter "T", a tine value, then the letter "Z"

date
: Four digits, a hyphen, two digits, another hyphen, and two
digits (i.e., YYYY-MMVDD).

time
: Two digits, a colon, two digits, another colon, and two digits
(i.e., hh:nmss).
cturi-param
The paraneter nanme cturi, followed by "=", followed by an uri.
An absolute URI as defined by [ RFC3986].
| ogi d- par am

The paraneter nanme |logid, followed by "=", followed by a
b64-string enclosed in single quotes.
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pubkey- par am
The paraneter name pubkey, followed by "=", followed by a
b64-string enclosed in single quotes.

b64-string
: One or nore Base64 characters (b64-char), optionally ending with
"=" paddi ng.

b64- char
: A single character drawn from uppercase and | owercase letters (A
- Z, a-z), digits (0-9), plus ("+"), slash ("/"), or hyphen ("-").
3.1.2. CAA "issuect" Property Tag Canoni cal Presentation Fornat

The canoni cal presentation format of the CAA *"issuect"* Property Tag
is:

i ssuect "<issuer-dommi n> <critical> <description> <validfronp; <validtill>; <uri>;
<l ogi d>; <pubkey>;"

Fi gure 2: Canonical Presentation Format
(a) The tag *"issuect"* *MJST* al ways appear in | owercase.

(b) The conplete property paranmeter set *MJST* be encl osed in double
guot es.

(c) A single space *MJST* appear after *"issuect"* and after each
sem col on, except for the final semcolon after the |ast
paraneter, where no space follows.

(d) Al domain |abels and hostnanes *MJST* be in | owercase.

(e) The value of the "critical" flag *MJST* be either "true" or
"fal se".

(f) The string follow ng "desc=" *MJST* be enclosed in single
quot es, and *MJST NOT* contain any single quote character ("'")
within the string itself.

(g) Tinestanps *MJST* strictly follow the format "YYYY- MV
DDThh: mm ssZ"

(h) The URI *MJST* remai n unchanged, except that all hostnanes

within it *MJST* be | owercase, in accordance with DNS nam ng
conventi ons.
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(i) The string follow ng "logid=" *MJST* be enclosed in single
quot es and *MJST* contai n the BASE64- encoded SHA-256 hash of the
CT-Log’ s DER-encoded Subj ect Publ i cKeyl nf o.

(j) The string follow ng "pubkey=" *MJST* be enclosed in single
quot es and *MJST* contain the BASE64- encoded ASN. 1-f ormat
Subj ect Publ i cKeyl nfo of the CT-Log itself.

(k) Atrailing sem colon *MJST* foll ow the "pubkey" paraneter

Wher eas

* Timestanps are according to [|I SO 8601].

* BASE64-encoding is according to [ RFC4648].

* SHA256- hash is according to [ RFC6234].

* DER-encoding is according to [ X 690].

* ASN. 1-format is according to [X 680].

3.1.3. CAA "issuect" Property Tag and its Paraneters Definition,
Meani ng and Order

The CAA *"issuect"* Property Tag contains exactly eight el enents,
whi ch *MJUST* appear in the order listed below. Each el enent *MJST*
be termnated by a semcolon (;) and a single space, except where
not ed.
(1) *Issuer Donmamin Nane*
The authorized Certification Authority’s domain name, in LDH
notation (ASCII letters, digits, hyphens), as defined in
Section 3.1.
* Position: #1
* Syntax: issuer-donai n-nane;
(2) *critical*
A bool ean flag enforcing nandatory | oggi ng.

* Position: #2

* Value: "true" or "fal se"
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* Syntax: critical =<true|fal se>

(3) *desc*
A human-readabl e description of the CT-Log.
* Position: #3

* Value: any printable ASCI1 string excluding the single-quote
character ('), enclosed in single quotes

* Syntax: desc='<desc-text>";

(4) *validfronr
The start of the CT-Log acceptance w ndow.
* Position: #4

* Value: UTC timestanp in strict 1SO 8601 format (YYYY- MM
DDThh: mm ssZ)

* Syntax: validfrome<YYYY- M DDThh: nm ssZ>;
(5) *validtill*

The end of the CT-Log acceptance w ndow.

* Position: #5

* Value: UTC tinmestanp in strict |1SO 8601 format (YYYY-MV
DDThh: mm ssZ)

* Syntax: validtill=<YYYY- MW DDThh: nm ssZ>;

(6) *cturi*
The absolute URI for CT-Log subm ssions and queries.
* Position: #6

* Value: any URI conformng to [ RFC3986], with hostnanes in
| ower case

* Syntax: cturi=<absol ute-URl >;

(7) *logid*
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3.

3.

3.

The CT-Log’'s identifier.
* Position: #7

* Val ue: Base64-encoded SHA-256 hash of the CT-Log’ s DER-encoded
Subj ect Publ i cKeyl nfo, enclosed in single quotes

* Syntax: |ogid=" <BASE64- SHA256>" ;
(8) *key*

The CT-Log' s public key.

* Position: #8

* Val ue: Base64-encoded ASN. 1-format Subject PublicKeylnfo of the
CT-Log, enclosed in single quotes

* Syntax: key=' <BASE64- PUBKEY>' ;
1.4. Special Case: Enpty "issuect" Parameter

A CAA *"jissuect"* RR containing only the termnating semcolon (;)
and no paraneters *MJST* be interpreted as a prohibition on all CT-
Log submi ssions for the specified donmain. |In other words:

i ssuect ";
Figure 3: Special Case: Enpty "issuect" Paraneter

i ndi cates that no CT-Logs may be used. Because CAA authorizations
are additive, if nultiple CAA *"issuect"* RRs exist, any non-enpty
CAA *"issuect"* RR (with actual paraneters) *MJST* take precedence
over an enpty one. Thus, the effective set of permtted CT-Logs is
the union of all non-enmpty CAA *"issuect"* RRs, and an enpty CAA
*"jssuect"* RR contributes no additional authorizations.

2. CAA "issuect" Property Tag Processing
2.1. Pre-issuance Requirenents

Prior to issuing a Certificate, a Certification Authority *MJST*
obtain at least n + 1 unique CAA *"issuect"* RRs for each CA account,
where n is the mni mum nunber of Signed Certificate Timestanps (SCTs)
Section 3.2 (https://ww.rfc-editor.org/rfc/rfc6962#section-3.2) as
per [ RFC6962]. The value of n *MAY* vary based on the requested
Certificate's validity period, CT-Log Operator Policies, the CA's CP/
CPS, and the CA/ Browser Forum Baseline Requirenents. The additiona
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"n + 1" RR provides redundancy to tolerate one CT-Log failure or
unavail ability.

| Note: Determining the exact m ninum nunber of unique CAA

| *"issuect"* RRs per CA is outside the scope of this docunent.

| Domain owners *SHOULD* refer to the CT-Log policies published

| by mjor operators, (e.g., Apple's Certificate Transparency

| Policy (https://googlechrone.github.io/CertificateTransparency/
| ct_policy.htm) [5], and Chrome’s Certificate Transparency

| Policy (https://googlechrome.github.io/CertificateTransparency/
| ct_policy.htm) [7], and to the CP/CPS of the issuing CA for

| specific requirenents.

3.2.2. Prior to Issuing a Certificate

Before issuing a Certificate that certifies a dommin, the
Certification Authority *MJST* check for the publication of a

rel evant RRSet. Discovery of the rel evant RRSet *MJST* be performnmed
according to the algorithmspecified in Section 3 (https://ww.rfc-
editor.org/rfc/rfc8659#section-3) of [RFC3659]. If the rel evant
RRSet is enpty or does not contain any *"issuect"* Properties, it is
interpreted that the domain owner has not requested any restrictions
regarding the subm ssion to specific CT-Logs. |If the Certificate
certifies multiple dormains (for exanple, in the Subject Aternative
Nanme extension), the Certification Authority *MJST* performthe above
procedure separately for each domain being certified. The presence
of an *"issuect"* Property *MJST NOT* repl ace or supersede the
required validation of the donmain nanme as specified by the "issue" or
"issuewi | d' Properties in the CAA RRSet, as outlined in the CAA
specification [ RFC8659]. Certification Authorities *MJST* stil
val i date aut horization according to the CAA "issue" and / or
"issuewi | d' policies. For exanple, if a CAA issue Property

aut horizes "CA A" to issue Certificates, but the *"issuect"* Property
references a CT-Log belonging to "CA B", this results in an

unsati sfiable configuration. |In such cases, issuance *MJST NOT*
proceed. Furthernore, if the *"issuect"* Paraneter Set is
incorrectly formatted or contains invalid values, it *MJST* be
treated as non-existent.

3.2.3. Runtinme Processing
The internal handling of *"issuect"* parameters is left to each
Certification Authority’'s inplenentation and is outside the scope of
this docunent.

However, the follow ng requirenents *MJST* be net:

(1) *ABNF Confor mance*
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* Any CAA *"issuect"* RR whose paraneters do not conformto the
ABNF grammar in Section 3 *MJST* be treated as though the
*"jssuect"* tag does not exist.

(2) *Malforned RRs*

* |f a RRis syntactically malformed (e.g., mssing paraneters,
incorrect ordering, invalid quoting), it *MJST* be ignored in
its entirety.

(3) *CT-Log Policy Enforcenent*

* After parsing all valid CAA *"issuect"* RRs, the CA *MJST*
verify that the resulting set of whitelisted CT-Logs
satisfies its own CT-Log policy, (as published in its CP/CPS,
CT-Log operator requirenents, or other policy docunents).

* |If the CA's policy cannot be met, for exanmple, because too few
CT-Logs are whitelisted, Certificate issuance *MJST* fail.

4. CAA Certificate Transparency Strict Transport Security (CAA-CT-STS)
4.1. CAA-CT-STS Definitions
4.1.1. DNS " _caa-ct-sts" TXT RR

The DNS *" caa-ct-sts"* TXT RRis a DNS TXT RR naned *" _caa-ct-sts"*
at the Policy domain.

It must be encoded in US-ASCI1 and consists of sem col on-separat ed
key/val ue pairs. The following fields are defined:

* v (plaintext, required): protocol version. The only valid value is
" CAACTSTSv1".

* id (plaintext, required): a version identifier string (1-32
al phanumeric chars) used to signal updates. This rmust change
whenever the policy file is updated.

* Extension fields (optional): any other key:value pairs (see ABNF
bel ow) .

The record nust begin with the "v="-field. The "id="-field is used
by clients to detect policy updates (simlar to MIA-STS)
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If DNS returns nultiple *"_caa-ct-sts"* TXT RR, or if none of them
starts with "v=CAACTSTSv1", or if parsing fails, clients *MJST*
assune no *CAA-CT-STS* policy is available. DNS CNAME RR are
allowed: if *" caa-ct-sts"* is a CNAME to another *" caa-ct-sts"* RR
clients follow the alias (as in MIA-STS)

4.1.2. DNS "_caa-ct-sts" TXT RR Syntax

The DNS *" caa-ct-sts"* TXT RR content has the foll ow ng sub-syntax
(specified in ABNF as per [RFC7405]):

i ssuect-text-record = issuect-version 1*(issuect-field-delimissuect-field) \
[issuect-field-delini

ssuect-field i ssuect-id / issuect-extension

“VBP ;" *WISP

ssuect-field-delim

ssuect - ver si on 98" v=CAACTSTSv1"

ssuect-id = %"id=" 1*32(ALPHA / DIAT)

ssuect - ext ensi on i ssuect - ext - nane i ssuect - ext - val ue

ssuect - ext - nane (ALPHA / DIGT) *31(ALPHA/ DIGT / "_" [ "-" [ ".")

ssuect - ext - val ue

1*(%21-3A /| W%3C /| W3E-7E)
; printable chars excluding "=" ";" and space

Figure 4. ABNF Syntax of " caa-ct-sts" TXT RR

This mrrors the MIA-STS TXT ABNF. Cients accept a single TXT
string (concatenating fragnments if needed) and ignore extra

sem colons. The id string has no semantics beyond change detection;
it inposes no ordering.

4.1.3. CAA-CT-STS Policy File
Once a *"_caa-ct-sts"* RR indicates support, the *"CAA-CT-STS"*
policy is fetched via HTTPS contains new i ne-separated "key: val ue"-
pairs, simlar to MIA-STS. The canonical policy fields are:

(a) version (required): *MJST* be "CAACTSTSv1l". This identifies the
policy version.

(b) max_age (required): a non-negative integer (seconds) giving the

lifetime of the policy. dients *SHOULD* cache the policy up to
max_age (up to 31 557 600).
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(c) «ct_policy (required): at least one. For each CT-Log a single
entry has to be provided according to the same syntax as defined
in Section 3.1.1 while ignoring the | eading "issuect" Tag, see:
Appendi x C for exanpl es.

(d) Extension fields: additional key:value pairs allowed.

Al'l fields appear as <key>:[space] *<val ue> on separate |ines.

4.1.4. CAA-CT-STS Policy File Syntax

The *"/.well-known/caa-ct-sts.txt"* Policy File has the follow ng
sub-syntax (specified in ABNF as per [RFC7405]):

ALPHA = %41-5A / 9%61-7A  AAZ ] a-z

DAT = 9%30- 39 ; 0-9

SP = %20 . SPACE

DQUOTE = %22 "

SEM COLON = 9% 3B o

LPAREN = %28 Dot

RPAREN = %29 S

CRLF = 9%O0D. 0A / 9%O0A ;. CRLF or LF

b64- char = ALPHA / DIG@T /[ "+" [ "/"

b64-string = 1*( b64-char / "=")

dat e =4DIQEGT "-" 2DIGT "-" 2DIGAT

time =2D0GQT ":" 2D T ":" 2DIGAT

date-tine = date "T" tinme "Z"

uri = absol ute- URI

i ssuect -val ue = i ssuer-donmai n-nanme ";" SP
"critical" "=" ( "true" / "false" ) ";" SP
"desc" "=" "'" desc-text "'" ";" SP
"validfromt "=" date-tine ";" SP
"validtill" "=" date-time ";" SP
"cturi" "=" wuri ";" SP
"logid" "=" """ b64-string "'" ";" SP
"pubkey" "=" "'" b64-string "'" ";"

i ssuer-domai n-nane = | abel *("." |abel)

| abel = (ALPHA / DIAT) *( *( "-" ) (ALPHA/ DIAT) )

desc-t ext = *( 9%20-26 /| 9%28-7E)

; printable ASCI1 except apostrophe

;. CAA-CT-STS Policy File G ammar
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caa-ct-sts-file = *\W&P
version-line CRLF
nmode- 1 i ne CRLF
max- age-1ine CRLF
1*ct-policy-line
* 5P

"version:" SP "CAACTSTSv1"
"max_age:" SP 1*DIG T

version-line
max- age-|ine

ct-policy-line "ct_policy:" SP

LPAREN SP

DQUOTE i ssuect - val ue DQUOTE
SP RPAREN

WEP = *( SP/ HIAB)
Figure 5: ABNF Syntax of "/.well-known/caa-ct-sts.txt" Policy File

In the above, each policy field occupies an entire line and policy
fields may appear in any order. Parsers *MJST* accept policies that
are syntactically valid; unknown fields are treated as extensions and
ignored. A policy with no "ct_log" entries (and "node" not
explicitly set to "none") is invalid. See Section TODO for policy
val i dati on.

4.2. CAA-CT-STS Processing
4.2.1. CAA-CT-STS Policy File HTTPS Fetching

The CAA-CT-STS Policy File is fetched via "HITPS GET" via TLS1.3
[ RFC8446], only, from

https://caa-ct-sts. <donmai n>. <t d>/.wel | -known/caa-ct-sts.txt
Figure 6: HTTPS GET "/.well-known/caa-ct-sts.txt" Policy File

where <domain> is the Policy Domain (e.g., exanple.con). This
follows the well-known URI convention. The Policy Server *MJST*
present a Certificate, that is valid for the "caa-ct-sts" DNS-ID
(e.g., "caa-ct-sts.exanple.cont), chain to a Root CA that is trusted
by the Certification Authority, which is asked to i ssue a new
Certificate, as the Certification Authority rely on TLS security for
policy integrity. Certification Authorities *SHOULD* verify that the
HTTP Content-Type is "text/plain" (ignoring any paraneters); other
content types indicate an invalid policy file. Line separators nust
be either LF or CRLF; the file *MJUST* be US-ASCI| or UTF-8 without a
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4.

5

5

byt e-order mark. No authentication is performed beyond standard TLS
trust. After fetching, Certification Authorities parse the file as
above. If the HITP request fails for whatever reason, (network
error, invalid cert, status # 200, or parse error), the policy is
consi dered unavail able or invalid, and Certification Authorities fal
back to "no policy". HITP 3xx redirects *MJST NOT* be foll owed, and
HTTP cachi ng [ RFC7234] *MJST NOT* be used. A new or updated Policy
is identified when its content differs (e.g., a new "id" in DNS or
new "version” in the Policy File); while the "nax_age" field controls
how | ong a policy may be cached. As in MIA-STS, Certification

Aut horities *SHOULD* check for updated policy via DNS before
permanently acting on failures.

2.2. CAA-CT-STS Policy File Validation

Before use, a retrieved Policy File by a Certification Authority
*MUST* be checked for correct syntax and senantics:

* The "version" field *MJST* equal "CAACTSTSv1",
* VWile "max_age" *MJST* be a valid non-negative integer,

* and at least "1 + n" "ct_|og" *MJST* be present, see:
Section 3.2.1.

If the policy file is malformed or has invalid values, it is rejected
(treated as if no policy were present), as with MIA-STS

Lastly the Runtime Processing as described in Section 3.2.3 is
appl i cabl e, too.

I ANA Consi derati ons
1. |1ANA registration CAA Property Tag "issuect"
The following | ANA registration is requested.
According to [ RFC8126] these information are provided:
* Registry: Certification Authority Restriction Properties.

* Registry Goup: Public Key Infrastructure using X 509 (PKIX)
Par anet er s.

* Expert Contact: M. Phillip Hallam Baker (at time of witing)
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* URI: Public Key Infrastructure using X 509 (PKIX) Paraneters
(https://wwv i ana. or g/ assi gnnent s/ pki x- par anet er s/ pki x-
paraneters.xhtm ) [8].

I ANA is asked to assign the property tag *"issuect"* to this
subregi stry, docunenting its name, ABNF syntax, and reference to this
speci fication.

5.1.1. |1 ANA Subregistry Entry "issuect™

[ ety s sy ey
| Tag | Meani ng | Reference |
| issuect | Authorized CT-Log submi ssion URI | (This docunent) |
S R T o e e e oo +

Table 2: | ANA Subregistry Entry "issuect"
5.2. Well-Known URIs Registry
The following | ANA registration is requested.
According to [ RFC8126] these information are provided:
* Registry: Well-Known URI's
* Registry Goup: Well-Known URIs
* Expert Contact: M. Mrk Nottingham (at time of witing).

* URI: Well-Known URIs (https://ww.iana. org/assi gnments/well-known-
uris/well-known-uris.xhtm) [9].

I ANA is asked to assign the "well-known" URI Suffix *"caa-ct-
sts.txt"* to this registry, whose Change Controller is: |ETF

5.2.1. | ANA Registry Entry URI Suffix "caa-ct-sts.txt"

[ gt —————— e pp—————————————_ Ll —_—(———————r
| URI Suffix | Reference | Change Controller

[ bl Ll sy et o}
| caa-ct-sts.txt | (This document) | |ETF |
o a o o o e e e oo +

Table 3: I ANA Registry Entry URI Suffix "caa-ct-sts.txt”
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5.3. CAA-CT-STS Strict Transport Security Registry Creation
The following | ANA "Registry” registration is requested.
According to [ RFC8126] these information are provided:

* Registry: CAA-CT-STS Strict Transport Security (CAA-CT-STS) [to be
creat ed]

* Subregistry: CAA-CT-STS TXT Record Fields [to be created]
* Subregistry: CAA-CT-STS TXT Policy Fields [to be created]
* Expert Contact: (tba).

I ANA is asked to create the before nentioned Registry.

5.3.1. CAA-CT-STS Record Fields

[ s el e s s s s s el )

| Field nane | Description | Reference |

[S plesfesbum e fems e emsfuefumesfemsfumely —emsume e esefusespe s fespe s fespe sy espeesfuspeesfpefspup—r U

| v | Record version | This docunent |

Fom e e o - o e e oo o +

| id | Policy instance ID | This docunent |

S o e e e e e i e o Fom e e e oo - +

Tabl e 4: CAA-CT- STS Record Fields
5.3.2. CAA-CT-STS Record Policy Fields

| Field nane | Description | Reference |
B s el e sy s
| version | Policy version | This docunent |
Fom e e o - o m e e e e e e aaao o o +
| node | Enforcenment behavi or | This document |
S o mm e e e e e e e e e e e memmao-- Fom e e e oo - +
| max_age | Policy lifetine | This document |
Fom e m oo - - oo e e e e e e e e oo oo R +
| ct_policy | Unique CT-Log property string | This docunent |
Fom e e o - o m e e e e e e aaao o o +

Tabl e 5: CAA-CT-STS Policy Fields
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6. Security Considerations
This extension inherits and adapts security considerations from
* CAA franmework [ RFC8659],
* CAA Record Extensions for Account URI and (ACME) Bi nding [ RFC8657],
* Certificate Transparency Version 2.0. [RFC9162],
* ACME protocol [RFC8555],
* SMIP MIA Strict Transport Security (MIA-STS) [RFC8461].

As an extension of the DNS-based CAA framework, this proposa
generally falls within the Internet threat nodel defined by
[ RFC3552] .

6.1. d obal considerations

Thi s specification augnents the CAA RR framewor k by introducing
finer-grained controls over both Certificate issuance and CT-Log
submi ssion. Domain owners can now explicitly authorize which CAs nmay
i ssue Certificates and which CT-Log operators nust or nmay record
those Certificates. Wen used in tandemw th conpliant CAs and CT-
Log operators, *"issuect"* significantly strengthens the issuance
security posture for domains that opt in.

Using "critical=true"_ensures that no Certificate is ever issued
wi thout |ogging to the specified CT-Log endpoints, preventing
acci dental or nualicious bypass of transparency requiremnents.

By co-locating CT-Log authorization data within DNSSEC- protected CAA
RRs, this extension also reduces reliance on out-of-band Iists and
third-party dependencies, thereby mninizing attack surface and

i mproving resilience agai nst CT-Log Operator conprom se.

To further harden CAA "issuect" Policy discovery and protect against

DNS mani pul ati on, CAs *SHOULD* inpl enent a CAA-CT- STS HTTPS f al | back

mechanism This provides a second, TLS-authenticated channel for

retrieving CAA "issuect" Policies directly fromthe donai n owner
6.1.1. CAs Preferred Proposed Validation Path

The *RECOMMENDED* multi-stage retrieval process is:
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1. *DNSSEC-first:* Attenpt to fetch the CAA *"issuect"* RR via DNS,
validating all responses with DNSSEC. If the RR validates
successfully, process it per normal CAA | ogic.

2. *Well-Known HTTPS (fast-path):* If DNSSEC validation fails, or
the zone is not signed, performa single HITPS GET to
"https://caa-ct-sts. <domai n>/.well-known/caa-ct-sts.txt",
resol ving the hostnane only to it’s A/ AAAA address (no further
nanme recursion), to mnimnmze exposure to poi soned or spoofed DNS
replies.

3. *IP-only HTTPS (slowpath):* If step 2 fails, explicitly fetch
the A/ AAAA record for "caa-ct-sts.<donmain>", then open a TLS
connection by I P address (SNI still "caa-ct-sts.<domain>") to
retrieve the sane policy file.

4. *lnsecure DNS with ODoH * Should all prior steps be unreachabl e,
fall back to fetching CAA *"issuect"* RRs over standard DNS, but
prefer an Oblivious DoH (ODoH) [RFC9230] transport to obscure
queries fromon-path attackers

By | ayering these channels, DNSSEC, well-known HTTPS, |P-only HTTPS,
and finally ODoH protected DNS, the CA dramatically reduces the
attack surface for policy tanmpering, while still providing robust
fall back when certain transports are unavail abl e.

6.2. CAA-CT-STS Advant ages and Di sadvant ages

Advant ages: The HTTPS source prevents a DNS attacker from sinply
replacing or deleting the DNS CAA RR Extension *"issuect"*, they
woul d al so have to mani pul ate the HTTPS connection. |f the DNS (CA
side) fails, for exanple, the CA can use this defined backup channe
to determ ne which Logs to use. Since web servers are usually TLS-
enabl ed anyway, the hurdle for domain owners would be relatively | ow

D sadvant ages: The donai n owner needs a valid web certificate, which
can initially be a "chicken and egg" problem (how does one provide
"/.well-known/caa-ct-sts.txt" before one has a Certificate?). In
addition, the CA nust be configured to performHITPS retrieval in the
first place, this is not provided for in the current CA ACVE

i npl ementations. Another point is that an attacker who is already
performng MTM at the network | evel could manipul ate both DNS and
HTTPS, (e.g., via a fake Root Certificate), so that even the "/.well-
known/ caa-ct-sts.txt" approach only provides limted protection

MIA- STS sol ves this through HSTS and policy cachi ng, anmong ot her
things. Overall, HTTPS "/.well-known/caa-ct-sts.txt" would therefore
be a useful additional neasure that could serve as a secondary source
of trust, especially in the absence of DNSSEC
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6.3. Policy Redundancy Consi derations

Let ¢ be the nunber of critical CT-Logs and w be the nunber of
whitelisted (non-critical) CT-Logs, then the foll owi ng expression is
strongly *RECOVWENDED*: |c|] n + 1 A |W 2

While the "critical=true" flag in the CAA *"issuect"* Paraneter
enforces that every Certificate i ssuance must be | ogged to al
specified CT-Logs, this strict requirenment can introduce availability
risks: if any one of those CT-Log endpoints becones tenporarily
unreachabl e (mai ntenance, network partition, DDoS, etc.), the CA per
specification, must reject the Certificate Signing Request. To

bal ance tanper-resi stance agai nst operational resilience, it is
therefore strongly *RECOVWENDED* the foll ow ng guardrail s:

1. Mninmm Redundancy ("n + 1"). Let n be the mni num nunber of
distinct, trusted CT-Logs mandated by major CT-Truststore
policies (for instance, Apple and Google currently require a
Certificate to be enbedded with at least "n = 2" or "n = 3"
uni que SCTs from i ndependent | ogs to be accepted in their roots).
Domai n owners *MUST NOT* specify less than n + 1 CT-Logs under
"critical=true". This ensures that even if one of the critica
CT logs is unavailable, the CA can still obtain the remaining n
SCTs and proceed with issuance.

2. "+ 2" Witelist of Non-Critical CT-Logs. |In addition to the n +
1 critical |ogs, domain owners *SHOULD* nonminate at |east up to
two further CT-Logs without the "critical =true" flag. These

“whitelisted” CT-Logs provide extra transparency channels,
enabling issuance to continue if a critical CT-Log fails, but do
not bl ock issuance if they are unreachable. They *MJST NOT* not
carry "critical =true"; otherwise, a transient failure at any one
CT-Log would force a full issuance rejection. These non-critica
| ogs hel p broaden auditing coverage (e.g., corporate or private
| ogs) without jeopardizing certificate availability.

6.3.1. Operational Procedure for CAs

* Fetch and Validate CAA *"issuect"*: Retrieve the CAA *"issuect"*
RR (via DNSSEC or the HTTPS fall back) and parse the |ist of
critical versus non-critical CT-Logs.

* Attenpt Precertificate Subm ssion: For each critical CT-Log, send
the Precertificate and collect its SCT. |If all critical |ogs
successfully return SCTs, proceed. |If any critical CT-Log fails,
but at least n SCTs fromthe remaining critical CT-Logs are stil
obtai ned (thanks to the n + 1 redundancy), proceed; otherw se,
reject the CSR
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* (Optionally Submit to Non-Critical CT-Logs: Attenpt to send it to
non-critical CT-Logs in parallel. |If they also fail or are slow,
reject issuance; report any failures for domai n-owner nonitoring.

By enbedding n + 1 redundancy and a + 2 non-critical whitelist, this
framewor k sinmul taneously enforces strong, nandatory CT | ogging
(protecting against nalicious or erroneous onission) and maintains
the operational flexibility necessary to keep issuance flow ng even
during intermttent CT-Log outages.

6.4. Scope Limted to CAs and CT-Log Operators Processi ng CAA RRs

Thi s extensi on enpowers donmai n owners, who already naintain

rel ati onships with compliant CAs and CT-Log operators, to inpose
additional constraints on both Certificate issuance and | og
submi ssi on, provided those parties inplenent the *"issuect"*
mechanism It does not strengthen guarantees for any CA or CT-Log
operator that does not support this extension: non-conformng
entities retain their existing ability to issue Certificates or
submit log entries regardless of *"issuect"* policy. Consequently,
domai ns that authorize only participating CAs and CT-Log operators
remai n vul nerabl e to unauthorized i ssuance or |ogging by entities
that ignore or nerely advise upon CAA RRs. Even in DNSSEC protected
zones, the risk of msissuance persists if a CA or CT-Log operator
fails to validate CAA RRs via a trusted, DNSSEC-validating resol ver

6.5. Additional CAA-CT-STS Security Considerations

When a dommi n owner already enploys DNSSEC, it is *RECOVWENDED*, that
the HTTPS endpoint serving the CAA-CT-STS Policy be further bound via
DANE/ TLSA records. By publishing TLSA RR for both | eaf and
intermedi ate certificates, CAs retrieving "/.well-known/ caa-ct-
sts.txt"™ gain an additional multipath validation and out-of - band
binding to the X 509 chain:
1. TLSA Usage

* 311 — SHA-256 hash of the leaf certificate s SPKI

* 312 — SHA-512 hash of the leaf certificate's SPK

* 21 1 — SHA-256 hash of the issuing internediate certificate’'s

* 21 2 — SHA-512 hash of the issuing internediate certificate’'s
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Here, TLSA-usage 3 (DANE-EE) and 2 (DANE-TA), selector 1 (SPKI),
and matching types 1 (SHA-256) and 2 (SHA-512) ensure that CAs
validate the exact certificates used by the policy host,
preventing MTM

2. SVCB / HTTPS Record

One can define a SVCB (or HITPS) DNS RR for "caa-ct-

sts. <domai n>", advertising support for HITP/3 (QU C) and pointing
to the sane | P addresses as the A/ AAAA records. This allows CAs
to connect over the nost nodern, UDP-based transport with built-
in encryption and connection resilience.

3. Strict TLS Configuration

The policy server should only accept TLS1.3 with strong cipher
suites (e.g., AES 256 GCM and elliptic-curve key exchange using
X448, P-521, or P-384 (in this order). This ensures forward
secrecy and resistance to known TLS attacks.

4. Optional DANE-Style Binding in the Policy File (NOT inpl enented
in this draft)

For maxi num end-to-end integrity, the "/.well-known/ caa-ct-
sts.txt" file itself may include DANE-Iike fields to bind a
speci fi c DNSSEC KZK. For exanpl e:

version: CAACTSTSv1

max_age: 60

kzk_id: 32768

kzk_hash: "MI1(...)’

ct_policy: ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneNet 2025’ ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
validtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e. net/1 ogs/eu/ funnynamenet 2025; \
logid="sh4(...)"; \
pubkey="Mk(...) ;" )

Figure 7: CAA-CT-STS Policy incl. DNSSEC KzZK-Bi ndi ng
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Whereas "kzk_id" would be an integer identifier of the Key-1d of
the KzZK of the domain, and "kzk hash" woul d be a Base64- encoded
hash of the KZK of the domain. By conbini ng DNSSEC- pr ot ect ed
TLSA and i n- CAA- CT- STS-Pol i cy kzk_hash and kzk _id val ues, CAs
gai n cryptographi c assurance of both the CAA-CT-STS Policy files
authenticity and the CT-Log endpoints identity, further reducing
the risk of policy-fetch or logging interception attacks.

6.6. Authorization Freshness

CAA allows a Certification Authority to pre-authorize an account, to
request Certificates for a domain well before the actual issuance
event. As a result, the CAA policy in effect at authorization tine
may differ fromthe policy published at issuance tine. To nitigate
this risk, CAs SHOULD adopt one or nore of the follow ng practices:

* |ssue pre-authorizations with short validity intervals (for
exanmpl e, one hour).

* Re-validate the domain’s current CAA policy imrediately prior to
certificate issuance

By limting the wi ndow during which stale authorizations remain valid
and by re-checking CAA RRs at issuance tine, CAs reduce the
I'i kel i hood of complying with outdated or revoked policy statenents.

6.7. Use with and wi t hout DNSSEC

The standard dommi n-val i dati on nodel does not protect agai nst an
adversary capable of intercepting all traffic to a domain (a "gl oba
man-in-the-mddle" [MTM attack). Such an attacker can hijack

val idation requests fromany CA and thus inpersonate donain control
When a domain i s DNSSEC-si gned, and the CA resol ves DNS excl usively
via a trusted DNSSEC-validating resolver, however, the authenticity
and integrity of DNS data are assured.

To leverage this protection, a CA's validation process *SHOULD*
ei t her:

* Rely solely on DNSSEC- aut henti cated DNS responses for al
val idation data; or

* Cryptographically bind every other validation channel (e.g., HITP-
01, TLS-ALPN-01) to material obtained via DNSSEC
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6. 8.

6.

7.

7.

9.

1.

Scenario Effects for "issuect" and Security
DNSSEC- secur ed
* CAA and *"issuect"* RRs are authenticated.

* Any nodification to these RRs is detected by DNSSEC val i dation
failures.

* The CA can trust that CT-Log authorizations originate fromthe
domai n owner.

* Certificates cannot be issued "out of band," nor can CAA-driven CT-
Log instructions be tanpered wth undetected.

Not DNSSEC- secur ed
* CAA and *"issuect"* RRs may be forged or suppressed.

* A CA relying on cached or unauthenticated responses risks seeing
i ncorrect policies.

* An attacker could inject a false enpty *"issuect"* ";" to disable
| ogging, or point to malicious CT-Logs, subverting transparency.

* |n extreme "SCA interception" scenarios, an attacker could entirely
bl ock certificate issuance by droppi ng CAA/ A RRs.

Restrictions Supersedabl e by DNS Del egati on

CAA RRs are discovered during validation by traversing up the DNS

hi erarchy until one or nore RRs are |ocated. Because of this | ookup
behavi or, CAA RRs cannot reliably restrict or control Certificate

i ssuance for subdomai ns whose DNS managenent has been del egated to
anot her party (for exanple, via NS delegation or by granting limted
DNS-editing rights for a subdonain).
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Appendi x A.  Informational: CAA "issuect" Property Tag Processing
Checkl i st
(1) *Discover Relevant RRSet*

(2)

(3)

Wei dner

* Perform DNS | ookup for the domain’s CAA RRSet using the
algorithmfrom Section 3 (https://ww.rfc-editor.org/rfc/
rf c8659#secti on-3) of [RFC8659]

*Check for "issuect" Presence*

* If the RRSet is enpty or contains no *"issuect"* RRs, proceed
wi t hout CT-Log restrictions.

*Repeat for Each Domai n*
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(4)

(5)

(6)

(7

Wei dner

* For multi-domain Certificates (e.g., via SANs), repeat steps
1-2 for each donai n nane.

*Val i date i ssue / issuew |d Authorization*

* | ndependently verify any "issue" or "issuew |l d' CAA RRs before
considering CT-Log restrictions.

* | f CAA authorization and *"issuect"* parameters reference
different CAs, treat the configuration as unsatisfiable.

*Parse and Val i date i ssuect Paraneters*

* Ensure exactly eight paraneters appear in the correct order
(see Section 3.3)

* Enforce RFC 2119 rul es:

* critical: nust be "true" or "fal se"

* desc: single-quoted, no internal ’.

* validfrom/ validtill: strict YYYY-MV DDThh: nm ssZ

* cturi: absolute URI with | owercase hostnane.

* logid / pubkey: single-quoted Base64 val ues.

* Trailing semcolon only after pubkey.

* Treat any formatting errors as if the RR does not exist.
*Enforce Wiitelist and Defaul t-Deny Semantics*

* |f one or nore valid *"issuect"* RRs exist:

* Permit CT-Log subnissions only to the union of all whitelisted
URI s.

* |f any RR has "critical =true", reject issuance unless al
i ssued SCTs are logged to a whitelisted CT-Log.

* |f an enpty *"issuect"* ";" RRis present, and no non-enpty
RRs exist, prohibit all CT-Log subm ssions.

*Det erm ne Required SCT Count*
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* For each CA, obtain at least n + 1 unique CAA *"issuect"* RRs,
where n is the mninum SCT count (Section 4.1).

* Consult CA policies (e.g., Google’ s or Apple s CT-Log
requirenents) for the exact value of n

(8) *Proceed with Certificate |Issuance*

* Only after all the above checks pass, CAA authorization,
*"jssuect"* validation, SCT count and | ogging requirenents,
i ssue the Certificate.

Appendi x B. Informational: DNS Zone-file Exanples
B.1. Preface

The foll owi ng exanpl es are provided for informational purposes only
and are supplied "as is", without a warranty of any kind or
liability. They illustrate relevant RRSets, and their expected
processing semantics. Their BIND file notation format is defined in
[ RFC1035]. Parentheses are used to ignore a line break in DNS zone-
file presentation format, as per Section 5.1 (https://rfc-
editor.org/rfc/rfcl035#section-5.1) of [RFCL035].

B.2. CAA "issuect" Conprehensive and Proper Exanple

The foll owi ng shows a conprehensi ve and proper exanple DNS zone-file
fragnment of the "exanple.cont zone that nom nates six distinguished
CT-Log URI's for the "exanple.ca" Certification Authority, which nust
(n + 1) and could (+ 2) [redundancy rule Section 6.3], |og any
Certificates requested to the specified CT-Log, as authorized to | og
>180-day valid Certificates for the "sub.exanpl e.com domain. The
submission is limted to the critical CT-Logs "ct.exanple.net",
"ct.exanmple.org", "ct.exanple.sh", and "ct.exanple.xyz" and to the
non-critical CT-Logs "ct.non-critical.net" and "ct.non-critical.org"

|  *NOTE*: "CAA authorizations are additive; thus, the result of
| specifying both the enmpty issuer, and a specified issuer is the
| sane as specifying just the specified issuer alone.”

sub. exanpl e.com 60 IN CAA 0 issuect ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneNet 2025’ ; \
val i df rom=2025- 01- 01T0O0: 00: 00Z; \
val idtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e. net/ | ogs/eu/ funnynanenet 2025; \
logid="sh4(...)"; \
pubkey="Mk(...)" ;" )
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sub. exanmpl e.com 60 IN CAA 0 issuect ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneOrg 2025’ ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
validtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e.org/l ogs/eul/ funnynanmeor g2025"; \
logid="sh4(...)"; \
pubkey="M-k(...) ;" )

sub. exanpl e.com 60 IN CAA 0 issuect ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneSh 2025 ; \
val i df rom=2025- 01- 01T00: 00: 00Z; \
val idtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e.sh/logs/eu/funnynanesh2025; \
logid="sh4(...)"; \
pubkey="M-k(...) ;" )

sub. exanmpl e.com 60 IN CAA O issuect ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneXyz 2025’ ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
validtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e.xyz/l ogs/eul/ funnynamexyz2025; \
logid="sh4(...)"; \
pubkey="M-k(...) ;" )

sub. exanpl e.com 60 IN CAA 0 issuect ( "exanple.ca; \
critical =fal se; \
desc=" Exanpl e Log NonCritical Net 2025 ; \
val i df rom=2025- 01- 01T00: 00: 00Z; \
val idtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.non-critical.net/l|ogs/eu/noncritical net2025; \
logid="sh4(...)"; \
pubkey="M-k(...) ;" )

sub. exanmpl e.com 60 IN CAA 0 issuect ( "exanple.ca; \
critical =fal se; \
desc=" Exanpl e Log NonCritical Org 2025 ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
validtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.non-critical.org/logs/eu/noncritical org2025; \
logid="sh4(...)"; \
pubkey="M-k(...) ;" )

Figure 8: Zone-file: CAA "issuect" Conprehensive and Proper Exanple
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B.3. CAA "issuect" No CT-Log Subm ssion Exanple
The foll owi ng shows a no CT-Log subm ssion at all exanple DNS zone-

file fragments of the "exanple.cont zone that w shes to not submt
their Certificates to any CT-Log.

sub. exanpl e.com 60 IN CAA O issuect ";"
Figure 9: Zone-file: CAA "issuect” No CT-Log Subm ssion Exanple
B.4. CAA "issuect" Erroneous Exanple
The foll owi ng shows an erroneous exanple DNS zone-file fragnent of
the "exanpl e.com' zone that falsely set the Paraneter Set, so that
according to the Processing definitions, the erroneous Property wll
be treated as non-existent.
sub. exanmpl e.com 60 IN CAA O issuect ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneXyz 2025’ ; \
val i df rone; \
validtill=; \
cturi=https://ct.exanpl e.xyz/| ogs/eu/ funnynanmexyz2025; \
logid="sh4(...)"; \
pubkey="Mk(...)" ;" )
Figure 10: Zone-file: CAA "issuect" Erroneous Exanple
B.5. CAA-CT-STS " _caa-ct-sts" Exanple
_caa-ct-sts.exanple.com 60 IN TXT "v=CAACTSTSv1; id=202504271212127;"
Figure 11: Zone-file: CAA-CT-STS "_caa-ct-sts" Example
Appendi x C. Informational: CAA-CT-STS Exanpl es
C.1. CAA-CT-STS Policy File Exanple

The foll owi ng exanpl e indicates that Certificates for the domai n nust
be | ogged in:

* https://ct.exanpl e. net/ 1 ogs/eu/ funnynanmenet 2025
* https://ct.exanple.org/l ogs/eu/funnynameor g2025
* https://ct.exanpl e.sh/logs/eu/funnynanesh2025

* https://ct.exanpl e. xyz/ | ogs/ eu/ f unnynanmexyz2025
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version: CAACTSTSv1

max_age: 60

ct_policy: ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneNet 2025’ ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
validtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e. net/1 ogs/eu/funnynamenet 2025; \
logid="sh4(...)"; \
pubkey="Mk(...) ;" )

ct _policy: ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneOrg 2025’ ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
val idtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e.org/l ogs/eul/ funnynaneor g2025"; \
logid="sh4(...)"; \
pubkey="Mk(...)" ;" )

ct_policy: ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneSh 2025 ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
validtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e.sh/logs/eu/funnynanesh2025; \
logid="sh4(...)"; \
pubkey="M-k(...) ;" )

ct_policy: ( "exanple.ca; \
critical =true; \
desc=" Exanpl e Log FunnyNaneXyz 2025’ ; \
val i df romr2025- 01- 01T00: 00: 00Z; \
validtill=2026-01-01T00: 00: 00Z; \
cturi=https://ct.exanpl e.xyz/| ogs/eu/ funnynanmexyz2025; \
logid="sh4(...)"; \
pubkey="Mk(...)" ;" )

Figure 12: CAA-CT-STS Policy File Example
Appendi x D. Informational: POSIX conpliant Scripts
The foll owing Shell scripts are provided for informational purposes

only and are supplied "as is", without a warranty of any kind or
liability.
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D.1. Shell "issuect" Generator script

The foll owi ng PCSI X [ PCSI X] -conpliant shell script retrieves
information fromthe regul arly updated Googl e curated CT-Log-
Qperators file JSON List of CT-Logs that are currently conpliant with
Chrones CT policy (https://ww.gstatic.conlct/log |ist/v3/

log list.json) [4] and generates zone-file conpliant DNS RRs.

#!/ bi n/ sh
set -eu
readonl y OAN_DOVAI N="$1"
readonl y CAA DOVAI N="$2"
readonly CRIT__FLAG="$3"
readonly ZONE__FI LE="zone_${ OAN_DOVAI N} _CAA. t xt"
case "${CRIT__FLAG" in
true|fal se) ;
*) echo "Error: CRIT_FLAG MJUST be either "true’ or 'false ." >&2
exit 1
esac
:> "${ZONE__FI LE}"
JSON=$(curl -fsSL https://wwv gstatic.conmct/log_list/v3/log_list.]json)
readonly JSON
echo "${JSON}" | awk -v OMNE"${ONW DOVAI NI " -v CA="${CAA DOMAIN}" -v CRIT="${CRIT__FLA
G" -v OUT="${ZONE__FI LE}"
BEG N { FS="\""; }
[{[[:space:]]*"description"/ {
desc=""; wurl=""; start=""; endt=""; |logid=""; key="";

["description":/ {
desc = $4
gsub(/\047/, "", desc)

}
["url "] {
url = $4

["start_inclusive":/ {
start = $4

/"end_exclusive":/ {
endt = $4

}
["log_id":/ {
logid = $4

}
["key": I {

key = $4
gsub(/\047/, "", key)
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/"end_exclusive":/ {
if (desc I'="" & url !I'="" && start !'="" && logid '="" && key !'="")
printf "%. 60 IN CAA O issuect ( \"%; critical =%; desc="\""9%’\""; validfronr
%; validtill=%; cturi=%; logid="\""9%"\""; pubkey="\""o%"\"";\" )\n", \
OM, CA CRIT, desc, start, endt, url, logid, key \
>> QUT
}
}

Figure 13: Shell "issuect" Generator script
D.2. Shell "caa-ct-sts.txt" Generator script

The foll owi ng PCSI X [ PCSI X] -conpliant shell script retrieves
informati on fromthe regul arly updated Googl e curated CT-Log-
Qperators file JSON List of CT-Logs that are currently conpliant with
Chrones CT policy (https://ww.gstatic.conct/log |ist/v3/

log list.json) [4] and generates a "caa-ct-sts.txt"-Policy file.

#!/ bi n/ sh
set -eu
readonl y OAN_DOVAI N="$1"
readonl y CAA DOVAI N="$2"
readonly CRIT__FLAG="$3"
readonly CAA CTS TS="caa-ct-sts. ${ONW_DOVAI N}. t xt "
case "${CRIT__FLAG" in
true| fal se) ;
*) echo "Error: CRIT_FLAG MJUST be either "true’ or 'false ." >&2
exit 1 ;;
esac
:> "${CAA CTS TS}"
{ echo "version: CAACTSTSv1"
echo "max_age: 60"
} > "${CAA CTS_TS}"
JSON=$(curl -fsSL https://www. gstatic.comct/log_ list/v3/log_list.json)
readonly JSON
echo "${JSON}" | awk -v ONN="${OAN DOVAI N}" -v CA="${CAA DOVAIN}" -v CRIT="${CRI T__FLA
G" -v OQUT="${CAA CTS_TS}" °’
BEG N { FS="\""; }
[{[[:space:]]*"description"/ {

desc=""; wurl=""; start=""; endt=""; logid=""; key="",
}
["description":/ {
desc = $4
gsub(/\ 047/, "", desc)
}
[Muarl™:l{
url = $4
}
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["start_inclusive":/ {

start = $4
/"end_exclusive":/ {
endt = $4
}
["log_id":/ {
logid = $4
}
["key": | {
key = $4
gsub(/\047/, "", key)
/" end_exclusive":/ {
if (desc '="" && url !'="" && start !'="" && logid !'="" && key !'="")
printf "ct _policy: ( \"%,; critical =%; desc="\""%'\""; validfrom%; validtil

=Us; cturi=%; logid="\""9%"\""; pubkey="\""9%"\"";\" )\n", \
CA, CRIT, desc, start, endt, url, logid, key \
>> QUT

}
}

Figure 14: Shell "caa-ct-sts.txt" Generator script
Appendi x E.  Informational: DNS TTL
E.1. Hi gh-Security, High-Change Environnents

It is *RECOWENDED* to prefer very low TTL (60-300 s). In case of
conprom se or mstakes a real time reaction is still possible.

E.2. Stable, Low R sk Domains with DDoS Concerns

It is *RECOMWENDED* to prefer high TTL (86 400 s+) to mnim ze DNS-
| oad and reduce resol ver queri es.

E. 3. Bal anced Approach for Mbst
It is *RECOMENDED* to use a medium TTL (e.g., 3 600 s/ 1 h). It
limts exposure to cache-poi soning and CA m s-issuance to an hour,
whi | e keepi ng query vol ume nmanageabl e.

Appendi x F. Informational: Change Hi story

F.1. draft-weidner-catal og-rr-ext-00

Initial Version
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