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Abst ract
Thi s docunent describes the architecture of Segment Routing over |Pv6
(SRv6) Service Function Chaining (SFC) with SR-aware functions. This

architecture provides the follow ng benefits:

*  Conprehensi ve Managenent: a centralized controller for SFC,
handling SR Policy, link-state, and network netrics.

* Sinplicity: no SFC proxies, which reduces the nunber of nodes and
address resource consunpti on.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Source Packet Routing
in Networking Wrking Goup mailing list (spring@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/spring/.

Source for this draft and an issue tracker can be found at
https://https/github. conlwatal.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 February 2026.
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2.

Servi ce Function Chaining (SFC) [ RFC7665] can be used in various
scenarios (e.g. FW IPS, IDS, NAT, and DPl). SFC based on Segnent
Routing (SR) is defined in
[I-D.draft-ietf-spring-sr-service-progranm ng], which describes sone
SRv6 Endpoi nt Behaviors, such as End. AS/AD AM are necessary for

usi ng SR-unaware functions.

Thi s docunent describes an architecture for SRv6 SFC with SR-aware
functions, which provides conprehensi ve management of SRv6 network
resources and services.

Ter mi nol ogy

.1. Terninology Defined in Related RFCs and Internet-Drafts

The following terns are used in this docunent as defined in the
related RFCs and Internet-Drafts:

* SR, SR Domain, Segnent ID (SID), SRv6, SR Policy, Prefix Segnent,
Adj acency Segnent, Anycast Segnent, Active Segment, and
Di stributed/ Centralized/ Hybrid Control Plane defined in [ RFC8402].

* SR Source Node, Transit Node, and SR Segnent Endpoi nt Node defi ned
in [ RFC8754].

* SRv6 Endpoi nt Behavi or defined in [ RFC8986].

* SFC, SFC Proxy, and Service Cassification Function defined in
[ RFC7665] .

* Service Segnent, SR-Aware Service, SR-Unaware Service, End.AS,
End. AD and End. AM defined in
[I-D.draft-ietf-spring-sr-service-programm ng].

* Headend, Col or, and Endpoint defined in [ RFC9256].

* Quality of Service (QS), Service Level Agreement (SLA), and
Service Level bjective (SLO defined in [ RFC9522].

* Forwardi ng Pl ane, Control Plane, Managenent Pl ane, Application
Pl ane defined in [ RFC7426].

* Path Computation Cient (PCC), Path Conputation Element (PCE), and
Traf fic Engi neeri ng Dat abase (TED) defined in [ RFC5440].

* BGP Flow Specification defined in [ RFC8955]
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New y Defined Term nol ogy
The following terns are used in this docunment as defined bel ow

* Service Function Node: an SR segnent endpoi nt node that provides
SR-aware functions as service segnents.

* SRv6 Controller: controls SRv6 Forwardi ng Plane, consisting of a
PCE and a Cl assification Rule Controller

* (Cassification Rule Controller: applies sets of SR Policy and
flows to SR source nodes

* Service Function Manager: configures network function instances,
enabl es SR-aware functions as service segnments, and collects
network netrics.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Desi gn Obj ectives and Assunptions

## Goal s/ bj ectives SRv6 SFC Architecture is designed with two main
obj ecti ves:

*  Conprehensi ve Managenent: a centralized controller for SFC
handling SR Policy, link-state, and network netrics. When
provi ding SRv6 services, neeting SLAs for each customer is
required. These SLAs consist of one or nore SLGs such as
availability, latency, and bandwidth. In an SRv6 SFC network,
service segnent provisioning, link-state collection, and SR Policy
calculation are required to neet SLOs, respectively.

[ RFC8402] outlines a hybrid control plane that nerges a
distributed control plane and a centralized control plane. In
this hybrid control plane, forwarding information |ike Node/

Adj acency SIDs are advertised mutually by distributed SR nodes via
I GPs such as 1SIS and OSPF, while other information Iike SR
Policies, classification rules, and service segnents are provided
by a centralized controller and manager
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3.

1.

Sof t war e- Defi ned Networking (SDN) [ RFC7426] provides centralized
managenment of a network by a controller and a nanager.
Central i zed managenent reduces operational costs through
abstraction and autonmation. The SDN framework allows users to
manage an SR donai n without considering the details of a
forwarding plane like a topology and node state. Operators can
use an SRv6 controller to build SR Policies for SFC and QoS,
manage the state of network functions, issue service segnents
automatically, and specify disaster recovery with protection.

Sinplicity: no SFC proxies, so that reduces nodes and address
resource consunption. Network conplexity increases operating
costs. Cenerally, using a variety of protocols in a network
rai ses operational costs, including designing, building,

moni toring, and troubl eshooti ng.

Usi ng an SFC proxy may increase forwarding overhead due to
addi ti onal header nmnipul ati ons.

Assunpt i ons

To achi eve these objectives, this architecture is based on two main
assunpti ons:

*

Strai ghtforward extension of the SRv6 network progranm ng nodel

The protocol used in this architecture is conpatible with SRv6.
This streanlines the operation of services like traffic steering,
i ncludi ng SFC, redundancy, and | ocal protection. Standardized
protocol s such as BGP, PCEP, |S-1S, OSPF, TI-LFA, and Anycast SID
are used in this architecture.

This architecture is SRv6 conpliant, enabling support for SR-
unawar e functions, although SR-aware functions are expected to
nmeet the objective.

SDN franmewor k conpliance and conprehensi ve managenent of SRv6 SFC
by controllers

A controller is used to provide conprehensi ve nmanagenent. To
simplify building and operating, the controller uses standardized
protocol s and abstracted service interfaces. This also provides
programuability by controlling policies that meet a user’s intent
including SFC and quality of service (QoS).
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4. Overview of Architecture

Figure 1 illustrates an overview of this architecture.
R e R Application Plane ---------------------- +
| User Application |
e I +
I
+- Control Plane (SRv6 Controller) -v----- + +- Managenent Pl ane -+
| o m oo - R o + | | oo o - + |
| | Cassification| | Pat h | || | Servi ce | |
| | Rul e | | Conput ati on [ . Functi on | |
| | Controller | | El ement (PCE) [ . Manager | |
| F-- - - - | ------- + F-Neea oo | -------- N+ | | S + |
Ho-ooo-- [----------- [------- [-------- [---4 Ao [---------- +
I I I I I
Hoomoo- - [-----mmm--- [------- [-------- [----mmmmmm - [---+
| +------ R |------- v-+ el R v-+ |
| | | | Servi ce | |
| | SR Sour ce Node | ----] Functi on | |
[ | I I Node [ |
| o e e e e i oo + o e e e e oo oo + |
A LR Forwarding Plane -------------------- +

Figure 1: Overview of SRv6 SFC Architecture with SR-aware Functions

This architecture is based on [ RFC7426] and consi sts of forwarding
pl ane, control plane, managenent plane, and application plane.

* Forwardi ng Plane: classifies packets and encapsul ates SRH,
forwards them and applies SRv6 Endpoi nt Behavi or.

- Provides SR-aware function using End. AN.

- Cassifies flows and applies themto a TE application with PBR
- Ensures redundancy with anycast.

- Provides local protection with Fast Reroute (FRR).

* Control Plane: nmakes decisions about packet forwardi ng and
provides rules for a forwardi ng pl ane.

- Collects link-state including SRv6 | ocators, prefixes,
behavi ors, and del ays.

- Calculates and provisions SR Policies.
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- Applies SR Policies to each flow by provisioning flow
classification rules.

* Managenent Pl ane: depl oys and nonitors network functions and
devi ces.

- Sets up network functions.

- Collects netrics of devices, network functions, and SFC
services

* Application Plane: provides user APl for the control/nmanagenent
pl anes.

- Ofers an interface for operators or custoners.
- Applies intents defined in [ RFC9315].

Each conponent comuni cates using standardi zed protocols. These are
designed to be | oosely coupl ed and cooperate by using an abstraction
| ayer.

Thi s docunent suggests handling a control plane by application plane,
but a detailed design of an application plane is out of the scope of
this docunment. This is because application plane conponents and
abstraction | ayers shoul d be desi gned based on individual network

utilization and operator intent. 1In the follow ng sections, details
of a forwarding plane, control plane, and managenent plane are
expl ai ned.

5. Forwardi ng Pl ane

A forwardi ng pl ane provides SFC t hrough packet classification, SRv6
encapsul ation, and forwarding. |In this architecture, all forwarding
pl ane conponents are | ocated within the SR donain.

I +
| o m e e e - + Fomm e e e oo + Fomm e e e oo +|
| | SRv6 Packet | Service | SRv6 Packet | Service | |
| | SR Source |(S2,S1; SL:1)| Function |(S2,S1; SL:1)| Function | |

-->| Node [------------ >| Node [------------ >| Node |-->
|| I | (s | I (s2) ||
[ R + - + - + |
R SRdomain --------------------------- +

Figure 2: Forwardi ng Pl ane
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Fi gure 2 shows an exanple of SFC with two network functions.

Firstly, the SR source node classifies the flow and encapsul ates it
with an SRH containing the segment list <S1, S2>. Next, the service
function node (S1) receives the packet and applies a network function
associated with an End. AN S1. Finally, the service function node
(S2) receives the packet and al so applies a network function

associ ated End. AN S2, thus achieving SFC

5.1. End. AN-based Service Segnent Provisioning
End. AN provi des an SR-aware function

Functions with the sane rol e MAY be assigned as the same service
segment within the SR domain. By using Anycast SIDs, multiple nodes
can be grouped as part of the sane service segnent.

End. AN MAY have optional arguments. This can provide additiona
programuabi lity by enbeddi ng network function instructions in the
segnent |ist.

By using virtualized spaces within routers or on generic servers,
network functions can be provided at any node in an SR domain. This
all ows for scaling and flexible redundancy of network functions.

5.1.1. When a Network Function Becones Unavail abl e

When a network function beconmes unavail abl e, the node renpoves the SID
fromits routing table. |If an anycast SID is used, packets are
redirected to another node. |f no other nodes are avail able, the
node drops the packets and sends an | CMP nessage (Type 3: Destination
Unreachabl e, Code 0: Net Unreachabl e).

5.1.2. Anycast Segnent

The concept of the Anycast Segnent is introduced in [RFC8402]. In
the SRv6 SFC, it realizes to provide the same network function
segnment as the sane Anycast Segment. |In such cases, the state

bet ween networ k functions MJST be shared nutually.
5.1.3. Fast Reroute

The ordering of network functions in an SRv6 SFC is guaranteed by the
segnent list, even if an FRR occurs, Wen an FRR occurs, if the
Active segnment is an Anycast SID, it MAY be forwarded to anot her
service function node. In such a case, since state synchronization
may not have been conpleted, the network function MJUST have a

mechani smto handl e rerouted packets, such as buffering to wait for
synchroni zati on.
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5.2. Service Function Chains

In this architecture, each SFC is represented as an SR Policy. The
purpose or intent of each SR Policy can be identified using
attributes such as col or or nane.

In general, SFC is achieved by using | oose source routing. |If both
SFC and QoS are desired, they can be achieved by using strict source
routing or |oose source routing with Flex-Al go SIDs.

5.3. Per-Flow Encapsul ati on

In an SR source node, which serves as the Service O assification
Function, packets are classified on a per-flow basis using PBR and
encapsul ated with SR Policy. Therefore, the SR source node MJST be
capabl e of identifying packets using at |least a 5-tuple or even nore
detailed information.

In this architecture, aimng for conprehensive nanagenent, the
Service Cassification Function has an APl to conmunicate with the
controller.

6. Control Plane

A control plane sets up a forwardi ng plane by creating SR poli cies,
i ncludi ng SFCs, and applying themto each fl ow.

+- Control Plane (SRv6 Controller) ------- +
[ R + Fom e e e aaaaas + |
| | Cassification| | Pat h | |
| | Rul e | | Conput at i on | |
| | Controller | | El ement (PCE) | |
| e |- bk EEEEEEES Nt
S e [y —

Classification link-state SR Policy |ink-state(Service Segnent)

Rul e (BGP-LS) (PCEP/BGP) (BGP-LS)

(BGP Fl owspec) | | |
oo |- [EEEREEE REEREEEE |- +
| +------ R [------- V- + el I + |
|| I I Service ||
| | SR Source Node | ----] Functi on | |
| | I I Node ||
I + . + |
R Forwarding Plane -------------------- +

Figure 3: Control Plane

The SRv6 Controller consists of the follow ng two conponents:
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* PCE: provides SR Policies that fulfill SFC/ QS requirenments from
the headend to the tail end and sends themto the SR source node.

* (Cassification Rule Controller: provides an Encapsul ation Policy
that corresponds to a specific flow and SR Policy, and sends them
to the SR source node.

6.1. Path Computation El ement (PCE)

PCE is a controller that provides SR Policy. As an Active Stateful
PCE, it establishes sessions with all PEs in an SR donmi n and nanages
SFCs. SR Policies MJST support both explicit and dynam ¢ pat hs.

For dynanic path computation, the Constrained Shortest Path First
(CSPF) al gorithm considers not only the SFC but al so QoS constraints.

The PCE builds a Traffic Engi neering Database (TED) of the SR domain
using BGP-LS and installs SR policies via PCEP [ RFC5440] or BGP SR
Policy [I-D.draft-ietf-idr-segment-routing-te-policy].

To enabl e dynam c path cal cul ati on based on the state of service
segnents and Network Functions, the BGP-LS Service Segnent extension
[I-D.draft-ietf-idr-bgp-Is-sr-service-segnents] is required.

6.2. Cassification Rule Controller

A Cassification Rule Controller determnes flows to apply specific
SFC.

The classification results are advertised to each SR source node as a
set of flow, endpoints, and color with an extended protocol based on
BGP Fl owspec defined in [I-D.draft-ietf-idr-ts-fl owspec-srv6-policy].

7. Managenent Pl ane

A managenment plane configures network function instances, enables SR
aware functions as service segnents, nonitors resources, and collects
network metrics. The details of each nanager are outside the scope
of this docunment, as the southbound interface of the nanagement plane
may be different for each service and hardware architecture.
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L L Functi on Managers --------------------- +
| o m e e e - B S TSP + e e i e oo - + e e i e oo - + |
| | Service | | Virtualized | | VNF | | Network | |
| | Function | |Infrastructure| | Manager | | Metric | |
| | Manager | | Manager | | | | Manager | |
| +----- | ----- + -o----- AT + - | ----- + - Aoeooo + |
oo |- | o |- | ------ +

AEEEEEE RERRRREEEEEEEE EEREREEEREEERES [RERRREEETEEES [EEREEEEE +
| +----- R R R |------ + |
| | Servi ce Function Node | |
| o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ma—mao + |
o SR domain ------------------------- +

Fi gure 4: Managenent Pl ane

Figure 4 shows exanpl es of managers that MAY be added to a managenent
pl ane:

* Service Function Manager: provides an SID for a network service
and nanages this state.

* VNF Manager: handl es depl oyment and scaling of network functions.

- VNF Manager keeps links redundant and optim ze |ink
utilization.

* VIM nonitors hypervisor resources on service function nodes.

- In SRv6 SFC, a hypervisor managed by a VIM MAY be | ocated in
virtual i zed spaces within routers or on generic servers.

* Network Metrics Manager: collects netrics for SR Policy
cal cul ation and eval uati on.

- Metrics are collected fromnultiple data sources, including
I PFI X, TCP statistics, and SRv6 path tracing
[I-D.draft-filsfils-spring-path-tracing].

- Metrics can be used for PCE cal cul ati on paraneters.

7.1. Service Function Manager

Servi ce Function Manager enabl es and di sabl es service segnents of
servi ce function nodes.
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The Manager advertises the followi ng parameters to each service
function node:

*

8.

Behavi or: End. AN

SID: the SID of End. AN (in I Pv6 Address format). |If service
segnments support slicing, they are represented as Fl ex-Al go SIDs.

Function Name: type of network function

Action: enable

TLV:

- Specification of the Anycast G oup: when deploying nmultiple
Net wor k Functions within the same context, it MJST use the

Anycast Group TLV to indicate a shared anycast group SID.

- Alows for the specification of unique paraneters and context
associated with a particular network function.
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