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Abst ract

Thi s specification defines a mechani smfor downstream content
delivery networks (dCDNs) to define private extensions to the

nmet adata nodel that are nutually agreed upon between participating
upstream content delivery networks (uCDNs) and dCDNs.
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provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 29 August 2025.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

There is a natural tension between standardi zati on and
differentiation - all CDNs and Qpen Cachi ng systens are not
identical, and not all content providers use the sane nethodol ogi es
for controlling access to their resources.

Whi | e [ RFC8006] provides the GenericMetadata object as the basis for
extensibility, creating a formal structure for private features as a
distinct M object conveys the explicit understandi ng of the usage
context. This docunent details a private features nechani smthat

all ows for customconfiguration netadata to be easily added, enabling
rapi d devel opment of new features, and all owi ng conpanies to nutually
agree on a feature that may not be of general interest to the

i ndustry.

Through the CDNI Footprint & Capabilities Interface [ RFC3008], dCDNs
advertise their capabilities to uCDNs. This capabilities
advertisenent allows a dCDN to declare the private features that it
supports.
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Exanpl es of private features include
* Custom aut hentication schenes

* Definitions of customscripts to be invoked on the CDN during
request processing

2. Requirements
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. M. PrivateFeatureli st
The dCDN MAY gather a certain nunber of private features (i.e., not
[yet] adopted in a standard or considered narginal) that it MY want
to expose to the content provider and/or the uCDN. Al though private,
the announcenent, selection, and configuration of this private
feature can be done through the CDNl interfaces.
M. PrivateFeatureList is a GenericMtadata configuration object used
as a base generic object that pernmts the control of private
features.
Property: features
* Description: The list of feature configuration objects.
* Type: Array of M. PrivateFeature objects
* Mandatory-to-Specify: Yes

3.1. M.PrivateFeature
M. PrivateFeature is a subobject of M.PrivateFeaturelist that
defines a single private feature and contains the foll ow ng
properties:
Property: feature-oid
* Description: The feature organi zation ID is the owner/organi zation

that has specified the feature, typically the name of the conpany
or organization defining the private feature

*  Type: String

* Mandat ory-to- Specify: Yes
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Property: feature-type

*

Description: Indicates the type/nanme of the private feature
configuration object, driving the definition of feature-val ue.

Type: String

Mandat ory-t o- Speci fy: Yes

Property: feature-val ue

*

Description: The feature configuration object.

Type: Object. Format and object type is defined by the val ue of
the feature-type property above.

Mandat ory-t o- Speci fy: Yes

Note that the private features exposed by the dCDN can be advertised
through a dedi cated FClI object.

The following exanple illustrates the Broadpeak S4Stream ng feature:

{

"generic-netadata-type": "M.PrivateFeatureList"”,
"generi c- net adat a-val ue": {
"features": [

"feature-oid": "Broadpeak",
"feature-type": "S4Stream ng",
"feature-value": {
"footprint": {
"footprint-type": "ipvdcidr",
"footprint-value": [
"192.0. 2.0/ 24",
"198. 51. 100. 0/ 24"
]
oo
"activation": "ON',
"node": "transparent",
"policy": "bandw dt h- max"

Figure 1
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4.

4.

4.

Narmed Private Features

Naned private features provides an alternative for specifying private
features inside the M. PrivateFeatureList object, allowing themto be
specified individually rather than as part of a group under the host
mat ch and path match inheritance/override hierarchy. A naned private
feature corresponding to a feature inside an M. PrivateFeat urelLi st
object in the same generic netadata array, takes precedence and
overrides the latter.

1. M. NanedPrivat eFeat ureType

M . NanedPri vat eFeatureType is a structured string corresponding to
the M. PrivateFeature object by encoding its two identifier
properties feature-oid and feature-type into a string that can be
incorporated into the extended definition of M _payl oadtype.

Property:

* Description: Astring in the formof M.PrivateFeature.<org
id> <feature id>where org-id consists of al phanuneric characters,
and feature-id MAY al so contain dots for additional internal
nanespaci ng within the feature nane.

*  Type: String, of pattern: : "M\.PrivateFeature\.[a-z0-9A-
Z]+(?:\.[a-z0-9A-Z] +){1,}$

2. M. NanedPri vat eFeat ur eVal ue

The actual structure of the M. NamedPrivateFeatureVal ue object is the
one defined in the property feature-value of the object
M . Pri vat eFeat ur e.

*  Type: object

This followi ng exanple illustrates the transformation from an

M . Privat eFeature object residing inside an M. Privat eFeat urelLi st,
into an M. CGenericMetadata object residing in a metadata array of a
host or a path match.
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{
"generic-netadata-type": "M.PrivateFeatureList"”,
"generi c- net adat a-val ue": {
"features": |
{
"feature-oid": "ACVE',
"feature-type": "Hamrer",
"feature-value": {
"enabl e": true
}
}
]
}
}
Figure 2
"generic-netadata-type": "M.PrivateFeature. ACVE. Hanmer ",
"generi c- net adat a-val ue": {
"enabl e": true
}
}
Fi gure 3

5. FC.PrivateFeatures
Wiile the M objects introduced in this docunent allow a uCDN to
configure private features with any required configuration netadata,
FCl . PrivateFeatures enables a dCDN to advertise the set of private
features that it supports.
Property: features
* Description: The list of supported private features.

*  Type: Array of nested objects of FCl.PrivateFeature

Exanpl e:
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{
"capabilities": [
"capability-type": "FCl.PrivateFeatures",
"capability-value": {
"features": [
"feature-oid": "Broadpeak",
"feature-type": "S4Stream ng"
]
}
}
]
}

Figure 4
5.1. FC.PrivateFeature

Thi s subobject identifies a specific private feature in the FCl
capabilities advertisenent, and contains the follow ng properties:

Property: feature-oid

* Description: The owner/organi zati on that has specified the
feature.

*  Type: String
* Mandatory-to-Specify: Yes
Property: feature-type

* Description: Indicates the type/nane of the private feature
configuration object.

*  Type: String
* Mandat ory-to-Specify: Yes
6. Security Considerations
The FCI and M objects defined in the this document are transferred
via the interfaces defined in CDNl [ RFC8006] which describes how to

secure these interfaces by protecting integrity and confidentiality
whil e ensuring the authenticity of the dCDN and uCDN.
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