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Abst ract

This draft proposes a service affinity solution between client and
server based on Transport Layer Security (TLS). An extension to
Transport Layer Security (TLS) 1.3 to enable session migration. This
mechani smis designed for nodern network architectures, particularly
for multi-homed servers that possess nultiple network interfaces and
| P addresses.

Conparing to the existing solutions such as maintaining the custoner-
based connection status table in network devices, HTTP redirection
and DNS redirection, this solution can avoid the waste of resources
caused by saving a | arge anount of custoner status data in the
networ k devices, and realize the optim zed scheduling of resources
based on network conditions and computing resources in the conputing-
aware traffic steering scenario, so as to realize the reasonabl e
operation of network resources, cloud resources and conputing

resour ces

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 April 2026.
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1. Introduction

The rapidly increasing nunber of custoners and service requirenents
require nore flexible, fast-response network. The increasing of the
nunber of edge cloud pools makes a service can be depl oyed in many
different resource pools, which needs the network to provide the
capability to steer custonmer traffic to the optinal service node
Conputing-Aware Traffic Steering (CATS) Wirking Goup is proposed to
make the network edge steer traffic between clients of a service and
sites offering the service nore quickly, flexibly and snmoothly.
[I-D.ietf-cats-usecases-requirenents] describes the problem
statenment, use-cases and requirenents of CATS
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Due to the conputing resource is deployed in edge clouds/sites, a
service can be provided by different service nodes that use the sane
anycast | P address. The anycast |P address and the status of
conputing resource in each service node shoul d be broadcast to the
whol e network. At the beginning, a custoner establishes a TLS
session with a service node. Wen the network status changes, the
service node may no | onger be able to ensure custonmer experience. It
is necessary to disconnect the TLS session between the customer and
the service node, and establish a TLS session between the custoner
and anot her service node that can provide the best custoner

experi ence.

A sinplified CATS scenario is shown in Figure 1. Custonmer A and
customer B want to access the same service. For custoner A, the
packet will firstly be transmtted to the correspondi ng anycast IP
address. The ingress will determ ne the optinmal service node for
custoner A based on the access cost, conputing resources of each
servi ce node, and the schedul ed conmputing resource scheduling
algorithm Simlar processing will be perforned when custoner B
accesses the same servi ce.
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Figure 1: The Conputing-Aware Traffic Steering (CATS) scenario

As the network status and conputing resources are constantly

changi ng,

nodes when accessing the sanme servi ce.
est abl i shed connecti ons,
remai n unchanged.

O herwi se,

different customers may be scheduled to different service

For custoners who have

the service node providing services nust
a | arge nunber of state synchronization

bet ween service nodes are required to nmaintain the consistency of
application data in the process of two-way connection conmuni cation

The traditiona

sol uti ons have two mai n et hods:

*  Maintain the custoner-based connection status table in each router

al ong the path.
change of network status and conputing resources,

subsequent packets will be transnitted al ong the same path.

This table will

not change dynanmically with the
so that the

* Maintain the custoner-based connection status table in ingress and
The packets need to be forwarded through tunnels
on the internediate routers.

egress routers.
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The above sol utions based on the connection status table are | ack of
flexibility and extensibility. The network devices should keep | arge
anounts of status table to keep the service affinity for every
custoner flow. For |arge-scale service deploynent, if the network
status changes, it is easy to affect the customer experience.

Besi des, in the | oad bal ance scenari o, a |oad bal ancer is usually put
in front of all the physical servers so that all the packets sent and
recei ved by the physical servers should pass through the | oad

bal ancer. This deploynent may | ead to the | oad bal ancer becone the
bottl eneck when the traffic increases. Direct traffic redirection
and traffic scheduling between the client and server can avoid the
bottl eneck of |oad bal ancer

HTTP redirection enables automati c page junps by having the browser
automatically send a new request based on the specific response
status code and the value of the Location field returned by the
server. It mainly involve the comrmuni cati on between client and
server. Both client and server do not perceive changes in network
status and cannot achi eve conprehensive optim zati on based on network
status and conputing resource status.

DNS redirection can redirect custoner requests from one domai n nane
to anot her by nodifying DNS resolution records, or change the
resolution result of a domain name to point to a different server IP
address. However, due to the caching tine of DNS records, it takes
some time for the nodification to take effect, which may result in
custoners still accessing servers that have been taken offli ne,

t hereby affecting custoner experience.

We propose a solution for the service affinity between client and
server by extending TLS 1.3. This proposal is designed for

envi ronments where operational sinplicity and migration speed are
paranount. It intentionally omts the path validation step found in
protocols like QU C [ RFC9000] to mnimize the latency of the

m gration process. Furthernore, it sinplifies the trigger nechani sm
by using a new TLS alert, which is a direct and unanbi guous signal
Thi s design choi ce nmakes the protocol best suited for depl oyments
within trusted network boundaries where the client population is
known and the risk of I P address spoofing is considered lowor is
mtigated by external network controls.

2. Conventions used in this document
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]
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3. Procedures of the proposed solution
3.1. Message flow of the overall procedure

The nessage flow of the procedures of service affinity nmechani sm
based on TLS are shown in Figure 2.
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3.2. Phase 1: initial handshake and token i ssuance

1. Aclient supporting this nmechani smincludes the
‘mgration_support’ extension in its initial ‘CientHell o' nessage to
the server at IP A This extension is enpty and serves only to
signal capability.

2. The server at |IP A conpletes a standard TLS 1.3 handshake.

3. After the handshake is conplete, the server sends a

‘ NewSessi onTi cket* nmessage to enabl e standard Pre-Shared Key-based
(PSK- based) session resunption. Wthin this nessage, the server MAY
include the new ‘nigration_token' extension. This extension contains
the ‘M grationToken', an authorization credential that includes the
pre-determ ned destination (IP B) for a future mgration

3.3. Phase 2: migration trigger
a) If the session migration is triggered by the client, the client
can directly switch the session to the new server according to

busi ness requirements.

b) If the session mgration is triggered by the server, it perforns
as foll ow

1. At a later point, the server at IP Ainitiates the mgration
2. The server sends a new TLS alert, ‘mgrate notify', over the
encrypted and aut henticated connection. This alert has no payl oad
and serves as a sinple, direct instruction for the client to initiate
the migration process.

3.4. Phase 3: reconnection and resunption
1. The client inspect its stored ‘MgrationToken'. If a valid token
exists, it extracts the target | P address and port, terminates its
connection to IP A, and initiates a new TLS connection to |IP B.

2. The client sends a ‘CientHell o' nmessage to IP B. This nmessage
MJST i ncl ude:

* The standard ‘ pre_shared_key' extension, containing the session
ticket identity received fromIP A

* The ‘mgration_token' extension, containing the ‘M grationToken
it received fromIP A
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3. The server at |IP B uses the PSK identity to retrieve the session
state. It then MJST validate the ‘M grationToken', confirmng its
signature, expiration, and nonce, and verifying that the token is
crypt ographically bound to the session

4. 1f all checks pass, the server accepts the PSK and conpl etes the
abbrevi at ed handshake.

3. 5. Use cases

The scenario is shown as Figure 1, and the transm ssion process of
packets is shown in Figure 3.

When customer A accesses to the service, it presents the foll ow ng
st eps:

* Step 1: Customer A access to the service. It sends a initia
‘CientHell o' nmessage which includes the ‘migration_support®
extension to RL. The destination address of this packet is set to
the anycast | P address of this service (IPs).

* Step 2: Rl schedul es the customer A's service connection request
according to the real-tine status of the network and conputing
resources, and deternmine that the server (IP address = IP4) will
provi de services to custoner A

* Step 3: the server conpletes a standard TLS 1.3 handshake.

* Step 4: the server sends a ‘ NewSessionTi cket' nessage to enabl e
standard PSK-based session resunption. It carry the
‘M grationToken', an authorization credential that refers to | P4.

* Step 5: custoner A re-establishes the connection to server through
| P4.
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S S R + S +
| Customrer A | R1 | server (1 P4|
+--m - - B R R +----+ +--m - - +----+
| Step 1(1Ps) | Step 2: (IPs) |
|------------ b >|
| Step 3: A standard TLS 1.3 handshake |
o m oot o e >

Figure 3: Procedures for the service affinity solution
In the whol e process, devices in the network only need to broadcast
the informati on of the conputing network <Anycast | P Address, Service
node Status>, and perform optim zed scheduling of computing network
resources according to this infornmation.

4. Detailed formats

This section defines the structure of the new protocol elenents,
followi ng the presentation | anguage of [ RFC8446].

4.1. mgration_support extension
This extension is sent in the “CientHello' to indicate support for
this protocol. The ‘extension_data' field of this extension is zero-
| engt h.

struct { } MgrationSupport;

4.2. mgration_token extension
This extension is sent in the ‘ NewSessionTi cket' message and contains
the ‘M grationToken' structure. It is also sent by the client in the
‘CientHell o' during a mgration attenpt.

M grati onToken migration_token;

The ‘M grationToken' is a credential that authorizes the nmigration of
a specific session to a pre-detern ned destination.
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enum { ipv4(0), ipv6e(1l) } | PAddressType;

struct {
| PAddr essType type;
sel ect (I PAddress.type) {
case ipv4: uint8 ipv4d _address[4];
case ipv6: uint8 ipv6_address[16];

b

uint16 port;
} | PAddress;
struct {

| PAddr ess target _address;

opaque session_i d<32..255>;

ui nt 64 expiry_ti mestanp;

opaque nonce<16..255>;

opaque signat ure<32..255>;
} MgrationToken;

Wher e:

*

4. 3.

Thi

Wang,

target _address: An ‘| PAddress’ structure specifying the
destination |IP address (v4 or v6) and port for the client to
reconnect to.

session_id: A unique identifier for the TLS session, derived from
the session’s ‘resunption_master_secret® using an HKDF- Expand
functi on.

expiry tinmestanp: A 64-bit unsigned integer representing the Unix
timestanp after which this token becones invalid.

nonce: A unique, single-use value generated by the server to
prevent replay attacks.

signature: An HVAC tag providing integrity and authenticity. The
signature is computed over a concatenation of the

‘target _address’', ‘session_id', ‘expiry_tinmestamp‘, and ‘nonce
fields. The key for the HVAC MJST be derived fromthe
‘resunption_naster_secret’.

mgrate notify alert

s proposal introduces a new alert type to trigger the mgration
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enum {
H{Q}ate_notify(TBDG),
} Alé}iDescription;

The ‘migrate_notify' alert is a notification-level alert. Upon
receiving this alert, the client SHOULD initiate the mgration
process as described in Section 3.3. It does not indicate a protoco
error.

5. Security Considerations

Token Integrity and Authenticity: The ‘M grati onToken' is protected
by an HVMAC signature keyed with a secret derived fromthe session’s
master secret. This prevents forgery and ensures the token was
generated by a server with access to the original session's

crypt ographic state.

Sessi on Binding: The inclusion of the session-derived ‘session_id" in
the signature cal culation ensures that a token issued for one session
cannot be used to authorize the mgration of a different session

Repl ay Attacks: The ‘nonce' field in the ‘MgrationToken' prevents an
attacker from capturing and replaying a token. The server
infrastructure is responsible for tracking and invalidating used
nonces.

Qperational Inflexibility: Including the ‘target_address' in the
initial token makes the migration path static. The server cannot
dynani cal |y choose a new destination at the time of migration, which
reduces operational flexibility.

6. | ANA Consi derations

Thi s docunent requires | ANA to all ocate new codepoints fromthe
followi ng TLS registries, as defined in [ RFC8446]:

1. Fromthe "TLS ExtensionType Val ues"” registry for
‘mgration_support’ and ‘mgration_token'. This docunment suggests the
val ues TBD1 and TBD2.

2. Fromthe "TLS Alert Registry" for the ‘migrate_notify' alert.
Thi s docunent suggests the val ue TBDS.
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