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Abst ract

This draft specifies how to enable hybrid key exchange with ECDHE and
S oud+ in Transport Layer Security protocol version 1.3 (TLS 1.3) to
mtigate quantumthreats. SC oud+ is an unstructured lattice based
KEM (key encapsul ati on nechani sn) with post-quantum security. This
draft follows the post-quantum hybrid key exchange franework
specified by [TLS. Hybrid], by concatenating the public keys and

ci phertexts of ECDHE and SC oud+. Three concrete hybrid key exchange
schenes are specified in this draft, which are X25519SCl oud+128,
SecP256r 1SCl oud+192 and SecP384r 1SCl oud+256.

[ EDNOTE: ... ]
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 August 2026.
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Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.

1.

1.

1. Introduction . .

.1. Change History

.2. Introduction .

2. Requirenents Language

3. KEMs and SO oud+

.1. KEMs and LVE

.2. FrodoKEM . .

.3. SCloud+ KEM. . . . . . . . . .
.4. Conparison to FrodoKEM . . . . .
4. Negotiated G oups for ECDHE- SCl oud+
.1. dient Share and Server Share

.2. Shared Secret .

5 Security Considerations

6. | ANA Consi derations .

7. Acknow edgrents .
8
9

A D wWwww el
QOO UTUITWWWNNN

B
oo

. Nor mat i ve Ref erences
. Informative References
Aut hors’ Addr esses

B
N

I ntroduction
1. Change History
2. Introduction

Cryptographically rel evant quantum conputers (CRQC) may pose a threat
to data protected using conventional cryptographic means in the near
future. The harvest-now decrypt-later (HNDL) attack threatens

exi sting data even in the absence of a CRCQ because the data can be
stored until such tine that one CRCQ becones available. As

i ntroduced in [RFC9794], hybrid mechani sms that conbi ne post-quantum
(PQ and traditional KEMs ensure continuing security even if one of
the al gorithms becones insecure.

"Hybrid key exchange in TLS 1.3" [TLS. Hybrid] specifies the franmework
of concatenation-based approach. |In this approach, each conbination
of hybrid key exchange is viewed as a single new key exchange nethod,
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3.

3.

negotiated and transmtted using the existing TLS 1.3 nechani sns.

Thi s approach not only achieves the primary security goal of hybrid
key exchange menti oned above, but also has the benefits of backwards
conpatibility, high performance, |ow |l atency, and no extra round
trips (refer to Section 1.5 of [TLS. Hybrid]). Following this
approach, two specifications are proposed to instantiate the

conbi nati ons of ECDHE with M.-KEM and SM2 with M.-KEM "Post-quantum
Hybri d ECDHE- MLKEM Key Agreenent for TLSvl1. 3" [ ECDHE- MLKEM and
"Hybrid Post-quantum Key Exchange SM2- MLKEM for TLSv1.3" [SM2- MLKEM .

This draft specifies howto instantiate hybrid key exchange in TLS
1.3 using ECDHE and the post-quantum secure KEM SC oud+

[ SA oud. SSR24] [ SC oud. e24]. SO oud+ and its predecessor SO oud

[ SA oud. e20] are based on the unstructured LWE problem The absence
of al gebraic structure, such as rings or nmodules, in these algorithns
presunmes a higher level of security than for algorithns based on
structured lattices, such as M.-KEM [ FI PS203], in the event of
attacks that exploit structure are devised. The downside of this
conservative approach is reduced conputational and comruni cati on

ef ficiency.

SCl oud+ utilizes ternary secrets and |lattice codes to enhance noi se
control and ensure robust error correction during decryption,
enabling smaller paraneters while nmaintaining | ow decryption failure
probabilities. Conpared with FrodoKEM [ FrodoKEM [I-D. LBES25], a
wel | - known PQ KEM based on the unstructured LVWE problem SC oud+
reduces the size of public key and ciphertext from between 17 to 34
percent, depending on the chosen paraneter set. The encapsul ation
pl us decapsul ation tine is reduced about 24 percent.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

KEMs and SC oud+
1. KEMs and LWVE

Key encapsul ati on nechanism (KEM is a kind of key exchange, which
all ows one entity to encapsul ate a secret key under a (long-termor

epheneral ) public key of another entity. A KEM consists of three
al gorithns:
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*  KeyGen(k) -> (pk, sk): A probabilistic key generation algorithm
whi ch generates a public encapsul ati on key pk and a secret
decapsul ati on key sk, when a security paranmeter k is given

* Encaps(pk) -> (ct, ss): A probabilistic encapsulation algorithm
whi ch takes as input a public encapsul ation key pk and outputs a
ci phertext ct and a shared secret ss.

* Decaps(sk, ct) -> ss: A decapsul ation algorithm which takes as
i nput a secret decapsul ation key sk and ci phertext ct and outputs
a shared secret ss

Anmong t he post-quantum KEM schenes, those based on the learning with
errors (LWE) problem have becone prevalent. It has been proven that
the LWE problemis at |east as hard as the approxi mate shortest
vector problem (SVP) and the shortest independent vectors problem
(SIVP) in lattices, which remain difficult even in the sense of
quantum conputing. This reduction also establishes the average-case
hardness of LWE, nmaking it a strong candi date for cryptographic
constructions. These schenmes can be broadly divided into two

cat egori es, dependi ng on whether algebraic structure is introduceed
into the LVE probl em

The first category includes schenmes built on variants of the LVE
probl em that incorporate al gebraic structured, such as the Ri ng-LVE
and Modul e- LME probl ems. These structured lattice schemes include
the well known NI ST standard M.-KEM [ FI PS203] (M referring to

Modul e-Lattice). The second category are KEMs whose security are
based on hardness of the LWE probl em w thout any al gebraic structure.
These unstructured |l attice schemes, include FrodoKEM [ Fr odoKEM ,
which is well known for its conservative security.

The main benefit of introducing algebraic structure is to make LVE-
based schenes nore conpact, i.e., nore efficient in both aspects of
conput ati on and communi cati on conplexity. However, the al gebraic
structure al so conplicates the procedures of reducing the structured-
LWE problens to the random |l attice problens (which |ack such
structure), such as the approximate SVP and SIVP. Recent research
results denonstrate efficient quantum al gorithns for the approxi mate
I deal -SVP, which is related to structured lattice schenes. Although
it seems unlikely that these approaches can be directly extended to
address the approxi mate Mdul e-SVP or the R ng-LWE Mdul e- LME

probl enms, it remains unclear about the inpact of algebraic structure
on the security of structured-LWE KEMs (Section 1 of [SCO oud.e24]).
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3. 2. Fr odoKEM

Fr odoKEM [ Fr odoKEM is built on the plain LWE encryption

framework, nanely, in algebraically unstructured lattices
Specifically, FrodoKEM operates with matrix-nmatrix nmultiplication
modul o a power-of-2 q. In its key generation and encryption, severa
variables (e.g., S, U and E) are set to be matrices so that a

ci phertext can pack nmore nessage bits. Additionally, FrodoKEM uses
rounded Gaussi an error sanpling, which adheres to the plain LW
problem This is inplenented by constructing a table to store the
cunmul ative distribution function and perforning error sanpling via

t abl e | ookup.

As discussed in Section 3.1, unstructured-LWE based KEMs of fer
conservative security, conpared with structured-LWE based KEMs.
FrodoKEM i s now one of three KEMs in the process of 1SO
standardi zati on [ FrodoKEM. The algorithm details of FrodoKEM are
al so specified as an Internet draft in CFRG by [I|-D.LBES25]. Gernan
BSI considers FrodoKEMto be 'suitable for protecting confidenti al
informati on over the long term, while French ANSSI ’'encourages

i ncludi ng FrodoKEM as a valid and conservative option for high-
security applications.’

However, the conputation and comunication efficiency of FrodoKEMis
much worse than that of M.-KEM  As analyzed in [l KEv2- FrodoKEM, the
size of public key and ciphertext for FrodoKEMis about 13 tines of
that of M.-KEM This poses a major obstacle to their deploynment in
practical systens.

3.3. Sd oud+ KEM

Simlar to FrodoKEM SO oud+ [SC oud. SSR24] is al so an unstructured
|lattice based KEM with post-quantum security. In a nutshell, SC oud+
| everages two particular techniques to significantly enhance both
conput ation and comunication efficiency: ternary secrets and lattice
codi ng.

A ternary secret, where each entry is selected from{0,1,-1}, can be
used to significantly reduce paraneter sizes and inprove the scheme’ s
efficiency. Ternary secrets have been w dely used in hononorphic
encryption schenmes [ SC oud. e24]. For all paranmeters, SC oud+ enpl oys
a ternary secret with a Hamm ng weight equal to half of its length.

I n unstructured- LVE- based schenes, two of the nost time-consum ng
operations are the generation of matrix and the matri x-vector
multiplication. Enploying a ternary secret in SC oud+ inproves noise
control during decryption and thus enables to use a snaller

ci phertext nodul us ensuring correct decryption. This provides an
opportunity to reduce matrix sizes while maintaining the sane

Wang & Wang Expi res 20 August 2026 [ Page 5]



I nternet-Draft ECDHE- SCl oud+ for TLS 1.3 February 2026

security level, thereby facilitating faster matrix sanpling and nore
efficient matrix-vector multiplication. Furthernore, setting the
Hamm ng wei ght of the secret to half of its length prevents it from
becom ng overly sparse, and al so addresses potential security
concerns on sparse-secret LWE

Lattice Coding: SC oud+ carefully selects a robust error correction
met hod to ensure a snaller choice of paraneters while naintaining a
proper decryption failure probability. While the use of lattice
coding is comon in LWE-based constructions, previous schenes often
involve lattice codes with snall dinmensions (4 to 16, nornally).

Al 't hough | arger-dinmensional lattice codes generally offer better
signal -to-noise ratios and thus stronger error correction
capabilities, they require specially designed processes to
efficiently map the nmessage to the lattice code or vice versa, which
poses a chal l enge for high-dinensional |lattice codes. SC oud+
overcones this challenge by designing efficient |abeling and

del abeling for Barnes-Wall | attice codes, enabling the use of
32-dinmensional |attice codes for error correction w thout

conproni sing the scheme’ s performnce

3.4. Conparison to FrodoKEM

Fr odoKEM [ FrodoKEM has 12 variants with | ND-CCA security. Nanely,
it offers 3 NIST security levels 1, 3, and 5; the pseudorandom
generator (PRG uses AES128 or SHAKE 128; and the KEM public key can
be a long-term key (standard node) or a short-term key (ephemnera
node). Here, just FrodoKEM (standard node), rather than eFrodoKEM
is conmpared with SC oud+, regardless the PRGis AES128 or SHAKE 128

SC oud+ provides three sets of paraneters, targeting 128, 192, and
256 bits of security, which are correpsonding to NIST levels 1, 3 and
5 security, respectively. Benefiting fromternary secrets and
Barnes-Wal | lattice codes which are carefully sel ected, SO oud+

achi eves a very flexible paraneter selection and nmintains a noderate
security margins (about 88 bits) for all sets of paraneters while
ensuring the conforned decryption failure probability. The | ND CCA
security of SC oud+ is shown, and al so conprehensively anal yzed using
potentially the nost effective attacks for LWE, including prinma
attack, dual attack, and hybrid attack in [ SC oud. SSR24] .

As denonstrated in Table 1 and Table 2, conpared to FrodoKEM SC oud+
achi eves better performance in both aspects of communications and
computation. Here, the original size nunbers in Table 1 cone from
Table A5 in [FrodoKEM, and Table 6 in [SC oud. SSR24]. About the
total length of public key and ci phertext, the correspondi ng size of
SC oud+ is shorter than that of FrodoKEM for 34.5% 30% and 17.5%
for security levels 1, 3, and 5, respectively.
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f oo b e sy oo e s s
| Al gorithns | decapsul ation|encapsul ation| ciphterext | shared secret

| | key sk | key pk | ct | Ss

B el sl s ety e el e el
| FrodoKEM 640 | 19, 888 | 9,616 | 9,752 | 16

I I T I R I I I T

| SCloud+ 128 | 14,480 | 7,200 | 5,456 | 16
i I I R i

| FrodoKEM 976 | 31,296 | 15,632 | 15,792 | 24

i I i i i i I i i I

| SCloud+ 192 | 21,968 | 11,136 | 10,832 | 24

I I T I I I I I T

| FrodoKEM 1344 | 43,088 | 21,520 | 21,696 | 32
i I I R i

| SCloud+ 256 | 37,304 | 18,744 | 16,916 | 32

i I i i i i I i i I

Table 1. Size (in bytes) of keys and ciphertexts of FrodoKEM and SC oud+

As shown in Table 2, for the correspondi ng conputation cost for
encapsul ati on and decapsul ati on together, SC oud+ is |ess than that
of FrodoKEM for 24.5% 16% and 26% for security levels 1, 3, and 5,
respectively. These original nunbers cone fromTables 5 and 7 in

[ SA oud. SSR24]. Note that here, conputation cost is treated as the
same as operation efficiency (in 10"3 cycles) shown in Table 2, based
on x86 platform|[SC oud. SSR24] .

B et el et e e ety e el
| Algorithns | KeyGen | Encapsulation | Decapsul ation | Enc. +Dec.

B s e e sl oo sl el e et =3
| FrodoKEM 640 | 1,375 | 1, 541 | 1, 474 | 3,015 |
I IR I I IR I IR I I +
| SC oud+ 128 | 998 | 1,125 | 1,127 | 2,273 |
I i I I i I i Fo-m - - +
| FrodoKEM 976 | 2,786 | 2,993 | 2,814 | 5,807 |
R I I I R I I R I I I I +
| SOoud+ 192 | 2,226 | 2,418 | 2,417 | 4,859 |
I IR I I IR I IR I I +
| FrodoKEM 1344 | 4,906 | 5,183 | 4,922 | 10,174 |
I i I I i I i Fo-m - - +
| SO oud+-256 | 3,454 | 3,671 | 3, 824 | 7,539 |
R I I I R I I R I I I I +

Table 2: Operation Efficiency (in 1073 cycles) of FrodoKEM and SC oud+
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4. Negotiated G oups for ECDHE- SC oud+
4.1. dient Share and Server Share

As specified in [TLS. Hybrid], each particular conbination of a hybrid
key exchange is represented as a NamedG oup and sent in the
supported_groups extension in TLS 1.3. No internal structure or
grammar is inplied or required in the value of the identifier; they
are sinply opaque identifiers.

This section describes the client’s and server’s key_exchange val ues
for each of the follow ng three hybrids of ECDHE- SCl oud+

*  X25519SC oud+128: X25519 [RFC7748] is conbined with SC oud+-128

*  SecP256r 1SC oud+192: SecP256r1 (NI ST P-256) [RFC8446] is conbi ned
wi th SC oud+-192.

*  SecP384r 1SC oud+256: SecP384r1 (NI ST P-384) [RFC8446] is combined
wi th SC oud+- 256

When each of these three groups is negotiated, the client’s

key exchange value is the concatenation of the client’s ECDH
epheneral share and the SC oud+ encapsul ation key. The exact size of
the client share is showmn in Table 3, for all three groups.

When each of these three groups is negotiated, the server’s

key exchange value is the concatenation of the server’'s ECDH
epheneral share and the SC oud+ encapsul ated ci phertext. The exact
size of the server share is also shown in Table 3, for all three

groups.

[} e ———————————— L —————————— L —p—_—_———————_ Ll —p—_—_——(——(————r L
| G oups | Cient Share | Server Share | Shared Secret

[ et ey el Lt o}
| X25519SC oud+128 | 7,232 | 5, 488 | 48 |
S o e e o - o e e o - oo +
| SecP256r 1SC oud+192 | 11, 201 | 10, 897 | 56 |
o e e e e e oo - o e e - o e e - T +
| SecP384r 1SC oud+256 | 18, 841 | 17,013 | 80 |
Fom e e e e e oo s oo s oo s oo +

Table 3: The Size of Cdient Share, Server Share and Shared Secret (in Bytes)
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4.2. Shared Secret

The shared secret is also just the the concatenati on of the ECDHE
shared secret and the SC oud+ shared secret. Nanely, the size of
shared secret is 48 (32+16) bytes for X25519SC oud+128, 56 (32+24)
bytes for SecP256r 1SC oud+192, and 80 (48+32) bytes for

SecP384r 1SCl oud+256. These nunbers are al so shown in Table 3.

As highlighted in [TLS. Hybrid], "for all groups, both client and
server MJST cal cul ate the ECDH part of the shared secret as described
in Section 7.4.2 of [RFC8446], including the all-zero shared secret
check for X25519, and abort the connection with an illegal paraneter
alert if it fails."

5. Security Considerations

As SCl oud+ is shown as an | ND- CCA secure post-quantum KEM schene

[ SA oud. SSR24], the security analysis given in [TLS. Hybrid] applies
here as well. At the time of witing, there are no other security
i ssues which may need to be considered here.

6. | ANA Consi derations

Table 4 bel ow gives the list of three | ANA values for the three
hybrid combi nati ons with ECDHE and SC oud+, specified in this draft.
These val ues are to be assigned by | ANA, and regi stered under the
"TLS Supported G oups" registry of Transport Layer Security (TLS)
Paraneters [| ANA-TLS].

f oo bl e s s ool e e
| Val ue | Description | DTLS-OK | Recommended | Reference

[ el s e e e e el
| (TBD) 4591 | X25519SCl oud+128 | Y | N | this draft

| (OX11EF) | | I |

R Feom e e e e e e e - - R I I

| (TBD) 4592 | SecP256r 1SC oud+192 | Y | N | this draft

| (0x11F0) | I I I

F--- - - B F---- - - - F-- - - - - - R I

| (TBD) 4593 | SecP384r 1SC oud+256 | Y | N | this draft

| (Ox11F1) | I I I

R Feom e e e e e e e - - R I I

Table 4: Updates to the I ANA "TLS Supported G oups”
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