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Abst ract

In the Resource Public Key Infrastructure (RPKI), validating prefix-
origin pairs using Route Oigin Authorizations (ROAs) globally and
performing Route Origin Validation (ROV) locally at each Autononous
System (AS) with validated ROA payl oads (VRPs) can lead to

i nconsistent results due to partial route visibility. This docunent
hi ghl i ghts how partial route visibility can turn originally non-Ioose
ROAs into | oose VRPs, outlines the causes of partial route
visibility, and discusses potential solutions to nmitigate the issue.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 8 June 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Route hijacking is a significant vulnerability in the Border Gateway
Protocol (BGP) due to lack of restrictions on prefix ownership
clains. To conbat this, the Resource Public Key Infrastructure
(RPKI') [RFC6482] was introduced to validate prefix-origin pairs.
Prefix owners issue Route Origin Authorizations (ROAs) specifying the
prefix-origin pairs to RPKI repositories. Relying parties (RPS) in
each aut ononmous system (AS) then downl oad the ROAs, generate

Val i dat ed ROA Payl oads (VRPs), and distribute themto border routers.
These routers use VRPs to perform Route Origin Validation (ROV)

[ RFC6483] [ RFC6811] .

A comon m sconception is that w thout engineering errors (e.g.,
issues with the RPKI repository, RP malfunctions, or ROV execution
failures), a secure ROA would yield a secure VRP in certain.

"Secure" neans each covered prefix is protected fromroute hijacking.
However, in reality, routes fromthe origin AS and the correspondi ng
ROAs travel through different channels. Routes are distributed via
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BGP and may be affected by transit AS policies. In contrast, ROAs
are stored in global RPKI repositories, so they are accessible to RPs
in all locations. This divergence can |ead to inconsistencies

bet ween val i dation using ROAs from gl obal repositories and ROV with

| ocal VRPs.

This memo will first address the problemof route partial visibility:
validation of routes could be inconsistent with either ROAs or VRPs.
Then possi bl e causes which could lead to route partial visibility are
summari zed. Finally, the nmenmbo will discuss potential solutions to
resolve or nmitigate the resulting vulnerabilities.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Pr obl em St at enent

The concept of a "loose" ROA is defined as, a ROA whose sub-prefixes
of the maximumlength allowed by itself are not always advertised in
BGP [ RFC9319]. For exanple, in Figure 1, within the prefix range
185. 70. 140. 0/ 22- 24, AS 201411 originates two prefixes, B
(185.70.140.0/23) and D (185.70.140.0/24), and issues a ROA (AS
201411, 185.70.140.0/23-24), marked with asterisks (*). Any other
prefixes in this prefix range are not announced by any AS. Since
prefix E (185.70.141.0/24) is not announced, the ROA is considered

| oose.

D 0%,0.0.9.9.0,0.9.9,:9.0.9.9.9,0.9.9.9.0.9.9.9,0.9.9.9.0.0.9.9,0 O QW.9.9,0.9.9.9.0.9.9.9,0.9.9.9,0.9.0.9.0.9.9.9,0.9.9.9,0.9.9.$.¢.$.9

EE R R I I I R R I R I I R S

B=185. 70. 140. 0/ 23 iDA0,0.9.9,0,0.0.0,0,0.0.0,0.0. 0. QI OID 9.0,0.9.9,0,0,0.0,0,0.0.0,¢,0

*D=185. 70. 140. 0/ 24] XXXXXXX E  XXXXXXX* XXXXXXX F - XXXXXXX] XXXXXXX G XXXXXXX

R R I I R R R Sk S R I

3.

1.

Figure 1: an exanple of |oose ROA

Vul nerabilities of Loose ROAs

A sub-prefix S which causes a ROA to be | oose faces two prinmary
vul nerabilities:
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0a9,0.9,9,0.0.0.9,0,0.9.9.0.0.0.9,9,0.0,0.9,0,0.9.9.0.9.0.9.9,0.9.0 QULN$0.0.0.9,0,0.0.0.0,0,0.9,:0.0.9,.0.9.0,0.9,0.9,0,0.9,.9.0,0,:0.9,¢,¢

R R R I R R R R Sk R S R O

* Super-prefix Hjacking: An attacker can announce a super-prefix of
S, such as A (185.70.140.0/22) in Figure 1, with the same origin
AS. This route will be validated as "not-found" since its prefix
length is shorter than the ROA's prefix range (23-24) and won't be
filtered. Because prefix E (185.70.141.0/24) is not announced,
the attack route will be the best route for addresses in prefix E
| eading to traffic hijacking.

* Forged-Origin H jacking: An attacker can announce a route with S
and the original AS as the origin but with a fake AS path that
includes the attacker’ s AS. This type of hijacking can al so
af fect non-1oose ROAs but is guaranteed to succeed agai nst | oose
ROAs. In Figure 1, if an attacker announces prefix E with an AS
path ending in AS 201411, it will be validated as "valid" and
sel ected as the best route for addresses in prefix E
Consequently, traffic will follow the attack route into the
attacker’s AS, resulting in hijacking.

Refined Definitions for Loose ROAs and VRPs

The previous definition of | oose ROAs nisses certain corner cases.

For exanple, in Figure 2, AS 201411 originates two prefixes, D
(185.70.140.0/24) and E (185.70.141.0/24), but issues three ROAs: (AS
201411, 185.70.140.0/23-23), (AS 201411, 185.70.140.0/24-24), and (AS
201411, 185.70.141.0/24-24). These can be conbined into one single
ROA (AS 201411, 185.70.140.0/23-24). This ROA is not |oose because
all its sub-prefixes of the maxinumlength allowed are advertised in
BGP.

D, 0.9,9,:0.9.0.9.0,:0.9.0.0.0. 0 0. Q1 - B0 9.0,0.9,.0.9.0,0.9,0,0.9.0.0.0,4D.9,.0.9,0.9.0,0.9,0.0.0,0.9.0. 0 QLOI $.9,0.0,0,0.9.9,0.9,0.9,0,¢.9.

R I R I R S R R R R I R S R I R

*D=185. 70. 140. 0/ 24*E=185. 70. 141. 0/ 24* XKXXXXX F  XXXXXXX] XXXXXXX G XXXXXXX|

R I S O R R kR

Figure 2: an exanmple of non-|oose ROA

Therefore, for a strict definition, a ROAis non-loose if, for any
address | covered by the ROA R there exists an advertised route
that:

1. Covers I.

2. Is validated as valid (not necessarily by R
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3. Has the longest prefix |l ength anong advertised routes whose
prefixes cover |.

4. Has a prefix length greater than or equal to R s MaxLength (Ln).
If these conditions are not net, the ROA R is considered | oose.

Since VRPs are derived from ROAs, "loose VRPs" can be simlarly
defined from"l oose ROAs." The main difference is that for VRPs,
"the route shoul d be advertised" changes to "the route should be in
the router’ s local RIB" (Routing Information Base). This is because
ROAs apply to globally announced routes, while VRPs are used within
each AS and validate locally received routes. Therefore, only routes
visible to the local router determ ne VRP | ooseness.

Therfore, a VRP is non-loose if, for any address | covered by the VRP
V on a border router, there always exists a route in the router’s

|l ocal RIB that:

1. Covers |.

2. Is validated as valid (not necessarily by V).

3. Has the longest prefix length anong all routes in the local RIB
whose prefixes cover |

4. Has a prefix length greater than or equal to V' s MaxLength (Lnm.
If these conditions are not met, the VRP V is considered | oose.

3.3. Route Partial Visibility
In theory, the origin AS can control its own ROA issuance to ensure

consistency with its advertised routes but cannot ensure other ASes
will receive these routes precisely. A route initially announced may

fail to propagate to another AS. If this route’s prefix is a sub-
prefix within the maxi mumlength allowed by the origin AS s ROA the
resulting VRP at the observer AS will be |loose. W termthis

phenonmenon, where a route announced with a ROA is not visible to al
ASes, as route partial visibility.

In conclusion, a key issue with ROV is that non-l1oose ROAs don’'t

al ways produce non-loose VRPs due to the partial visibility of
announced rout es.
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4. Causes of Route Partial Visibility

The general process for the formation of route partial visibility is
outlined as follows. For a given origin AS, it issues ROAs for al
its active and advertised prefixes, ensuring these ROAs are initially
non-| oose. "Active" neans that neither the prefixes nor their sub-
prefixes are expired or revoked. However, when a route fromthe
origin AS reaches a transit AS, certain BGP routing policies may
alter it. This could involve dropping the route, or changing its
prefix or origin AS and then propagating the nodified route.

If the route is dropped, any AS that does not receive it will likely
have | oose VRPs. Even if the route is altered but not dropped, the
VRP at an observer AS may still beconme | oose, since the prefix may no

|l onger match with the VRP. These transit AS policies, which we term
"policies with hidden danger," inadvertently disrupt RPKI ROV. Bel ow
are possible types of policies that may drop or alter passing routes.

4.1. Explicit Route Filtering

The sinplest type of policy is explicit route filtering, including

i mport/export filtering, route blackholing, route danping, and
simlar mechanisms. Wien a transit AS applies such policies, it
directly drops routes for specific prefixes. As a result, these
prefixes will have no corresponding routes in the downstream ASes of
the transit AS.

4.2. Inplicit Route Filtering

When certain policies conbine, they can inplicitly drop routes.
Consider this scenario in Figure 3: a MOAS prefix is announced by
different ASes (AS a and AS b), with only AS a issuing a ROA for the
prefix. Both routes reach an ROV-di sabl ed AS (AS d), where the route
sel ection policy retains only one route per prefix. Due to a shorter
AS path, AS d keeps the route fromAS b and discards the valid route
fromAS a.

This route fromAS b continues spreading until it reaches an ROv-
enabled AS (AS e). Since the prefix has a ROA only for AS a, the ROV
policy at AS e narks the route fromAS b as invalid and drops it.
Consequently, there will be no route for the MOAS prefix in
downst r eam ASes
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Hommm-- + Hommm-- +
| ASa|------ | AS c |

R + R +

with ROA |

Hommm-- + Hommm-- + Hommm-- +
| ASb |------ | ASd |------ | AS e |
Hommm-- + Hommm-- + Hommm-- +

wi t hout ROA ROV- di sabl ed ROV- enabl ed

Figure 3: an exanple scenario of inplicit route filtering

4.3. Route De-aggregation

In addition to dropping routes, routing policies can also transform
prefixes within routes. One such transfornmation is route de-

aggregation. In this process, the origin AS remai ns unchanged, but
the original route is replaced with one or nore routes for the sub-
prefixes. |f any de-aggregated prefix exceeds the naxLength

specified in its matching VRP, it will be validated as invalid and

get dropped, meking the de-aggregation ineffective. Additionally,
the absence of routes for the de-aggregated prefixes can nmake the VRP
| oose.

4.4. Route Aggregation

The opposite transformation is route aggregati on. Route aggregation
suppresses the original routes and generates a newroute with a
super-prefix enconpassing all original prefixes. The ROV status of
the aggregated route can vary:

1. Valid: If the aggregated prefix has a ROA and the origin AS
mat ches the transit AS perform ng the aggregation

2. Not Found: If no ROA exists for the aggregated prefix. For a
successful super-prefix hijack, the attack route nust be shorter
than all original prefixes but not shorter than the aggregated
prefi x.

3. Invalid: If another ROA exists for a different origin AS for the
aggregated prefix or any super-prefix of it, causing the
aggregated route to be filtered and the aggregation to fail.
Additionally, the absence of routes for the de-aggregated prefix
may contribute to VRP | ooseness.
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Pot ential Sol utions

Since there is no prior work formally addressing the problem no
solutions exist to systematically elimnate the issue in ROV with
route partially visibility. Generally, there are two nain approaches
to address the problem one is to elininate potential risks by
addressing policies with hidden dangers, and the other is to defend
agai nst damages when attacks occur due to these policies.

1. Report Policies with H dden Danger

To resolve the issue fundanentally, transit ASes must report policies
with potential hidden dangers. The reporting approach depends on the

policy type:

* Route Filtering: ROAs cannot prevent super-prefix hijacks since an
attacker can al ways announce a route with a shorter prefix, making
its ROV state "not found." |Ideally, the transit AS should inform
all its downstream ASes about the filtered routes, allow ng them
to inspect overlapping prefixes in their received routes.

* Route Transformation (Aggregation or De-aggregation): The transit
AS should notify the origin ASes. For de-aggregation, origin ASes
shoul d i ssue additional ROAs for the de-aggregated prefixes. For
aggregation, the transit AS should additionally obtain perm ssions
fromall origin ASes to announce a ROA itself for the aggregated
prefi x.

I mpl enenting this proposal is challenging for several reasons.

First, transit ASes may be reluctant to disclose routing policies for
security reasons and see no benefit, as their own policies do not

af fect them negatively. Second, malicious transit ASes night provide
false informati on about their policies. Additionally, other ASes may
be unwilling to adjust their routing policies or ROAs based on clains
from anot her AS.

2. Defend Agai nst Attacks Exploiting Loose VRPs

A nore practical approach is to | et each observer AS handle the
defense, without involving the transit AS. Wile observer ASes may
not know which routes are partially visible to them they can stil
def end agai nst potential forged-origin and super-prefix hijacks.

There are already many recent studies focusing on defending forged-
origin hijacks, and their main idea is conbining the AS path feature
and validating the AS path of received routes, such as using ASPA
[1-D.ietf-sidrops-aspa-verification].
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For super-prefix hijacks, solutions fall into two categories:

* At RPKI Level: (Observer ASes can independently add, delete, or
nmodi fy | ocal VRPs using techni ques such as SLURM [ RFC8416], which
is effective for route transformations.

* At BGP Level: (nserver ASes can add bl ocking rules or make
bl ackhol e announcenments for routes that could trigger super-prefix
hi jacks, which is suitable for route filtering.

In sunmary, defending against the vulnerabilities of |oose VRPs
requires systematic efforts.

6. Security Considerations
There is no security consideration in this draft.
7. | ANA Consi derations
There is no | ANA consideration in this draft.
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