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Abstract

Thi s docunent el aborates on the reasons why it is unfeasible to
reconstruct the native-BGPsec as a transitive approach, such that a
BGP update with a correctly signed BGPsec_PATH attribute can traverse
| egacy areas and afterwards it can still be properly processed by
subsequent native-BGPsec speakers.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://FCBGP. gi t hub. i o/ BGPsec- Transi ti on/ draft-wang-si dr ops- bgpsec-
transition.htm. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-wang-sidrops-bgpsec-
transition/.

Source for this draft and an issue tracker can be found at
https://github. com FCBGP/ BGPsec- Transi ti on

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 June 2026.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
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extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
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I ntroduction

The Border Gateway Protocol (BGP) [RFC4271] is vulnerable to route
| eaks and hijacki ng attacks.

Nati ve BGPsec, as defined in [RFC8205], extends BGP to enhance the
security of AS path information. Nevertheless, native BGPsec
encounters chall enges in achieving increnental deploynent. It
utilizes an optional non-transitive BGP path attribute to deliver
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digital signatures. Yet, when BGPsec nessages traverse BGPsec-

unenpl oyed, the |last BGPsec-aware router falls back to native BGP
protocol to ensure backward conpatibility, by conpletely renoving the
BGPsec-rel ated path attribute (i.e., the BGPsec_PATH attri bute)

The principal objectives are to nmake BGPsec transit transparently
over BGPsec-unenpl oyed areas, instead of conpletely falling back to
| egacy BGP.

In order to transit across areas where BGPsec has not been depl oyed,
the nost straightforward approach is to transformthe native BGPsec
into transitive BGPsec. However, this docunent will illustrate that
it is unfeasible to render BGPsec as a transitive approach for
traversi ng undepl oyed areas while still being conpatible with native
BGPsec. In other words, transitive BGPsec is not conpatible with
BGPsec.

1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

BGP: BGP, native BGP, and/or |egacy BGP are the BGP version 4
defined in [ RFC4271] and/or multiprotocol BGP defined in
[ RFC4760]. It does not support BGPsec or native BGPsec.

BGPsec: BGPsec, native BGPsec, and/or traditional BGPsec are the
BGPsec approach defined in [ RFC8205].

T-BGPsec: T-BGPsec or transitive BGPsec neans that the transitive
BGPsec approach is defined in this docunent.

Transiti ve BGPsec Mbdifications

Transitive BGPsec, in essence, describes that the BGsec_ PATh nust be
transitive and conmpliant with native BGPsec.

2.1. Transitive BGPsec Negotiation

Xu,

As stated in Section 2.2 of [RFC8205], for a BGPsec router to
successfully negotiate with its peer, it nmust transmt the BGPsec
Capabilities that are in accordance with those of its peers in the
BGP OPEN nessage. A transitive path attribute, instead, does not
require the negotiation of capabilities with peers. In the event
that a peer fails to conprehend the transitive path attribute, it
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simply forwards it to downstream BGP speakers.

In transitive BGPsec, negotiating the BGPsec capability is not
required. However, a BGPsec router is obligated to informits peer
that it supports transitive BGPsec. In this case, the reuse of the
BGPsec capability is essential. Nevertheless, there is no
requirenent to utilize the Dir field and the AFl field. Transitive
BGPsec reuses the native BGPsec capability format. Consequently, the
version field of the BGPsec capability nust be updated to 1, while
the remaining fields should be filled with 0.

If a BGPsec router negotiates with its peers and the version val ue of
the BGPsec capability is set to 1, this inplies that the router
supports transitive BGPsec. In this scenario, the BGPsec capability
serves two purposes. Firstly, it notifies the peer that this
particul ar BGP speaker is capable of supporting transitive BGPsec.
Secondly, it differentiates transitive BGPsec fromnative BGPsec.

For the sake of conpatibility, this document designates that it stil
supports native BGPsec in this version

2.2. The Transitive BGPsec PATH Attribute

Gven that the objective is to expedite the increnmental deploynent of
BGPsec, this docunment considers the | east possible nodifications to
BGPsec. Consequently, all of the packet formats of the BGPsec_PATH
attribute defined in [RFC8205] are reutilized in the establishment of
transitive BGPsec, including the BGsec PATH attribute format,
Secure_Path format, Secure_Path Segnment format, Signature_ Bl ock
format, and Signature_ Bl ock Segnent fornat.

In native BGPsec, the BGPsec_PATH attribute is an optional non-
transitive BGP path attribute. However, within this docunment, the
BGPsec_PATH attribute is defined as an optional transitive BGP path
attribute. It is inportant to note that the attribute code should
remain the same as that of the native BGPsec PATH attri bute.

2.3. Updating and Recei vi ng BGP UPDATE nessage
TBD.

3. Question: Conpatibility with Native BGPsec
Taki ng the topol ogy presented in Figure 1 as an exanpl e:
* AS A AS B, and AS C are regions with continuous native BGPsec

depl oynents. Specifically, AS A, AS B, and AS C i nplenent native
BGPsec. Additionally, AS C also inplenents transitive BGPsec
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* AS D and AS E are areas with | egacy BGP depl oynments. These areas
do not inplenent native BGPsec, transitive BGPsec, or any other
rel ated security nechani sns.

* AS F depl oys native BGPsec.

+---+ +---+ +---+ +---+ +---+ +---+
| Al -=>| B| -=>| C| -=>| D| -=>| E| -->| F| --> ...
+---+ +---+ +---+ +---+ +---+ +---+

I I I I I

I I I I I

\ / \ / |

BGPsec Conti nuous Area Non- BGPsec Area BGPsec

Figure 1: Exanple: M x Depl oynent Scenari o

AS A is capable of negotiating the BGPsec Capability with AS B. AS A
di ssemnates a route prefix through a BGPsec UPDATE nessage to AS B.

AS B can negotiate the BGPsec Capability independently with both AS A
and AS C. It receives the BGPsec UPDATE message from AS A and
validates it in accordance with the BGPsec specification.
Subsequently, it nodifies the BGPsec UPDATE nmessage by incorporating
its owmn information and forwards it to AS C

AS C obtains the BGPsec UPDATE nmessage fromAS B. AS C validates the
BGPsec UPDATE nessage and nmakes the necessary nodifications. In this
scenari o, because AS Dis a legacy AS, AS C converts this nessage
into a transitive BGPsec UPDATE nessage.

AS D and AS E refrain fromprocessing this transitive BGPsec nessage
and instead forward it to the subsequent hop.

AS F receives this transitive BGsec UPDATE nessage fromAS E
Because AS F deploys the native BGPsec, it will conduct a syntax
check. However, the verification will fail because the nessage is
not correctly formatted as a BGPsec UPDATE nessage.

In summary, any native BGPsec speaker on the downstream of an
undepl oyed regi on cannot properly process the transitive BGPsec
UPDATE nessages sent by upstream ASes.

Thus, we conclude that the transitive BGPsec is not a viable option
to nmake BGPsec increnmentally depl oyabl e.

A new internediate protocol is required in the transition to full
BGPsec depl oynent.
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3.1. Explainations

Wy we persistently on making a transitive BGP path security
mechanismis that we would i ke to nake the new one can achi eve nore
benefit for the whole network, not just making sone BGPsec i sl ands.

4. Security Considerations
There are no security considerations in this docunent.
5. | ANA Consi derati ons
Thi s docurment has no | ANA acti ons.
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