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Abstract

This specification outlines technical requirenents for |oT snart

term nal access nanagenent to address critical security challenges.
The wi dely dispersed nature of 10T devices (including |IP caneras,
access control systens, and traffic nmonitoring units) conplicates

ef fective oversight while creating significant vulnerabilities during
networ k aut hentication. The proposed franmework conbats unauthori zed
access and device inpersonation through enhanced access contro
mechani sns, enabling real-tine device nonitoring and pronpt detection
of offline status - essential capabilities for maintaining secure and
stabl e 10T network operations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Novenber 2025.
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1. Introduction

The rapi d advancenent of |oT and | P-based conmuni cati on systems has
i nterconnected nassive smart terminals across extensive and
decentralized networks. This proliferation creates security

vul nerabilities, as human oversi ght struggles to manage di spersed
devices like | P caneras, access control systens, and other connected
endpoints. The integration of 10T with core informati on networks
anplifies risks - conpronised termnals could enabl e network-wi de
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breaches, paralyzing critical operations and exposing sensitive data.
I mpl enenting robust term nal access control and application

gover nance nechani sns therefore forns a critical conmponent in

saf eguardi ng | oT ecosystens, ensuring continuous security and
availability am dst evol ving cyber threats.

This draft outlines the technical requirements for secure access and
managenment of smart terminals in the 10T to address the security
threats and chal |l enges that exist in the access process of termnals.
We di scuss the networking structure of common |oT smart termnals in
Section 2. Security threats and chall enges faced in the access
process of 10T smart ternminals in will be clarified in Section 3. In
Section 4, we review the guidelines and regulations related to the
access of 1oT ternminals. |In Section 5, we present the requirements
for secure access and managenent of |oT smart terminals and descri bes
in detail. This draft provides a reference for |oT security access
and nanagenent

2. The Network Structure of 10T System

Under normal circunstances, |oT smart termnals are connected to the
network through 10T gateway, and then the data of termnals is
reported to the application center through |oT gateway, which builds
the conpl ete network

The di agram of an |oT systemis shown in the figure below In the
perception layer, four types of 10T smart termnals form four
subsystens, which are video nonitoring subsystem access contro
subsystem al arm subsystem and i ntercom subsystem The snart
terminals in each subsystemare different. In the video nonitoring
subsystem the main terminals are |P canmeras and intelligent caneras
for collecting video and image data. |In the access contro
subsystem the main termnals are turnstiles and vehicle access
control hosts for collecting vehicle information. 1In the alarm
subsystem the main termnals are al arm hosts, al arm keyboards and
wi rel ess alarm hosts, which are used to set alarm policies, issue
al arm war nings and report alarmevents, etc. In the intercom
subsystem its main termnals are intercomhosts and indivi dua

equi prent, which are used to collect voice data. Through this
figure, we can know that in the 10T system snart termnals are

het er ogeneous and conpl ex, and the data are aggregated into the
application layer through the transport |ayer, which greatly
increases the difficulty of the application layer to control the
termnals in the sensing |ayer.
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Figure: The Network Structure of an |oT System
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3.

Security Threats and Chal | enges

The main security threats and challenges in the process of accessing
|oT smart termnals are as foll ows:

1.

4.

1.

Wang,

Il egal connection: By IoT snmart terminals, illegal devices and
hosts may access to the network for probing and attacking. The
application |ayer network may be invaded by smart termnals,
which will lead to information | eakage.

Personate connection: Wde distribution of IoT snart termnals
and the public deploynment environnment nake it easy for malicious
devices to inpersonate legitimte devices and upl oad fake data,
which will lead to abnormal function of the devices and causes
great damage to the security of IoT

Devices offline: 1oT smart terminals are numerous and very
vul nerabl e when they suffer from physical attacks, network
anomal i es, power supply anonalies, and agi ng of device, which
|l eads themto work offline. However, offline devices are
difficult to discover, causing the |oss of sonme functions.

Devi ces nanagenent: There are many kinds of |oT smart termnals,
and it is often not clear how nany |oT snart terminals are in the
whol e 10T network and how many | oT smart terminals have security
probl ems, which | eads to unable to control 0T smart termnals
and sort out device assets.

Current Technol ogy Leve

On the access control of 10T, many control protocols applied to

I oT smart terminals have been proposed, such as Zigbee [ZB], DALI
[ DALI ], BACNET [ BACNET], which do not contribute to the secure
access of 10T devices. The UPnP [I| SO EC23941] access protoco
defines the access to |oT smart terminals, but does not consider
the issue of secure access.

There are many specialized and generic security protocols being
used in current |P-based deploynments of |oT smart device
applications. For exanple, |Psec [RFC7296], TLS [ RFC8446], DILS
[ RFC6347], H P [ RFC7401], Kerberos [RFC4120], SASL [ RFC4422], and
EAP [ RFC3748], etc. However, these protocols also can not
protect against illegal connection, personate connection and

of fline encountered during device access.

There are al so a nunber of groups that focus on |oT device

security. For exanple, the Cloud Security Alliance (CSA)
recommended that when enterprises build the 10T network, they
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shoul d strengthen 10T smart devi ce authentication/authorization
[CSA]. The dobal System for Mobile conmmuni cati ons Associ ati on
(GSMA) has published a security guide for 10T systens [ GSMA] to
bring a set of security guidelines to the research of I0oT
security product. The United States Departnent of Honel and
Security(DHS) has proposed six |0oT security strategic principles
[DHS] to guide |oT devel opers, nmanufacturers, service providers,
and consuners in considering security issues. These teans give
good advice on building security for the 10T, but there is no

i ntroduction or description of secure access to the IoT.

4. The current security standards on |10T, such as [ RFC8576],
i ntroduce the security issues and solutions, but there is no
mention of the problems and solutions in the access process of
smart term nal s.

5. In other related device access standards, there are device access
and portal -based aut hentication based on 802. 1x [| S088021X]
However, due to |IoT smart terminals are mainly dunmb termnals,
they are not suitable for authentication access through 802. 1x or
portal, and the two authentication nmethods cannot be used to
solve the illegal and personate connection of devices.

5. Secure Access and Managenment of |oT Smart Termi nal s
5.1. Framework of Secure Access Managenent

Conparing to three-layer franework of 10T,a |ayer of access and
managenent is added for the franmework of secure access managenent,
which is between transport |ayer and application |layer. The
framewor k of secure access managenent for |oT smart termnals is
shown in the followng figure. In this franework, the access process
of 1oT is divided into four parts, which are sensing&control domain,
access&managenent domai n, application&service domain, and user
domai n. Anpong them access&ranagenent domain is the specific

i mpl ementation of the secure access and managenent technica
requirenents to ensure secure access of smart terninals in terns of
smart term nals managenent, access control, strategy nanagement and
access log audit.
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Fi gure: Framework of Secure Access Managenent for Smart Term nal s
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5.1.1. *Sensing & Controlling Domain*

Smart Termnals: Include wired termnals |ike RS-485, RS-232 and

ot her devices, wireless termnals such as Zi gBee, LoRa and ot her
devices, smart devices |like smart IP, WFi, 5G 4G audio and video
device and RFID, etc.

| OT Gateway: An entity used to connect smart term nals and upper
| ayer, which is able to store data, conpute data and transform
pr ot ocol

Among them snmart terminals can be directly connected to the access
& managerent dommin, or indirectly connected to the access &
managemnent domai n through the |oT gateway.

5.1.2. *Access & Managenent Donai n*

Access & managenent domain is the core, which is used to nanage and
control the access of smart terminals, including four parts: device
managenent, device access, access policy management and | og audit.

The contents of each part are clarified as foll ows:

Devi ce Managenent: It nmainly nanages devi ce asset infornmation,
including status, |IP address, MAC address, type, brand, nodel,
firmvare version, open port and service of smart termnals.

Devi ce Access: It refers to the device access node supported by smart
term nals, including access based on unique identification
informati on of smart ternminals (the conposition of it can be one or
more sets of device asset information), access based on trusted
communi cati on protocol of smart terminals and access based on
certificate authentication.

Access Policy Managenent: It refers to the access policy managenent
based on the unique identification information of smart term nals.
The access policy includes | PG&MAC access policy, |P&VAC&rand access
policy, |P&VAC&rand&rodel access policy.

Log Audit: Used to record, store and audit the log infornmation

generated in the access process of smart terminals, including
exception |l og audit, behavior log audit and operation | og audit.
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5.1.3. *Application & Service Donmai n*

Application & service domain is the core business system which
provi des informational application services for information

col l ecting, exchanging and processing. The infornmation provided by
the smart terminals is verified by the access & managenent donmain to
ensure security and stability of the system

5.1.4. *User Domai n*

User domain refers to the users of snmart termnals who can directly
access the core business systemin application & service domain, and
vi ew the access condition of smart terminals and manage themin
access & managemnent domai n.

5.2. *Requirenents for Device Security Access*

5.2.1. *Requirenents for Devices Access Authentication ldentity
I nf or mati on*

The identity information of devices should include one or nore of the
foll owi ng characteristics:

1.1 P Address 2. MAC Address 3. Brand 4. Type 5. Mbdel 6. Firnmnare Version
7.Port & Service

5.2.2. *Requirenments for Access Status of Devices*
There shoul d be at |east four types of access status:

1.Online: The device that has been authenticated and is still working
well. 2. Ofline: The device that has been authenticated whereas is
not connected to network. 3. Replacenent: The device that has not been
aut henticated whereas its authentication information is as the sane
as ot her authenticated device. 4.111egal connection: The device that
has not been authenticated and its information is different from

ot her authenticated devi ce.

5.2.3. *Recommendation of Access Policy*

1. The device access policy should have at |east five conbinations:
a. |P + MAC

b. IP + MAC + Brand

c. |P + MAC + Brand + Mbodel

d. IP + MAC + Brand + Mddel + Type

e. |IP + MAC + Brand + Model + Type + Firmnare Version 2. The ill egal

access of replacenent device and illegal connection device can be
qui ckly di scovered and prevented. 3. The configuration of access
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policy can be done manual |y and automatically. 4.The access policy
can be custonized by any conbi nati on of recomendati on of access
policy shown in requirenent 1.

5.3. *Requirenents for Managenent of Term nal s*

Devi ce managenent requires to nonitor status of terminals in rea
time, to profile termnals, to identify and manage applications
running on termnals, to identify and nanage asset information of
termnals, and to manage | P addresses of termnals.

1. Requirenents for condition nonitoring and nanagenent of termnals
a.lt should be able to nmonitor the offline and online status of snart
termnals inreal time. b.It should be able to di scover whether
there is a weak password information of the smart terminal. «c.It
shoul d be able to discover the risky ports of smart terminals. d.It
shoul d be able to alert offline devices or the devices w th weak
passwords and risky ports. 2. Requirenents for nanagenent of termna
profiling a.lt should be able to visualize the information of smart
termnals, including I P address, brand, type, nodel, etc.

3. Requirenents for nmanagenent of identifying applications a.lt should
be able to automatically identify and manage the devi ces’ open
services and service ports. b.lIt should be able to automatically

di scover andidentify the application systemof B/'S architecture or
S architecture running in the network where the |oT smart term na

| ocated, including IP, service port, application nane. 4.Requirenents
for managenent of identifying asset information of the device a.lt
shoul d be able to nmanage | P address, MAC address, brand, nodel, type,
firmvare version, open port, and online tine of smart termnals.

b.It should be able to nanage the communi cati onprotocol information.
c. It should be able to manage t he geographicl ocation infornmation of
term nal s

5.4. *Requirenents for Device Protocol Access*

Devi ce Protocol Access requires the ability to release trusted
protocol of 10T smart terninals and bl ock untrusted protocols.

1.1t should release I0T protocols, such as http, nmgtt, onvif, coap,
etc. 2.1t should block illegal protocols in real tine, such as ssh,
ftp, telnet, etc. 3.1t should select the correspondi ng protocols
based on the specific business scenario, such as rtsp, onvif, and
other protocols that used in the video surveillance field.

5.4.1. *Requirements for Access Log Audit*

Access log audit requires the ability to audit all types of
operations, such as abnormal and malici ous behavi or of access.
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1.1t should record abnormal behavior | og information of access in
real tinme and provide analysis and audit functions. 2.1t should
record malicious behavior log informati on of access in real tine and
provi de analysis and audit functions. 3.1t should record the
managenent, access and bl ocki ng of access devices and other types of
operations in real tinme, and provide analysis and audit functions.

6. Security Considerations
This entire nmeno deals with security issues.
7. | ANA Consi derations
Thi s docunents has no | ANA acti ons.
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