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Abst ract

This draft proposes a new intra-domai n Source Address Validation
(SAV) solution. This solution |everages the Bidirectional Metric-
based Shortest Path First (BM SPF) nechanismto avoid the conplexity
i ntroduced by asymretric routing for source address validation. It
allows intra-domain routers to generate directly the SAV rule from
the router’s FIB table, based on the reality that the source and
destination interface will be same if the I1GP domain is symetric
assur ed.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

[I-D.ietf-savnet-intra-domai n-architecture] proposed two use cases to
descri be the problens of existing intra-domai n SAV nechani sns, and
mentioned the intra-domain Source Address Validation (SAV) ainms to
achi eve the foll owi ng objectives:

* To prevent outbound packets fromintra-domain subnets (such as
host networks or custoner networks) from spoofing the source
addresses of other intra-donmain subnets or other Autononous
Systens (ASes)

* To prevent inbound packets from external ASes from spoofing the
source addresses of the local AS

To achi eve these goals, intra-donmain SAV needs to focus on the
val i dati on nechani sns at three types of routers: Edge Routers (host-
facing routers, custoner-facing routers), Internal Routers and AS
Border Routers. Specifically, Edge Routers (host-facing or custoner-
facing routers) need to intercept spoofed packets fromthe connected
net wor ks whose source | P addresses do not belong to those networKks.
Interal Routers, such as spine routers, should also be considered to
depl oy SAV nechanismto sinplify the overall deploynent of SAV rules
within the network. AS Border Routers need to intercept spoofed
packets from ot her ASes whose source | P addresses belong to the |oca
AS.
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It is better to find one general solution that can cover all of the
above routers, increase the flexibility of intra-SAV depl oynent
within the operator’s network. The main challenge for such genera
solution is how to assure the symretric routing on routers within the
| GP domain. |If such challenge is solved, the behavior of edge

rout er (host-facing, or custoner-facing), internal router(the best

depl oynent point for the spine-leaf topology) and AS border router
will be same: the SAV can be generated automatically based on the FIB
tabl e.

[1-D.wang-|sr-bidirectional -netric-spf] proposes a nmechanismto
acconplish the Shortest Path First (SPF) cal cul ati on based on the
bidirectional nmetrics of the links. Under such nechanism the
bidirectional link nmetrics that are used by the two nei ghbors to

i npl ement the SPF algorithmto calculate the path will be same, which
can avoid the asymmetric routing, and sinplify the generation of SAV
rule on intra domain | GP routers.

2. Conventions used in this document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

3. Termi nol ogy
The following terns are used in this draft:

BM SPF: Bidirectional Metric based Shortest Path First Mechani sm
defined in [I-D.wang-1sr-bidirectional -metric-spf].

4. The Procedure of this Mechani sm

Figure 1 depicts an exanple of an AS that all routers within it
support BM SPF, the topology is aligned with
[1-D.ietf-savnet-intra-domain-architecture]. On Router A a

summari zed route 10.0.0.0/16 and a detailed route 10.0.1.0/24 should
be configured, with its next hop interface directed to interface "#"
of Router A, On Router B, a summarized route 10.0.0.0/16 and a
detailed route 10.0.2.0/24 should be configured, with its next hop
interface directed to interface "#" of Router B
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gure 1: An exanple of an AS that all routers within it support BM SPF
SAV Procedure on AS Border Routers

In Figure 1, the AS Border routers (Router D and Router E) has all
the intra-domain prefixes that learned fromthe I GP protocol. The
interface "#" on AS Border Routers enabl es node 2 SAV rul e (per
[1-D.ietf-savnet-general -sav-capabilities]), which can generates an

i nterface-based bl ocklist containing all these prefixes. For an AS
Border Router (such as Router D or Router E), it should perforns the
fol |l owi ng procedures:

1. Traverse all the prefixes inits FIB table;

2. Add all prefixes and the corresponding interface into the
bl ocklist on its interface '# ;

Wang, et al. Expires 21 January 2026 [ Page 4]



I nternet-Draft BM SPF- SAVNET July 2025

When an AS Border Router receives packets with spoofed P1/P2 from
interface ‘# , the packets will be blocked fromentering the AS
because the source addresses of these packets are included in the
bl ockl i st of the AS Border Router

If an AS Border Router receives the packet with spoofed source
address of the links within the AS, it can also bl ock them
aut omati cal ly.

4.2. SAV Procedure on Edge Routers

In Figure 1, the custonmer network is multi-homed and the host network
is single-homed. Router A and Router B are custoner-facing routers,
and Router Cis host-facing router. The interfaces "#" on Router A
B and C enable npde 1 SAV rule.

For singl e-honed host network, Router C can prevent other spoofed
packet s(source address is not fromP2) from being accept ed.

For multi-homed custoner network, to achieve the effect of
engineering return traffic based on the granul ar address space, two
ki nds of routes(sumrmari zed and detail ed) should be configured on the
custoner-facing routers, as shown in Figure 1.

For an Edge Router (such as Router A, Router B or Router C), it
shoul d performthe foll owi ng procedures:

1. Traverse all the prefixes inits FIB table;

2. Add all prefixes and the corresponding interface into the all ow
list onits interface "# ;

4.3. SAV Procedure on Internal Routers

Depl oyi ng the intra-domain SAV nechani sm on Edge Routers and AS
Border Router can solve the intra-donmain SAV problem But in sone
spi ne-| eaf scenario, there is nore efficient deploynent point to

achi eve the sane goal. For exanmple, in Figure 1, if one spine router
within "Qther intra-domain routers" connects Router A Router B and
Router C, instead of deploying the intra-domai n SAV nechani sm on
these | eaf routers, the operator can select deploy it only on the
spine router. Wth the BM SPF nmechani sm (per
[1-D.wang-1sr-bidirectional -nmetric-spf]), only symetric routes exist
in an AS with full BM SPF depl oynent. The internal router (such as
the spine leaf) can enable node 1 SAV rule on its interfaces, the SAV
procedures is perforned in accordance with Section 4. 2.
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In summary, SAV procedures in Internal Router and Edge Router (such
as host-facing router and custoner-facing router) are all the sane.
The procedures in AS Border Router can easily cover the prefixes from
host network, customer network and internal links. Then the intra-
domai n SAV BM SPF based solution can easily cover all of the
scenarios that are described in

[I-D.ietf-savnet-intra-domai n-probl emstatenent].

4.4, Overview of BM SPF

[1-D.wang-|sr-bidirectional-netric-spf] introduces the BM SPF router
capabilities announcenent. Once the routers within the | GP domain
know all of routers within its donmain support and enabl e t he BM SPF
feature, it can safely generate the SAV based on its FIB table.

In an AS that has fully depl oyed BM SPF, the bidirectional netric

val ues for SPF cal cul ation on each path are the sane. This indicates
that when two routers are comunicating, the packets between them
will be transmitted through the sane path. That is to say, when any
router within this AS communicates with a peer, whether it is sending
packets to that peer or receiving packets fromthat peer, the sane
interface is used.

5. Security Considerations

The security considerations described in
[1-D.ietf-savnet-intra-domai n-probl emstatenent] and
[I-D.ietf-savnet-intra-domai n-architecture] also applies to this
draft.
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