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Abst ract

In many depl oyments, renote attestation is perforned within separate
adm nistrative and trust domains. Each domain typically operates its
own nanagenent plane and a Renpte Attestation Service (RAS) to obtain
verifier inputs (e.g., endorsenent material and reference values) and
produce attestation results. At scale, cross-donain scenarios face
two recurring challenges: (1) enabling policy-controlled transparency
so that verifiers or relying parties in one domain can discover and
retrieve selected attestation artifacts from other domains; and (2)
supporting many-to-nmany distribution and reuse of verifier inputs and
verifier outputs w thout requiring point-to-point integrations.

Thi s docunent describes Distributed Renote Attestation (DRA) patterns
that use a shared publication channel for selected artifacts with
provenance and access control in mnd. A Distributed Ledger (DL) is
di scussed as one concrete instantiation of such a publication
channel, including an option to host verification logic on the DL

The described patterns are intended to conpl enent existing RATS
procedures and conceptual mnessages, and can be realized by other
tanmper - evi dent publication channels with comparabl e properties.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. I nt roduction

Renote attestation is increasingly deployed in federated and nul ti -
operator environments where devices, services, and nanagenent systens
span multiple administrative and trust domains. |In practice, each
trust domain often operates its own Renote Attestation Service (RAS)
integrated into that domain’s nmanagenent plane, and exposes
attestation capabilities and artifacts according to |ocal policies.
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Cross-domai n depl oynents expose a gap that is not primarily about the
attestation evidence format or the appraisal function itself, but
about how attestation artifacts are discovered, distributed, and
reused_ across domains at scale. Two pain points are repeatedly
observed:

* _Cross-dommin attestation transparency: _ A verifier or relying
party in domai n-A may need to obtain endorsenent nmaterial,
ref erence values, or attestation results that originate in domain-
B. Direct point-to-point integration between operational sites
does not scale, and is often infeasible due to operational donains
and policy constraints. Deploynents therefore need a policy-
consensus controlled channel to publish and retrieve sel ected
artifacts with clear provenance.

*  Many-to-many distribution and reuse of security artifacts:
Verifiers appraising heterogeneous attesters need to obtain
endorser public keys, endorsenents, and reference val ues from
mul tiple providers. Conversely, providers need to distribute
artifacts to multiple verifiers across domains. Sinilar many-to-
many scaling issues apply when attestation results are shared for
reuse by other verifiers or relying parties. Wthout a shared
publicati on channel, each integration becones a bespoke, brittle
dependency.

Thi s docunent proposes a set of DRA patterns that make sel ected
attestation artifacts nore reusable across nultiple verifiers and
dommi ns by introducing a shared publication channel. The publication
channel is used to distribute: (a) verifier inputs such as endorser
public keys, endorsenents, and reference values; and (b) verifier
outputs such as attestation results (or pointers/digests).

A Distributed Ledger (DL) is discussed as one concrete instantiation
of the publication channel. DLs provide tanper-evidence and append-
only provenance, and can be depl oyed in perm ssioned settings with
aut henticated wites and controlled reads. Were appropriate, a DL
can additionally host verification logic (e.g., smart contracts) to
record appraisal outcones in a shared, auditable manner. The
patterns in this docunment are not linmted to DLs and can al so be
realized using other tanper-evident publication channels with
conparable integrity and availability properties.

The rest of this docunment is organized as follows: Section 3 defines
term nol ogy and abbrevi ations; Section 4 specifies two DRA patterns
(off-chain attestation/verification with on-channel publication, and
an option for on-channel verification); and Section 5 discusses
freshness, access control, governance, and privacy consi derations.
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2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119]

3. Conventions and Definitions

Thi s docunent uses roles and concepts defined by the RATS
Architecture [ RFC9334] (e.g., Attester, Verifier, Endorser, Reference
Val ue Provider, and Relying Party).

3.1. Abbreviations
DL: Distributed Ledger

DRA: Distributed Renbte Attestation (the patterns described in this
docunent) .

RAS: Renpte Attestation Service (depl oyment-specific service
performng verifier functions or nediating access to verifier
i nput s/ out puts).

RV: Reference Value (as in [ RFC9334]).

AE: Attestation Evidence (as in [RFC9334]).

AR Attestation Result (as in [ RFC9334]).
3.2. Additional Definitions

Artifact Publisher: An entity that publishes selected attestation
artifacts to the publication channel, such as an Endorser
publ i shing endorsenment naterial, a Reference Val ue Provider
publi shing RVs, or a Verifier publishing ARs (or pointers/

di gests).

Artifact Consuner: An entity that retrieves artifacts fromthe
publication channel, such as a Verifier retrieving RVs/
endorsenments, or a Relying Party retrieving ARs for decision-
maki ng.

Publ i cati on Channel: A shared channel used to publish and retrieve
sel ected attestation artifacts with provenance. A DL is one
concrete instantiation; other tanper-evident channels may al so be
used.
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4. DRA Patterns

This section describes two common patterns for using a DL-backed RAS
as a publication channel for attestation artifacts. Both patterns
assune that RVs and Endorser material (e.g., public keys and

endor senment netadata) can be published to, and retrieved from the DL
under suitable access control policies.

4.1. DL publication with off-chain attestation and verification

i + i +
| Ref er ence | | Endor sers |
| val ue providers | | |
o e e e e oo oo + o e e e e oo oo +
I I
I I
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| (1) freshness |---------- > (4) AR | | party
pr oof | (2) AE | generation | | |
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Fi gure 1 on-chai n-based publication and of f-chai n-based attestation/verification
Figure 1: DL publication with off-chain attestation and verification

As shown in Figure 1, attestation evidence exchange and apprai sa
foll ow existing RATS flows, while the DL is used to publish and
retrieve verifier inputs and verifier outputs:

0) _Registration/publication of inputs: Reference Value Providers
publish RVs to the DL/ RAS. Endorsers publish endorsenent-rel ated
artifacts (e.g., endorser public keys (PK) and/or endorsements) to
the DL/ RAS. Access control and provenance mechani snms (e.g.
per m ssi oni ng, signatures) are depl oynent-specific.

1) _Freshness proof preparation:_ A freshness chall enge/context may
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2)

3)

4)

5)

6)

4. 2.

Wang,

be issued by the Verifier, RP, or another authorized requester
acting under policy (e.g., a domain managenent function). The
chal  enge can take different forns dependi ng on depl oynment (e.g.,
a nonce, an epoch identifier, a tinmestanp requirenent, or a
context string bound to an intended appraisal). The Attester uses
the received chal l enge/ context to construct a _freshness proof _
that will be included in AE (see step (2)).

_Evidence (off-chain):_ The Attester generates AE, incorporating
the freshness proof required by the Verifier, and sends AE to the
Verifier over an authenticated and integrity-protected channel.

_Retrieval of appraisal inputs:_ The Verifier retrieves RVs and
Endorser artifacts (e.g., PK) fromthe DL/ RAS (or from caches
popul ated fromit), and uses them as appraisal inputs.

_Result generation and publication: _The Verifier appraises AE
using the retrieved RV/PK, and generates AR

_Publication of results: _ The Verifier publishes AR (or a

poi nter/digest to AR) to the DL/RAS for cross-domain discovery and
potential reuse, subject to policy, privacy, and confidentiality
constraints.

_Reuse: _ RP retrieves AR fromthe DL/ RAS and deci des whether to
reuse it based on provenance, freshness/validity w ndow, and |oca

policy.

DL publication with optional on-chain verification
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Fi gure 2 on-chai n-based publication/attestation/verification
Figure 2: DL publication with optional on-chain verification

As shown in Figure 2, it can be beneficial to verify and/or record
apprai sal outcomes in a shared, tanper-evident way. In this pattern,
the DL is used for publication as in the previous pattern, and hosts
verification logic (e.g., smart contracts) or record verifiers
apprai sal out cones.

0) _Registration/publication of inputs:_ RVs and Endorser artifacts
(e.g., PK/endorsenents) are published to the DL/ RAS. The
_Registration smart contract_ supports publication authorization,
schema/ versi on checks, and governance rul es.

1) _Evidence publication: The Attester generates AE and subnmits it
to the DL/RAS via the Registration smart contract. AE could
include a freshness proof suitable for publication and reuse
(e.g., tinmestanmp or epoch ID). The Attester may al so obtain/
derive a public challenge (PC) value to support freshness/
unpredictability of the subsequent evidence. A comon realization
is to use a DL-derived value such as a recent bl ock hash (or other
consensus-derived header naterial). The bl ock-generation process
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(consensus, timestanps, and transaction sets) nakes future bl ock
hashes hard to predict in advance, and the one-way property of
hash functions prevents an attacker from predefining a desired
hash by reverse-engi neering correspondi ng bl ock contents. Such
sel ected PCis incorporated into AE in step (2).

2) _Verification and result recording (on-chain): _The _Verification
smart contract_ (or other on-chain verification |logic) verifies AE
usi ng RVs and Endorser artifacts available fromthe DL/ RAS, and
checks freshness according to configured policy (e.g., acceptable
time window / epoch constraints). The appraisal outcone is
recorded as AR (or an appraisal log entry) on-chain. Triggering
may be initiated by a Verifier, a Relying Party, or automatically
upon AE submi ssion, subject to policy.

3) _Result retrieval:_The Verifier/RP queries the DL/RAS and
obtai ns AR for decision-nmaking and/ or reuse.

5. Discussion
5. 1. Freshness and Reuse

For the DRA service, the blocks of the DL need to be generated at
appropriate tine intervals, such as every few seconds. The consensus
rules trigger the new bl ock generation process periodically through
preset tinme paraneters. Even if there is no transaction data within
a specific period, nodes will still generate an enpty bl ock
containing basic information |like the hash of the previous bl ock and
ti mestanps according to established algorithns. This approach ains
to maintain the continuity of the DL chain structure and the
orderliness of tinestanps, thereby ensuring the freshness and
validity of PC

Artifact Consumers eval uates whether retrieved artifacts are fresh
enough for their own threat nodel and acceptabl e stal eness w ndow.
When ARs are published for reuse, it is recommended that ARs include
time-of -appraisal and a validity interval, so that downstream
consuners can nake an inforned decision

5.2. Access Control and Provenance

The publication channel enforces authorization for publication
Consuners val i dates provenance and integrity (e.g., signatures, trust
anchors) for retrieved RVs, endorsenent material, and ARs.

Depl oynments further defines governance for artifact update/roll back
and cachi ng poli ci es.
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6. | ANA Consi derations
Thi s docunent has no | ANA consi derati ons.
7. Security Considerations
TODO
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