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Abst ract

In the RATS architecture, renote attestation typically involves
multiple roles: verifier, attester, endorser, reference val ue

provi der, and relying party. However, in conplex networks, the |arge
nunber of entities in each role can significantly increase the cost
of communi cation and conputational resources. This docunent proposes
a sinplified renpte attestati on nethod based on distributed

| edger (DL) technol ogy, which ains to reduce the overhead for
participants in multi-party networks

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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1. I nt roduction

In the current renote attestation procedures, the attester needs to
denmonstrate the freshness of the evidence, which is achieved by

i ncluding some fresh data within the evidence. For instance, RFC
9334 [ RFC9334] proposes using the tinmestanp from synchroni zed cl ocks,
the nonce provided by the verifier/relying party , or the epoch ID
sended by a distributor as the freshness proof. Wen the nonce is
utilized, it is generated by a specific verifier/relying party, the
freshness of the attestati on evidence (AE) generated based on these
this nonce cannot be ensured by other verifiers, and such AE cannot
be reused by other verifiers. For instance, when the attester needs
to establish comunication with nultiple verifiers, even if the AE is

highly simlar, the attester still need to conpute nultiple AEs based
on each verifier’s chall enge which cost nmultiple conputationa
resour ces

To address this issue, it is reasonalble to introduce a trusted
institution that can periodically provide unpredictable public random
to the attester for generating a public AE that could be verified by
multiple verifiers. This docunent proposes a nethod that uses the
hash of the latest block in DL as a public challenge(PC). Since the
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DL is maintained by nultiple participants in the netwrk based on a
consensus mechanism it is trustworthy, and the hash of the block is
fresh because it has a timestanmp that proves its generation tine.
Thus, this hash can serve as a PC for the attester, elimnating the
need for the attester to repeatedly conpute based on each verifier’'s
chal l enge thereby sinplifying the conputational |oad of the attester
and the conmuni cation between the verifiers and the attester.

In addition to serving as a PC provider, DL can offer nore services
for RATS. For exanple, it can act as a secure and trustworthy
platformfor information sharing. Reference value providers and
secure hardware pl atform nmanufacturers (endorsers) can publish their
reference values (RV) or public keys (PK) to reduce the workl oad for
verifiers to obtain themone by one. Furthernore, based on the DL,
verifiers can publish their attestation results (AR), allow ng other
verifiers or relying parties to reuse these ARs.

Furthernore, smart contracts can be deployed on DL to execute AE
verification functions, which is nore trustworthy conpared to single
verifier verification. Wen a smart contract is executed, the
execution result nust be agreed by the majority of nodes before it is
confirmed. Even if sone nodes are conprom sed/ attacked, other nodes
can still ensure continuous and accurate verification, avoiding the

i npact of single-point failures. Finally, the smart contract
publ i shes the verified results on the DL for use by the relying
parties.

Based on the above research, this docunment describes various
conbi nation patterns of the above three processes and existing
processes, there are three nodes: on-chai n-based publication/
attestation and of f-chai n-based verification, on-chain-based
publicati on and of f-chai n-based attestation/verification, and on-
chai n-based publication/attestation/verification

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Conventions and Definitions
On-chai n-based Publication: In distributed renote attestati on(DRA)
this refers to the process for publishing key data (e.g., PK and RV)

used for verification or the process for publishing verification
results (AR).
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On-chai n-based Attestation: In DRA this refers to the process in
whi ch an attester generates AE using the DL hash as the chall enge.

O f-chain-based Attestation: In DRA, this refers to the process in
whi ch an attester generates AE via traditional nethods, such as
responding to a chall enge sended by the verifier or relying party.

On-chai n-based Verification: In DRA, this refers to the process in
which a smart contract deployed on the DL verifies AE.

O f-chain-based Verification: In DRA, this refers to the process in
which a verifier verifies AE using conventional methods.

4. DRA patterns

4.1. on-chain-based publication/attestati on and of f-chai n- based
verification

o e e e o + o e e e o +
| Ref er ence | | Endor sers |
| val ue providers | | |
o e e oo s + o e e oo s +
I I
I I
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Fi gure 1 on-chai n-based publication/attestati on and of f-chai n-based verification
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As shown in Figure 1, one nmode of DRA is on-chain-based publication/
attestation and of f-chai n-based verification.

0) Registration: Reference val ue providers and endorsers register RVs
and PKs with the DL.

1-2) AE Ceneration: The attester retrieves the |atest bl ock hash from
DL as a challenge to generate the AE. By |leveraging the i mutable
timestanp recorded in the bl ock header of the DL, the generated AE is
i nherently bound to the exact time of its creation, ensuring
verifiable freshness. The attester can initiate this process either
in response to a request fromthe verifier/relying Party or
proactively through an autonomous trigger mechani sm

3) AE Transmi ssion: The attester sends the AE to the verifier. The
attester can reuse the same AE with nultiple verifiers if need.

4) AE Verification: The verifier queries the DL to retrieve the RV
PK and check the freshness of the challenge and verify the AE

5) AR Ceneration: The verifier generates an attestation result after
a successful verification, then publishes it on the DL.

6) AR Acquisition: The Relying Party can directly query and obtain
the AR fromthe DL.

4.2. on-chain-based publication/attestation/verification
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Fi gure 2 on-chai n-based publication/attestation/verification

As shown in Figure 2, the second node of DRA is n-chain-based
publication/attestation/verification

0) Registration: Reference value providers and endorsers register RVs
and PKs with the DL.

1-2) AE Generation and Verification: The attester retrieves the

| at est bl ock hash fromthe DL as a chall enge, generates the AE, and
publishes it to the DL by invoking the registration smart contract.
Subsequently, the verification smart contract ——triggered either by
the Verifier or the registration smart contract ——executes the AE
verification process.

3) AR Acquisition: The relying party can directly query and obtain
the attestation result fromthe DL.
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4.3. on-chain-based publication and of f-chai n-based attestation/
verification

R + R +
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Fi gure 3 on-chai n-based publicati on and of f-chai n-based attestation/verification

As shown in Figure 3, the third node of DRA is on-chain-based
publication/attestati on and of f-chai n-based verification

0) Registration: Reference val ue providers and endorsers register RVs
and PKs with the DL.

1-2) AE Verification: Same as the existing verification process, the
verifier sends a challenge to the attester. In response, the
attester generates the AE and subnmits it directly to the verifier.

3) AR Ceneration: After an successful verification, the verifier
generates the AR

4) AR publication: Verifier publishes ARto the DL

5) AR AcquisitionThe relying party can directly obtain the result
fromthe DL.
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8.

Di scussi on
1. Unpredictability of PC

The bl ock generation nmechanismof DL is driven by a consensus

al gorithm among nodes. Nodes package transaction data based on
established algorithmc logic, formng a block that includes the hash
of the previous block, a tinestanp, and the current set of
transactions. After being verified by the magjority of nodes in the
DL network, the block is added to the DL. Due to the uncertainty of
ti mestanps and transaction sets, DL nodes cannot predict the hash of
the next block in advance. Moreover, because of the one-way feature
of hash functions, attackers cannot predefine a hash and reverse-
engi neer or construct the original data to generate the desired hash.
These characteristics collectively determ ne the uni queness and
unpredictability of block hashes, thereby ensuring the security of
PC.

2. Freshness Analysis

For the DRA service, the blocks of the distributed | edger (DL) need
to be generated at appropriate tinme intervals, such as every few
seconds. The consensus rules trigger the new bl ock generation
process periodically through preset tine paraneters. Even if there
is no transaction data within a specific period, nodes will stil
generate an enpty bl ock containing basic information |ike the hash of
the previous block and timestanmps according to established
algorithms. This approach ainms to maintain the continuity of the DL
chain structure and the orderliness of tinestanps, thereby ensuring
the freshness and validity of PC

I ANA Consi derati ons
Thi s docunment has no | ANA consi derati ons.
Security Consideration
TODO
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