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1. Introduction

Private Set Intersection (PSI) schemes enable the discovery of shared
el ements anong different parties’ datasets w thout revealing

i ndi vidual data. They are widely used to identify overl apping data
el ements between two or nore parties while preserving the
confidentiality of each party’s original data. PSI is one of the
most frequently used privacy preserving techniques in business. It
enables a user to detect whether his/her password is | eaked without
giving away the password to the server [Ms21], and allows nmultiple
conpanies to find their commopn custoners w thout revealing raw data.
Furt hernore, nany privacy-respecting systens can | everage PSI schenes
to collaborate with other data providers for the purpose of enhancing
the privacy of data-exchange processes. As an exanple, a service
provi der who has aggregated attributes fromindividuals foll ow ng
[I-Dietf-ppmdap][draft-irtf-cfrg-vdaf-12] can use PSIs to conpare
its results with another entity w thout disclosing any attribute not
owned by the partner

The classical Diffie-Hellman PSI [ Meadows86] has been published for
more than thirty years. The academ c has al so proposed numerous PS
schenes with new functionalities and secure guarantees, such as

[ KKRT16] [ CHLR18] [ RR22], but DHPSI is still preferable due to its
sinplicity and comunication efficiency. This docunment describes a
wi del y depl oyed i nstance of DH PSI denoted by Elliptic Curve Diffie-
Hel l man PSI (ECDH PSI). Conpared with the finite field paraneters
used in the classical version, elliptic curves are comonly
considered to be nore efficient and secure [I MC][ LOGIAM, and are
extensi vely adopted by recent standards incl uding

[ RFC8031] [ RFC8446] [ RFC9497] .

Thi s docunent describes 2-party ECDH PSI as a two-phase protocol,
i ncludi ng a handshake phase whi ch negoti ates paraneters such as
ci pher suites and a data exchange phase which transfers nasked
datasets. At the end of data exchange phase, one or both parties
output the intersection result.

1.1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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1.2. Data Structures and Not ations

In this docunment, data structures are defined and encoded accordi ng
to the conventions laid out in Section 3 of [RFC8446].

The foll owing notations are used throughout this document:
*sqrt(x): The square root of x.
*l og(x,y): The logarithmof y to the base x.
*xN-1: The inverse of x (over a finite field).
*x||y: Concatenate string x and y
*intersection(set_1,set 2): The intersection of set_ 1 and set_ 2
*|set]: The cardinality of set.
2. Background

This section gives brief introductions for elliptic curves, hash-to-
curve nethods and the Transport Layer Security (TLS) protocol

2.1. Eliptic Curves

An elliptic curve E is defined by a two-variable equation over a
finite field Fwith prime characteristic p larger than three. Except
for a special point called point at infinity, a point on Eis a
(x,y)-coordinate pair that satisfies the curve equation, where x and
y are elements of F. Al distinct points of curve E constitute an

al gebrai c group of order n, where the point at infinity is the
identity elenent. Applications and standards generally use a prinme
order (sub)group <G> generated by a point Gon E. The order of <&
is denoted by r.

Thi s docunent uses term "addition" to refer to the group operation of
an elliptic curve group, neaning two points P and Q can be added
together to get a third point R Scalar nmultiplication refers to the
operation of adding a point P with itself repeatedly. This docunent
uses scalar_nmul to denote the scalar nultiplication process. It
takes an integer x<r and a point P as inputs and outputs the
multiplication result Q which is witten by Q=scal ar_nul (P, x) or
simply @=P*x. Wen set_p is a set of EC points, set_n¥set_ p”"x
denotes that all elements of set_p are multiplied by x to obtain
set_m
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Many cryptographic applications require the participants to generate
elliptic curve key pairs. Usually, a key pair refers to a (PK sk)
tuple, where sk is an integer generated uniformy between 1 and r-1,
and PK=scalar_mul (G sk). |In the context of ECDH PSI, only sk, nanely
the private key, is used. Thus, this docunent uses the notation
sk=keygen() to refer to the process of generating a private key on
the elliptic curve and onits PK

2.2. Hashing to Elliptic Curves

A hash_to_curve function [ RFC9380] encodes data of arbitrary length
to a point on an elliptic curve. The encoding process first hashes
the byte string to elements of fixed length, and then cal cul ates a
point on the curve with the el ements using so-called map_to_curve and
cl ear _cofactor functions.

[ RFC9380] describes a series of hash_to_curve nmethods (which are al so
called "suites") for standard curves such as N ST P-256 and
curve25519. It specifies two encoding types denoted by
"encode_to_curve" and "hash_to_curve". Both encodings can be proven
indifferentiable fromrandom oracles (RGOs)[ MRHO4], but have different
output distributions. This docunent only uses "hash to _curve"

encodi ngs which output uniformly randompoints. It also uses the

not ati on set _p=hash to curve(set_d) to refer to the process of
encodi ng every elenents in set_d to points on a curve and obtains

set _p.

[ RFC9380] requires all uses of the hash to curve suites nust enforce
dommi n separation with domain separation tags (DSTs). |In particular,
DSTs are distinct strings that enable different applications to

sinul ate distinct RO instances with the sane hash function. To neet
the requirenent of DSTs, this docunent allocates each suite with a
uni que DST, and uses the notation of set_p=hash_to_curve(set_d)
assuning that the correspondi ng DST strings have been taken as

i nternal inputs.

A suite defined by [ RFC9380] includes a series of paraneters such as
the curve, hash function, and encoding type. |In applications, these
suites are very efficient to be referred to, as the included
paraneters can al so be used beyond the scenario of mapping data to
curves. For exanple, the participants can negotiate a hash_to_curve
suite, and then use the curve deduced fromthe suite for other
cryptographi c functions such as encryption and key establishnent.

To extend the usage of hash_to_curve suites, [RFC9380] al so describes

met hods and nami ng conventions for defining new suites, which enables
devel opers to define suites with new curves and hash functions.
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2.3. Transport Layer Security

The TLS protocol [RFC8446] has been w dely used for secure

conmmuni cati on over the Internet. |t operates over any underlying
conmmuni cati on channel that provides reliable, in-order data stream
ensuring inportant security properties of authentication,
confidentiality and integrity. |In particular, TLS provides mnutual
aut henti cation methods so that the peers can authenticate each other.
It al so uses DH key exchange to establish session keys and enpl oys
aut henticated encryption to guarantee that the transferred nessages
are encrypted and not nani pul at ed.

The notion of "channel binding" is originally proposed by [ RFC5056],
whi ch enabl es applications to bind authentication to secure sessions
at lower layers in the network stack so as to prevent the so-called
Man-1 n-The-M ddle (MTM attack. To extend the notion to TLS,

[ RFC9266] presents a nethod of binding applications to the underlying
TLS 1.3 sessions, which is denoted by 'tls-exporter’. |t outputs
exported keying material (EKM established by the TLS session, which
can be seen as the output of a pseudorandom function (PRF) based on
TLS. The application can bind to the TLS session by taking EKM as an
input to the application-layer cryptographic session

3. Protocol

We begin with a very brief description on how ECDH PSI wor ks
Firstly, the participants, A and B, agree on a group <G along with
the hash_to _curve suites, and generate fresh private keys over <G.
Then, both A and B convert their records to points over <G and
multiply the points with both parties’ private keys for masking.
Finally, they exchange the sets of masked el enments, conmpute their
intersection, and match the intersections with original datasets

| ocal ly.

To prepare the ECDH PSI protocol, A and B need to:
* Establish a TLS channel with nutual authentication

* Negotiate the paraneters used for subsequent steps, especially the
hash _to curve suite.

* Generate EC private keys with sk_A=keygen() and sk_B=keygen().
These keys are al so denoted by "ECDH PSI keys", and only used in
current ECDH PSI session

After the preparation, assunme that A has set A, B has set B, a

sinmplified protocol flow of ECDH PSI is shown by Figure 1, and
expl ai ned step-by-step as foll ows:
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1. Each participant nmaps its records to EC points with
hash_to_curve, and masks the points locally with its own private
key by scalar_mul. In this step, the ECDH PSI session is bound
to the underlying TLS session with the channel bindi ng nechani sm
i ntroduced by Section 2.3. W defer the details of session
binding to Section 3. 3.

2. A and B exchange their locally masked sets pset_ A and pset_B.

3. Upon receiving the masked data fromits partner, a participant
masks the received points with its private key.

4. Each participant sends the jointly masked set (i.e., pset_BA and
pset _AB) back to its partner.

5. Each participant calculates intersection of the set calculated in
Step 3 and the set received in Step 4, matches the original data
set with the intersection, and finally outputs the matching
result.

In order to clarify the statement, this docunent uses "the first
round” or "round 1" to refer to Step 2, and "the second round" or
"round 2" for Step 4.

The cl assical description of ECDH PSI enabl es both parties to output
PSI results and thus requires two conplete rounds (i.e. Step 2 and
Step 4) to exchange nasked data. However, many application scenarios
require that only one participant (commonly, the participant who
initiates the session) should output the intersection and the other
gets nothing. |In such scenarios, Step 4 and Step 5 are executed
unidirectionally, where only one party sends jointly masked data in
Step 4 and only the receiver of that nmessage can output the result.

To output PSI result, the participants should also match the origina
data items with their correspondi ng nasked EC points. In particular,
the rel ationship can be established with unique indexes, where an
original data record and correspondi ng masked EC point(s) are |linked
to the same index.
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A(set _A, sk_A) B(set B, sk_B)

pset A=hash to curve(set A)"sk A pset B=hash_to_curve(set B)”“sk B

Step 2: | |
I I
[------------ pset _A------------ >|
[ <----------- pset_B------------- |
I I
Step 3: | |
I I
pset BA=pset B"sk_A pset _AB=pset A"sk B
| |
I I
I I
Step 4: | |
I I
[----------- pset BA------------ >|
| <---------- pset _AB------------- |
I I
Step 5: | |

rset _A=intersect (pset_BA, pset AB) rset _B=intersect (pset_AB, pset_BA)

out put match(set_ A, rset_A) out put match(set_ B, rset_ B)

I I
Figure 1: A Sinplified Protocol Flow of ECDH PSI

3.1. Overview

The specification of ECDH PSI consists of two phases as shown in
Figure 2, including a handshake phase whi ch negoti ates the protocol
paraneters and a data exchange phase that perforns the operations
descri bed by Figure 1.

* I n the handshake phase, a participant, which is denoted by
requester, sends a HandshakeRequest nessage to initiate the ECDH
PSI protocol flow. This nessage carries lists of paraneters
supported by the requester. Then, the other participant, denoted
by responder, selects parameters fromthe requester’s lists, and
sends the paraneters with its data information in a
HandshakeResponse nessage.
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* Next, in the data exchange phase, both parties perform ECDH PS
operations with paranmeters selected in the handshake phase, where
EcdhPsi Bat ch nessages carryi ng nmasked EC points are exchanged.

In the second round, the EcdhPsi Batch nessage sent fromthe requester
is optional since the requester may not all ow the responder to out put
the intersection, which is determined in the handshake phase.

A(requester) B(r esponder)

[---------- HandshakeRequest---------- >|
| <=-------- HandshakeResponse---------- |
| |

Dat a Exchange |

Phase: | |
I I
I EcdhPsi Batch----------- >|
| <-----mmem--- EcdhPsi Batch------------ |
| |
|-------- EcdhPsi Bat ch(optional )------ >|
| <----emmem-- EcdhPsi Batch------------ |

Figure 2: An Overview of the Two-Phase Specification of ECDH PS
3.2. Handshake
The handshake phase includes a HandshakeRequest and a
HandshakeResponse nessage. The structures of these nessages are
docunented as foll ows.
3.2.1. HandshakeRequest
Structure of HandshakeRequest:
struct {
ui nt 8 versi on;
ui nt 8 out put _node;
ui nt 64 record_num
Pr ot ocol Proposal protocol param
} HandshakeRequest ;

versi on: The version of ECDH PSI protocol. Currently only value 1 is
al | owed.

record num The nunber of requester’s data records.
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out put _node: Whet her the responder is allowed to output the result,
whi ch al so deci des whet her the optional EcdhPsiBatch is sent in the
second round. The neani ng of QutputMde is explained as follows:

* 0: Both parties output the intersection result, which neans
EcdhPsi Batch are sent nmutually in the second round.

* 1: Only the requester outputs PSI result, which means only the
responder sends EcdhPsiBatch in the second round.

protocol param ECDH PSI protocol configurations supported by the
requester.

3.2.1.1. Protocol Proposa

The Protocol Proposal nessage descri bes ECDH PSI protocol paraneters
supported by the requester

Structure of this nmessage

enum {
null (0),
P256_XMD_SHA256_SSWJ NU_ (1),
P384_XMD_SHA384_SSWJ NU_ (2),
P521_XMD_SHA512_SSWJ NU_ (3),
curve25519 XMD SHA512 ELL2 NU_ (4),
(255)

} HashToCurveSuite;

enum { conpressed (0), unconpressed (1), (255) } PointCctetFornmat;

enum {
no_truncation (0),
128 bit_truncation (1),
192 bit_truncation (2),
(255)

} Truncati onOption;

struct {
HashToCurveSuite sui tes<l.. 255>
Poi nt Cct et For mat poi nt _octet fornmats<l..255>;
Truncati onOption truncation_options<l..255>;

} Protocol Proposal

suites: The list of supported HashToCurveSuite in order of
requester’s preference.

Wang, et al. Expi res 21 August 2025 [ Page 10]



I nternet-Draft ECDH- PSI February 2025

The suites defined here are slightly different from[RFC9380]. To be
compatible with the representation | anguage of [RFC3446] where
enunerate types are defined by Cidentifiers, the colons (":") are
replaced with underscores ("_"), and hyphens ("-") in hash functions
are renoved (e.g., "SHA-256" is replaced by "SHA256").

Different suites use different DST strings as required by [ RFC9380].
In particular, ECDH PSI uses "ECDH PSI - V<xx>-<suites>" as its DST,
where <xx> is a two-digit hexadeci mal nunber indicating the current
protocol version as specified by the version field of
HandshakeRequest, and <suites> is the ASCI| string representation of
the currently adopted suite as defined by [ RFC9380]. As an exanpl e,
when both participants agree to use the suite for P256 curve, the
correspondi ng DST is "ECDH PSI-V01- P256_XMD SHA256_SSWJ NU_".

point_octet formats: The list of octet string fornats representing EC
points, in the order of requester’s preference. This field enables
the participants to weigh the tradeoffs between the costs of

communi cati on and conputation as di scussed by Section 4.1

* For the curves defined in [FIPS186-4], the PointCctetFormt val ues
refer to the correspondi ng conpressed/ unconpressed fornmats
docunent ed by [ ECDSA] .

* Points on Curve25519 are al ways encoded foll owi ng the description
by Section 5 of [RFC7748] as 32 byte strings. Unlike the other
curves, the scalar nultiplication of curve25519 only relies on one
32-byte coordinate without the cost of deconpressing to the (x,y)-
coordi nate representation, which elimnates the need of naking a
tradeoff.

truncation_options: Wether the requester supports truncation for
data transferred in the second round. The options are listed in the
requester’s order of preference, where no_truncation MJST be

i ncluded. The truncation could decrease the costs of data
transm ssi on and storage, and even accel erate the conputation process
of intersection, at the expense of a (negligible) false-positive
rate.

In this docunment, only truncation options of 128 and 192-bit are
allowed, with a restriction that the total nunmber of data itenms owned
by both participants SHOULD be no nore than 27240, ensuring that the
probability of collision is smaller than 27-48 when 128 bits are
truncated. See Section 5.7 for a detailed discussion. The requester
MJST set this field to a single no_truncation option when its data
set size has already been equal or |arger than 2740.
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The truncation process utilizes Key Derivation Functions (KDFs) as
many key-exchange protocols that use shared secrets to derive shorter
strings which can be seen as uniformy distributed cryptographic keys
(e.g., [RFC8446][RFC9382]). In this docunent, the KDFs are

instanti ated by Hashed Message Aut hentication Code (HVAC) [RFC2104],
al ong wi th HVAC- based KDF ( HKDF) [ RFC5869], and the hash function
included in hash_to_curve suite.

Fol  owi ng [ RFC5869], a KDF function kdf() takes a input keying
material ikm a salt value salt, an application specific information
info and output length len as its inputs. Let nmask_data be the
string representation of a jointly nasked point, a participant SHOULD
truncate mask_data with:

truncat ed_mask_data = kdf (mask_data, nil, "ECDH PSI", truncation_|en)

In particular, the KDF takes nask _data as the input keying material
and truncation_|len of 128 or 192 depending on the selected truncation
option. It does not take a salt value, uses ASCI| string "ECDH PSI"
as the application specification information, and outputs the derived
string as truncation result. \Wen "ECDH PSI" string is taken as the
i nput for kdf, the terminating null byte SHOULD not be included.

3.2.2. HandshakeResponse
The responder sends HandshakeResponse to reply to a HandshakeRequest
message. It includes selected paraneters and the size of responder’s
dat aset .

Structure of this message

enum {

success(0),

generic_error (0x01),
unsupported_version (0x02)
i nval i d_r equest (0x03),
out _of _resource (0x04),
unsupport ed_paraneter (0x05),
(OxFF)

} HandshakeSt at us;

struct {

HandshakeSt at us st at us;

ui nt 64 record_num

Pr ot ocol Resul t protocol _param
} HandshakeResponse;
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status: Indicating the status of handshake. The mneani ngs of error
statuses are listed as foll ows:

* generic_error: The error cannot be categorized to the rest error
st atuses defined by HandshakeSt at us.

* unsupported_version: The responder does not support the ECDH PS
prot ocol version given by version.

* invalid request: The responder cannot parse the request correctly.
The nessage may be in wong format and cannot be parsed as a
nor mal HandshakeRequest nessage.

* out_of resource: The responder does not have enough resource to
handl e the ECDH PSI process with the paraneters and options
provi ded by the requester.

* unsupported paraneter: The responder rejects all options proposed
by one of the suggested option lists included in HandshakeRequest .

The responder MUST ignore all options or paraneters that it cannot
recogni ze when parsing the HandshakeRequest nmessage. |f one of the
suggested option lists is filled with unrecogni zed paraneters, it
SHOULD reply with a HandshakeResponse carryi ng unsupported paraneter.

Upon receiving a HandshakeResponse nmessage wi thout success status,
the requester MJST ignore the other fields included in this nessage
and termnate the session.
itemnum The size of responder’s dataset.
prot ocol _param The protocol paraneter selected by the responder,
including the hash_to_curve suite, EC point string format and
truncation option.

3.2.2.1. Protocol Result

The structure of Protocol Result is defined as foll ows:

struct {
HashToCurveSuite suite;
Poi nt Cct et For mat poi nt _octet fornmat;
Truncati onOpti on truncation_option;

} Protocol Resul t;

suite: The hash to curve suite sel ected by the responder
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poi nt _octet_format: The format of EC point octet string chosen by the
responder.

truncation_option: The truncation option sel ected by the responder
The responder SHOULD consi der the sum of both participants’ dataset
sizes. |If the sumis larger than 2740, truncati on MJST not be used,
whi ch means the responder MJST set this field to no_truncation

VWhen deciding the fields of Protocol Result, the responder SHOULD
consider the requester’s preference. That is to say, if nmultiple
values of a list are acceptable for the responder, it SHOULD choose
the topnost one.

3.2.3. Support Mre hash_to_curve Suites

Partici pants can negotiate hash_to _curve suites besides the ones
listed by Section 3.2.1.1. They can use other suites defined by
[ RFC9380], or use a self-defined suite followi ng the syntax and
convention given by Section 8.9 and 8.10 of [RFC9380].

As an example, this docunent next defines a hash_to_curve suite for
the ShangM (SM curve and cryptography al gorithns, which have been
accepted by international standards such as [I SO SM], [ISO SM3] and
[ RFC8998]. However, if the participants decide to use elliptic curve
paraneter with security level less than 128 bit, or a curve over an
extension field, they MIUST evaluate the security of such paraneter
carefully as discussed by Section 5.

The new suite, denoted by curveSM2_XMD SMB_SSWJ RO encodes data to
poi nts on the so-called curveSM2[ GBT. 32918. 5-2017] with SMB hash
al gorithnf GBT. 32905- 2016], and reuses the expand_nessage_xnmd and

Sinplified Shallue-van de Westijne-U as (SSWJ) nethods for message
expansi on and nmappi ng.

In particular, curveSM2_XMD SMB_SSWJ RO is defined as foll ows:
* encoding type: hash_to_curve

* E yr2 =x*"3 + A* x + B, where

- A=-3
- B = 0x28e9f a9e9d9f 5e344d5a9e4bcf 6509a7f 39789f 515ab8f 92ddbcbd414
d940e93

¥ p: 2M256-27224-2"96+2"64-1
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*oor:
Oxfffffffeffffffffffffffffffffffff7203df 6b21c6052b53bbf40939d54123
*m 1
* k: 128
* expand_nessage: expand_nessage_xnmd (Section 5.3.1 of [RFC9380])
* H SMB
* L: 48
* f: SSWJ nethod (Section 6.6.2 of of [RFC9380])
* Z -9
* h_eff: 1

The value Z is calcul ated by the sage script given by Appendi x H. 2 of
[ RFC9380] with the p, A and B paraneters of curveSM.

The partici pants SHOULD agree on the neani ng of HashToCurveSuite
values. In this docunent, suite curveSM2_XMD SM3B_SSWJ RO is
identified as foll ows:

enum {
nul | (0),

/1 (1) to (4) follow section 3.2.1.1
curveSM2_XMD SMB_SSWJ RO (5),
... Il other hash_to_curve suites
(255)

} HashToCurveSuite;
3.3. Data Exchange

In the data exchange phase, masked EC points are exchanged as
EcdhPsi Bat ch nessages. The participants MJST generate fresh ECDH PS
keys after the handshake phase, and use the newly generated keys to
mask the EC points. The ECDH PSI keys SHOULD be renoved i mmedi ately
after the data exchange phase in order to prevent |eakage or being
reused by other applications by coincidence.
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Thi s phase consists of two rounds. |In the first round, both
partici pants send EcdhPsi Batch nmessages carrying locally masked EC
poi nts, where the requester sends the first one. |In the second
round, EcdhPsi Batch nessages carrying jointly masked EC points are
sent. |If the requester sets output_node field by 1, then only the
responder sends an EcdhPsi Batch nessage, otherw se both partici pant
sends EcdhPsi Bat ch nessages as in the first round.

If the participants have negotiated a truncation_option of 128 or 192
bit in the handshake phase, such option MJST NOT be used in the first
round, since truncated strings cannot be recovered to EC points,

whi ch nakes the second mask operation conpletely infeasible.

3.3.1. EcdhPsi Bat ch
The structure of EcdhPsi Batch is defined as foll ows:
struct {
ui nt 64 i ndex;

opaque encoded_poi nt[ encoded_poi nt _| engt h];
} ECPoi nt Cct et ;

struct {
ui nt 32 bat ch_type;
ui nt 64 bat ch_count;

ECPoi nt Cctet encoded_poi nt s<1..2"64-1>;
} EcdhPsi Bat ch;

batch type: This field indicates the status of current batch

* 0: Error occurs, which neans that the current ECDH PSI session
MJST be term nated i medi ately.

* 1. The data included in the current batch are only nmasked by the
owner’s private key.

* 2. The data has been jointly nmasked with both participants’
private keys.

The partici pant SHOULD check this field first before parsing

encoded points field. |If batch type is 0, or the value is not the
same as expected, the receiver MJST discard all internediate results,
renove the ECDH PSI key, and terminate the session

bat ch_count: Nunber of EC points included in the current EcdhPsi Batch
message. The receiver SHOULD al so check that the value of this field
is the sane as expected and natches the data field. It MJST

term nate the session if it is not the case, since an attacker nmay
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send nore points than expected so as to obtain sone privil ege of
breaki ng the major privacy goal of ECDH PSI. See Section 5.2 for
nore detail.

encoded _points: This field carries nultiple EC points with
ECPoi nt Cct et, which nunber is specified by the batch_count field.
Each ECPoint Cctet structure includes an unique index allocated by the
owner of the corresponding original data, and the octet string
encoded_poi nt encoding an EC point. The | ength of encoded_point,
which is encoded _point length, is determ ned by the hash to curve
suite, the conpression option and the truncation option

The purpose of index is to associate the original data itemwth the
(jointly)-masked EC points, such that the participant can match its
original dataset with the intersection of masked datasets. The

val ues of index are generated by the owner of data so as to identify
each data record uniquely. Wen nmasking the data fromits partner, a
partici pant MJST reserve the index for every record. Section 4.2

gi ves nore di scussions on the inplementation and nai ntenance of such
i ndexes. Furthernore, Section 5.6 discusses the risk of side
channel s rai sed by indexes and descri bes a comopn countermeasure to
mtigate such threats.

The content of encoded point strings are treated differently in round
1 and 2.

* Round 1: The sender of EcdhPsi Batch SHOULD encode EC points to
octet strings according to point_octet format negotiated in the
handshake phase. The receiver SHOULD decode the octet strings to
EC points accordingly. It MJST check that the EC points are on
the curve in order to prevent the so-called small group attacks.
After masking the received set of EC points with its private key,
the partici pant SHOULD save the jointly masked points if it is
all owed to output the intersection

* Round 2: The sender SHOULD encode the points with the negotiated
poi nt _octet format, and truncate the string if truncation_option
is set. The receiver SHOULD treat the contents as octet strings
rat her than decode themto EC points, as such strings are enough
for conputing the intersection. Furthernore, if truncation_option
is set, the receiver SHOULD al so truncate the jointly nasked
dataset stored by round 1 with the sane truncation nethod before
computing the intersection.

Especially, to convert the original data records to EC points over
the curve, the participant SHOULD export ekm fromthe current TLS

session as stated by [ RFC8446] [ RFC9266], and map record data to EC
point P with P=hash to curve(ekni|data).

Wang, et al. Expi res 21 August 2025 [ Page 17]



I nternet-Draft ECDH- PSI February 2025

4. | nplenentation Considerations
4.1. The Representation of EC Point

When deci ding the point encoding format for the elliptic curves
except for curve25519, the participants should consider the aspects
of bandwi dth, storage and conputation conprehensively. Conpressed
poi nt format coul d decrease the costs of transm ssion and storage,
but it al so needs conputation resources to "deconpress" the point.
Unconpressed format requires nore storage spaces and needs nore tine
to transmt, but the participant can performscalar nultiplications
wi thout extra effort to recover the points.

For exanple, when both parties are deployed in the same data center
and linked with a high-bandwi dth | ocal area network (LAN), they can
choose to use the unconpressed format to achi eve better perfornance.

As anot her exanple, the parties nay be depl oyed i n geographically
separated data centers connected with | ow bandwi dth wi de area network
(WAN), and equi pped wi th hi gh-end conputati on accel erati on devices
such as Graphics Processing Units (GPUs). In this case, the
conputation resource may not be the bottl eneck, and the participants
can choose the conpressed format to minimze the cost of data
transm ssi on.

4.2. The Managenent of | ndex

A RECOMMVENDED net hod of nmaintaining indexes is storing the records
with a database table and using the row nunbers or prine keys as

i ndexes. The intersection result can be natched with original data
items by a sinple join operation. The participant could al so design
a different indexing mechanismon its own, as long as the index can
be used to identify a record uniquely.

Thi s docunent uses explicit indexes to identify data itens rather
than treating the order of records as "inplicit" indexes. Conpared
with the inplicit counterpart, explicit indexes can be efficiently
created and mai ntai ned by nodern databases, and do not require the
participants to inplement extra logic to preserve the order of
records.
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After masking the EC points fromits partner, a partici pant MJST send
the jointly masked data with correct indexes. To achieve this, it
keeps the indexes of each data itenms received in the first round,
masks the records with its private key, and associ ates the masked
records with the sane i ndexes. These operations can al so be

i npl emented easily with database operations by view ng the received
records and masked records as colums in the sane table, which
enables themto be |linked naturally via the prinme keys.

4.3. Large Record Size

The EcdhPsi Batch nessage can be very large. For exanple, if the

dat aset contains 2730 records, the size of encoded EC points included
in a single EcdhPsi Batch nessage can be over 60 GB. Participants of
ECDH- PSI SHOULD t ake great care when inplenmenting the underlying
conmuni cati on channel, and guarantee that there are enough buffer or
storage space for sending or receiving such nessages.

The nethods of sending and handling | arge nmessages are beyond the
scope of this docunent.

5. Security Considerations

For PSI protocols, the forenost security goal is ensuring that the
private data elements (i.e., records not in the intersection) are not
reveal ed. Neither a protocol partner nor an external attacker can
obtain such private elements with the protocol

This section describes the threat nodel related to ECDH PSI

di scusses the threats of key reuse, MTM attack, replay attack and
side channel, and finally gives probability bounds related to the
truncati on nechani sm

5.1. Threat Model

Traditionally, ECDH PSI protocols are considered secure under the so-
call ed sem - honest setting, where both participants will follow the
protocol specification, but try to guess each others’ private inputs
by observing the recei ved nmessages.

Thi s docunent considers an extended setting of malicious attackers.
In such setting, ECDH PSI cannot guarantee that the participants

al ways output correct results, as a malicious participant can send
arbitrary messages that produce wong results. However, it is
excepted that ECDH PSI can sonmehow preserve the main security goal of
data privacy even under such a setting.
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In particular, the threat nodel considers external attackers who have
the privilege to access the comruni cati on channel between the
participants, and internal attackers who act a participant of the

pr ot ocol

In this docunment, nopbst external attackers are excluded by TLS
protocol [RFC8446] with nmutual authentication, where the participants
are authentcated nutually, and the nessages are encrypted and
authenticated. Wth the protection of TLS, the external attacker

will not be able to inject, replay, truncate or mani pul ate nessages
transferred by the channel. Any nmalicious behavior will be detected
i medi ately by TLS, and the relevant data will be discarded w thout
passing to the application layer. However, TLS al one cannot prevent
the Man-In-The-Mddle (MTM attack perforned by a malicious node who
concurrently runs two sessions and forwards nmessages from one session
to another, which is discussed by Section 5. 4.

Mal i cious internal attackers may send arbitrary nessages during the
protocol execution. That is to say, it may sends:

* Ml formed handshake nessages.
* ©Mal forned masked poi nts.
* Mal formed jointly nasked points.

In fact, mal forned handshake nmessage or jointly nmasked points may
elimnate the protocol execution due to incorrect nmessage syntaxes or
m slead the victimto output wong result, which will not harmthe
maj or security goal of data privacy. However, the attacker can use
mal f or med masked points to construct a static ECDH oracle, as the
victimw Il always mask those points with its own private key and
send the results back. That is to say, if P1 is a malformed masked
EC point sent by the attacker and sk is the victims secret key used
in ECDH PSI, the attacker will get Pl*sk. Once the attacker obtains
sonme advantages with the querying process and cal cul ates sk, it can
i medi ately cal culate sk”-1 and use it to "de-mask"” any data masked
by the victim

5.2. Static ECDH Oracle

In this section, we analysis the risk of static ECDH oracle as
described by Section 5.1, where each ECDH PSI session can be utilized
as an oracle for the ECDH PSI key used in the current session. The
attacker can declare that the size of its dataset is very |arge, and
query the oracle as many tines as it could. However, once the
session ends, the victimw ||l delete the ECDH PSI key and use a
freshly generated key for new sessions, which nmeans that the attacker
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will query different oracle instances in different sessions.

In general, let v be the maxi numtime of querying an oracle instance,
the static ECDH oracle may decrease the security level of elliptic
curve by about log(2,v)/2 bits. The problemof static ECDH oracle
has been studi ed extensively in a series of literatures including

[ BAD4] [ Gral0] [ MU10] [JV13].

For the curves enployed by this docunent, the nost efficient attack
strategy is still the one described by [B&4]. |In particular, let u
and v be a pair of integers satisfying u*v=r-1, the [B&4] attack
requires the attacker to query the oracle v tines and uses

2(sqgrt(u)+sqgrt(v))=2(sqrt((r-1)/v)+sqgrt(v))

scalar multiplications to calculate the secret key. Take the
relationship that the security level of an elliptic curve group can
be approxi mately seen as n=log(2,sqrt(r)), the nunber of scalar

mul tiplications can be seen as 2(2”n/sqrt(v)+sqrt(v)). However, in
ECDH-PSI, v is limted by the maxi num nunber of el ements hol di ng by
one of the participants, which is 2764 since the paraneter of

batch _count is carried by an uint64. That is to say, for all the
group paraneters enpl oyed by this docunment, 2"n/sqrt(v) will be nuch
| arger than sqgrt(v), and the attacker needs to perform

2An/ (sqrt(v)/2) multiplications, which approximately neans the
security level will be decreased by log(2,sqrt(v)/2)=log(2,v)/2-1
bits. For the maxi mum value of v, which is 2764, the conclusion
indicates that the security level will be decreased by 31 hits.

For the curves enployed by this docunent, the decrease of 31 bits is
acceptabl e, as the mninmumsecurity level is 128 bit, which will be
decreased to 128 - 31 = 97 bits. Currently, there dose not exist any
evidence that an elliptic curve with security level of 97 bits is

vul nerable to practical attacks. Furthernore, this docunent does not
use elliptic curves defined over extension fields which my be

vul nerable to the nore efficient attacks proposed by [ Gal0] and
[JV13].

[ MJ10] describes another attack by combing static ECDH oracles with
the notorious small-group attack. To prevent such attacks, the
receiver of a set of EC points MJST checks that every point is on the
curve, as specified by Section 3. 3.
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5.3. Key Reuse

This section discusses the risks of reusing ECDH PSI key across
different sessions. |In particular, reusing an ECDH PSI key may
decrease the security level of the elliptic curve based on the
di scussi on presented by Section 5.2, or be utilized by a sem -honest
attacker to reveal information related with different protocol runs.

As shown by Section 5.2, the key point of [BQ4] attack strategy is
t he maxi mum query nunber for a single oracle instance. Reusing ECDH
PSI key will decrease the security level by nuch nore than 31 bits as
the all owed nunber of queries changes to the sum of queries allowed

by all instances using the same key. In the worst case where the sum
of queries is 2°(n/2), the security level will be decreased by al nost
a hal f.

If an ECDH PSI key is reused across sessions, an attacker can
participate these sessions as partners and obtain some extra
information. For instance, the victimV may provide two different
sets (denoted by set 0 and set_1) in two different sessions, where
the el ements are masked by the sanme secret key sk as set_0”sk and
set _17sk. Then, the attacker who joins both the sessions can
calculate intersect(set 07sk,set 17sk) and |l earn the size of
intersect(set 0,set_1). Despite that the attacker still cannot
recover the original set set_0 or set_1, it indeed learns extra

i nformati on beyond the original output of PSI even in the sem -honest
setting.

5.4. Man-1n-The-M ddl e Attack

M TM attack in ECDH PSI refers to the case that the adversary acts as
an agent who transmits messages between two honest participants. |If
the attacker transmits nmessages faithfully, it finally |earns the
cardinality of the intersection as it obtains the jointly masked
datasets of both participants. However, as stated above, the
attacker cannot break the privacy of original data itenms as it cannot
obtain the ECDH PSI keys with such attacks.

In this docunment, such attacks are avoided by the TLS bi nding
mechani sm [ RFC9266]. In particular, the particpants use the
"tls_exporter" channel binding type to export EKM strings fromthe
TLS sessions, and concatenate the EKM string with the original data
itemas input to the hash_to_curve function as specified by

Section 3. 3.

If the malicious adversary Mperforns M TM attacks agai nst

participants Aand B, it will establish two different TLS sessions
denoted by s a and s_b. Then, A wll export EKM ekma from TLS
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session s_a, and B will export a different ekmb froms_b, which
means that the sane data el enent data will be nmapped to different
points on the curve with P_A=hash_to_curve(ekm a||data) and
P_B=hash_to_curve(=ekm b||data). The PSI protocol will finally fai
since the sane data item cannot be napped to the sane point on the
curve, but the attacker also cannot |learn the size of the

i ntersection, which provides nore privacy guarantee beyond the
secrecy of original data itens.

5.5. Replay Attack

In [CY20], Cui and Yu design a new attack for concurrent runs of
ECDH PSI sessions in the malicious setting. In this attack, the
attacker establishes two sessions with the sane victimwho uses two
different data sets set_1 and set_2 in different sessions, and
finally learns the size of intersect(set_1,set 2)

Let sk 1 and sk_2 denote the ECDH PSI keys that the victimuses in
different sessions, the attacker Mperfornms the attack to V as
follows (also refer to Figure 3):

* Step 1: Minitiates the first session with V, where V maps al
el ements of set 1 to points as set pset_ 1, nasks themw th sk 1,
and sends nset_l=pset_17sk_1.

* Step 2: Minitiates another session with V, and obtains
nmeet _2=pset _27sk 2 as in Step 1.

* Step 3: The attacker chooses r_1 and r_2, and nmasks the sets
received in Step 1 and 2 with rset_1=nset_1"r_1 and
rset_2=nset_2"r2

* Step 4: M"reflects"” the set received in session 1 to V in session
2 by sending rset_1 to Vin the second session. Then the victim
masks rset 1 with its ECDH PSI key for session 2 and sends
dset 2=rset 17sk 2 to the attacker

* Step 5: As in Step 4, the attacker sends rset_2 to the victimin
session 1, and receives dset_ l=rset 27sk_1.

* Step 6: Upon receiving dset 1 and dset 2, the attacker de-
randoni zes the sets with r_27-1 and r_1”-1 respectively, and
obt ai ns:

* Step 7: Mcalculates the intersection of vset_1 and vset_2, which
has the sane cardinality with the intersection of set_1 and set_ 2.
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vset _l1=dset 17(r_27-1)=pset _1"sk_1"sk_2
vset 2=dset 2" (r_1n-1)=pset _2"sk_2"sk_1

Y, M
I I
sl: pset _1=hash_to_curve(set_1) |
mset _l1=pset 17sk 1 |
| mset 1 |
| > |
s2: pset 2=hash _to curve(set_ 2) |
nmset _2=pset _27sk_2 |
| nset 2 |
| -mmmmmmm e >
I I
| choose r_1 and r_2
| rset _l=nset 1-r 1
| rset_2=nset_2"r_2
I I
s2: | rset_1 |
| <ommemeiiee e I
dset _2=rset_17sk_2 |
| dset_2 |
| -mmmmmme e >
I I
sl: | rset_2 |
Qo mm e e e e e e e e e e e e oo o - |
dset _1=rset 27sk 1 |
| dset 1 |
| o > |

I

| vset _l=dset 27 (r_17-1)
| vset 2=dset 17(r_27-1)
I I

I
I

calcul ate |intersect(vset_1,vset_2)|

I
Figure 3: The replay attack agai nst ECDH PS
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The replay attack can also be nitgated with TLS channel binding
mechanism In particular, if the participants adopt TLS channe

bi ndi ng as specified by Section 3.3, then, in steps 1 and 2 of the
replay attack, the victimw |l extract different EKMs and use themto
calculate pset_1 and pset_2 respectively. That is to say, even set 1
and set 2 contain some common el enments, they will be napped to
different points in pset_1 and pset_2 as the EKMs are different,
which finally fails the attacker in step 7 as overl apped el ements are
mapped to different points in vset_1 and vset_ 2.

5.6. Side Channe

In sone circunstances, the order of elenents and data i ndexes can be
utilized by a sem -honest attacker as a side-channel which | eaks

i nformati on about the original dataset. Wen two participants A and
B execute ECDH PSI and output the intersection result, one party
(say, B) also knows where these common el enents appear in A's |ist
and their indexes, such orders and indexes can be used to infer the
orders of inserting those elenents to a database table.

A generic nmethod to avoid such side-channels is shuffling the order
of elenents, as well as the indexes, before they are sent to the
partner. However, the shuffling operation may be costly or even
practically infeasible when the size of dataset is very large. The
partici pant SHOULD eval uate the risk of side-channels and use
suitable mitigation mechani sms when the risk is unacceptabl e.

5.7. Data Truncation

This section provides a detail ed discussion on the truncation
mechani sm presented in this docunent.

The truncation, undoubtedly, will raise the probability of nessage
collision. That is, two different data item my be nmapped to the
sanme string after the procedures of masking and truncation by

coi ncidence. The collision may happen across the datasets owned by
different participants, which causes a fal se-positive case that two
different records are matched by PSI, or happen in the sanme dataset.
The later situation may also lead to a fal se-positive case. To be
nore specific, consider a participant A has two different data itens
data_X and data_Y which are nmapped to the sane record nmask_dat a_XY.
Its partner, say B, also has record data X which is napped to
mask_data XY. Finally, A outputs both data X and data_Y as the
result of PSI, as it cannot distinguish which one matches the record
of mask_dat a_XY.

Wang, et al. Expi res 21 August 2025 [ Page 25]



I nternet-Draft ECDH- PSI February 2025

To avoid such fal se-positive case, we have to consider the collision
probability with respect to the sum nunber of data itens owned by A
and B. Such probability can be conputed with the well-known birthday
paradox bound. Let n be the nunber of sanpling and d be the output
space, the probability of collision can be approxi mately conputed
Wit h:

p(n, d)=1-e*(-n(n-1)/2d)

This docunment uses two truncation sizes of 128 bit and 192 bit. For
128-bit truncation, the probabilities of different n and d=27128 are
cal cul ated as foll ows:

* | f n=2~50, p(2°750, 27128) = 2"-29

* | f n=2745, p(2745, 27128) = 2~-33

* |f n=2/41, p(2741, 27128) = 27-47

* | f n=2740, p(2740, 27128) = 2"-49

* |f n=27239, p(2739, 27128) = 2~-51

For 192-bit truncation, the probabilities are listed as foll ows:

* | f n=2750, p(2”~50, 27192) = 2~-93

* |f n=2745, p(2°45, 2°192) = 2°-103
* | f nz2741, p(2°41, 2°192) = 27-111
* |f n=2740, p(2°40, 27192) = 27-113
* |f n=2739, p(2°39, 2°192) = 27-115

That is, if the nunber of records is |less than 2740, the probability
of false-positive will be smaller than 27-48 for truncation | ength of
128 bit, and smaller than 27-112 for 192 bit. The participant can

al so decide the truncation option by calculating the collision
probability, and only use truncation when they both agree that the
probability is acceptable.

6. | ANA Consi derati ons

Thi s docunent may need I ANA to allocate hash_to_curve identifiers
whi ch may al so be used in other applications.
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