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Abst ract

Thi s docunent defines the Path Conputation El enent Conmmuni cati on

Prot ocol (PCEP) extension for VLAN-based traffic forwarding in native
I P network and describes the essential el enents and key procedures of
the data packet forwardi ng system based on VLAN info to acconplish
the End to End (E2E) traffic assurance for VLAN-based traffic
forwarding in native |IP network.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

[ RFC8283] introduces the extension to the architecture described in

[ RFC4655] where PCE acts as a central controller and gets nore
responsibility for LSP provisioning on each hop. Based on such
mechani sm the PCE can calculate the optinal path for various
applications and send the instructions to the network equi pment via
PCEP protocol, thus control the packet forwardi ng and achi eve the QS
assurance for prioritized traffic.

[ RFC8735] describes the scenarios of QS assurance for hybrid cloud-
based application within one domain and traffic engineering in nulti-
domains. It proposes also the follow ng requirenents for the
potential solution:

1. Should be applied both in native IPv4 and | Pv6 environnent.

2. Shoul d be sane procedures for the intra-donain and inter-donain
scenari o.

3. Should utilize the existing forwardi ng capabilities of the
depl oyed network devi ces.

Due to large scale of Ethernet interfaces used in operators network
and need to establish E2E QoS assurance for them an operator should
currently use either VPW5 or EVPN with MPLS signaling. This is not
suitable for Native IP scenarios. Thus PCECC architecture can sol ve
that problemfor Native |IP networks by building the end-to-end

dedi cated path based on a VLAN header to control the forwarding
behavi or of a packet. Sinmilar with the PCECC for LSP [ RFC9050], this
docunent defines a Path Conputation El ement Communi cati on Protoco
(PCEP) Extension for VLAN based traffic forwarding by using the VLAN
info contained in the Ethernet frame in native IP network and the
mechanismis actually the PCECC for VSP(VLAN Switching Path). It is
an end to end traffic guarantee nechani sm based on the PCEP protoco
in the native IP environnment, which can ensure the connection-

ori ented network communi cation. The overall QoS assurance effect is
achi eved via the central controller by cal cul ati ng and depl oyi ng the
optimal VSP to bypass the congested nodes and |inks, thus avoids the
resource reservation on each nodes in advance.
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Conpared with other traffic assurance technol ogi es such as MPLS or
SRv6 which is supported only in | Pv6 environnent and has the obvious
packet overhead problens, the VLAN based traffic forwarding (VTF)
mechani sm uses a conpl etely new address space which will not conflict
with other existing protocols and can easily avoid these probl ens and
be deployed in IPv4 and | Pv6 environnent simultaneously. It is
suitable for I Pv4 and | Pv6 networks and can | everage the existing PCE
technol ogi es as nuch as possible.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

3. Term nol ogy
The following ternminology is used in this docunent:
* PCC. Path Computation Cient, defined in [ RFC5440]
* PCE: Path Conputation Element, defined in [ RFC5440]
* PCEP: PCE Communication Protocol, defined in [ RFC5440]
* PCECC. PCE-based Central Controller, defined in[RFC5440]
* SRP: Stateful PCE Request Paraneters, defined in [ RFC8231]
* LSP: Lable Switching Path, defined in [ RFC5440]
* PST: Path Setup Type, defined in[ RFC9050]
* CCl: Central Controller Instructions, defined in [ RFC9050]
The following terms are defined in this draft:
* VFCCl: VLAN Forwarding Central Controller Instructions
* VCCCl: VLAN Crossing Central Controller Instructions

4. Capability Advertisenent
During the PCEP Initialization Phase, PCEP Speakers (PCE or PCC)
advertise their support of VLAN based traffic forwarding extensions.

Thi s docunent defines a new Path Setup Type (PST)[RFC8408] for PCECC,
as foll ows:
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* PST=TBDl: Path is a VLAN-based traffic forwarding type.

A PCEP speaker MJST indicate its support of the function described in
this docunment by sending a PATH SETUP- TYPE- CAPABI LI TY TLV in the OPEN
object with this new PST included in the PST |ist.

Because the path is set up through PCE, a PCEP speaker MJST adverti se
the PCECC capability by using PCECC- CAPABI LI TY sub-TLV which is used
to exchange information about their PCECC capability as per PCEP

ext ensi ons defined in [ RFC9050]

A new flag is defined in PCECC CAPABI LI TY sub-TLV for VLAN based
traffic forwarding.

V (VLAN- based- f orwar di ng- CAPABI LI TY - 1 bit - TBD2): If set to 1 by a
PCEP speaker, it indicates that the PCEP speaker supports the
capability of VLAN based traffic forwarding as specified in this
docunent. The flag MJST be set by both the PCC and PCE in order to
support this extension.

If a PCEP speaker receives the PATH SETUP- TYPE- CAPABI LITY TLV with
the newy defined path setup type, but without the V bit set in
PCECC- CAPABI LI TY sub-TLV, it MJST:

* Send a PCErr nessage with Error-Type=10( Reception of an invalid
obj ect) and Error-Val ue TBD3( PCECC VLAN- based- f or war di ng-
CAPABILITY bit is not set).

* Term nate the PCEP session
5. PCEP nessage

As per [RFC8281] ,the PClnitiate message sent by a PCE was defined to
trigger LSP instantiation or deletion with the SRP and LSP obj ect
included during the PCEP initialization phase. The Path Conputation
LSP State Report nessage (PCRpt nessage) was defined in [ RFC8231],
which is used to report the current state of a LSP. A PCC can send a
LSP State Report message in response to a LSP instantiation.

Besi des, the nessage can either in response to a LSP Update Request
froma PCE or asynchronously when the state of a LSP changes .

[ RFCO050] defines an object called Central Controller Instructions
(CC) to specify the forwarding instructions to the PCC. During the
codi ng procedure used for central controller instructions, the CCl
obj ect contains the label information and is carried within
PClnitiate or PCRpt nessage.
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Thi s docunent specify two new CCl object-types for VLAN based traffic
forwarding in the Native IP network and are said to be nandatory in a
PCEP nessage when the object MJST be included and are considered to
be valid. 1In addition, this docunent extends the PCEP nessage to
handl e the VLAN based traffic forwarding path in the native IP
network with the new CCl object.

5.1. The PCInitiate nmessage

The PCInitiate nmessage[ RFC8281] extended i n[ RFC9050] can be used to
downl oad or renove | abels by using the CCl bject.

Based on the extended PClnitiate nmessage and PCRpt described in
[1-D.ietf-pce-pcep-extension-native-ip], the BG Peer Info (BPI)
hj ect and the Peer Prefix Association (PPA) Object are used to
establish nulti BGP sessions and advertise route prefixes anobng
different BGP sessions before setting up a VLAN-based traffic

f orwardi ng pat h.

Thi s docunent extends the PClnitiate nessage as shown bel ow
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<PClnitiate Message> ::= <Conmpn Header >
<PCE-initiated-Isp-list>
Wher e:
<Common Header> is defined in [ RFC5440]

<PCE-initiated-Isp-list> ::= <PCE-initiated-I|sp-request>
[<PCE-initiated-Isp-Ilist>]

<PCE-initiated-I|sp-request> ::=
(<PCE-initiated-Isp-instantiation>|
<PCE-initiated-|sp-del eti on>
<PCE-initiated-I|sp-central-control >)

<PCE-initiated-Isp-central-control > ::= <SRP>
<LSP>
<cci-list>
<cci-list>::= <new CCl >
[ <BPI >| <PPA>]
[<cci-list>]
Wher e:
<cci-list>is as per
[ RFCO050] .

<PCE-initiated-I|sp-instantiation> and
<PCE-initiated-|sp-deletion> are as per [RFC3281].
<BPI > and <PPA> are as per
[draft-ietf-pce-pcep-extension-native-ip]

When PClnitiate nessage is used to create VLAN based forwarding
instructions, the SRP, LSP and CCl objects MJST be present. The
error handling for mssing SRP, LSP or CCl object is as per

[ RFC9050]. Further only one of BPlI, PPA or one type of CCl objects

MUST be present. |If none of themare present, the receiving PCE MUST
send a PCErr nessage with Error-type=6 (Mandatory Object nissing) and
Error-val ue=TBD4 ( VLAN based forwardi ng object mssing). |If there

are nore than one of BPI, PPA or nore than one type of CCl objects,
the receiving PCC MIST send a PCErr nmessage with Error-
type=19(Invalid Operation) and Error-val ue=TBD5(Only one of BPI, PPA
or one type of the CCl objects for VLAN can be included in this
message) .

5.2. The PCRpt nessage
The PCRpt message is used to report the state and confirmthe VLAN

info that was allocated by the PCE, to be used during the state
synchroni zati on phase or as acknow edgenent to PClnitiate nessage.
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The format of the PCRpt nmessage is as foll ows:

<PCRpt Message> ::= <Common Header >
<state-report-list>
Wher e:
<state-report-list> ::= <state-report>[<state-report-1list>]
<state-report> ::= (<lsp-state-report>|
<central -control -report>)
<l sp-state-report> ::= [ <SRP>]
<LSP>
<pat h>
<central -control -report> ::= [ <SRP>]
<LSP>
<cci-list>
<cci-list>::= <new CCl >
[ <BPI >| <PPA>]
[ <cci-list>]
Wher e:

<path> is as per [RFC8231] and the LSP and SRP object are
al so defined in [ RFC8231].

<BPI > and <PPA> are as per
[draft-ietf-pce-pcep-extension-native-ip]

The error handling for missing LSP or CCl object is as per [RFC9050].
Further only one of BPlI, PPA or one type of CCl objects MJST be
present. |If none of themare present, the receiving PCE MUST send a
PCErr message with Error-type=6 (Mandatory Object nissing) and Error-
val ue=TBD4 ( VLAN based forwardi ng object mssing). |If there are
nore than one of BPI, PPA or nore than one type of CCl objects, the
recei ving PCC MUST send a PCErr nmessage with Error-type=19(Invalid
Qperation) and Error-val ue=TBD5(Only one of BPI, PPA or one type of
the CCl objects for VLAN can be included in this nessage).

6. VLAN based traffic forwarding Procedures
The target deploynent environment of VLAN based traffic forwarding
mechanismis for both Native IPv4 and I Pv6. |In such scenarios, the

BGP is used for the prefix distribution among underlying
devi ces(PCCs), no MPLS is involved.
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In order to set up the VLAN-based traffic forwarding paths for
different applications in native IP network, nultiple BGP sessions
shoul d be depl oyed between the ingress PCC and egress PCC at the edge
of the network respectively.

Based on the business requirements, the PCE cal cul ates the explicit
route and sends the route information to the PCCs through PCinitiate
messages. Wien the PClnitiate nmessage is received, the packet to be
guaranteed will be | abeled with corresponding VLAN tag, that is done
by the ingress PCC. The | abel ed packet will be further sent to the
PCC s specific subinterface identified by the VLAN tag and then be
forwarded. Sinmilarly, after receive of the PClnitiate nmessage, the
packet will be re-labeled with new VLAN tag and then be forwarded by
the transit PCC and the egress PCC. The mechani smof allocating and
managi ng VLAN I D by PCC can refer to the appendi x.

The whol e procedures mainly focused on the end-to-end traffic
assurance for key applications so that it can ensure the adequacy of
VLAN quantity.

6.1. Miltiple BGP Session Establishment Procedures

As described in section 4, nultiple BGP sessions should be depl oyed
bet ween the ingress device and egress device at the edge of the
network respectively in order to carry information of different
applications. As per [I-D.ietf-pce-pcep-extension-native-ip], the
PCE should send the BPI (BGP Peer Info) Chject to the ingress and
egress device with the indicated Peer AS and Local /Peer |P address.
The I ngress and egress devices will receive nmultiple BPI objects to
establish sessions with different next hop. The specific procedure
is as follows:
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- -+ - -+ - -+
N T +R6+
+--+ +--+ +--+

R BGP Session A ------------ >|
R BGP Session B ------------ >|
| <----ommem---- BG° Session C ------------ >|

Figure 1: BGP Session Establishnent Procedures
6.2. BGP Prefix Advertisenment Procedures

The detail procedures for BGP prefix adverti senment procedures is
introduced in [I-D.ietf-pce-pcep-extension-native-ip], using
PClnitiate and PCRpt nessage pair.

The BGP prefix for different BGP sessions should be sent to the

i ngress and egress device respectively. The end-to-end traffic for
key application can be identified based on these BGP prefix
informati ons and be further assured. As per
[1-D.ietf-pce-pcep-extension-native-ip], the PPA(Peer Prefix

Associ ation) object with list of prefix sub-objects and the peer
address will be sent through the PCinitiate and PCRpt nessage pair.
Thr ough BGP protocol, the ingress device can |learn different BGP
prefix of the egress device based on the different sessions.

6.3. VLAN mapping info Adverti senent Procedures

After the BGP prefix for different BGP session are successfully
advertised, information of different applications should be forwarded
to different VLAN-based traffic forwardi ng paths. Based on [ RFC3281]
and [ RFC9050], in order to set up a a PCE-initiated VSP based on the
PCECC nechani sm the PCE MJUST send the VLAN forwarding CCl (VFCCl)
Object with the VLANID included to the ingress PCC and the VLAN
crossing CCl (VCCCl) (bject to the transit PCC and egress PCC through
a PClnitiate message with the PST set to TBDl1 in SRP
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6.3.1. VLAN-Based forwarding info Advertisenment Procedures

The detail procedures for VLAN-Based forwarding info advertisenent
contained in the VLAN forwarding CCl Cbject are shown bel ow, using
PClnitiate and PCRpt nessage pair.

P +

R + PCE + oammee - +
| S L4 + |
I I I I

ML&ML- R | | | |
I I I I I
I I I I I
| +- -+ +- -+ +- -+ |
|[------- +R2+ ------ +R3+------- +R4+ --------
| +- -+ +- -+ +- -+ |
I+- -+ +--+ +- - I+
+RI+---- - ee e e e +R5+- - - m e +R6+
+- -+ +- -+ +- -+

Figure 2: VLAN Based Forwarding I nfo Advertisenent
Procedures for Ingress PCC

The VLAN-forwarding instructions contained in the VFCCl object from
the PCE needs to be sent after the initial PClnitiate and PCRpt
message exchange with the ingress PCC. On receipt of a PClnitiate
message for the PCECC VSP, the PCC responds with a PCRpt nessage with
the status set to 'Going- up’', carrying the assigned PLSP-1D and set
the D(Del egate) flag and C(Create) flag(see Figure 1).

When the PCE receives this PCRpt nessage with the PLSP-ID, it assigns
VLANs along the path and sets up the path by sending a PClnitiate
message to each node along the path of the VSP, as per the PCECC
techni que. The ingress PCC woul d receive one VFCCI Object which
contains VLAN on the |ogical subinterface and the Peer |P address.
Once the VLAN operations are conpleted, the PCE MUST send a PCUpd
message to the ingress PCC

The new CCl for the VLAN operations in PCEP are sent via the
PClnitiate nmessage by defining a new PCEP object for CCl operations.
The fields in the LSP-1DENTIFI ERS TLV are described for the RSVP-

signal ed LSPs but are applicable to the PCECC VSP as well. So the
LSP object is included in the PCinitiate message can still be used to
identify the PCECC VSP for this instruction and the process is the
sare.
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PLSP- | D=2, VLANEVLAN_R1_R2 downl oad

CCl

- + - +
| PCC | | PCE |
| i ngress| Fommmm - +
+o-- oo | (R1) | I
| PCC +------- + I
| transit]| |
Fomemm - | (R2/3/4) | |<--PCnitiate, PLSP-1D=0, PST=TBD1----- - | PCECC VSP
| PCC Fomee - + |----PCRpt, PLSP-ID=2,D=1,C=1---------- > Initiate
| egress | | (GO NG UP) PCECC VSP
| (R6) | I
S + |
I
I
I

I
I
|
<--PClnitiate, VLAN- FORWARDI NG- CC- | D=Z-| VLAN
I
|
| PLSP- | D=2, VLAN=VLAN_R1_R2 |
I
| <- - - PCUpd, PLSP- | D=2, PST=TBD1, D=1- - - - - - | PCECC VSP
| (UP) | Update
| ----PCRpt, PLSP-I1 D=2, D=1, C=1---------- >
. I (UP) . I
Figure 3: PCE-lInitiated VSP On VLAN Forwardi ng

|
I
I
I
|
| [----- PCRpt , CC- | D=Z, PLSP- | D=2- - - - - - - - >
I
I
I
I
I

After the PCC receives the CCl object (with the Rbit set to 0 in SRP
object) in PClnitiate nessage, the PCC s subinterface will set up the
speci fic VLAN based on the VFCCl object, source and destinati on BGP
prefix | earnt before. Wen the ingress PCC receives a packet, based
on the source and destination IP, the packet that needs to be
guaranteed will be matched and then be | abeled with corresponding
VLAN tag. After that, The | abel ed packet will be further forwarded
to the specific subinterface according to the appendi x.

VWhen PCC receives the VFCCI (bject with the Rbit set to 1 in SRP
object in PClnitiate nessage, the PCC MUST withdraw t he VLAN- Based
forwarding info advertisenent to the peer that indicated by this
obj ect .

On receipt of a PClnitiate message for the PCECC VSP, the PCC MJST
report the result via the PCRpt nessages, with the correspondi ng SRP
and CCl object included.

The nessage nunber, nessage peers, nessage types and nessage key
paraneters in the above figures are shown in the table bel ow

Wang, et al. Expires 8 March 2025 [ Page 12]



I nternet-Draft pce Sept enber 2024

Table 1: Message | nformation

e +
| No.| Peers| Type | Message Key Parameters |
o o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| ML | PCE/RL| PClnitiate| CC |1 D=X1(Synbolic Path Nane=C ass A)

| ML- R | PCRpt | VLAN Forwar di ng CCl Obj ect

|
| | | | (Peer | P=R6_A, I nterface_Address=I NF1, |
| | | | VLAN_| D=VLAN _R1_R?) |

6.3.2. VLAN-Based crossing info Advertisenment Procedures

After the VLAN-Based forwarding info adverti sement procedures, the
PCE needs to send a PClnitiate nessage to each node along the path to
downl oad the VLAN crossing instructions. The detail procedures for
VLAN- Based crossing info adverti senent contained in the VCCCl Object
are shown below, using PClnitiate and PCRpt nessage pair.

o e eeeao oo +
T + PCE oo - +

| |

| ML&ML-R  M2&MR2-R  MB&MB-R  MA&MA-R
I I I I I

I I

+- -+ +- -+ +- -+
[------- +R2+ ------ +R3+------- +R4+ ------- |
| +- -+ +- -+ +- -+ |
I I
+- -+ +- -+ +- -+
+RI+-----cmmee e a +RB+- - - s e e e a s +R6+
+- -+ +- -+ +- -+

Figure 4: VLAN Based Crossing Info Advertisenent Procedures
for Transit PCC and Egress PCC
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Simlarly, as per the PCECC, The transit PCC woul d receive two VCCCI
hjects with the Obit set for the out-VLAN on the egress
subinterface and the O bit unset for the in-VLAN on the ingress
subinterface. Sinmilar with the transit PCC, the egress PCC woul d
receive two VCCCl hjects but the out-VLAN on the egress subinterface
is set to 0. The in-VLAN tag and an out-VLAN tag in the CCl (bjects
specifies a new VLAN forwardi ng path. After the procedure of VLAN
Based forwarding info adverti senent nentioned above, the PCC s
subinterface will set up the specific VLAN based on the VCCC
hject(with the Rbit set to 0 in SRP object) contained in the
PClnitiate message. Wen the transit PCC receives a data packet that
has been | abeled with VLAN by ingress PCC before, based on matching
procedure of the VLAN tag, the in-VLAN tag of this data packet wll
be replaced by a new out-VLAN tag of the current transit PCC
according to the appendi x. The packet with the new VLAN tag will be
further forwarded to the next hop.

For the egress PCC, the out-VLAN tag MJUST be 0 which indicates it is
the last hop of the transmission. So the egress PCCwill directly
renove the in-VLAN tag of the packet and the packet wll be

f or war ded.

When PCC receives the VCCCI (bject with the Rbit set to 1 in SRP
object in PClnitiate nessage, the PCC MJUST wit hdraw the VLAN Based
crossing info advertisement to the peer that indicated by this

obj ect .

On receipt of a PClnitiate nessage for the PCECC VSP, the PCC MJST

report the result via the PCRpt nessages, with the correspondi ng SRP
and CCl object included.
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R + R +
|PC | | PCE |
| i ngressj oo +
oo | (R | |
| PCC +------- + |
| transit]| |
Fomemm - | (R2/3/4) | |<--PCnitiate, PLSP-1D=0, PST=TBD1----- - | PCECC VSP
| PCC R + |----PCRpt, PLSP-1D=2,D=1,C=1---------- > Initiate
| egress | | | (G NG UP) | PCECC VSP
| (R6) | | I I
T |
| <------- PClnitiate, VLAN- CRCSSI NG CC- | D=X1, X2-------- | VLAN
| | PLSP-1D=2, 1 N-VLAN=VLAN R4_R6, OUT- VLAN=0 | downl oad
I I I | Ca
I PCRpt , VLAN- CRCSSI NG- CC- | D=X1, X2------- >|
| | PLSP- | D=2, | N- VLAN=VLAN R4 _R6, OUT- VLAN=0|
I I I I
| | <--R2: PCl ni tiate, VLAN- CROSSI NG CC- 1 D=Y1, Y2--| VLAN
| | | PLSP-1 D=2, | N- VLAN=VLAN R1_R2, | downl oad
| | | QUT- VLAN=EVLAN R2_R3 | Cd
I I I
| |------- R2: PCRpt , VLAN- CRCSSI NG CC- | D=Y1, Y2- - >|
| | | PLSP-1 D=2, | N-VLANEVLAN R1_R2, |
| | | QUT- VLANEVLAN R2_R3 |
| | | R3/R4:..... |
I I I I
| | | <---PCUpd, PLSP- | D=2, PST=TBD1, D=1-- - - - - | PCECC VSP
| | | (LP) | Update
| | | ----PCRpt, PLSP-1 D=2, D=1, C=1---------- >|
| | | (LP) |

Figure 5: PCE-lnitiated PCECC VSP On VLAN Crossing

When the out-VLAN tag conflicts with a pre-defined VLAN tag or the
PCC can not set up a VLAN forwarding path with the out-VLAN tag, an
error (Error-type=TBD6, VLAN- based forwarding failure, Error-

val ue=TBD7, VCCCI (bject peer info nismatch) MJUST be reported via the
PCRpt message.

The nessage nunber, nessage peers, nessage type and nessage key
paraneters in the above figures are shown in bel ow tabl e:
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Tabl e 2: Message | nfornmation

T +
| No.| Peers| Type | Message Key Parameters |
o o o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e — oo o - +
ML | PCE/R2| PClnitiate| CC- 1 D=X1(Synbolic Path Nane=C ass A)
ML- R| | PCRpt | VLAN crossing CCl Ooject(IN)

| |
| | | | (O=0, I nterface_Address=I NF1, | N VLAN | D=VLAN R1_R2) |
| | | | VLAN crossing CCl hject (OUT) |
| | | (O=1, I nterface_Address=I NF2, OUT_VLAN | D=VLAN R2_R3) |

=+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
=+

| PCE/ R3| PCInitiate| CC 1 D=X1(Synbol i c Path Nane=C ass A) |
| | PCRpt | VLAN crossing CCl Ooject(IN) |
| | | (C=0, I nterface_Address=I NF1, | N VLAN | D=VLAN R2_R3) |
| | | VLAN crossing CCl hject (OUT) |
| | | (O=1, I nterface_Address=I NF2, OUT_VLAN | D=VLAN R3_R4) |

=+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
=+

| PCE/ R4| PClnitiate| CC |1 D=X1(Synbolic Path Nane=C ass A) |
| | PCRpt | VLAN crossing CCl Ooject(IN) |
| | | (C=0, I nterface_Address=I NF1, | N VLAN | D=VLAN R3_R4) |
| | | VLAN crossing CCl hject (OUT) |
| | | (O=1, I nterface_Address=I NF2, OUT_VLAN | D=VLAN R4 _R6) |

=+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
=+

| M4 | PCE/ R6| PCl nitiate| CC- |1 D=X1(Synbolic Path Nane=C ass A) |
| Ma-R| | PCRpt | VLAN crossing CCl Object(IN |
| | | | (C=0, I nterface_Address=I NF1, | N VLAN | D=VLAN R4_R6) |
| | | | VLAN crossing CCl hject (OUT) |
| | | | (O=1, I nterface_Address=I NF2, OQUT_VLAN | D=0) |
o m ot m o e o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mo oo +

7. New PCEP njects

The Central Control Instructions (CCl) Ohject is used by the PCE to
specify the forwarding instructions is defined in [ RFC9050]. This
docunent defines two other CCl object-types for VLAN-based traffic
forwarding. Al new PCEP objects are conpliant with the PCEP obj ect
format defined in [ RFC5440].

7.1. VLAN forwarding CCl nject

The VLAN forwarding CCl Obhject is used to set up the specific VLAN
forwardi ng path including the | ogical subinterface that will be used
for traffic forwarding to the specific hop. Conbined with this type
of CCl Object and the Peer Prefix Association object(PPA) defined in
[1-D.ietf-pce-pcep-extension-native-ip], the ingress PCC will
identify the traffic that needs to be protected. This object MJST
only be included and sent to the ingress PCC of the end2end path.

CCl Object-Cass is 44.
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CCl Object-Type is TBD8 for VLAN forwarding info in the native IP
net wor k.

0 1 2 3
01234567890123456789012345678901
o g S T S S T A S S
| CC-ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Reservedl | Fl ags |
B T S i T s i i e e SEI S
| VLAN-| D | Reserved2 |
o g S T S S T i S S
I I
/1 Interface Address TLV /1
| |
B T S i T s i i e e SEI S
I I
/1 Peer | P Address TLV /1
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |
/1 Addi ti onal TLVs /1

i e R i e i i i e i i St S N e S
Figure 6: VLAN Forwardi ng CCl nhject

The fields in the CCl object are as follows:

CC-ID: is as described in [RFCO050]. Following fields are defined
for CC Object-Type TBD8.

Reservedl1(16 bits): is set to zero while sending, ignored on receipt.

Flags(16 bits): is used to carry any additional information
pertaining to the CCl. Currently no flag bits are defi ned.

VLAN I D(12 bits):the ID of the VLAN forwardi ng path that the PCC will
set up on its logical subinterface in order to transfer the packet to
the specific hop.

Reserved2(20 bits): is set to zero while sending, ignored on receipt.
Interface Address TLV [RFC8779] MJST be included in this CC hject-

Type TBD8 to specify the interface which will set up the VLAN defined
in the VFCCl nject.
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The Peer | P Address TLV [ RFC8779] MUST be included in this CC hject-
Type TBD8 to identify the end to end TE path in VLAN-based traffic
forwardi ng network and MJST be uni que.

7.2. Address TLVs

[ RFC8779] defines | PV4- ADDRESS, | PV6- ADDRESS, and UNNUVMBERED- ENDPO NT
TLVs for the use of Generalized Endpoint. The same TLVs can al so be
used in the CCl object to find the Peer address that matches egress
PCC and further identify the packet to be guaranteed. If the PCCis
not able to resolve the peer information or can not find the
correspondi ng ingress device, it MJST reject the CCl and respond with
a PCErr nmessage with Error-Type = TBD6 ("VLAN based forwarding
failure") and Error Value = TBD9 ("lInvalid egress PCC information").

7.3. VLAN crossing CCl nject

The VLAN crossing CCl object is defined to control the transm ssion-
path of the packet by VLAN-ID. This new type of CCl (bject can be
carried within a PClnitiate nmessage sent by the PCE to the transit
PCC and the egress PCC in the VLAN based traffic forwarding

scenari os.

CCl Object-Cass is 44.

CCl (Object-Type is TBD10 for VLAN crossing info in the native IP
net wor k.

0 1 2 3

01234567890123456789012345678901
R et e s i o e s i i
| CC- 1D |
B i s T T i i o S o T Ji I
| Reservedl | FI ags | 9
i i i T i I S i e s o o i i
| VLAN- | D(i n/ out) | Reserved2 |
R et e s i o e s i i

I I
/1 Interface Address TLV /1

T T S i i S DU S A S R T o T

I I
[/ Addi tional TLVs [/

T S S S T S S S S it S S SEp DI S S

Figure 7: VLAN Crossing CCl Ohject
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8.

8.

CC-ID: is as described in [RFCO050]. Followi ng fields are defined
for CCl Object-Type TBD1O.

Reservedl1l(16 bits): is set to zero while sending, ignored on receipt.
Flags(16 bits): is used to carry any additional information

pertaining to the CCl. Currently, the following flag bit are
defi ned:

* Obit (out-label) : If the bit is set to "1, it specifies the VLAN
is the out-VLAN, and it is mandatory to encode the egress interface
informati on(via Interface Address TLVs in the CCl object). If the

bit is not set or set to '0’, it specifies the VLAN is the in-VLAN,
and it is mandatory to encode the ingress interface information.

VLAN I D(12 bits): The ID of the VLAN switching path. Wen the O bit
is set to 0, the VLANis the in-VLAN and the ID indicates a VLAN
forwarding path which is used to identify the traffic that needs to
be protected. Wen the Obit is set to 1, the VLANis the out-VLAN
and it indicates the ID of the VLAN forwarding path that the PCC wl|l
set up on its logical subinterface in order to transfer the packet
|labled with this VLAN ID to the specific hop. To the transit PCC,
the value MJUST not be O to indicate it is not the |ast hop of the
VLAN-based traffic forwarding path. To the egress PCC, the val ue
MJUST be O to indicate it is the last hop of the VLAN-based traffic
f orwar di ng pat h.

Reserved2(8 bits): is set to zero while sending, ignored on receipt.
Interface Address TLV [RFC8779] MJST be included in this CCl hject-
Type TBD8 to specify the interface which will set up the VLAN defined
in the VCCCl nject.

I ANA Consi derations
1. Path Setup Type Registry

[ RFC8408] created a sub-registry within the "Path Conputation El enent
Prot ocol (PCEP) Nunbers" registry called "PCEP Path Setup Types".
IANA is requested to allocate a new code point within this registry,
as foll ows:

Val ue Descri ption Ref er ence
TBD1 VLAN- Based Traffic Forwardi ng Path Thi s docunent
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8.2. PCECC- CAPABI LITY sub-TLV's Flag field

[ RFC9050] created a sub- registry within the "Path Computation

El ement Protocol (PCEP) Nunbers" registry to manage the val ue of the
PCECC- CAPABI LI TY sub- TLV's 32-bits Flag field. IANA is requested to
allocate a new bit position within this registry, as foll ows:

Val ue Descri ption Ref erence
TBD2( V) VLAN- Based Forwardi ng CAPABI LI TY Thi s docunent

8.3. PCEP (bject Types
I ANA is requested to allocate new registry for the PCEP Ohject Type:
hj ect - d ass Val ue Narme Ref er ence
44 CCl bj ect-Type Thi s docunent
TBD8: VLAN forwardi ng CCl
TBD10: VLAN crossing CCl
8.4. PCEP-Error bject
IANA is requested to allocate new error types and error values within

the "PCEP- ERROR Obj ect Error Types and Val ues" sub-registry of the
PCEP Nunmbers registry for the follow ng errors:

Error-Type Meaning Error-val ue Ref erence
6 Mandat ory Obj ect m ssing TBD4: VLAN based Thi s docunent
forwardi ng obj ect
m ssi ng
10 Reception of an TBD3: PCECC Thi s docunent
i nval i d obj ect VLAN- based- f or war di ng
- CAPABI LI TY
bit is not set
19 I nvalid Operation TBD5: Only one of BPlI, This docunent

PPA or one type of
the CCl objects
for VLAN can be included
in this message
TBD6 VLAN- based forwardi ng TBD7: VLAN crossing CCl This docunent
failure oj ect peer info msmatch
TBD9: Invalid egress Thi s docunent
PCC i nformation
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Appendi x A, Datapl ane Operations for VLAN Switching

A.1. VLAN Functional Categorization

According to | EEE 802.1Q VLAN enabl ed ports are generally

categori zed in one of two ways: tagged or untagged. During the VLAN
swi tching procedure, the usage of VLAN can be further refined into
three categories:

VLAN of ingress interface: A VLAN originally tagged by the devices
which is used for VLAN-based fl ow | abeling behavior. The Ingress
VLAN refers to the initial VLAN tagging perfornmed by devices when
they send traffic into the network. It helps identify and nmanage the
flow of traffic as it enters the network.

VLAN of transit interface: A VLAN transporting transit traffic, in
other words, the traffic tagged with transit VLAN does not have the
final source or destination. The Transit VLAN facilitates the
movenent of traffic between different segnents of the network,
ensuring efficient routing to reach its ultimate destination.

VLAN of egress interface: A VLAN through which traffic exits a

network, and the devices within the network may renove the VLAN tag
before sending the traffic to its final destination. The Egress VLAN
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handl es traffic | eaving the network from end-user devices. Devices
within this VLAN perform necessary operations, such as VLAN tag
renoval or other processing, to ensure that outgoing traffic is
appropriately formatted for the next segnent of its journey in the
net wor K.

A. 2. VLAN switching process

A.2.1. VLAN Forwarding routing table

Based on the three categories of VLANs above, the ingress devices
needs to maintain a VLAN Forwardi ng routing table(VFR) table defined
bel ow which is used to match the packet based on the source and
destination IP

Table 1. VLAN-Forwarding routing table

I T NN N NN NN +
| Src IP Prefix | Dst I P Prefix | Interface | VLAN |

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mao o +
| Source IP_A | Destination IP_A | I NF X | VLAN X |
| Source I P_B | Destination IP_B | I NF Y | VLAN Y |
I |
I N N N NN NN +

The source and destination |IP address is used to identify the end to
end TE path in VLAN-based traffic forwardi ng network. The VLAN

i ndicates a VLAN forwarding path which is used to mark the traffic
that needs to be protected. Through the VLANin the VFR table, a
VLAN forwarding path will be set up on its logical subinterface in
order to transfer the packet to the specific hop

A.2.2. VLAN-Crossing routing table

Accordingly, the egress devices and transit devices need to maintain
a VLAN-Crossing routing table(VCR) table. The VLAN IDs of inbound
and out bound form a key-value pair which indicates a new VSP. The
interface addresses indicate the inbound and out bound sub-interface
addresses that carries the specific service traffic which needs to be
guaranteed. The in-VLAN is used to identify the traffic that needs
to be protected while the out-VLAN indicates the I D of the VLAN
forwarding path that the device will set up on its |ogica
subinterface in order to transfer the packet labled with this VLAN ID
to the specific hop. To the transit device, the value MIST not be 0O
to indicate it is not the last hop of the VLAN based traffic
forwarding path. To the egress device, the value MJUST be 0 to
indicate it is the last hop of the VLAN-based traffic forwarding
pat h. Through the mappi ng of the in-VLAN and the out-VLAN in the
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table, the data packet will be transferred to the specific interface

and be switched on the out VLAN for the transit devices or 0 for the
egress devi ces.

Table 2: VLAN-Crossing routing table

____________________________________________________________________ +
In-Interface | I n- VLAN | Qut-Interface | Qut - VLAN |
.................................................................... +
| NF1 | VLAN_X1_X2 | I NF2 | VLAN_X2_X3
I NF3 | VLAN_Y1_Y2 | | NF4 | VLAN_Y2_Y3
I NF5 | VLAN z1_ 72 | | NF6 | 0 |
.. |
..................................................................... +

.3. VLAN-based traffic switching Procedures

In order to inplenment VLAN switching, the routers and sw tches MJST
support VLANs. Based on the business requirenents, the packet to be
guaranteed will be | abeled with corresponding VLAN tag. The tag may
be added or renmoved by a host, a router, or a switch which is out of
the scope of this document. The |abeled packet will be further sent
to the router’s specific subinterface identified by the VLAN tag and
t hen be forwarded.

i ngress node transit node egress node
origi nal +--+ +--+ +--+
packet---------- >+R1I+------------- +R2+--- - e e e - - +R3+------ >

+- -+ +- -+ +- -+
Fomm o - + S + S + T +
| S&D MAC| | S&D MAC | | S&D MAC | | S&D MAC|
| S&D I P | | VLAN X1 | | VLAN X1_X2| | S&D I P |
| DATA | | S&D IP | | S&D IP | | DATA |
R + | DATA | | DATA | e +

TS + TS +

Fi gure 1: Data Packet Encapsul ation Procedure

Fi gure8 shows the data packet encapsul ati on procedure of VLAN

swi tching operations. As a ingress node, RL maintains a VFR table
shown in the table 3 below. Sinmlarly, as a transit node and an
egress node, R2 and R3 nmintain a VCR routing table shown in the
tabl e 4&5 bel ow separately. Based on these tables, the specific VLAN
will be set up on their sub-interfaces. Wen the ingress node Rl
recei ves a packet, based on the source and destination |IP, the packet
that needs to be guaranteed will hit the first entry in the routing
table and then be | abeled with corresponding VLAN tag VLAN X1.
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Tabl e 3: VLAN Forwarding routing table to Rl

o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmao +
| Src | P Address | Dst | P Address | Interface | VLAN |
o m o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o m oo +
| Source IP_A | Destination IP_A | I NF X | VLAN X1 |
| Source IP_B | Destination IP_B | I NF Y | VLAN Y1 |
| o |
o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmao +

After that, The | abel ed packet will be further forwarded to the
specific subinterface specified by VLAN. Wen the data packet tagged
with VLAN X1 which is done by Rl is delivered to R2, it will look up
the VCR table via tagged VLAN. If the VLANis consistent, the in-
VLAN as VLAN X1 will be replaced with a out-VLAN as VLAN X1X2 by the
current transit node R2. The packet |abeled with new VLAN will be
further delivered to the next hop.

Table 4. VLAN-Crossing routing table to R2

T T N, +
| In-Interface | I n- VLAN | Qut-Interface | Qut - VLAN |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmmme oo +
| I NF1 | VLAN_X1 | I NF2 | VLAN_X1_X2 |
| I NF3 | VLAN_Y1 | | NF4 | VLAN_Y1_Y2 |
| I NF5 | VLAN 71 | | NF6 | 0 |
| o |
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +

R3, as the egress node, its out-VLAN in the VCR table MJUST be 0 which
indicates it’ s the final hop in the whole transit procedure.
Therefore, the egress node will strip the in-VLAN and the packet wll
be transited directly.

Table 5: VLAN-Crossing routing table to R3

o o m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo +
| In-Interface | I n- VLAN | Qut-Interface | Qut - VLAN |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee—m oo +
| I NF1 | VLAN_X1_X2 | I NF2 | 0 |
| I NF3 | VLANLY1_Y2 | | NF4 | VLAN_Y2_Y3 |
| I NF5 | VLAN Z1_72 | | NF6 | VLAN Z2_73 |
| ce |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee—o o +

Based on the VFR table and VCR table, the original packet will be
transmtted along the path of the VSP through the exchange of VLAN

| abel s. Via calculating and deploying the optimal VSP by the central
controller, the overall QoS assurance effect is achieved, and there
is no nore need to reserve resources for physical links in advance.
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