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Abst ract

The proliferation of 10T technol ogy has | ed to ubiquitous

i nterconnectivity across devices and systens. However, industry-w de
chal | enges persist due to heterogeneous data formats, inconpatible
devi ce protocols, and fragnented service interfaces across |oT
ecosystenms. This technical specification establishes standardized
communi cati on protocols and control interfaces for 10T devices,
targeting systemdesign, testing, and interoperability research. By
i npl ementing a structured open service interconnection framework, it
aine to streamine cross-systemintegration while reducing

i npl ement ati on redundancy and breaki ng down service barriers,
ultimately accelerating industrial |oT advancenent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Novenber 2025.
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1. Preface

Wth the devel opnent of 10T technol ogy, everything is w dely

i nterconnected and deeply invole with human-machi ne interaction
Thi s includes various innovative applications such as autononous
vehicles, telemedicine, smart factories, smart cities, and nore.
However, as busi nesses grow, the adoption of different data
descriptions and service access nethods by nass |oT data, devices,
busi nesses, and services |leads to fragnentation issues. These
fragnentation i ssues can be observed in the formof data

het erogeneity, device heterogeneity, and application heterogeneity.
Unfortunately, these issues hinder the devel oprment of the industry.
The main challenges that arise fromthis fragmentation are:

1. Low value of data: 10T data has the characteristics of multi-
source heterogeneity and huge scale, making it difficult for data
anal ysis and sharing. At the sane tine, the |ack of business
rel evance between massive ampbunts of data |leads to inefficient
use of data.

2. High cost of business replication: different devices use
different access standards. The cost of device access is too
high and the tine is too long. Wth the growh quantity of
appl i cations and devi ces, new device needs to be custom zed and
devel oped multiple times for different standards, resulting in
i ncreased business replication cost.

3. Difficulty in industrial chain cooperation: There are different
access protocols and data nodel s between different nanufacturers.
The internal industrial chain has its own system which nakes it
difficult for industrial chain to collaborate, for devices to be
i nked, maintained, for service to be conpatible, Wich seriously
af fects the user experience.

In order to solve the problem this draft proposes the requirenents
for 1oT smart devices to transnit and control, as well as

transm ssion and protocol interfaces. It is for the program design,
systemtesting and acceptance, and related research. Structured,

uni fied, and standardi zed open service interconnection nodel reduces
busi ness replication cost and renoves service barriers to push

i ndustrial devel opnent.

2. Requirenents for Consistency

2.1. Terns and Definitions
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2.1.1. Area
A set of related functions, which is business independent.
2.1.2. Attribute

Used to describe the sustainable state of the devices during
operation, which can be read and set.

2.1.3. Qperation

A nmethod that can be called externally by a device or platform The
operation includes "input paraneters" and "output paraneters". The
i nput paraneters are the instruction information that needed to
performthe operation, and the output parameters are the feedback
information after the instruction is executed.

2.1. 4. Event

Information actively reported by the device. This type of
informati on needs to be reported in real time and processed by the
platformin time. |If the device network is interrupted, it can be
cached and reported after recovery.

2.1.5. Resource
An entity that is a relatively independent conponent of the device
and can independently handl e user requirenents. User applications
can i ndependently show or nmanage the resources of the device. For
exanpl e, the video channel of NVR device.

2.1.6. 10T Device Managenent Platform
A systemthat connects a |l arge nunber of diverse and het erogeneous
sensi ng devices and can unify access managenent of devices, collect,
process and store data.

2.1.7. Load Bal anci ng Service
Responsi bl e for equi pnent certification. The device actively
authenticates to the | oad bal ancing service. After passing the
aut hentication, the device will balance the load to multiple devices
to access the service through redirection

2.1.8. Device Access Service

Servi ces for managi ng, controlling and configing device functions and
support attributes, operations, and events.
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2.1.9. Picture Service

Responsi bl e for inmage storage services, support upl oad, downl oad
i mges and ot her functions.

2.1.10. Video Service

Responsi bl e for nmedia data transm ssion, support real-time preview,
vi deo pl ayback, voice intercomand other functions.

2.1.11. Event Service
Responsi bl e for receiving and handling events.

2.1.12. 10T Smart Devices
Physical entities with video, inage, and information perception
capabilities, including: video equi pnment, access control, radar, etc.
It can be directly connected to the |I0oT device managenent platform
or be a gateway that connects the agent sub-device and the 10T device

managenent pl atform

2.2. Abbreviations and Acronyns

| Abbreviations and Acronyns | Ful I Nane |
[} gl ——_——————————— s p—p—r
| IP | Internet Protocol |
e O +
| JSON | Java Script hject Notation

L -, T T +
| MITT[ MJTT2016] | Message Queuing Tel emetry Transport |
o e e e e e e e e a oo - oo e m e e e e e e e e e e e e mm e mmmaa o - +
| TLS[ RFC8446] | Transport Layer Security |
e O +
| UTF-8 | 8-bit Unicode Transformation Forma |
L -, T T Tt +
| URL | Uni f orm Resoure Locat or

o e e e e e e e e a oo - oo e m e e e e e e e e e e e e mm e mmmaa o - +

Tabl e 1. Abbreviations and Acronyns
3. 10T nodel construction

3.1. Mdel Design Principles
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3.1.1. Sinmple
The nodel is independent of network technol ogy and operator protocol,
and focuses on the virtualization description of the device itself,
which sinplifies the understandi ng process of the device
manuf act ur er.

3.1.2. Pervasiveness
It is conpatible with the needs of nore manufacturers as nmuch as
possible. The nodel is divided into public attributes and specific
attributes. The device can have public attributes or include self-
defined features of the device. and Provide industry nodel tenplates
by industry.

3.1.3. Extensibility
Support user-defined services, provide data transparent transm ssion
mechani sm and define basic nodel capabilities and industry tenplates
separately.

Modul arity: reduce duplicate resources, extract public services for
reuse, and inprove utilization efficiency.

3.1.4. Ease of use

Provi de nore easy-to-use interfaces, including DSL | anguage nodel
description for integration.

4. Framewor k of Device Communi cati on Protoco

The framework of the protocol is shown bel ow
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Bussiness Protocol-----------------m
| +------ + +----- + +------- + +----+ Fomm e +
| | | | | | | | Area| | Resour ce|
| |Store/| | Medial |Upgrate]| +----+ e +
| | File] | | | | eooeeo--- b bkt
| | | | | | | |Attribute| | Operation| |Event]
| +------ + - + e------ S S R S S R + - +
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e e e mm e e mm e = =
Fundanent al Communi cation Protocol---------------------------
| e +
| | +--mmmm e B +
| | | Store | Media |Update | | Attribute| Operation| Event |
| | | Channel | Channel | Channel | | Channel | Channel | Channel
| | +------mmmm e - + - N R Ao+
| + | |
I A A " I I I
| | | R R Fommme - +- -+
I I | MJTT I
| | | Fom e o A e I Neee
| | | | |
I I I I Fo-o-te oot
I I I I | TLS |
I I I I too-- Moot
I I I I I
| R e I e S I R IR +---+
| [HTTP(S)| | TCP |
| Fommm e I I +

Fi gure 1: Framewor k of Device Conmunication Protoco

The business is separated fromthe protocol

adopts MQJIT to transmt data.

used for authentication, nedia,
and events.
5. Interface protocol structure

In this draft, the session channe
Structure of MQJIT protoco
header, vari abl e header and payl oad.
shown bel ow.
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In the bottom | ayer,
D fferent transni ssion channels are
storage and attri butes,

May 2025

it

operati ons,

interface adopts MQJIT protocol
is divided into three sections:
Structure of MQJIT protoco

fixed

is
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I I I I
| Fi xedheader | Vari abl eheader | General Payl oad | Appli cati onPayl oad

-------- T P
Narme | Fi xedheader | Vari abl eheader|Length | Content | Content
-------- T ey
Symbol | Fi xedHEADER | Var i abl eHEADER| LEN | Gernal | Func
-------- S
Length |2-5 Bytes | Vari abl e | 2 Bytes| Vari abl e| Vari abl e
-------- T P
Des- | Dependi ng | Di fferent | The | See | The format
cription|on the | control | length | defi- | depends on

| I engt h of | message has | of |nition |specific

| the vari abl e| di fferent | general |for its |transaction

| header and |variable | payl oad| format |

| payl oad, the|headers | | |

| I engt h of | | | |

| the fixed | | | |

| header | | | |

| varies | | | |

| bet ween 2 | | | |

| and 5 bytes | | | |
-------- T TR Syt

Figure 2: MQIT protocol structure
General protocols and busi ness protocol bodies need AES (128)
encryption during transm ssion, and UTF-8 encoding is used uniformy
for character strings.

6. Device certification

The overall protocol format of the authentication process is shown as
fol | ows:

Wang, et al. Expi res 22 Novenber 2025 [ Page 8]



Internet-Draft

Open Service Access Protoco

for 1oT May 2025
Payl oad

| Fi xedheader | Vari abl eheader | Gener al Payl oad

Appl i cati onPayl oad

-------- T
Narme | Fi xedheader | Vari abl eheader| Versi on | Con+

| | | [tent |
-------- T TR s
Symbol | Fi xedHEADER)| Var i abl eHEADER| PROTOCOL- | | PROTOCOL-

| | | VERSI ON | Func | VERSI ON

I I I I I
-------- T
Length |2|5 Bytes | Variable | 3 Bytes | Va- | 3 Bytes

| | riable |

I I I I I
-------- T
Des- | Depending | Different | The | See | The
cription|on the | control | version |[tran- |version

| ength of | nessage has | of | sacti on| of

| the | di fferent | protocol |for its|protoco

| vari abl e | vari abl e | | format |

| header and | headers | | |

| payl oad, | I I I

| the I I I I

| length of | | | |

|[the fixed | | | |

| header | | | |

| varies | | | |

| between 2 | | | |

| and 5 byt es| | | |
-------- T T

Figure 3: MQIT protocol fornmat

The protoco

Wang, et al
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version definition is shown as foll ows:
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| Nare | Type | Descri ption

[} e ———————— g Ll —p—p—————————————————————(—————(—————r
| FORM_VERSI ON | char | version nunber of protocol form|
Fecmmemeeiiaaaaaaa S O +
| H GH TYPE VERSION | char | version number of protocol type(high) |
T I oo Fe e m e e e eeeieeeeeccicemeaccacaaaas +
| LOWTYPE VERSION | char | version number of protocol type(low)

o e e e o R o e m e e e e e e e e e e e e e e me e +

Tabl e 2: Protocol version definition

Devi ce access adopts bidirectional negotiation protocol process.

Devi ces sends the supported type of protocol group to the bal ance

| oad service, and the server will determ ne which way to conmunicate
depending on its own situation. After the device being
authenticated, it can establish an MJIT connection with the device
access service (Das) through the sessionkey to comrunicate with the
bussi ness protocol. The specific bidirectional negotiation diagram
is as foll ows:
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+o-o - - + +o-o - - +
| Devi ce| | Server |
+- - - - -+ [ S, +

I

I

I

I

o e e e e e e e oo Fomm e e e oo + |

| Negotiation Request | |
A L + --Negotiati on Request---> +--+

Control Message Type: Ox1

Control Flag: Ox1

I
I
I
I
| Prot ocol Type:1
I
| Protocol Goup:(1,2,4,38)
I
I

+—

<--Negoti ati on Response--
Transacti on Content: XXXXXX
St +
g S +
| Negotiation Response
o +

Control Message Type: 0x2

I
I
I
I
Control Flag: Ox1 |
I
Prot ocol Type:1 |

I

I

_—_-_--— Yy —_-——————
—_————eee e —— _!__ y—_—
1

Figure 4: bidirectional negotiation diagram- consistence
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S + S +
| Devi ce| | Server |
+o- - - -+ R +
S +- + | | S +- +
| Negotiation | | | | | Negotiation | |
| Request?2 | | | | | Response2 | |
Fom e + | | Negotiation | Fom e + |
| Contr ol | +-- Requestl --> | | Contr ol |
| Message Type: 0x1 | | | | Message Type: 0x2 |
I I I I I I
| Control Flag: 0x1 | | | | Control Flag: 0x1 |
I I I I I I
| Protocol Type:2 | | | | Protocol Type:2 |
I I I I I I
| Prot ocol | | Negoti ation | | Prot ocol |
| Group: (1, 2,4,8) | | <-- Responsel--+ | Group: (2, 4,8) |
I I I I I I
| Transacti on | | | | Transacti on |
| Cont ent : xxxx | | | | Cont ent : xxxx |
Fem e e e e eee e aaaa + | | Fem e e e e eee e aaaa +
I I
oo m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ao - o +
| Negotiation |
Di sconnect +-- Request2 --> |
I I
S +- + | | S +- +
| Negotiation | | | | | Negotiation | |
| Request?2 | | | | | Response2 | |
U + | | | U + |
| Control | | | | Control |
| Message Type: 0x1 | | Negoti ation | | Message Type: 0x2 |
| | | <-- Response2--+ | |
| Control Flag: 0x1 | | | | Control Flag: 0x1 |
I I I I I I
| Protocol Type:2 | | | | Protocol Type:2 |
I I I I I I
| Prot ocol | | | | Transaction |
| Group: (1, 2,4,8) | | | | Cont ent : xxxx |
I I I I I I
| Transacti on | | | | |
| Cont ent : xxXxXx | | | | |
R + | | R +
I I
I I
+ +
Figure 5: bidirectional negotiation diagram- inconsistence
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bi directi onal negotiation can be divided into two conditions:

(1) If the service supports this type of protocol, select the npst
secure protocol in the device's protocol group to conplete the
negoti ati on and comruni cate with the device;

(2) If the service does not support the type of protocol, return the
message to the device, which contains the type of protocol and
protocol group supported by the service. And then, interupt TCP
connection. |If the device supports it, use again the type of
protocol and protocol group supported by the service to go through
the authentication process. Qherw se, the device should give up
aut hentication with the service.

In order to ensure forward conpatibility with the ECDH key
interaction node, Bitl of the control flag bit is enabled. Wen Bitl
is 0, the control message type remains in the original node, and when
Bitl is 1, it nmeans that the ECDH key node is used for interaction
The key al gorithm of secret key in the authentication process:

shar ekey: pdkdf 2_SHA256( md5( nd5( MD5( verificati on code + device seria
nunber ) +www. 88075998. con))) Devi ce masterkey: ecdh N D secp384r1l

(1 bs_publickey, device privatekey) Server nasterkey:
ecdh_NI D secp384r1 (device publickey, |bs privatekey)

a) First Authentication
When the device requires for working online the first tineg,

useexchange al gorithm of ECDH secret key to initialize DEVID and
Mast er Key. The process is shown as foll ows:

Wang, et al. Expi res 22 Novenber 2025 [ Page 13]



I nternet-Draft Open Service Access Protocol for IoT May 2025

S + R +
| Devi ce| | Lbs Service
R + R +----+
I I
R Private key Exchange------------------------ +
+----- + |
| | Generate Private Key and Publickey |
<-mmm- + |
+- - - - - + |
| | Generate Share Key |
<Cemmmm + |
[------- Request for Private Key Interaction------- >
<emmm--- Reponse for Private Key Interaction------- +
+----- + |
| | Decrypt | bs_publickey from Response |
<-mmm- + |
+----- + |
| | Generate Mater Key |
<----- + |
T Apply DevliD---------mmmmme e - +
|[------- | Request for Applying DeviD |------------ >
S Reponse for Applying DeviD-------------- +
+----- + |
| | Decrypt Devl D and Session Key from Response|
<----- + |
| ---] Request for Getting Das Service Address------ >
<----Reponse for Cetting Das Service Address------ +
I I
+ +

Figure 6: First Authentication
b) Re-authentication
When the device is disconnected and ask for re-authenticated, it

needs to request re-authentication fromthe platformand update the
session key. The specific process is shown as foll ows:
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oo + S +
| Devi ce| | Lbs Service
R + +--m - - +--m - - +

I I
e +

oo + Update Request for Sessionkey +----------- >

I I

<------ + Update Respond for Sessionkey +----------- +

I

+----- +

I
I
| Decrypt Session Key |
| | From Response |

I

<----- +
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mem oo +
| , |
Foomao-- - + Get Service Address Request +---------- >
I I
e + Get Service Address Response +--------- +

Figure 7: Re-authenticate

c) Define the ECDH control nessage type as foll ows:
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| message | control | name | description

| direction | nessage| | |
[ et Cbemspus gt = fums ety e p—r U
| Dev<--->Lbs| Ox1 | Authentication ECDH Req | request for |
I I I I ECDH |
| | | | exchange

N N o m e e e e e e e e e o m e e e oo - +
| Dev<--->Lbs| 0x2 | Authentication_ECDH Rsp | response |
| | | | for ECDH |
| | | | exchange

Fom e oo Fomm o - o m e e e e e e i e e ee oo S +
| Dev<--->Lbs| 0x3 | Rsrv | reserve |
N N o m e e e e e e e e e o m e e e oo - +
| Dev<--->Lbs| 0x4 | Refresh_Sessi onKey_Req | refresh

| | | | SessionKey |
| | | | request |
Fom e oo Fomm o - o m e e e e e e i e e ee oo S +
| Dev<--->Lbs| 0x5 | Rsrv | reserve |
N N o m e e e e e e e e e o m e e e oo - +
| Dev<--->Lbs| 0x6 | Refresh_Sessi onKey_Rsp | refresh

| | | | SessionKey |
| | | | response |
Fom e oo Fomm o - o m e e e e e e i e e ee oo S +
| Dev<--->Lbs| 0x7 | Authentication_apply_devid_Req | request |
| | | | device 1D |
R R, o e e e e e e e e e e e o m o S +
| Dev<--->Lbs| 0x8 | Authentication_apply_devid_Rsq | response

| | | | device 1D |
Fom e oo Fomm o - o m e e e e e e i e e ee oo S +
| Dev<--->Lbs| 0x9 | Authentication_apply_devid Cfm | confirm |
| | | | device 1D |
R R, o e e e e e e e e e e e o m o S +

Tabl e 3: Protocol version definition
7. Get access service

As the nunmber of device accesses increases, there will be bottlenecks
in the performance of single-node accesses, so the platformneeds to
support the node of mnultiple device accesses. To support this node,
the devices are redirected to nmultiple access services by a | oad

bal anci ng server. After the device obtains the session key through
two-way authentication, it initiates a request for access service
within the sane TCP connection, and the nessage in the request is
encrypted with the session key.
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S I S T T +
+------ + | Bal ance Load| | Device Access|
| Devi ce| | Service | | Service
+o-m - - + +o-m - - +----- +  ------ +o-m - - +
I I

Redirect----------cmmmmmmii e + |
| +--- F1l:Request for getting a ----- > | |
| | device access service address | |
|| (. |
| <--- F2:Return a device access ----+ | |
| service information | |
T TN + |

| | |
BUSSI NESS---- - s s oo oo +
|| |
| <------- Busi ness nessage: AES128( nessage)---------- >

| AES128 private key: session key |

Figure 8: Get access service
8. Registration and Deregistration

After the device conpletes two-way authentication to obtain a
specific access service address, the device initiates a request to
regi ster online through the MJIT protocol, and the application
message body in the request is encrypted using the sessi onKey
obt ai ned by two-way aut hentication

. + S +
| Devi ce | | Platform |
| (MJTT Cient))| | (MJTT Sever) |
+----- AR, + +o-m - - +----- +

I I

oo F1: Device register and | ogi n(MJTT CONNECT) ------- >

I I

<-------- F2: Regi ster and respond( MJIT CONNACK) ----------- +

| |

LR Busi ness interaction -------------------- >

I I

+---- F3:Send request for disconnect( MJIT DI SCONNECT) ----- >

I I

+ +

Figure 9: Registration and Deregistration
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10.

a) F1: After the device and platformnetwork connection is
establ i shed, the device sends a online request to the platformyvia
MJTTCONNECT, of which payl oad contains one or nore encoded fi el ds,
including: unique identifier of the client, WII| subject, WII
nmessage, usernane and password

b) F2: The platformreturns the response nessage to the device via
MITTCONNACK to informit whether it succeeded or not;

c) F3: Before disconnecting, the device sends a DI SSCONNECT nessage
to the platform indicating that it wants to di sconnect nornally, and
the platformwi |l close the TCP/IP connection after receiving the
request.

Hear t beat

After the device has registered with the platform it needs to send
heart beat requests periodically according to the heartbeat interva
indicated in the registration request. The interval is usually 30s.
Used for:

a) Informthe platformthat the device is alive when no other contro
messages are sent fromthe device to the platform

b) Request the platformto send a response confirnmng that it is
alive.

c) Use the network to confirmthat the network connection is not
di sconnect ed.

S + R +
| Devi ce| | Pl at f or n
+ommm - + Fomm e -+
I I
R F1: Send a heartbeat request(MJIT PINGREQ ----------- >
I I
<--- F2: Respond to the heartbeat request MJIT PI NGRESP) ----- +

Fi gure 10: Heart beat
Security Considerations

This entire nmeno deals with security issues.
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11. | ANA Consi derations
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Thi s docunents has no | ANA acti ons.
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