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Abst ract

In the push toward Level 4 Autononmous Networks, CSPs must to adopt
new processes and organi zational changes, along with function-centric
bui I di ng bl ocks for higher autonony. As intelligent agents evol ve,
net wor k aut onony increasingly relies on deploying these agents,
enabl i ng sel f-nmanagenment, self-healing, and adaptation with mi ni mal
human i ntervention. These agents facilitate the transition toward
fully autononmous network operations across multiple |ayers, including
services and resources. However, achieving Level 4 autonony, where
net wor ks i ndependent!|y handl e tasks across vari ous domai ns, presents
significant challenges, notably secure, efficient, and accurate

mul ti-agent interactions. This docunment introduces a protocol -
agnostic data nodel that enables multiple intelligent agents to
communi cate effectively using the nodel, ensuring end-to-end task
execution and cl osed-1oop operations in autonomous networks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
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1.

I nt roducti on

One of the main drivers for automation in conmunications service
providers’ (CSPs’ ) networks is the urgent need to reduce conplexity
so that they can | ower operating costs. Using artificial
intelligence (Al) and machine | earning, CSPs are aimng to fully
automate the lifecycle of the services they deliver to end custoners
and of internal network services, which are chains of technica
components. The idea is to abstract the network as a set of software
services and then use intent, automated cl osed control |oops, and
machi ne | earning to nake networks and operations sel f-configuring,

sel f-optimzing, self-organizing, self-healing, and self-evolving.

TM our m defi nes the devel opment of an AN network as five levels. The
fourth level requires that the systembe used to process network
services in four dinensions: perception, analysis, decision-making,
and execution. [TM | Gl1230]

Wth the advancenment of LLMand intelligent agent technol ogies, the
devel opment of Autononmpus Networks (AN) increasingly depends on
deploying intelligent agents. However, unlike general - purpose
intelligent agents, AN has distinct characteristics. Firstly, the
application scenarios are relatively fixed, focusing on the
automation and intelligentization of network managenent services.

For exanple, TMF has defined 20 hi gh-value scenarios in this area.
Secondly, AN follows a |ogical framework of single-domin autonony
and cross-domain col |l aboration. It also enconpasses nulti-task

col | aborati on and supports both proactive (sel f-mnaged) and reactive
(conplaint and trouble ticket handling) interaction nodes, these
tasks and operations still involve sone anbiguity and uncertainty.
Thirdly, in the field of network operation and nmanagenent, wi dely
depl oyed protocols such as Netconf and RestConf are in use. This
requires AN agents to comunicate in a way that ensures both the
accuracy and efficiency of structured data for determ nistic tasks,
and al so supports natural |anguage interactions for understandi ng and
handl i ng uncertain or anbi guous tasks. Additionally, conpatibility
with existing network protocols is essential for seam ess integration
and operation.

Thi s docunent presents a protocol independent data nodel that enables
multiple intelligent agents to communicate and interact effectively.
This facilitates coll aboration anong agents, allowing themto work
toget her seam essly to acconplish autononobus network (AN) tasks. The
proposed data nodel ensures flexible, accurate, and efficient data
exchange, supporting coordi nated deci si on-maki ng and execution within
t he aut ononmous network ecosystem
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Scenario’ s description

2.1. Use Case 1l: Fault managenent for |arge-scale batch out of service
of nobile network base stations.

In this scenario, the fault managenent process requires coordi nation
bet ween di fferent domains, such as the wirel ess network and the
transport network. The operation typically takes over one hour to
conplete and is prone to triggering fault escal ati ons due to the
conpl ex, cross-donain interactions and potential network disruptions
during the shutdown process. To address this issue, TMrForum has
defined [I1GL501], a standard solution package designed to handl e

aut ononous network fault managenment processes across cross-operation
and mai nt enance managenent domains. This framework facilitates
coordi nated and efficient fault detection, diagnosis, and resolution,
hel ping to minimze operational risks and downtine during |arge-scale
batch out of service activities. The AN L4 fault managenent flow for
this scenario is excerpted as foll ows:
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Figure 1: Work flow of AN L4 Cross Domain fault managenent

Step 1-2: represent the fault occurrence phase. As above exanple, in
the IP network AN dormain, a line interruption fault occurs. In the
mobi | e network AN donmin, a nass base station outage fault occurs

Steps 3-4 represent the fault awareness phase. For exanple, in the
above figure, the service layer fault agent receives various types of
information, including (3a) incident actively sent by the nobile
network agent, (3b) incident actively sent by the IP network agent,
and (3c) user conplaints. The service |layer cross-donain agent
performs cross-domain correlation analysis on this information (4).

Step 5 is the analysis and decision phase of fault nmanagenment. In
the above exanple, the service |layer cross-donain identifies the
fault as a cross-domain fault and determines the site where the fault
occurred and the return link. It then sends diagnostic information
to the correspondi ng resource | ayer fault agent (IP network fault
agent). The resource |layer fault agent performs self-diagnosis and
returns the fault information and handling recomrendati ons to the
cross-dommi n agent.
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Steps 6-8 represent the execution and repair phase of fault
managenent. In the above exanple, the cross-domain agent receives
fault information and repair suggestions sent by the resource |ayer
agent and determ nes that automatic repair is not possible, pronpting
the initiation of a trouble ticket systemto assign the repair
trouble ticket to the FME (6). The FME interacts with the service
layer’ s FME Copilot through an app to query relevant information
about the faulty device (7). The service |layer FME Copil ot

col l aborates with the resource |ayer FME Copilot, which provides the
FME with natural | anguage-based operational guidance to assist in
completing the fault repair (8).

In this scenario, the fault types and interaction processes are
typically determnistic and qualitative. Utilizing structured

| anguage for conmuni cati on between agents enhances reliability and
efficiency.

2.2. Fault, experience, and energy-saving agents col |l aborate across
mul ti ple scenarios and service flows in an interconnected and
coordi nat ed manner

I I
| CSS service intent: fault managenent |
| performance optim zati on, |
| ener gy- savi ng |

R Y fmmmmmmmmm +
]
1-‘ | ’-
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Figure 2: Milti-service agent collaboration t
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Currently, fault managenent, performance optimnization, and energy-
savi ng workfl ows are operated separately, with each stream nanaged

i ndependently. The fault managenent, performance optim zation, and
ener gy-savi ng processes are not interconnected, leading to a | ack of
coordi nation. Wen a base station encounters a fault, manual
intervention is required to optim ze service performance for |oca
coverage restoration and to adjust energy-saving strategies, in order
to ensure a consistent user experience. This disconnected approach
can cause delays and inefficiencies in resolving issues and

mai ntaining service quality. To address this issue, in AN Level 4,
the fault managenent, experience optin zation, and energy-saving
agents can autononously col | aborate and interact w thout human
intervention. The process begins with negotiating to conpensate user
experience and adjust energy-saving strategies before |ocating the
fault, thereby ensuring a seanm ess user experience. The workflow may
proceed as foll ows:

The nobile network fault agent initiates collaboration with the
mobi | e network optim zation agent, pronpting the optim zation agent
to adj ust neighboring cell base station power to compensate for user
experi ence.

The experience optim zation agent collaborates with the energy-saving
agent to reduce energy-saving targets or tenporarily disable energy-
savi ng functi ons.

The nobile network fault agent starts diagnosis by checking
configurations and other paraneters, then initiates a diagnostic

col l aboration request. The IP network fault agent conducts the

anal ysis and returns diagnostic results. The nobile network agent
performs checks and proceeds with fault repair, such as restoring the
base station.

Once the issue is resolved, nobile network fault agent initiates a
final collaboration, instructing the optinization agent to cancel the
conpensation, while the energy-saving agent resunes nornal energy-
savi ng operations.

In this scenario, nulti-agent systens need to understand various
tasks; however, it is inpossible to exhaustively enunerate all
arrangenments and rel ati onshi ps anong different operations.
Under st andi ng these tasks invol ves natural |anguage processing, while
executing specific tasks requires structured | anguage, representing
an intermedi ate state between unstructured conprehension and fornal
executi on.
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2.3. User Conplaints Handling

Customer conplaints are usually expressed directly in natura

| anguage, requiring intelligent agents to parse, analyze, and respond
to them A typical scenario involves conplaints related to the
Internet of Vehicle. The Internet of Vehicles (loV) is an
interactive wireless network built based on vehicle information such
as location, speed, and routes. By utilizing devices |like GPS, RFID,
sensors, and camera inmage processing, vehicle networking enables the
collection of environmental and status information of the vehicles
thensel ves. Subsequently, through the Internet and conputer

technol ogies, this information is anal yzed and processed to determ ne
the optimal routes for different vehicles, provide real-time traffic
and weat her updates, and coordinate traffic signal cycles.

Utimately, it achieves organic interaction between cars, roads, and
people, realizing intelligent transportation and vehicle systens. It
may concern wirel ess conmuni cation, data transm ssion, cloud
verification, and integration with upper-layer systenms. The
complaint handling interface utilizes trouble tickets information
described in natural |anguage. The workfl ow may proceed as foll ows:
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Figure 3: 10OV User Conplaints Handling

In this scenario, autonotive conpanies centrally collect conplaints
fromtheir customers (drivers) and use the operator’ s conplaint
systemto feedback issues to the operator. The operator’s BSS
trouble ticket systemgenerates tickets fromthese conplaints and

di spatches themto the OSS. The integrated vehicle networking

conpl aint handling agent within the CSS anal yzes the trouble tickets
and perforns boundary | ocalization

Typi cal ly, boundary | ocalization involves two situations: one within
the current managenent and mai ntenance domain, such as within the
same province or city; and the other across managenent and

mai nt enance domai ns, such as when a vehicle noves to another province
or city at a certain tinme and encounters an issue.
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For the first case, the vehicle networking trouble ticket agent
within the OSS will parse the ticket into nultiple sub-tickets and
interact with the transm ssion network agent and nobil e network agent
within its nanagenent donain to resolve the probl em

For the second case, the managenment and nai ntenance domain A s agent
anal yzes the ticket and forwards the rel evant information pertaining
to domain B to the agent responsible for domain B. Upon receiving
the trouble ticket, the domain B agent follows a process simlar to
that of the first situation to address the issue.

Since the content of conplaints from autonotive conpanies is usually
described in natural |anguage, the interactions of the intelligent
agents in the above scenario are triggered by natural |anguage
inputs. And because of conplaint content is unpredictable and the

i nvol ved dommai ns cannot be anticipated, it represents an uncertain
environment. Natural |anguage interaction is enployed to effectively
address and nmanage these anbi guous tasks.

3. Architecture

The prom nent characteristic of these scenarios, which was introduced
in section 2, is that the inplenmentation of AN Level depends on the
depl oynent of agents and the interaction anong multiple agents. |In
response to this, TMF [I1GL251C] has defined a reference architecture
for AN Level 4, providing guidance on how to structure and coordinate
mul ti-agent systens to achieve the desired | evels of perfornmance and
automation. The architecture is excerpted as follows:
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Figure 4: AN Agentic Architecture
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Functional capabilities define what a network nust do; agentic
realization defines how it is done autononously. Agentic realization
transforns abstract functional requirements into real-tinme, adaptive
behavi ors through intelligent agents and copilots. Each agent
continuously nonitors its environment, nakes decisions using Al-
driven logic, and acts autononmously w thin defined operationa

domai ns. These agents operate across Business, Service, and Network
| ayers, each guided by its own Operations Intelligence block. These
bl ocks enmbed Al inference, govern agent behavior, and align decisions
wi th donmi n-specific objectives. Copilots, nmeanwhile, assist human
roles with context-aware insights and autonated task execution

I n Busi ness Qperations, agents automate custoner interactions, sales
processes, and billing. In Service Operations, agents manage

provi sioni ng, assurance, and quality supervision. At the Resource

| evel, agents optim ze configurations, diagnose faults, and tune
performance paraneters dynamcally.

Based on the above architecture, we can observe that the AN Level 4
network i nherently involves nulti-agent interactions during the

aut ononous cl osed-1 oop processing of tasks. For example, the

i nteractions between agents at the business |ayer, service |ayer, and
resource layer within the architecture are integral. Additionally,
within the sane | ayer, such as the resource |ayer, interactions occur
across multiple domains or functions.

4. Functional Design

To achieve efficient interaction anong agents within the AN network,
this section discusses the fundanental functionalities required for
AN agent interactions.

4.1. Agent register, discovery, and capability negotiation

As introduced in Chapter 2, these tasks involve interaction and
cooperation anong nmultiple agents. This raises an inportant issue:
how do upper-layer or peer-layer agents identify which agents they
shoul d coll aborate with, determ ne where to find these agents, and
under st and what capabilities these potential partners can offer to
jointly conplete a task? To address this, key capabilities such as
agent capability description, registration and discovery, capability
negoti ati on, and task-oriented agent teamformation are essenti al
These functionalities facilitate efficient and effective nulti-agent
col | aboration, ensuring that the involved agents can coordinate
seam essly to acconplish conpl ex tasks.
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4.2. Task dispatch

After conpleting the registration, discovery, and capability

negoti ati on processes, a task typically involves activating one or
multiple agents to carry out task allocation. Task allocation
generally conprises two main parts: firstly, the description of the
task and the expected outcones; secondly, the feedback fromtask
processing. The feedback can be categorized into two scenari os:
synchronous feedback and asynchronous feedback. Synchronous feedback
refers to tasks, usually with relatively short execution processes,
where the agent handling the task provi des feedback within the sane
session. |In contrast, asynchronous feedback applies to tasks with

| onger, more conpl ex execution processes. In this case, the task
assi gner subscribes to the task execution agents, awaiting updates on
task status changes, such as conpletion or inability to conplete.

The executing agents then push the results and status updates back to
the task publisher accordingly.

4.3. Miltiple rounds of negotiation of the task

After the task is published to the agents, the task publisher should
be able to engage in nmulti-round negotiations with the task

reci pients. This collaborative dialogue allows both parties to
better understand the task requirenments, clarify any uncertainties,
and col | aboratively refine the task execution plan. Such iterative
negoti ati ons help ensure that the task is conprehensively understood
and effectively carried out, ultimately | eading to inproved task
success and optimal outcones.

4.4. Support structured and unstructured interaction of tasks

Unli ke general nulti-agent interactions that may serve a w de range
of activities in the natural world, nmulti-agent interactions in

aut ononous networ k managenent have several distinct characteristics
Firstly, these scenarios are relatively well-defined and focused,
dedi cated solely to network managenment and operation tasks. For
exanple, the TMF has identified twenty high-val ue scenari os
specifically prioritized for AN Level 4 devel oprment. Under
conditions where the scenarios and tasks are clearly defined,
structured | anguage enabl es nore effective and accurate interaction
bet ween agents. Secondly, interactions anbng agents in autononous
net wor k managenent often invol ve anbi guous or fuzzy tasks. This

i ncl udes coordi nati ng across nmultiple domains and dealing with multi-
task coll aboration, as well as handling user-initiated conplaints
that are typically expressed in natural |anguage. |In such cases,
networ k agents need to understand user needs expressed in natura

| anguage and translate theminto actionable tasks. Therefore, multi-
agent interactions in autononous networks require an “interaction
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| anguage” capabl e of bal ancing the ambiguity and expressiveness of
natural |anguage with the precision of structured |anguages. This
enabl es agents to communi cate efficiently and accurately, ensuring
ef fective execution of conplex, often fuzzy, tasks.

4.5. Task execution result negotiation

As described above, the nulti-agent interactions in AN Level 4
networ ks are centered around tasks, which serve as the main framework
for task assignment, interaction, and execution. The outcones of
these tasks require bidirectional validation, where both the task
publ i sher and the task executor collaborate to confirmthe results.
Specifically, the task publisher evaluates the execution results
reported by the task executor, verifying whether the outcomes neet
the expected objectives. This process ensures accuracy and
reliability in the network’s nmanagenent and operation

5.  Mbodel design

To achieve the aforementioned functionality, this chapter designs a
prot ocol -i ndependent i nformati on nodel for nulti-agent interactions.

5.1. Agent profile

Agent profile description information used in the agent registration
and capability negotiation. It should described the Agent’ s details
such as agent description, manufacturer, capability set, version,
managenent domain, and authentication information, etc. The
followi ng tree structure described the Agent profile nodel design

i nformation:

nane: string {mandatory} {config:fal se} |
alias:string {config:fal se} |
type:string {config:false} |
version:string {nmandatory} {config:fal se}
I
|
I

provider:string {mandatory} {config:fal se}
domai n: string {config:fal se}
managenent - obj ect:string {config:fal se}
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Figure 5: UML Screenshot for agent profile

Since this nodel is used to describe the objective capabilities of
the agent, thereby supporting agent regi stration, discovery,
capability negotiation, and capability querying, this nmodul e should
be read-only. The key node definitions and their usage are as
fol |l ows:

* Nane: Agent name, which should renmain unique wthin the nanmespace,
is recomended to be defined as follows: {Standard
Organi zation}-{Provider}-{Transmt}-{Version Number}.

* Skills: Alist to describe the Agent’s business skill capabilities,

that including skill name, skill description, supported input and
out put types, and exanpl es.
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* Input-nodels: a list within the skills list, it is used to describe
the i nput types supported by the agent, such as image, text, audio,
or video.

* output-nodels: alist within the skills list, it is used to
describe the output types returned after the agent’s execution, such
as imge, text, audio, or video.

* Capability: The capability container is used to describe whether
the agent supports specific interaction nechanisns. It includes the
foll owi ng | eaf nodes:

** stream ng, which indicates support for stream ng transm ssion

** pushNotifications, which indicates support for subscription
reporting nmechani sns.

** negotiate, which indicates support for capability negotiation
mechani sns.

* authentication-methods: a list used to describe the authentication
met hods supported by the agent. In addition to the necessary ID
this list includes the follow ng paraneters: 1) schene: the

aut henti cati on scheme, which can be JW, QAuth 2.0, APl Key, etc.; 2)
jwlnfo: paraneters required for JWI authentication; 3) CQAuth:
paraneters required for QAuth 2.0 authentication

* |n addition to the aforenentioned nodeling, the agent profile
shoul d al so describe the software version of the agent, the

manuf acturer’s information, and the donmains it can serve, such as
Wreless, Transmit, Core Network domains defined in the AN. These

details are provided and described by ‘version’ leaf, ‘provider’
leaf, and ‘domain’ |eaf.
5.2. Task

As described above, in the AN, interactions between agents are all

ext ended t hrough tasks. Therefore, this chapter introduces howto
model tasks. Taking a generic task as an exanple, a task is usually
initiated by the initiating agent, which sends an instantiated task
to the receiving or executing agent. The receiving or executing
agent perforns the task operations and returns the execution results
to the initiating agent. To facilitate efficient interaction and to
hel p both agents understand the specific task, the sendi ng agent
typically provides basic information about the task, such as the task
type, description, expected outcone, and term nol ogy expl anati ons.
Additionally, it should include prompt-like information sinilar to
natural |anguage interactions, which enables the initiating agent and
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the receiving/executing agent to negotiate and di scuss any issues
that arise during the specific execution process of the task. The
foll owi ng UML described the Agent task nodel design information

| content:string {pattern = . ##task description ...} |
| t ask-async: bool ean |
| task-status:string |
T Smeeemesaeeiiaaaaaaaan +

| t ask-subscri ption | | | msg-header |

|- |

| subscript-protocol:string | | |task-sendfromstring

| subscri pt-net hod: string | |1 |task-sendto:string

| subscript-url:string | | |commutype:string |
I I

I

o + | task-id:string
Tt +

E S \cmmm e o - +

| nsg-tail |

| expected-response: sting
| nmsg-data:id |
| context:id |

| termstring |
| explaintion:string |

| cont ext

I
I I
|id:string {key} |
| sendf rom string {nmandat ory}|
| sendto: string {mandatory} |
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| content:string | | dataParamid |
| dat aparam i d | | tinme:tinmestanptz|
| time:tinestanmptz|

| id:string {Key} |
| dataType:stirng |
| description:string

| dataSize:string |
| format:string |
| url:string |
| data:string |
| chucked: bool ean |
| finished: bool ean |

Figure 6: UML for AN task

In this nodel, the | eaf nodes task-sendFrom and task-sendTo are used
to describe the sending agent and the receiving/executing agent
respectively. The commuType | eaf node is used to specify the actua
operation type of the task, such as task assignnent, cancell ation,
status query, or status subscription, etc.

"The content node within the task should be able to provide pronpt-
like information. The current conventional approach is to use ## to
indicate that the foll owi ng content belongs to the pronpt. A typica
exanple is as follows:"

<cont ent nanespace=\"pronpt\">
##t ar get obj ect
<obj ect " >xxx</ obj ect " >
##t ask description
<descri pti on">xxx</description">
##envi ronnental infonation
<envi ronment | nput " >xxx</ envi r onnent | nput " >
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Figure 7: content exanple

At the same tinme, this nodel supports a subscription node for tasks,
all owing users to subscribe to the status of a task and receive real -
time updates on its execution. This subscription node is
particularly effective for tasks that require |ong-termor continuous
executi on.

In AN agent interactions, tasks are classified into synchronous and
asynchronous tasks. For synchronous tasks, the receiving agent
returns the task status in the response to the task assi gnnent
interface. For asynchronous tasks, the receiving agent pushes task
status updates to the client whenever there are changes, providing
real -tinme progress and task results. The correspondi ng nodes are
indicated in task nodeling using the | eaf node task-async, while the
task status is stored in task-status.

In addition, the expected results required for task interaction are
descri bed using the expected-response | eaf node in this nodel. Term
expl anations are provided using the termexplains list. The data
exchanged between the initiating agent and the receiving agent is
stored in data-param which can include alerts, warnings, case

know edge, and other information. These data types can be files,
structured data, text, and nore.

Additionally, this nodel provides context retrieval capabilities by
recording all agent comunication records in list form which can
prevent agents from |l osing the original objectives or forgetting

hi storical information, thereby maintaining the coherence of the
agents’ collaborative behavior. This capability is described in the
nmodel using the context el enent.

5.3. Task negotiation

As described above, agents should be allowed to engage in nmulti-turn
i nteracti ons and di al ogues regarding the same task. The involved
processes may incl ude:

1) Before one agent assigns a task to another, the former requests
the latter to conduct a feasibility check to determ ne whether the
task can be acconplished. |If not, both agents negotiate to arrive at
a feasible alternative task.
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2) \VWen one agent assigns a task to another, the former requires the
latter to actively initiate negotiation during the execution process.
The latter summarizes and generates outputs (such as proposed

deci sions) and requests the forner to evaluate and negotiate. |If the
out cones do not neet the requirenents, the two agents continue
negotiating to produce a result that satisfies the conditions.

In the nodel defined in this draft, nmulti-turn interactions for tasks
are described using RPC, and its hierarchical structure is depicted
as foll ows:

o a o +
. task-negotiate -,
T + 1
Fomm oo [ + R +
| input | | out put |
| task-sendfromstring | | dat a |
| task-sendto string | | |
| type string | A +
| task-id string
| type string |
Femmm o - R +
I
|0...n
F-- - - - \------ +
| content |
S +

Figure 8 UM for task negotation
5.4. Task notification

As described above, agent interactions should support a task status
notification mechanism where the receiving agent pushes TaskStat us
updates to the sending agent, providing real-time progress, task
status, and execution results. The triggering conditions for such
notifications can include any change in the task’ s state, such as
transitioning fromcreate to processing, from processing to bl ocking,
or fromprocessing to failed. These events proactively trigger the
task status notification interface. The hierarchical structure of
the task notification nmodule defined in this paper is illustrated in
t he di agram bel ow.
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I I
| task-sendFrom string
| task-sendTo string
| comuType string |
| task-id string
I I
R e e e e e oo - +
|0...n
I
. | R +

I I
| task-async bool ean |
| status string |
| start-tine ti mest anpt z|
| required string |
I I
o e m e e e e e oo +

Figure 9: UML for task notification
6. | ANA Consi derations
This meno i ncludes no request to | ANA
7. Security Considerations
Thi s docunent should not affect the security of the Internet.
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Appendi x A. appendi x: YANG DATA Mbdel

This section nodels the agent discussed in this document follow ng
the YANG data nodel i ng approach adopted by the I ETF. The provided

code is for reference only.
<CODE BEG NS> file "irtf-agent @025-07-01. yang"

modul e irtf-agent {
nanespace "urn:ietf:paranms: xm :ns:yang:irtf-agent™
prefix agtask;

i nport agent-nessage {
prefix agtnsg;
}

organi zation "Exanpl e Organization";
contact "support @xanpl e.coni;
description "header YANG Mdel ";

revisi on 2025-06-01 {
description
"Initial revision";
reference
"RFC 6241: Network Configuration Protocol";

typedef tinmestanptz {

type string {
pattern '\d{4}-\d{2}-\d{2} T\d{2}:\d{2}:\d{2}(\.\d+)?
+ 7 (ZI[V+\-1\d{2}:\d{2})"’
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typedef uuid {
type string {

MAgent

July 2025

pattern '\ d{4}-\d{2}-\d{2} T\d{2}:\d{2}:\d{2} (\.\d+)?’
o (ZI [\ -1V A2y d{2})

}
}

typedef task-status {
type enuneration {
enum fini shed {
description
"The task is

enum bl ocked {
description
"The task is

}

typedef datatype-enum {
type enuneration {
enum text {
description
"The request
}
enum i mage {
description
"The request

enum audi o {
description
"The request

enum vi deo {

description
"The request

}

cont ai ner agent {
config fal se;

executed. ";

bl ocked. ";

requires a

requires a

requires a

requires a

description "Agent configuration”;

| eaf nane {
type string;
config fal se;

Wang, et al

resource

resource

resource

resource
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t hat

t hat
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description "Agent nane";
mandat ory true;

}

| eaf alias {
type string;
config fal se;
description "Agent alias";

}

| eaf description {
type string;
config fal se;
description "Agent description”;
mandat ory true;

}

| eaf type {
type string;
config fal se;
description "Agent type";
}
container skills {
description "abilities";
config fal se;

list skill {
key "skill-name";
| eaf skill-name {
type string;
description "agent skill nane";
| eaf skill-description {
type string;
description "agent skill description";
}
leaf-list skill-tags {
type string;
description "agent skill tags";
}
| eaf-1ist input-nodes {
type string;
description "agent skill input-node: inmage, text, audio, video";
}
| eaf -1ist output-nodes {
type string;
description "agent skill output-node: inmage, text, audio, video";
}
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}

}

| eaf version {
type string;

config fal se;
description "Agent version, conply sematics version 2.0";
mandat ory true;

}

| eaf provider {
type string;
config fal se;
description "vendor";
mandat ory true;

}
| eaf domain {
type string;
config fal se;
description "supported domain, such as: Wreless, Optical, IP, Core Network";
}

contai ner capability {
description "agent support capabilities";
| eaf stream ng {
type bool ean;
config fal se;
description "if support stream ng";

| eaf push-notifications {
type bool ean;
config fal se;
description "if support streamng notification";
}
| eaf negotiate {
type string;
config fal se;
description "supported negotiate type, such as: acp-task-feasibility-negoti at

i on-v1. 0,
acp-task-ful fill ment-negotiation-v1.0";
}
}
| eaf managenent - obj ect {
type string;

config fal se;
description "Agent nanagenent donmain, such as:xx subnet”

}
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/*l eaf |ocation {

type string;

description "Agent belongs to";
Pl
[*leaf-list Ilms {

type string;

description "LLMs Agent used";
y*l

contai ner authentication {
description "Agent authentication information";

list authentication-nethods {
key "accessinfo-id";
| eaf accessinfo-id {
type string;
description "uni que accessinfo id";

}

| eaf schene {
type string;
description "schene authentification nethod";
}
leaf jwinfo {
type string;
description "jwt authentification method";
}
| eaf oauth {
type string;
description "schene authentification nmethod";
}
}
}
}

list context {
description "context configuration”;

key "id";
leaf id {
type string;

| eaf sendFrom {
type string;
description "Agent nane of sender”;
mandat ory true;

}
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| eaf sendTo {
type string;
description "Agent nanme of receiver"”;
mandat ory true;
}
contai ner request-info {
description "request-info configuration”;
| eaf content ({
type string;
description "request nessage";
mandat ory true;

}

| eaf dat aParam {
type leafref {
pat h "/data-parans/id";

}

description "data information";
}
leaf tine {

type tinestanptz;
description "UTC tine: e.g., 2025-04-21 14:19:00+0";
mandat ory true;
}
}
cont ai ner response-info {
description "response-info configuration";

| eaf dat aParam {
type leafref {
pat h "/data-parans/id";

description "data information";
mandat ory true;

}

leaf tine {
type tinmestanptz;
description "UTC tine: e.g., 2025-04-21 14:19:00+0";
mandat ory true;

}

cont ai ner neg-base {
uses neg- header
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| eaf content {
type string;
}

uses neg-tail;

}

groupi ng nsg- header {
description "header configuration”;

| eaf task-sendFrom {

type string;
description "the agent which send this task";
}
| eaf task-sendTo {
type string;
description "the agent which recieve this task";
}
| eaf conmuType {
type string;

description "comruni cati on type, which related to task type
Capabi |l i tyRequest: request capabilities of Agent
taskAssgi n: assign task by Agent consuner
taskCancel : cancel task by Agent consuner
Feasi bilityNegotiate/ Ful fill mentNegotiate: Negotiate task
taskResul t Query: query task result
taskResul t Subscri be: subscribe task result
taskResul tNotify:notify task result”;

}

| eaf task-id {
type string;
description "The task id.";
}
}

groupi ng neg-tail {
| eaf expected-response {

description ;

type string;
list termexplains {
key "ternt;
| eaf term {
type string;

| eaf expl aination {
type string;
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| eaf meg-data {
type leafref {
pat h "/data-parans/id";

description "nmsg convey data.";
| eaf context ({
description "history information”;

type leafref {
path "/context/id";

}

| ist data-paranms {
description "DataParans configuration”;

key "id";
leaf id {
type string;

}
| eaf dataType {
type dat at ype- enum
description "datatype??optional value: text, inmage, audio, video";
mandat ory true;

}
| eaf description {
type string;
description "data description”;
}
| eaf dataSize {
type string;
description "data size";
}
| eaf format {
type string;
description "data fornmat
dat aType = text, value:text/plain, application/json, etc.
dat aType = i mage, value:jpg, png, etc.
dat aType = audi o, value: np3, WAV, etc.
dat aType = video, value:np4,avi, etc.";
}
| eaf url {
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type string;

description "resource url, for large data";
}
| eaf data {

type string;

description "data content";
}

| eaf chunked {
type bool ean;
description "if data is too large, it can be chunked to several pieces";

}

| eaf finished {
type bool ean;
description "last piece of chunked data: true";
}
}

cont ai ner tasks {

uses agt nsg: nsg- header
| eaf content {
description
"You are a task executor. please execute the task based on the target
bj ect, task description, and environnental information. For exanple.";

type string {
pattern ' . *##task description\s*\ S+ *";
}

}

cont ai ner task-subscription {
description "";
| eaf subscript-protocol {

type string;

| eaf subscript-nethod {
type string;

| eaf subscript-url {
type string;

| eaf task-async {
type bool ean;

description ;

}

| eaf task-status {
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type string;

uses agtnmsg: nsg-tail;

}

rpc task-negotiate {
description
"The task-negotiate ....";

ref erence "RFC xxxx, Section 7.2";

i nput {
uses agt msg: nsg- header
|l eaf-1ist content {
description "You are a task executor. please execute the task based on the target
obj ect, task description, and environnental information. For exanple,
/1 <anydat a>
<cont ent nanespace=\"pronpt\">
##t ar get obj ect
<obj ect >xxx</ obj ect >
##t ask description
<descri pti on>xxx</ descri pti on>
##envi ronnental infonmation
<envi ronnment | nput >xxx</ envi r onment | nput >";
type string {
pattern '.*## target object\s*\S+. *’;
pattern ' .*## task description\s*\ S+ *";

}
}
| eaf type {
type enuneration {
enum FEASI BI LI TY {
val ue 1;
description
"check if task is feasibility.";
}
enum FULFI LLMENT {
val ue 2;
description
"check if task can be fulfillnment.";
}
}
}
}
out put {

anyxnl data {
description
"Copy of the source datastore subset that matched
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the filter criteria (if any). An enpty data container
i ndi cates that the request did not produce any results.”;

}
}
}
notification condition-notifications {

description
"When the tesk condition is nmet, this notification is sent.";

uses nsg- header

list input-required {
key "required";

| eaf task-async {
type bool ean;

description ;

| eaf status {
type string;
description
"Indicate the status of the task, such as suspended, finished,

}

| eaf start-time {
type timestanptz;
description "UTC tine: e.g., 2025-04-21 14:19: 00+0";
mandat ory true;

}

| eaf required

{

type string {
pattern ' .*## target object\s*\S+. *’;

pattern ' . *## task description\s*\ S+ *';
}
}
}

anyxnml data {
description
"provi de anot her infornmation.";

}

Fi gure 10
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