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Abst r act

The energence of distributed artificial intelligence (Al) systens,
particularly those conposed of autononous agents operating across

cl oud, edge, and endpoint environnents, introduces new networKking
requirenents. These include |ocation transparency, seaml ess
mobility, multi-hom ng, and |ogical isolation at scale. This
docunent explores how the Locator/|ID Separation Protocol (LISP) can
serve as a robust network substrate to neet these requirenments. The
docunent outlines use cases, design considerations, and m ninma
extensions to the existing LISP franework to support context-aware
mappi ng and Al agent-centric conmuni cation
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1. Introduction

Modern Al systens are increasingly distributed, conprising autononous
software entities referred to as Al agents that coll aborate across
het er ogeneous infrastructure, including public clouds, private data
centers, edge nodes, and end-user devices. These Al agents may
mgrate dynamcally (e.g., due to resource constraints, |atency
optimization, or failure recovery), yet their conmunication sessions
must remai n uni nterrupted.

Traditional |IP networking binds identity and location into a single
address, making seam ess nmobility and nulti-hom ng chall engi ng

wi t hout application-layer intervention (e.g., session re-

est abli shnent or DNS updates). The Locator/|D Separation Protoco

(LI SP) [ RFC9300], however, decouples identity fromlocation, enabling
transparent nobility and flexible traffic engineering. This docunent
proposes using LISP as a network substrate for Al agent

communi cation. W show how LI SP° s existing architecture naturally
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supports key requirenments of Al agent communi cations, and we propose
m ni mal , backwar d- conpati bl e extensi ons to enabl e cont ext-aware
routing decisions driven by agent-|level semantics.

The goal is not to redefine LISP, but to illustrate howit can be
| everaged and slightly enhanced to serve as a foundational |ayer for
next - generation intelligent systens.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Term nol ogy
The following terms are used in this draft:

* Endpoint ldentifier (EID) [RFC9299]: Addresses assigned
topologically to network attachment points. Typically routed
inter-domain. An Al-agent systemw || be assigned one or nore EID
addr esses.

* XTR [RFC9299]: A router that inplenents both I TR and ETR
functionalities. An XTR can be co-located with an Al-agent EID or
be part of a LISP site where Al agents are assigned ElID addresses.
That is, an EID and an RLOC-set can be on the nobile agent or the
nmobi | e agent can nove to new RLOC xTRs. XxTR can be nuli-honed ,
when underl ay performance changes, the xTR can sel ect better paths
to other Al agents.

*  ©Map- Server [ RFC9301]: A Map-Server stores the mapping information
and rel ationshi ps published by xTRs and returns key-value pairs to
the requester.

*  Map- Resol ver [ RFC9301]: A network infrastructure conmponent that
accepts LI SP Encapsul at ed Map- Requests, typically froman ITR, and
determ nes whether or not the destination |IP address is part of
the EID nanespace; if it is not, a Negative Map-Reply is returned.
O herw se, the Map-Resolver finds the appropriate ElDto-RLOC
mappi ng by consulting a mappi ng dat abase system This mechani sm
can be used for agent-to-agent packet delivery, Al agent
di scovery, and Al agent capability inventory.

* |Instance ID (11 D) [RFC9299]: A 24-bit identifier used to create
i sol ated VPN groups.
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* Al agent: A software entity capable of perception, decision-
maki ng, and action, often operating autononmously or in
coordination with other Al agents. An Al agent is discoverable
via an Endpoint Identifier (EID) or a Distinguished Nane,
di stingui shed by the use of specific LISP Canonical Address Fornat
(LCAF) encodings for its EID

* Agent VPN G oup: A logical collection of Al agents that share a
common task, security policy, or privacy |level. Each group is
associated with a unique LISP 11D, which serves to isolate the
domai n and facilitate nechani sns such as EID Anycast for
di scovering the topologically closest agent within the group

3. Requirenents from Al agent conmuni cation
3.1. Persistent identity across mobility

Al agents must mmintain a consistent network identity when migrating
across hosts or networks; if traditional |IP addresses are used as
identity identifiers, any change in address will disrupt existing
conmuni cati on sessions and require upper-layer applications to
reestabli sh connections, thereby conproni sing comruni cation
continuity and the overall capability of Al systens.

3.2. Logical isolation of Agent VPN G oups

Even when nmultiple agent VPN groups operate on the sane physical or
virtual network infrastructure, they nust be isolated from one
another to prevent interference and ensure that their respective
security policies are strictly enforced.

Agent VPN groups can be depl oyed across the sanme or different underly
networ ks, relying on one or nore mapping systens. This sharded
depl oynent nodel presents specific trade-offs and advant ages.

3.3. Context-aware routing

To facilitate dynam c path sel ecti on based on conmuni cati on intent
(such as the requirenents for |atency or security), Al agents should
enploy a nulti-honed depl oynent equipped with nultiple wireless
interfaces. This architecture ensures path diversity across

di fferent network providers, allowing the network to select the
optimal transm ssion route that satisfies the agent’s specific

cont ext .
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4. LISP as a Network Substrate

4.1. Al agent identity as EID

Each Al agent is assigned a stable EID that serves as its pernmanent
network identity, remaining invariant regardl ess of execution

|l ocation or nobility events. The identifier may be inplenented as an
aut o- gener at ed random nunber or a structured prefix to support
aggregation, depending on routing flexibility requirenents.

The di scovery of an Al agent is not predicated on the bit-pattern of
the address itself, but rather on rich nmetadata within the mapping
system This includes records such as Distingui shed Nanmes, JSO\-
encoded capabilities, geo-location data, and traffic engineering
constraints, allowing for context-aware resol ution beyond sinple
addr ess mat chi ng.

4.2. Attachment points as RLOCs

When an Al agent runs on a host connected to the network, the |oca
XTR registers the Al agent’ s EID along with one or nore RLCCs.
Multiple RLOCs enable multi-homng, with each RLOC annotated with
capabilities.

VWhen an Al agent operates on a host, the registration of its Endpoint
Ildentifier (EID) with one or nore Routing Locators (RLOCs) depends on
t he depl oynent architecture:

* XTR co-located with Al agent: In this scenario, the XTR resides
within the Al agent’s system The Al agent is assigned a stable
EID, while the RLOC is assigned by the current network provider.
As the Al agent roans across different |ocations and network
providers, the EID renmmi ns constant, but the underlying RLCC
changes. The |ocal XTR updates the mapping systemw th the new
El D-t 0o- RLOC bi ndi ng.

* Al agent behind stationary XTR 1In this scenario, the xTRis a
fixed infrastructure conponent (e.g., a router in a data center or
site). The xTR typically registers a covering EID-prefix (e.g.,
/16) representing the entire site. Wen Al agents nove within
this local domain, their nmobility is handl ed by the underl ay
routing within the site, and no updates to the gl obal mapping
systemare required. Only when an agent noves outside this domain
to a different set of xXTRs does it need to register its specific
EIDwith the new infrastructure
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4.3. Instance ID for agent VPN groups

e L PR +
| 1D = |
I I
| +----mmmem - - S R S I S R +|
|] Al agent 1 | xTR| | Al agent 2 | xTR |

|+ ------------ +----- + e e mma oo +----- +|
| EID:240.1. 1.1 El D: 240.2.2. 2 |
I+ ------------ +--- - I +--- - 4
|| Al agent 3 | xTR| | Al agent 4 | xTR |

[ +----mmemm - - +----- R R +----- +|
| El D: 240.3.3. 3 EID:240.4.4.4 |
e L PR +
e R +
| 1D = |
I I
|+ ------------ +----- + e e mma oo +----- +|
|| Al agent 1 | xTR| | Al agent 2 | XxTR |

[ +----mmmem - - +----- I +----- +|
| EID:240.1.1.1 El D: 240.2. 2. 2 |
I+ ------------ +omm - - I +omm - - 4
|| Al agent 3 | xTR| | Al agent 4 | xTR |

| +-------e--- +--- - I R +--- - +|
| El D: 240. 3. 3.3 EID:240.4. 4.4 |
e R +

Figure 1 Address overlap by using IID

As shown in Figure 1, LISP Instance IDs (11Ds) [RFC9299] enable
multiple virtual networks to operate over the sane physica
infrastructure, providing scalable and secure nmulti-tenancy for
het er ogeneous Al agent workl oads. To ensure isolation between

di fferent agent VPN groups, especially when ElID addressi ng schenes
m ght overlap. Each agent VPN group is assigned a unique |IID

This mechanismallows for efficient address reuse across isolated
domai ns. For exanple, a GPU cluster in 1D 1 could assign ElDs
240.1.1.1, 240.1.1.2, etc., to its agents. A conpletely different
cluster in 1D 2 could reuse those exact sane EID prefixes w thout
conflict, as the distinct I1D scopes the addressing.
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5. Architecture Overview
5.1. The architecture of LISP for Al agent conmuni cati on.

The LI SP provides the network substrate that enables stable identity,

mobility, multi-hom ng, and policy-aware routing for Al agents. It
consi sts of several logically distinct but tightly coordinated
components, as illustrated in Figure 2.

oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +

| Al agent Host |

| - + . + |

| | Al agent | | xTR | |

| | (EID = el) | <-->] Encap / Decap | |

| oo o - + S S + |

I " I

R I +

o e e e e oo oo + T +
| Map- Ser ver | <----3 Map- Resol ver |
| (stores bindings)| | (resol ves queries) |
Fom e + S S +
I
| Recursive | ookup
%
o e e e e oo +

| Mapping Hierarchy |
| (e.g., DDT tree) |

Figure 2 The architecture of LISP for Al agent communi cati on.

5.2. Data Fl ow Exanpl e
The normal data-flow has been described in [ RFC9300] and mobility
movenent has been described in both [I-D.ietf-lisp-m] and
[I-Dietf-lisp-eid-nmobility].
Consi der agent A (EID_A) sending a nessage to agent B (El D _B):
1. Agent A sends a standard |IP packet to El D B.
2. The local xTR (acting as |ITR) intercepts the packet.

3. ITR queries the mappi ng systemvia a Map-Resol ver for EID B.
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4. The mapping systemreturns a Map-Reply containing one or nore
RLOCs for EID B, possibly filtered by context.

5. |ITR encapsul ates the original packet in a LISP header (with
optional IID) and forwards it to the selected RLOC B.

6. The destination XTR (ETR) decapsul ates and delivers the packet to
agent B.

If agent B mgrates to a new host, it registers its EIDwith a new
RLOC. Subsequent Map- Requests return the updated mappi ng, and
conmmuni cation resunes transparently.

6. Extending LCAF for capability-aware mapping in Al agent
conmuni cati on

The LI SP Canoni cal Address Format (LCAF) [RFC8060] further extends
LI SP by allowing EIDs and RLOCs to carry structured, non-I1P
identifiers such as Instance |Ds, application-layer ports, or
geographi c coordi nates, within a type-Iength-value (TLV) framework.

However, energi ng use cases involving autononous Al agents such as
personal assistants, industrial digital twins, and nulti-agent

col | aboration systens introduce new requirenents that go beyond
traditional network-1ayer addressing:

* Semantic identities: Al agent identifiers are often URIs or
Decentralized ldentifiers (DI Ds), not |P addresses.

* Dynamic capabilities: An Al agent should support the ability to
performtasks (for exanple, nedical-inmage-analysis) is context-
dependent and nust be di scoverabl e.

* Conditional discovery: A caller may w sh to discover Al agents
that satisfy constraints on |atency, |ocation, or security policy,
not just a specific EID.

Current LISP mapping mechani sms only support exact-match queries on
flat EID spaces. To enable capability-aware service discovery in Al
agent comuni cation, we propose an extension to LCAF that allows Map-
Request nessages to express structured query predicates, and Map-
Reply nmessages to return enriched, filtered results.

6.1. Query Expression LCAF (QE- LCAF)
To encapsul ate structured discovery requests, this draft defines a

new LCAF type: Query Expression LCAF (QE-LCAF). Its format is shown
in Figure 3.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl = 16387 | Rsvdl | FI ags |
i I i S s S e S N S
| Type = TBD | Rsvd2 | Length |

I T S e i i S L i i
| Query Expression (variable) |
B i s T T i i o S o T Ji I

Figure 3 The format of Query Expression LCAF

Wher e:

* Type: TBD (to be assigned by | ANA).

* Flags: Currently unused; set to zero.

* Length: Length of the Query Expression field in bytes.

* Query Expression: A self-describing, serialized query object that
may include the target EID, required capabilities, constraints
(e.g., maximum | atency, service price range), and return fields
(e.g., RLOC providing the service, latency, TTL).

Upon receiving such a request, a Mp- Resol ver or Mp-Server:

1. Parses the QE-LCAF;

2. Matches against its local or federated nmappi ng database;

3. Applies filtering based on target EID, required capabilities, and
constraints;

4. Constructs a Map-Reply containing one or nore matching entries.
The Map-Reply uses AFl-List LCAF to return nultiple <EID, RLCC,

Met adat a> tuples. Each RLOC may itself be encoded in a protocol -
specific LCAF (for exanple, a URI-LCAF, if defined).

To limt response size, the mapping system MNAY:

* Return only the top-k results;

* Omit netadata fields not listed in return_fields.
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6.

9.

2. Protocol Qperation

A querier (acting as an ITR) constructs a Map- Request where the
requested EID field contains a QE-LCAF instead of a conventional AFI
pl us ElD.

Security Consi derations

LI SP inherits security considerations from][RFCO300]. For Al agent
conmmuni cation, |logical isolation via |IDs provides strong tenant
separation, reducing cross-domain attack surface.

| ANA Consi der ati ons

Thi s docunent defines a new LCAF type under the "LISP Canoni cal
Address Fornmat (LCAF) Types" registry group, entitled "Query
Expressi on LCAF (LI SP Canoni cal Address Format)". | ANA needs to
assign a value to it.

[ gy p——————————————————————— Ll p—p—_ o
| Val ue | Description | Reference |
[ el ey
| TBA | Query Expression | This docunent |
S o e e e e a e oo oo o e e e e a e oo oo +
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