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Abst r act

The energence of distributed artificial intelligence (Al) systens,
particularly those conposed of autononous agents operating across

cl oud, edge, and endpoint environnents, introduces new networKking
requirenents. These include |ocation transparency, seaml ess
mobility, multi-hom ng, and |ogical isolation at scale. This
docunent explores how the Locator/|ID Separation Protocol (LISP) can
serve as a robust network substrate to neet these requirenments. The
docunent outlines use cases, design considerations, and m ninma
extensions to the existing LISP franework to support context-aware
mappi ng and Al agent-centric conmuni cation
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1. I nt roduction

Modern Al systens are increasingly distributed, conprising autononous
software entities referred to as Al agents that coll aborate across
het er ogeneous infrastructure, including public clouds, private data
centers, edge nodes, and end-user devices. These Al agents may
mgrate dynamcally (e.g., due to resource constraints, |atency
optimzation, or failure recovery), yet their conmunication sessions
nmust renmain uni nterrupted.

Traditional |P networking binds identity and |ocation into a single
address, making seam ess nmobility and nulti-hom ng chall engi ng

wi t hout application-layer intervention (e.g., session re-

est abli shnent or DNS updates). The Locator/|D Separation Protocol

(LI SP) [ RFC9300], however, decouples identity fromlocation, enabling
transparent nobility and flexible traffic engineering. This docunent
proposes using LISP as a network substrate for Al agent
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comuni cation. W show how LI SP° s existing architecture naturally
supports key requirenments of Al agent conmmuni cations, and we propose
m ni mal , backwar d- conpati bl e extensi ons to enabl e cont ext-aware
routing decisions driven by agent-level semantics.

The goal is not to redefine LSP, but to illustrate how it can be
| everaged and slightly enhanced to serve as a foundational |ayer for
next - generation intelligent systens.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy
The following terns are used in this draft:

* Endpoint ldentifier (EID) [RFC9299]: Addresses assigned
topologically to network attachment points. Typically routed
i nt er-donai n.

* XTR [RFC9299]: A router that inplenents both I TR and ETR
functionalities.

*  Map-Server [ RFC9301]: A network infrastructure conponent that
| earns of EID Prefix mapping entries froman ETR via the
regi strati on mechani sm descri bed bel ow, or some ot her
authoritative source if one exists. A Map-Server publishes these
El D-Prefixes in a mappi ng dat abase.

* ©Map- Resol ver [ RFC9301]: A network infrastructure conponent that
accepts LI SP Encapsul at ed Map- Requests, typically froman ITR, and
determi nes whether or not the destination IP address is part of
the EID namespace; if it is not, a Negative Map-Reply is returned.
O herwi se, the Map-Resolver finds the appropriate EID-to-RLOC
mappi ng by consulting a nmappi ng dat abase system

* Instance ID (11D [RFC9299]: A 24-bit identifier used to create
i sol ated LI SP nanmespaces.

* Al agent: A software entity capabl e of perception, decision-

maki ng, and action, often operating autononously or in
coordination with other Al agents.
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* Agent Group: A logical group of Al agents sharing a comopn task,
security policy, or adm nistrative boundary. Each domain MAY be
mapped to a unique LISP Instance ID

3. Requirements from Al agent communi cation
3.1. Persistent identity across mobility

Al agents nmust nmaintain a consistent network identity when mgrating
across hosts or networks; if traditional |IP addresses are used as
identity identifiers, any change in address will disrupt existing
communi cati on sessions and require upper-layer applications to
reestabli sh connections, thereby conprom sing conmmruni cation
continuity and the overall capability of Al systens.

3.2. Logical isolation of Agent G oups

Even when nultiple Agent G oups operate on the sane physical or
virtual network infrastructure, they nust be isolated from one
another to prevent interference and ensure that their respective
security policies are strictly enforced.

3.3. Context-aware routing
The network shoul d dynami cally select the nost appropriate
transm ssi on path based on the comunication intent of Al agents,
such as their requirenments for |latency or security.

4. LISP as a Network Substrate

4.1. Al agent identity as EID

Each Al agent is assigned a stable EID. This EID serves as its
per manent network identity, independent of where it executes. The
EIDis only routed within the Al agent’ s local site; globa
reachability is achieved via LISP encapsul ation

4.2. Attachment points as RLOCs
When an Al agent runs on a host connected to the network, the |oca
XxTR registers the Al agent’ s EID along with one or nore RLOCs.

Multiple RLOCs enable multi-homng, with each RLOC annotated with
capabilities.
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4.3. Instance ID for Agent G oups

LI SP Instance I Ds [ RFC9299] allow nultiple virtual networks over the
same physical infrastructure. Each agent group is assigned a unique
I1D. Packets are encapsulated with the IIDin the LISP header,
ensuring isolation between different agent groups even if ElDs
overlap. 11D enables scal able, secure nmulti-tenancy for

het er ogeneous wor kl oads.

5. Architecture Overview
5.1. The architecture of LISP for Al agent conmunicati on.

The LI SP provides the network substrate that enables stable identity,

mobility, multi-hom ng, and policy-aware routing for Al agents. It
consists of several logically distinct but tightly coordinated
conponents, as illustrated in Figure 1.

Pl ease viewin a fixed-width font such as Couri er.
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Figure 1 The architecture of LISP for Al agent communi cati on.
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5.2. Data Fl ow Exanpl e
Consi der Agent A (EID_A) sending a nessage to Agent B (EID _B):
1. Agent A sends a standard |IP packet to ElID B.
2. The local xTR (acting as I TR) intercepts the packet.
3. I1TR queries the mappi ng systemvia a Map-Resol ver for EID B.

4. The mappi ng systemreturns a Map-Reply containing one or nore
RLCCs for EID B, possibly filtered by context.

5. |ITR encapsul ates the original packet in a LI SP header (with
optional II1D) and forwards it to the selected RLOC B.

6. The destination XxXTR (ETR) decapsul ates and delivers the packet to
Agent B.

If Agent B migrates to a new host, it registers its EIDwith a new
RLOC. Subsequent Map-Requests return the updated mappi ng, and
conmuni cati on resunes transparently.

6. New requirenents to LISP

To effectively support the requirements of Al agent systens outlined
in Section 3, the LISP architecture requires specific enhancenents.
These enhancenents focus on extendi ng the mappi ng database to carry
richer context information and enabling the data plane to nmake
routing deci si ons based on agent-specific semantics.

6.1. Context-Aware Mppi ng Dat abase Extension

The LI SP Mappi ng System MUST be extended to support the storage and
retrieval of Agent Context Attributes al ongside the standard El D-to-
RLCC mappi ngs. These attributes are used by Ingress Tunnel Routers
(I'TRs) to select the optinmal RLOC based on the specific needs of the
Al agent conmuni cati on.

The followi ng attributes SHOULD be supported as optional fields in
the Map-Reply nessage or the ElID-to-RLOC record:

* Processing Latency (Latency_SLA): A netric indicating the
comput ational |atency of the host where the Al agent resides
(e.g., "Low', "Mediunt, "High"). This allows routing decisions
based on real -tine perfornmance requirenents.
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6.

6.

6.

2.

Har dware Capability Tags: Indicators of avail abl e hardware
resources. This enables affinity-based routing where an Al agent
can specifically request a host with certain hardware.

Al agent State: Information regarding the current operational

state of the Al agent. This prevents packets from being sent to
Al agents that are in an invalid state.

Pol i cy- Based RLOC Sel ection

The ETR regi stration process MJST be augnented to allow Al agents or
their hosting environnents to dynam cally advertise their context
attributes to the Map-Server. The registrati on nechani sm SHOULD
support:

*

3.

Dynam ¢ Metadata Update: The ability for an ETR to update the
context attributes (e.g., load, latency) of an EID registration

wi t hout de-registering and re-registering the EID prefix, ensuring
m ni mal di sruption during state changes.

Context-Aware Filtering: The Map-Server and Map- Resol ver MJST
support filtering nmechani sns. Wen an | TR sends a Map- Request, it
MAY include desired context attributes (e.g., "I need a GPU').

The mappi ng system SHOULD return only those RLOCs that match the
requested attributes.

Enhanced Map- Request/ Map-Reply Semantics

To facilitate context-aware routing, the LISP control plane nessages
require the foll ow ng nodifications:

*

4.

Ext ended Map- Request: | TRs MJST be able to include "Context
Constraints" in the Map- Request nessage. These constraints
specify the requirenents of the source Al agent for the
destination (e.g., mninmmsecurity |level, required hardware).

Prioritized RLOC List: The Map-Reply message MJST support
returning a prioritized list of RLOCs based on the context match
score, rather than just topology. The priority field in the RLCC
record SHOULD be interpreted as a conbi nati on of network topol ogy
and agent-specific suitability.

Support for Agent G oup Mbility

To support seam ess nmobility, the LISP architecture MJST ensure fast
convergence during EID re-registration:
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* Increnental Updates: The mappi ng dat abase system SHOULD support
incremental updates to minimze |atency when an Al agent migrates
and updates its RLOC registration.

7. Security Considerations

LI SP inherits security considerations from[RFCO300]. Additional
aspects for Al agent scenarios include:

* EID Spoofing: An attacker could inpersonate an Al agent by using
its EID.

*  Mappi hg System Abuse: Malici ous Map- Requests coul d overload the
system Rate |limting and source validati on are RECOVMENDED.

Logi cal isolation via Instance | Ds provides strong tenant separation,
reduci ng cross-domain attack surface.

8. | ANA Consi derati ons
None.
9. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC9299] Cabellos, A and D. Saucez, Ed., "An Architectural
Introduction to the Locator/ID Separation Protocol
(LISP)", RFC 9299, DA 10.17487/RFC9299, Cctober 2022,
<https://ww. rfc-editor.org/info/rfc9299>.

[ RFC9300] Farinacci, D., Fuller, V., Meyer, D., Lewis, D., and A
Cabel | os, Ed., "The Locator/ID Separation Protocol
(LISP)", RFC 9300, DO 10.17487/ RFC9300, Cctober 2022,
<https://www. rfc-editor.org/info/rfc9300>.

[ RFC9301] Farinacci, D., Maino, F., Fuller, V., and A Cabell os,
Ed., "Locator/|D Separation Protocol (LISP) Control
Pl ane", RFC 9301, DO 10.17487/ RFC9301, Cctober 2022,
<https://www. rfc-editor.org/info/rfc9301>.

Wang & Xie Expires 1 Septenber 2026 [ Page 8]



I nternet-Draft |i sp-ai-agent February 2026

Aut hors’ Addresses

Wei Vang
Chi na Tel ecom
Beiqgijia Town, Changping District

Beijing

Beijing, 102209

Chi na

Emai | : wei wang94@ oxmai | . com

Chongfeng Xi e
Chi na Tel ecom
Beiqgijia Town, Changping District

Bei j i ng

Bei jing, 102209

Chi na

Emai | : xi echf @hi nat el ecom cn

Wang & Xie Expires 1 Septenber 2026 [ Page 9]



