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Aut hor: Yugqi ang Wang
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Abst r act

Thi s docunent defines optional trust profiles and interoperability

bi ndi ngs for the Judgnent Event Protocol (JEP). JEP-Core defines the
neutral event protocol. This docunent defines how actor identifiers,
keys, credentials, authorization context, attestations, archival systens,
and chain systens can be bound to JEP events wi thout changi ng JEP-Core
semanti cs.

The profiles in this docunent are optional. A JEP-Core inplenentation
MUST NOT require support for DD, VC, X 509, QAuth, RATS, bl ockchain
anchoring, HIS, JAC, or any specific Al platformor agent franmework

Conpani on Drafts

This draft depends on draft-wang-jep-judgnent-event - protocol -
Conf ormance cl asses, schemas, test vectors, and reference-validator
behavi or are defined in draft-wang-jep-conformance- 00.

1. Introduction

JEP- Core defines signed judgnent events. It intentionally does not
define a global identity, credential, authorization, attestation, |egal,
or archival framework

Operational deploynments require profile-specific rules for resolving
actors, binding signing keys, checking credentials, applying

aut hori zation context, validating attestations, preserving archiva
evi dence, and conposi ng chains. This docunent provides a structured
profil e nodel and optional profiles.

2. Profile Principles
Profiles MJUST follow these principles:
1. Aprofile MJUST NOT redefine JEP-Core event verbs.

2. Aprofile MIUST NOT redefine JEP-Core signature, event hash, or core
val i dation-|evel semantics.

3. Aprofile MAY define actor identifier forns.

4. A profile MAY define key-resol ution nechani sns.

5. A profile MAY define credential, attestation, authorization, archival,
or chain rules.

6. A profile MJST declare security and privacy consi derati ons.

7. A profile MIST declare whether it affects validation |evels.

8. A profile MJUST define failure mappings to JEP failure codes or

profil e-specific codes.

9. A profile SHOULD be independently inplenentable.

10. A profile SHOULD avoi d maki ng gl obal legal, policy, or factua
determnations unless it explicitly defines evi dence rul es.



3. Trust Profile Mbdel

A JEP trust profile defines how a verifier resolves and eval uates
identity, key, actor-binding, algorithm revocation, and historica
validity.

A trust profile specification MJST defi ne:

- profile identifier;

- supported actor identifier forns;

- supported key identifier forns;

- key di scovery nechani sm

- binding rules between who and si gni ng keys;
- accepted al gorithns;

- downgrade poli cy;

- key rotation handling;

- revocation handling;

- historical validation rules;

- credential or attestation dependency, if any;
- privacy considerations;

- failure-code mapping;

- conformance requirenents.

A trust profile MAY define profile-specific extensions, but those
ext ensi ons MUST NOT redefine JEP-Core senantics.

4. DD/ VC Profile
4.1 Profile ldentifier
jep-profile:did-vc:0
4.2 Scope

This optional profile defines how JEP events MAY interoperate with
Decentralized lIdentifiers (D Ds) and Verifiable Credentials (VCs).

DI D and VC support is OPTIONAL. JEP-Core inplenentations MJUST NOT require
DI D or VC support.

4.3 DI D Bi ndi ng
VWhen who is a DID, the profile MIST define:

- supported DI D net hods;

- DI D docunent resol ution process;

- verification nmethod sel ection;

- key controller rules;

- historical key validation;

- DI D docunent cachi ng;

- DID nethod failure handling;

- revocation or deactivation handling.

A verifier MIST reject a JEP event under this profile if the signing key
cannot be bound to who according to the resol ved DI D document and
profile policy.

4.4 VC Bi ndi ng

A JEP event MAY reference a VC hy:



- digest;

- URI;

- enbedded object;

- Verifiable Presentation reference;
- HJS archival reference.

A VC MAY support clains about:

- actor role;

- organi zational affiliation;

- authorization scope;

- certification;

- del egation capability;

- conpliance status;

- human reviewer qualification;
- tool or nodel certification.

VC validity MJST be eval uated separately from JEP event validity. Avalid
VC does not automatically make a JEP event valid. A valid JEP event does
not automatically make a VC claimtrue.

4.5 Validation |npact

A verifier under the DID/VC profile SHOULD map successful D D and
credential checks to Level 2 actor-binding or Level 4 policy validation,
dependi ng on the credential role.

Credenti al -expired, credential -revoked, issuer-untrusted, or
presentation-invalid conditions MJST be reported as profile failures.

4.6 Security and Privacy
DD resolution may reveal correlation netadata. VC references may reveal
sensitive role, enploynent, certification, or authorization information.

Di gest references nmay be vulnerable to confirmation or dictionary
att acks.

5. X509 / PKI Profile
5.1 Profile ldentifier
jep-profile:x509:0

5.2 Scope

This optional profile defines how X 509 certificates and PKI
infrastructure MAY be used to bind who to a signing key.

5.3 Requirenents
The profile MJST defi ne:

- certificate chain validation

- nane-to-actor binding;

- key usage and extended key usage requirenents;
- revocation checking;

- certificate validity at event tine;

- archival validation behavior;

- algorithm policy;

- trust anchors.

5.4 Validation |npact

Successful certificate and actor binding checks MAY support Level 2



act or-bi ndi ng validation. Domain, regulatory, or organizational checks
remain Level 4 policy validation

6. QAuth / O DC Authorization Context Profile
6.1 Profile Identifier

j ep-profile:oauth-oidc:0

6.2 Scope

This optional profile defines how QAuth or O DC context MAY be referenced
by JEP events.

QAuth or A DC artifacts MAY support clainms about:

- authorization context;

- client identity;

- resource server

- subject;

- consent or grant context;

- token-bindi ng evi dence.

6. 3 Boundary

A JEP event referencing QAuth context does not by itself prove that the
underlying action was authorized. Authorization interpretation is
profil e-specific and policy-dependent.

7. RATS /| Attestation Profile

7.1 Profile Identifier

jep-profile:rats: 0

7.2 Scope

This optional profile defines how renpote attestati on evidence MAY be
ref erenced by JEP events.

Attestation evidence MAY support clains about:
- runtime environnment;

- device identity;

- nodel execution environnent;

- secure enclave or trusted execution context;
- software neasurenent;

- tool invocation environnent.

7.3 Boundary

RATS evi dence supports environnment clains. It does not prove the factua
correctness of a judgnent.

8. Local 1AM Profile
8.1 Profile lIdentifier

jep-profile:local-iamO



8.2 Scope

This optional profile defines how enterprise identity and access
management systems MAY bind |ocal actor identifiers to signing keys.

The profile MJST defi ne:

- local actor nanespace;

- key registry;

- rol e mappi ng;

- group or perm ssion napping;
- revocation handling;

- historical validation

- audit export fornmat.

9. HIS Archive and Privacy Profile
9.1 Profile Identifier
jep-profile:hjs-archive:0

9.2 Scope

This optional profile defines how HIS-Iike systens MAY store, receive,
archive, redact, disclose, and preserve JEP events and evi dence.

HIS manages

- receipt records;

- archive-tinme metadat a;

- retention policy;

- redaction policy;

- selective disclosure;

- privacy policy;

- evidence lifecycle;

- long-termverification context.

HIS is a conpani on archive/privacy/evi dence profile over JEP-Core, not
a repl acenent protocol for JEP-Core.

HJS MUST NOT redefine JEP-Core event senmantics, signature semantics,
event hash semantics, validation levels, or failure codes.

9.3 Recei pt and Archive Tines

HIS MAY add receipt time, archive tine, or evidence custody netadata.
These tinmes are distinct from JEP when.

9.4 Privacy
HJS depl oynents SHOULD m ni mi ze di scl osure and support access-controlled

evi dence stores, redacted |ogs, digest references, audience-bound
di scl osure, or selective-disclosure nmechani sns.

10. JAC Chain Profile
10.1 Profile Identifier
jep-profile:jac-chain:0

10. 2 Scope



This optional profile defines how JAC-Iike systens MAY conpose JEP events
into causality chains, responsibility chains, delegation paths,
verification paths, and workfl ow accountability graphs.

JAC is a conpani on causality/accountability-chain profile over
JEP-Core, not a replacenment protocol for JEP-Core

JAC MUST NOT redefi ne:

- JEP event object;

- JEP signature semantics;
- event hash senmmntics;

- validation | evels;

- failure-code semantics
10. 3 Causal Boundary

A JEP reference does not by itself inply causality. JAC defines causa
interpretation over JEP events.

A JAC chain result MJST decl are:

- observed-1 og assunpti on;

- conpl ete-10g assunption, if any;
- chain reconstructi on method;

- causal edge types;

- termination interpretation

- verification-scope interpretation
10. 4 Validation | npact

JAC chai n reconstruction MAY support Level 3 chain validation. Legal or
organi zational responsibility remains Level 4 policy validation

11. Bl ockchain Anchoring Profile
11.1 Profile ldentifier

j ep-profile:blockchai n-anchor: 0
11. 2 Scope

This optional profile defines how JEP event hashes MAY be anchored in a
distributed | edger or transparency nechani sm

Bl ockchai n anchoring is OPTI ONAL and MJST NOT be required for JEP-Core
conf or mance.

11. 3 Boundary

Anchoring may support tinmestanping or non-equivocation evidence. It does
not prove the content of a JEP event is true, |lawful, conplete, or

pol i cy-conpliant.

12. Al Actor Profile

12.1 Profile ldentifier

jep-profile:ai-actor:0

12. 2 Scope



This optional profile defines actor-identifier conventions for Al-native
actors, including:

- nodel actors;

- agent actors;

- tool actors

- service actors;

- wor kfl ow actors;

- session actors;

- hunman- agent conposites;

- organi zati on-agent comnposites.

The profile MJIST define how a signing key represents, controls, or
attests to an Al actor.

12. 3 Boundary

An Al actor identifier does not prove internal nodel state, intent,
under st andi ng, sentience, correctness, or factual truth.

13. Profile Registration Tenplate
A profile registration SHOULD i ncl ude:

- profile identifier;

- profile naneg;

- profile version;

- description;

- supported JEP-Core version;

- actor identifier forns;

- key resol ution nethod;

- credential or attestation dependencies;
- algorithm policy;

- validation-Ilevel inpact;

- failure-code mapping;

- security considerations;

- privacy considerations;

- change controller

- reference inplenentation or test vectors, if available.

14. Security Considerations

Profiles can expand the trust surface. A malicious or poorly specified
profil e can cause actor mi sbinding, algorithm downgrade, credenti al
overclaim excessive disclosure, or false policy concl usions.

A profile MJUST NOT present profile validity as global truth unless it
defines external evidence rules.

15. Privacy Considerations

Profiles can introduce sensitive identifiers, credentials, roles,
organi zation rel ati onships, |ocation data, execution neasurements, or
wor kf | ow met adata. Profiles SHOULD support data mnim zation, digest
ref erences, access-controll ed evidence, redaction, and sel ective

di scl osure.

16. 1 ANA / Registry Considerations



This draft requests or anticipates registries for:

- JEP trust profile identifiers;

- JEP optional profile identifiers;

- JEP profile conformance cl asses;

- profile-specific failure codes;

- profile-specific verification scopes.

17. Initial Profile Set
Initial optional profiles:

| Profile | Identifier | Status |

|---1--- 1=

| DDVC | jep-profile:did-vc:0 | Optional |

| X.509/PKI | jep-profile:x509:0 | Optional |

| OAuth/AQDC | jep-profile:oauth-oidc:0 | Optional |

| RATS | jep-profile:rats:0 | Optional |

| Local 1AM | jep-profile:local-iamO0 | Optional |

| HIS Archlve| jep-profile:hjs-archive:0 | Optional |
| JAC Chain | jep-profile:jac-chain:0 | Optional |

| Bl ockchain Anchor | jep-profile:blockchain-anchor:0 | Optional |
| Al Actor | jep-profile:ai-actor:0 | Optional |

Aut hor’' s Addr ess

Yugi ang Wang
Emai | : si gnal @unmanj udgnent . org
URI: https://github. con hjs-spec

v0.6 Direct Upgrade Note

This docunent is part of the JEP v0.6 draft set. The v0.6 set directly

i ncorporates standardi zation structure, interoperability profiles,
conformance artifacts, schenas, signed test vectors, invalid cases, and
mul ti -1 anguage val i dator seeds w thout changi ng the JEP-Core narrow wai st
semanti cs.
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