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Abst ract

Thi s docunent defines the Judgnent Event Protocol (JEP), a neutra
verifiable event format for decision-related operations in human,
organi zational, software, and autononobus agent systens.

JEP specifies four immutable event verbs: Judgment (J), Delegation (D),
Termination (T), and Verification (V). It defines a signed JSON event



structure, anti-replay fields, detached JSON Wb Signature (JW5)
verification over JSON Canonicalization Scheme (JCS) canonicalized
payl oads, event hash and reference senmantics, validation |evels,
structured validation results, failure codes, extension handling,
trust-profile interfaces, and determinability boundari es.

JEP is intended to provide a gl obal protocol-level interoperability
| ayer for verifiable decision event records. JEP-Core does not define

legal liability, authorization validity, regulatory conpliance,
organi zational trust decisions, global identity, global truth, or
mandat ory support for any specific credential, identity, Al platform

agent franmework, or blockchain system

1. Introduction

Aut ononpbus and semi - aut ononobus agent systens increasingly make, assist
with, delegate, termnate, verify, or record decisions across

organi zational, platform nodel, and jurisdictional boundaries. These
systens need a mninmal and interoperable way to record decision-rel ated
events so that later verifiers can deternine whether a particul ar event
payl oad existed, whether it was signed under an applicable trust profile,
whether it was nodified, whether it refers to other events or evidence,
and which validation | evel has been reached.

JEP addresses this need by defining a conpact signed JSON event fornat.
The format is intentionally narrow it records an event verb, actor
identifier, timestanp, claimor digest, nonce, optional audience,

ref erences, extensions, and signature. More conplex identity,
credential, policy, archival, evidence, or causal-chain semantics are
externalized to profiles, extensions, HIS-like archival |ayers, or
JAC-1i ke chai n-conposition |ayers.

JEP records verifiable protocol facts. It does not by itself prove
external target facts. In partially observed systenms, a signed event |og
can support audit and accountability workflows wi thout guaranteeing
conpl ete or zero-error determ nation of external facts.

2. Protocol Objective and Non- CGoal s
2.1 Objective
JEP-Core defines a neutral event |layer for verifiable judgnent-rel ated

acts. A conform ng JEP event can support determ nation, subject to the
appl i cabl e validation node and trust profile, that:

1. an event payl oad exi sted;

2. the event payl oad was signed as specified;

3. the payload was bound to an actor identifier under a trust profile;

4. the event carried a tinestanp, nonce, optional audience, and optiona
ref erences or extensions;

5. references, event hashes, and critical extensions were processed

according to JEP-Core rules;
6. a verifier reached a declared validation |evel

2.2 Non- Goal s
JEP- Core does not defi ne:
- legal liability;

- moral responsibility;
- regul atory compli ance;



- global truth determ nation

- external target-fact determnability;

- authorization delegation validity;

- perm ssion-chain enforcenent;

- lifecycle state-nachine enforcenent;

- a global identity framework;

- a global credential franmework;

- a global trust framework;

- mandatory DI D, VC, X 509, QAuth, RATS, blockchain, or Al-platform
support;

- confidentiality for event content;

- long-term storage, redaction, retention, or disclosure policy;

- causal -chain or responsibility-graph computation

A JEP event records clains about judgnent-related acts. It MJST NOT be
presented as proof that the underlying real-world assertion is true
unl ess an applicable external profile and evidence policy makes that
determ nati on.

3. Design Principles
JEP-Core foll ows these principles:

1. Core minimality: JEP-Core defines the stable narrow wai st event
| ayer.

2. ldentity-systemneutrality: JEP-Core MJUST NOT require any
specific identity system

3. Credential -systemneutrality: JEP-Core MJST NOT require VC or any
ot her credential nodel

4. Platformneutrality: JEP-Core MJST NOT require any Al platform
agent franmework, cloud provider, or blockchain network.

5. Profile-based interoperability: identity, credentials,
attestation, authorization, and archival policy are handl ed by
optional profiles.

6. Layered verification: syntax, cryptographic validity,
actor-binding, chain validation, and policy validation are separate.

7. Explicit determinability boundary: protocol validity is not the
sane as external truth.

8. Privacy by mnim zation: sensitive evidence SHOULD be referenced
by digest or controlled evidence nechani sns rather than enbedded in
event payl oads.

9. Extension wthout semantic capture: extensions MJST NOT redefine
JEP- Core semanti cs.

10. Algorithmagility: cryptographic algorithnms are selected by JOSE

headers, confornmance profiles, and trust profiles rather than by
event verbs.

4. Requi renments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP 14
when, and only when, they appear in all capitals.

5. Term nol ogy

Actor: The entity identified by who that is clainmed by the event.

An actor MAY be a human, organi zation, nodel, agent, tool, service,
devi ce, workflow, committee, session, swarm human-agent conposite, or
organi zati on- agent conposite.



Si gner: The key hol der that produces the event signature. The signer
is not necessarily identical to the actor. The binding between signer and
actor is defined by a trust profile.

Subj ect: The entity or object about which a decision, delegation,
termnation, or verification is nade. A subject is distinct fromthe
actor.

Event: A single i mutable signed JSON object representing one
judgrent -rel ated act.

Unsi gned Event: A JEP event object with the sig menber omtted.

JEP Si gni ng Payl oad: The UTF-8 octets of the JCS-canonicalized
unsi gned event.

Event Hash: An al gorithmtagged digest over the full signed event.
Claim Semantic content carried by what or by an extension.

Ref erence: A cryptographic or typed pointer to another event, chain,
di gest, credential, policy, evidence, context, archive receipt, or
ext ernal object.

Trust Profile: A profile that defines actor identifier forms,
si gni ng-key resol ution, actor/key binding, revocation, historica
validity, acceptable algorithns, and rel ated evi dence policy.

Val idation Level: The highest validation stage conpleted by a
verifier.

Val i dati on Mode: The context in which validation is perforned, such
as acceptance, archival, chain, or policy review

Verification Scope: The declared scope of a V event, such as syntax,
crypt ographi c, actor-binding, chain-integrity, credential-status, policy
conpliance, human review, external evidence, factual claim or archiva
integrity.

6. Core Event Object

A JEP event is a JSON object. Producers MJST enit |-JSON conpatible JSON
and MUST NOT emt duplicate JSON nmenber nanmes. Verifiers MJST reject
events containing duplicate JSON nenber nanes.

The top-1evel nenbers are:
Menber | Status | Description |

|
| jep | REQURED | Wre-format nmjor version. For this draft, "1".

| verb | REQURED | One of "J", "D', "T", "V'.

| who | REQURED | Actor identifier claimed by the event. |

| when | REQUI RED | Actor-supplied event tinestanp, Unix seconds. |

| what | Conditional | C aimobject, descriptor, or algorithmtagged digest. |
| nonce | REQUI RED | Repl ay-protection nonce.

| aud | RECOMMENDED | | ntended audi ence or validation context. |

| ref | Conditional | Typed reference or event hash reference. |

| ext | OPTIONAL | Extension object. |

| ext_crit | OPTIONAL | Critical extension identifier list.

| sig | REQU RED | Detached signature container.

The top-level extensibility mechanismis ext. Producers SHOULD NOT add
new top-1evel menbers outside this specification unless defined by a



future JEP revision or a registered extension that explicitly updates the
top-1evel object.

7. Field Semantics
7.1 jep

The jep nmenber identifies the wire-format major version. For this
draft, the value is "1".

JEP-Core-0.6 identifies the specification release version. It is not
the wire-format version. The wire-format value jep: "1" can renain
stable across nmultiple draft revisions and rel ease versi ons when the
core event object remains wre-conpatible.

A verifier MJUST NOT infer Internet-Draft revision nunber or rel ease
maturity solely fromthe jep menber.

7.2 verb

The verb nmenber identifies the event verb. It MJST be one of J, D
T, or V.

Event verbs do not determ ne cryptographic algorithns, storage policy,
privacy node, identity nethod, or |egal effect.

7.3 who
who identifies the actor clained by the event.
who is not necessarily:

- the signer;

- a legal person;

- the controller of the key;

- areal-world identity;

- the subject of the decision.

The bi ndi ng between who and the signing key is determined by the
applicable trust profile.

7.4 when

when is an actor-supplied event tinestanp in Unix seconds. JEP-Core
does not by itself prove wall-clock tinme. Stronger tine evidence requires
a tinestanping, receipt, archival, transparency, or storage profile.

I mpl enent ati ons SHOULD di sti ngui sh

- event tine;

- signature tine;

- receipt tinme;

- archive tinme;

- verification tine;

- policy-evaluation tine.

7.5 what

what carries the event claim digest, descriptor, or report. It records
what the actor asserted, judged, delegated, termnated, or verified. It
does not by itself prove external truth.

When represented as an object, what SHOULD use senantic subfields such
as:



- claim

- subject;
- scope;

- result;

- evi dence;
- cont ext.

When represented as a digest, the digest MJST be an al gorithmtagged
di gest string.

7.6 nonce

nonce supports replay protection. Nonce uni queness is evaluated within
an actor, audience, trust-profile, and replay-w ndow context. JEP-Core
does not require global nonce uni queness.

7.7 aud

aud indicates intended audi ence or validation context. It does not by
itself enforce access control. Access control, retention, redaction, and
di scl osure policy are outside JEP-Core.

7.8 ref

ref is areference field. A reference does not by itself inply
endorsenment, truth, authorization validity, or causality.

Ref erences MAY identify:

- event;

- chain;

- digest;

- credential;

- policy;

- evidence;

- context;

- archive receipt;
- external object.

A sinple event reference SHOULD use the event hash of the referenced JEP
event .

7.9 ext and ext _crit

ext contains named extension objects. ext _crit contains the

identifiers of critical extensions. Unknown critical extensions MJST
cause validation failure. Unknown non-critical extensions MAY be ignored.
7.10 sig

sig carries the detached signature container. JEP-Core uses detached

JWE over the JCS-canoni calized unsigned event unl ess another registered
signature profile applies.

8. Event Verb Semantics

8.1 J - Judgnent

A Judgnent event records that an actor nmade, accepted, produced,
approved, selected, rejected, ranked, classified, or otherwise commtted

to a decision-related claim

A J event MJUST NOT be interpreted as proof that the judged claimis true.



Typi cal uses incl ude:

- nodel output approval;

- human approval ;

- risk classification;

- tool -sel ection deci sion;

- policy decision;

- recomendati on acceptance;
- evidence assessnent.

8.2 D - Del egation

A Del egation event records that an actor del egated a task, authority,
responsibility, capability, or decision context to another actor or
system

A D event SHOULD identify, directly or by reference:

- del egator;

- del egat ee;

- scope;

- constraints;

- expiry;

- context;

- term nation conditions.

A D event records a delegation claim It does not by itself prove |ega
aut hori zation or external enforceability.

8.3 T - Term nation

A Term nation event records that a previous del egation, authority,
session, capability, workflow context, verification context, or chain
reliance is ended, revoked, expired, superseded, or no |longer valid for
future reliance

A T event MUST identify the termnated target and term nati on scope.

A T event does not delete historical events, erase past facts, or
automatically revoke external legal authority. It affects future reliance
according to JEP-Core rules and applicable profiles.

8.4V - Verification

A Verification event records that an actor perfornmed a validation, audit,
review, confirmation, rejection, or verification action over an event,
chain, digest, subject, credential, policy, evidence, or external object.

A V event MJUST declare its verification scope. AV event MJST NOT inply
verification beyond its declared scope.

Initial verification scopes include:

- syntax;

- cryptographic;

- actor _bi nding;

- chain_integrity;

- extensi on_processing;
- credential _status;
- policy_conpliance;
- human_revi ew,

- external _evidence;
- factual _claim

- archival _integrity.



9. References and Chains

A JEP reference proves only that one event payl oad cryptographically or
semantically referenced another object. It does not prove causality,
endorsement, truth, authorization, or conpleteness.

A JEP reference does not by itself inply causality. Causal interpretation
i s defined by JAC or another chain profile.

A reference chain proves |inkage between observed event objects. It does
not prove that the observed log is conplete, append-only, or free from

om ssion unless a profile explicitly declares and supports a conpl ete-I|og
assunpti on.

10. Al gorithm Tagged D gest Strings

JEP uses al gorithmtagged digest strings for event hashes, content
di gests, and reference digests.

Synt ax:
<hash- al gori t he: <l ower case- hex- di gest >

The hash algorithmidentifier MJIST be | ower-case ASCI|I. The digest val ue
MUST be | ower-case hexadeci mal

I mpl enent ati ons conformng to JEP-Core-0.6 MJST support sha256
Exanpl e:
sha256: 3a6eb0790f 39ac87c94f 3856b2dd2c5d110e6811602261a9a923d3bb23adc8b7

Addi tional digest algorithms MAY be defined by confornmance profil es,
trust profiles, or registered extensions.

11. Event Hashes and Signi ng | nput

The JEP signing input is the unsigned event object with sig omtted,
canoni cal i zed using JCS and encoded as UTF-8 octets.

The event hash identifies the full signed event object, including sig.
For the default hash profile:

event _hash = sha256( UTF8(JCS(full _signed_event)))

The signing i nput and event hash are intentionally different:

- signing input excludes sig;
- event hash includes sig.

12. Signature, Hash, and AlgorithmAgility
JEP-Core preserves algorithmagility.

A JEP event is protected by a detached JW5 signature over a
JCS- canoni cal i zed unsi gned event payl oad.



JEP- Core does not assign cryptographic algorithns to event verbs. J, D
T, and V share the sanme cryptographic processing nodel .

The concrete signature algorithm key type, hash algorithm and al gorithm
acceptability policy are deternined by JOSE headers, conformance
profiles, and trust profiles.

JEP- Core semantics are algorithmneutral. A JEP-Core inplenentation
MUST NOT assign algorithnms to event verbs or treat algorithmchoice as
part of the semantics of J, D, T, or V.

A basel i ne conformance class MAY define a required-to-inpl enment
algorithmset for interoperability. For conpatibility with the -05
basel i ne, an Ed25519/ JW5/ JCS conformance cl ass MAY be defined by the
conpani on conformance draft. Such a conformance cl ass does not make
Ed25519 the only algorithmall owed by JEP-Core senantics.

A trust profile MJST define which algorithns are acceptable for a given
depl oynent context.

A verifier MUST reject an event if the declared algorithmis unsupported,
prohi bited by the applicable profile, inconsistent with the resol ved key
type, inconsistent with the signature container, or inconsistent with a
critical cryptographic extension

A verifier SHOULD distinguish real-tine acceptance validation from
archival validation. An algorithm MAY be acceptable for archiva
val i dation while being prohibited for new event signatures.

13. Trust Profile Interface
JEP-Core does not define a global identity or trust franework.
A trust profile MJIST define:

- supported actor identifier forns;

- key identifier syntax and di scovery;

- binding rules between who and si gni ng keys;
- accepted signhature al gorithms;

- downgrade poli cy;

- key rotation handling;

- revocation handling;

- historical key validity;

- credential or attestation use, if any;

- policy evaluation hooks, if any.

Support for DD, VC, X 509, QAuth, RATS, bl ockchain anchoring, or any
specific identity systemis OPTIONAL and MJUST NOT be required for
JEP- Core conf ormance

14. Validation Mbdel
14.1 Validation Levels
JEP validation is divided into five |evels:

Level | Nane | Meaning |

Syntax | JSON, 1-JSON, required fields, schema shape.

Cryptographic | Canonicalization, event hash, detached signature. |
Actor Binding | Key bound to actor under trust profile. |

Chain | References, critical extensions, replay, term nation effects,

chain integri



ty.
| 4| Policy | Domain, |egal, organizational, regulatory, or deploynent policy.

A verifier MJUST report the highest successfully conpleted validation
level. A verifier MIUST NOT present Level 1 cryptographic validity as
Level 4 policy validity.

A JEP event MAY be cryptographically valid but policy-invalid

14.2 Validation Mdes

Initial validation nodes are

- accept ance;

- archival;

- chain;

- policy.

Accept ance val i dation checks freshness and replay. Archival validation
MUST NOT reject an event solely because its tinmestanp is outside the
current freshness w ndow.

14.3 Determnistic Validation Al gorithm

A verifier SHOULD process an event in this order

1. parse JSON

2. reject duplicate JSON nenber nanes;

3. check required top-level fields;

4. check verb-specific field requirenents;

5. renmpove sig to construct unsigned event;

6. canoni calize unsigned event using JCS

7. verify detached signature;

8. conpute event hash if needed;

9. resolve actor/key under trust profile;

10. check actor/key binding;

11. check nonce and freshness for acceptance node;
12. validate aud if present and rel evant;

13. resolve and validate references if applicable;
14. process critical extensions;

15. apply chain rules, including term nation effects;
16. apply optional policy rules;

17. return structured validation result.

15. Validation Result nhject

A verifier SHOULD return a structured validation result.

Exanpl e:
{
"valid": true,
"l evel ": 3,
"mode": "archival",
"profile": "jep-core-0.6",
"scopes": ["syntax", "cryptographic", "actor_binding", "chain_integrity"],
"event _hash": "sha256:...",

"warni ngs": [],
"errors": []

}

Val idation results MJST distinguish

- cryptographically valid but policy-invalid,



- archivally valid but not acceptable for new reliance;
- valid under profile A but invalid under profile B

- signature-valid but actor-binding invalid;

- chain-valid under observed-1og assunptions only.

16. Failure Codes
A conforming validator SHOULD return structured failure codes.
16.1 Syntax Errors

- ERR_I NVALI D_JSON
- ERR_DUPLI CATE_MEMBER

- ERR_UNSUPPORTED JEP_VERSI ON
- ERR_UNKNOWN_VERB

- ERR_M SSI NG_REQUI RED_FI ELD
- ERR_I NVALI D_FI ELD_TYPE

- ERR_I NVALI D_TI MESTAMP

16.2 Cryptographic Errors

- ERR_CANONI CALI ZATI ON_FAI LED
- ERR_CANONI CALI ZATI ON_VERSI ON_UNSUPPORTED
- ERR_I NVALI D_EVENT_HASH

- ERR_UNSUPPORTED_SI GNATURE_ALG

- ERR_PROH Bl TED S| GNATURE_ALG

- ERR_ALG KEY_TYPE_M SMATCH

- ERR_ALG_PROFI LE_M SMATCH

- ERR_HASH_ALG_UNSUPPORTED

- ERR_SI GNATURE_CONTAI NER | NVALI D

- ERR_SI GNATURE_M SSI NG

- ERR_SI GNATURE_| NVALI D

- ERR_DI GEST_M SMATCH

- ERR_ARCHI VAL_ALG_STATUS_UNKNOWN

- ERR_ALG _DEPRECATED FOR NEW EVENTS

16.3 Actor and Trust Errors

- ERR_ACTOR_UNRESOLVED
- ERR_KEY_UNRESOLVED

- ERR_KEY_NOT_BOUND_TO ACTOR

- ERR_KEY_REVOKED

- ERR_KEY_NOT_VALI D_AT_EVENT_TI ME
- ERR_TRUST_PROFI LE_UNSUPPORTED

16.4 Replay and Freshness Errors

- ERR_NONCE_REPLAY
- ERR_EVENT_EXPI RED
- ERR_TI MESTAMP_OUT_OF W NDOW

16.5 Reference and Chain Errors

- ERR_REF_UNRESOLVED
- ERR_REF_HASH M SMATCH

- ERR_CHAI N_BROKEN

- ERR_DELEGATI ON_SCOPE_EXCEEDED

- ERR_TERM NATED_REFERENCE _REUSED

- ERR_CYCLE_DETECTED

- ERR_COMVPLETE_LOG _ASSUMPTI ON_UNSATI SFI ED

16. 6 Extension Errors

- ERR_UNKNOWN_CRI Tl CAL_EXTENSI ON



- ERR_EXTENSI ON_SCHEMA | NVALI D
- ERR_EXTENSI ON_VALI DATI ON_FAI LED
- ERR_EXTENSI ON_CONFLI CT

16.7 Policy Errors

- ERR _POLI CY_REJECTED
- ERR_AUTHORI ZATI ON_CONTEXT_M SSI NG
- ERR_DOVAI N_REQUI REMENT_UNSATI SFI ED

17. Extension Rules and Conflict Handling
An extension MJST decl are:

extension identifier;

ext ensi on ver si on;

JSON schema or equival ent data nodel ;

whether it nmay be critical;

val i dation requirenents;

security considerations;

privacy consi derati ons;

interaction with event hashes and signatures;
interaction with other known extensions, if applicable.

CoNoOhwhdE

Ext ensi ons MJUST NOT redefine the semantics of core JEP nenbers.

Unknown critical extensions MJST cause rejection. Unknown non-critica
ext ensi ons MAY be i gnored.

If two critical extensions inpose inconsistent requirenents, validation
MUST fail with ERR_EXTENSI ON_CONFLI CT.

Extensi on identifiers SHOULD be collision-resistant. Supported forns
i ncl ude:

- reverse-DNS identifiers, e.g. org.exanple.jep.profile.vc;
- URl identifiers;

- registered short nanes;

- experinmental x-* identifiers.

18. Confornmance Requirenents
A JEP-Core-0.6 producer MJST support:

- 1-JSON-conpati bl e event construction;

- required top-level fields;

- JCS canonical i zation of unsigned payl oads;

- detached JWS signature generation under at |east one confornmance class;
- algorithmtagged digest strings;

- nonce generation;

- ext and ext_crit semantics.

A JEP-Core-0.6 verifier MJST support:

- duplicate-nmenber rejection;

- core field validation

- JCS canoni cal i zati on;

- detached signature verification under at |east one conformance cl ass;
- event hash cal cul ati on;

- validation |levels;

- structured validation result object;

- unknown critical extension rejection;



- acceptance and archival validation nodes.

A JEP-Core-0.6 inplenentati on MJST NOT require support for any optiona
identity, credential, attestation, blockchain, Al platform or agent
framework profile.

18. 1 Baseline Al gorithm Conformance

For interoperability with earlier JEP drafts, a baseline conformance
class MAY require support for detached JW5 using JCS canonicalization,
sha256 al gorithmtagged digest strings, and Ed25519 verification

This baseline is a conformance-cl ass requirenment, not a JEP-Core semantic
requirenent. O her profiles MAY define additional or alternative

al gorithmsuites, including regional, enterprise, COSE/ CBOR conposite,
or post-quantum profiles, provided that their algorithmidentifiers,

key representations, downgrade policies, and validation behavior are
speci fi ed.

19. Deterninability Boundary

JEP di stingui shes observabl e protocol facts fromexternal target facts.
19.1 nservabl e Protocol Facts

JEP can support determ nation of protocol-level facts such as:

- whet her a payl oad was signed by a key;

- whether a key is acceptable under a trust profile;

- whether an event hash matches an event payl oad;

- whether an event references another event;

- whether a nonce has been seen within a replay w ndow,

- whether a critical extension was processed;

- whether a delegation was |later term nated in the observed | og.

19.2 External Target Facts
JEP al one does not determ ne external target facts such as:

- whether a real-world statement is true;

- whether a nodel internally understood a request;

- whether an actor is legally |iable;

- whether a delegation is legally enforceable;

- whether a hunman actually read a docunent;

- whether a physical-world action occurred outside the | ogged system

A profile MAY define evidence rules for external target facts. Such rules
are outside JEP-Core.

20. (Observed Log Assunptions

An observed JEP log is not necessarily a conplete |og.

Absence of an event in an observed | og MJUST NOT be interpreted as proof
that the event did not occur unless a conplete-log assunption is
explicitly declared by the depl oynent profile.

Profil es MAY defi ne:

- conpl ete-1og profile;

- partial-log profile;
- selective-disclosure |og;



- redacted | og;
- archive-backed | og;
- transparency-backed | og.

A chain reconstruction result MJST declare whether it relies on conplete
or partial |og assunptions.

21. Relationship to HIS and JAC
JEP defines atom c signed judgment events.

HIS-1i ke systens manage storage, receipt, archival context, retention,
redaction, selective disclosure, privacy policy, and evidence |ifecycle
for JEP events. HIS MJUST NOT redefine JEP-Core event semanti cs,
signature semantics, event hash senmantics, validation |evels, or failure
codes.

JAC-|li ke systens conpose JEP events into causality chains,

responsi bility chains, delegation paths, verification paths, and

wor kf | ow accountability graphs. JAC MJUST NOT redefine JEP-Core event
format, signature semantics, event hash senmantics, or validation |evels.

A JEP reference does not by itself inply causality. Causal interpretation
is defined by JAC or another chain profile.

22. Security Considerations
JEP-Core mtigates

- payl oad tanpering;

- signature forgery under supported al gorithms;
- replay within configured wi ndows;

- reference hash m smatch

- unknown critical extension processing;

- basic chain integrity failures

JEP- Core does not by itself prevent:

- conprom sed signing keys;

- false clains signed by legitimte actors;

- omi ssion of relevant events froma | og;

- collusion anong actors;

- legal or organizational m suse;

- incorrect external evidence;

- malicious trust profiles;

- tinmestanp mani pul ation w thout external tine evidence.

22.1 Downgrade Resi stance

A verifier MIST reject algorithnms prohibited by the applicable profile. A
verifier MJST NOT accept a weaker algorithmmerely because it is
syntactically valid in JOSE

22.2 Human-in-the-Loop Semantics

A human-revi ew event records that a human actor emtted or endorsed a
reviewrelated claim It does not prove that the human fully understood
the underlying material, that the decision was correct, or that |ega
conpliance was sati sfied.

22.3 Al Actor Semantics



JEP- Core does not mandate any specific Al actor identity schene. Al
actor identity, nodel identity, tool identity, service identity, and
session identity are defined by trust profiles or extensions.

23. Privacy Considerations

JEP events may reveal actor identity, subject identity, decision timng,
del egation structure, organizational workflow, tool usage, and audit
rel ati onshi ps.

Depl oyments SHOULD mi ni m ze personal data in what and extensions. Wen
possi bl e, external evidence SHOULD be referenced by digest rather than
enbedded directly.

Di gest references may enable correlation, confirmation attacks, or
dictionary attacks. Sensitive evidence references MAY require salted
di gests, conm tment schenes, access-controlled evidence stores,

audi ence- bound references, selective disclosure, or redaction.

JEP signatures and references nmay create linkability across contexts.
I mpl ement ati ons SHOULD avoi d reusing actor identifiers across unrel ated
audi ences unless required by the trust profile.

JEP is an accountability protocol conponent. It SHOULD NOT be depl oyed as
a general nonitoring nmechani smw thout data-mnimzation, retention,
access-control, and redaction policies.

24. Registry Considerations
JEP registries SHOULD cover

- verbs;

- extension identifiers;

- verification scopes;

- validation nodes;

- error codes;

- trust profile identifiers;

- conformance cl ass identifiers;
- algorithm policy |abels.

New verb regi strations are NOT RECOMVENDED. New verbs require an update

to JEP-Core explaining why existing verbs plus extensions are
insufficient.

25. Versioning and Conpatibility

M nor versions MAY add optional fields or optional extensions. Mjor
versi ons MAY change validation requirements.

Unknown critical extensions MJST cause validation failure. Unknown
non-critical extensions MAY be ignored.

Unknown required core fields MJUST cause validation failure unless defined
by a future conpatible revision.

26. Exanpl es

26.1 M nimal Judgnment Event Shape



}

"jep":
"verb":
"who":
"when":
"what " :

"nonce":

"aud":
"ref":
" Si gII :

Full test

wqn

wan

"di d: exanpl e: agent - 789",

1742345678,
"sha256: aa55ad4393538f 14e6b4961dela29216eed93517chb6c2631ab56a5ee75edb3b7a",
"f47acl1l0b-58cc-4372-a567- 0e02b2c3d479",

"https://platform exanple.cont,
nul |,

vectors are defined in the conpani on confornmance draft.

27. Changes from -05

Maj or changes from draft-wang-jep-judgnment-event - protocol -05

Ref raned JEP-Core as a neutral narrow wai st event infrastructure.
Added explicit protocol objective and non-goal s.

Added desi gn principles.

Added detailed field semantics for who, when, what, nonce,
aud, ref, ext, and sig.

Expanded J/ D/ T/V semanti cs.

Added verification-scope requirenents for V events.

Added val i dation |evels.

Added structured validation result object.

Added structured failure-code taxonony.

Added deterministic validation algorithm

Added extension conflict handling.

Added trust profile interface.

Added deterninability boundary.

Added observed-1og assunptions.

Added rel ationship to HIS and JAC

Added human-in-the-l1oop and Al actor semantic boundari es.
Added downgr ade-resi stance | anguage.

Moved concrete DI DF VO X. 509/ QAut h/ RATS profile material to
draft-wang-jep-profiles-00.

Moved schema, test vectors, and reference validator behavior to
dr aft - wang-j ep- conf or mance- 00.

Aut hor’ s Addr ess

Yugi ang Wang

Emai | :
URI :

si gnal @wunanj udgnent . org
https://github. com hjs-spec

v0. 6 Direct Upgrade Note

This docunent is part of the JEP v0.6 draft set. The v0.6 set directly

i ncorporates standardi zation structure, interoperability profiles,
conformance artifacts, schenas, signed test vectors, invalid cases, and
mul ti -1 anguage validator seeds wi thout changi ng the JEP-Core narrow wai st

semanti cs.
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