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Abst ract

Thi s docunent defines the Judgnent Event Protocol (JEP), a m ninmal
verifiable log format for decision-related operations in agent

systens. JEP specifies four inmutable event verbs (J, D, T, V), a
signed JSON event structure, anti-replay protection, detached JSON Wb
Signhature (JW5) verification over JSON Canonicalization Scheme (JCS)
canoni cal i zed payl oads, event hash and reference semantics, validation
nmodes, and a nodul ar ext ensi on framework.

JEP is intended to provide gl obal protocol-level interoperability for
verifiable decision event records. It does not define |egal
liability, authorization validity, regulatory conpliance, or

organi zational trust decisions.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current
Internet-Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Cctober 29, 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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I ntroduction
Mot i vati on

Aut ononpbus and semi - aut ononmous agent systens increasingly nake,

assist with, or record decisions across organi zational, platform and
jurisdictional boundaries. These systens need a m ninmal and

i nteroperable way to record decision-related actions so that |ater
verifiers can deternine whether a particular event was enitted by a
particul ar actor, whether the event has been nodified, and whether it
relates to other events in a verifiable chain.

JEP addresses this need by defining a conpact signed JSON event
format. The format is intentionally small: the protocol identifies a
decision-related action, binds it to an actor, tinestanp, nonce,
optional audience, related content digest, related event reference,
and signature

JEP is designed to adapt to diverse cultural, legal, political, and
operational environnents. It achieves this by separating the stable
event format from optional extension and trust profiles. This
docunent defines the protocol -1 evel mechanics; deployers and
verifiers apply their own | egal, organizational, and policy
requirenents.

JEP al so does not assune that every external target fact is
determnable fromthe available event log. |In partially observed
causal systens, |ogs, traces, neasurenents, or explanations can
support verification and audit workflows w t hout guaranteeing
zero-error determ nation of external facts

[ TARGET- DETERM NABI LI TY]. JEP therefore records verifiable event
clains rather than gl obal fact determ nation

Scope



1.3.

1. 4.

JEP defi nes:

* Four imutable core decision event verbs: J, D, T, and V.

* A mninmal signed JSON event object.

* Al gorithmtagged digest strings for content and event references.
* Event hash cal cul ation and reference semanti cs.

* Detached JW5 signature verification over JCS-canonicalized
unsi gned events.

* Anti-replay protection using nonce, tinmestanp, and optiona
audi ence bi ndi ng.

* Acceptance validation and archival validation nodes.

* A nmodul ar extension framework using "ext" and "ext_crit".

* (Optional standard extensions for privacy, accountability
distribution, lifecycle netadata, storage adaptation, subject
ref erence, and cryptographic capability profiles.
JEP explicitly does not define:
* Legal liability or accountability determ nation rules.
* Authorization delegation validity or perm ssion chain constraints.
* State machine or lifecycle enforcenent |ogic.
* Regul atory, governance, or business conpliance determ nation
* Determnability of external target facts frompartial observations.
* A global identity, credential, or trust framework
* A confidentiality mechanismfor event content.
Requi renment s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

Event:
A singl e observable record of a decision-related action

Act or:
The entity identified by "who" that clains to generate and sign a
JEP event.

Subj ect :
An entity referenced by an event, typically the person, agent,
obj ect, or system about which a decision is made. A subject is
distinct fromthe actor.

Verifier:

An entity that evaluates event structure, signatures, references,
replay properties, extensions, and |local policy.



Unsi gned Event:
A JEP event object with the "sig" nenber onmitted.

JEP Si gni ng Payl oad:
The UTF-8 octets of the JCS-canonicalized unsigned event. This
payl oad is supplied as the JWS Payl oad for detached JW5
processi ng.

Event Hash:
A protocol -level identifier calculated over the full signed event
obj ect, including the "sig" menber.

Accept ance Validation
Verification performed when deci ding whether to accept a newy
received event. This node includes replay and tinestanp freshness
checks.

Archi val Validation:
Verification perforned when evaluating a previously recorded event.
Thi s node does not reject an event solely because its tinestanp is
outside the current freshness w ndow.

Trust Profile:
A depl oynent -defined profile that binds actor identifiers and key
identifiers to verification keys and defines key rotation,
revocation, and historical validation rules.
Ext ensi on:
A named object inside the "ext" nenber that adds depl oynent-specific
or standardi zed semantics w thout changing the core JEP event
structure.
2. Protocol Model
2.1. Design CGoals
JEP has the foll owi ng design goals:

* Mnimality: the core event object is snall and stable.

* Verifiability: event integrity is protected by a detached JW5
signature over a JCS-canonicalized unsigned event.

* Algorithmagility: cryptographic algorithns are selected by JOSE
headers, confornmance profiles, and trust profiles rather than by
event verbs.

* d obal protocol interoperability: conform ng inplenentations can
parse, canonicalize, sign, reference, and verify the same event
obj ect.

* Policy neutrality: JEP records clainms and evi dence but does not
deci de | egal, organizational, or regul atory consequences.

* Long-termoperability: the protocol distinguishes real-tine
acceptance validation from archival validation.

2.2. Event Verbs

JEP defines four inmmutable core verbs:

| J | Judge | Records the initiation or issuance of a |



deci sion-rel ated acti on.

Records a del egation claimor del egati on-

rel ated event. JEP does not determne

whet her the delegation is legally,

organi zational ly, or operationally valid.
Records a termination claimfor a referenced
decision lifecycle or event chain. JEP does
not itself enforce lifecycle closure.

Records a verification action or verification
result concerning a referenced JEP event.

Del egat e

I I
I I
I I
I I
I I
| T | Term nate
I I
I I
I I
I I

Al gorithm choi ce, signature capability, privacy node, retention
policy, storage location, and identity resolution do not create new
verbs. Those properties are represented by JOSE headers, trust
profiles, or extensions.

Core Event nhject

A JEP event is a JSON object. Producers MJST emt event objects that
are conpatible with 1-JSON [ RFC7493] and JSON [ RFC8259]. Producers
MUST NOT emit duplicate JSON nmenber nanmes. Verifiers MJIST reject
events containing duplicate JSON nenber nanes.

The "jep" menber identifies the wire-format mmjor version and is
fixed as the string "1" for this specification. The Internet-Draft
revision nunber is not the wire-format version.

The top-level extensibility mechanismis the "ext" menber. Producers
SHOULD NOT define new top-level menbers outside this specification
unl ess those menbers are defined by a future JEP revision or a

regi stered JEP extension that explicitly updates the top-level event
obj ect.

The foll owi ng top-1evel nenbers are used by JEP:

TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Menber | Status | Description |
Focmmnaaann S TR . +
| jep | REQURED | Wre-format version. MJST be "1". |
| verb | REQURED | One of "J", "D', "T", or "V'. |
| who | REQURED | Actor identifier. |
| when | REQURED | Unix timestanmp in seconds. |
| what | Conditional| Digest of related content, descriptor, or |
| | | report. |
| nonce | REQU RED | UU Dv4 nonce. |
| aud | RECOMVENDED| | ntended recipient or audience. |
| ref | Conditional| Reference to a related JEP event or chain.|
| ext | OPTI ONAL | Extension object. |
| ext_crit | OPTI ONAL | Critical extension identifier list. |
| sig | REQURED | Detached JW5 signature. |
TRy - TR +

The "when" value is a JSON integer representing seconds since the Unix
epoch. It MJIST be within the exact integer range permtted by |-JSON.

The "what" nenber:

*  MJST be a non-null algorithmtagged digest string for J, D, and T
events.

* NMAY be null for V events when the event records only that a
verification action occurred.

* SHOULD be a non-null algorithmtagged digest string for V events
that record a verification result or report.



The "ref" nenber:
*  SHOULD be null for root J events.

* SHOULD reference the relevant prior event or lifecycle event for D
and T events.

*  MJST be non-null for V events and SHOULD contain the event hash of
the event being verified.

The "aud" menber is RECOMMENDED for acceptance validation. |If present,
it MIUST be included in the signed payl oad and MJST be checked by an
acceptance val i dator agai nst the expected recipient or audi ence.

.4. Al gorithm Tagged Di gest Strings

JEP uses algorithmtagged digest strings for "what", "ref", event

hashes, and extension integrity fields.
The syntax is:
<hash-al gorithm ":" <l owercase-hex-di gest>

The hash algorithmidentifier MJUST be | ower-case ASCII. The digest
val ue MUST be | ower-case hexadeci nal .

| mpl enent ati ons conforming to JEP-Core-1 MJUST support "sha256". A
sha256 di gest string contains exactly 64 hexadeci mal characters after
the col on.
Exanpl e:

sha256: 3a6eb0790f 39ac87c94f 3856b2dd2c5d110e6811602261a9a923d3bb23adc8b7
Depl oyment s MAY define additional digest algorithms, such as regiona
or post-quantum adj acent profiles, if the algorithmidentifier, digest
| ength, and verification rules are specified by the applicable trust
profile or regi stered extension.
This syntax is defined by this document for JEP interoperability.
.5.  Event Hashes and Reference Senmantics
The event hash of a JEP event is calculated as foll ows:

event _hash = sha256( UTF8(JCS(full _signed_event)))

where "full _signed_event” is the conplete JEP event object including
the "sig" nmenber.

The textual representation of the event hash is the algorithmtagged
di gest string:

sha256: <l ower case- hex- di gest >
The signing input and the event hash are intentionally different:

* The signing input is the unsigned event with "sig" onitted.

* The event hash identifies the full signed event with "sig" included.
The "ref" nmenber SHOULD contain the event hash of the referenced JEP

event unless a registered extension or trust profile explicitly defines
anot her reference schene.



A reference chain proves cryptographic |inkage between event objects.
It does not by itself prove that the chain is conplete, append-only,
free fromoni ssion. Append-only |og semantics, transparency |ogs, or
storage-| evel guarantees are outside the JEP core scope.

.6. Signing Input and Signature Container

JEP uses JSON Canonicalization Schene (JCS) [RFC8785] and JSON Wb
Signature (JW5) [RFC7515].

To create a JEP signature, a producer MJST performthe follow ng
st eps:

1. Construct the unsigned event object with all top-level nenbers
except "sig".

2. Canonicalize the unsigned event object using JCS

3. Encode the canonicalized unsigned event as UTF-8 octets. These
octets are the JEP signing payl oad.

4. Supply the JEP signing payload as the JWS Payl oad.
5. Create a detached JW5 over that payl oad according to JW5 rul es.
6. Insert the detached JW5s5 into the "sig" nenber.
For JW5 Conpact Serialization, the detached payload formis used by
replacing the second segnment with the enpty string. The resulting
compact representation has the form

BASE64URL(Protected) || "." || "." || BASE64URL(Si gnhature)
For JW5 JSON Serialization, the detached payload formis used by

omtting the "payl oad" menber. The omitted payload is the JEP signin
payl oad.

or

g

For single-signature JEP-Core-1 events, "sig" SHOULD be a detached JWs

Conpact Serialization string. For nulti-signature or conposite
signature profiles, "sig" MAY be a detached JW5 JSON Serialization
obj ect or another registered signature container defined by an
applicable profile.

The JWS Protected Header MJST contain "alg". The "alg" value "none"
MUST NOT be used. The JWS Protected Header SHOULD contain "kid".

A JEP-Core-1 producer MJST use the fully specified JOSE al gorithm
identifier "Ed25519" for Ed25519 signatures. A JEP-Core-1 verifier
MJUST support "Ed25519". A verifier MAY accept |egacy "EdDSA" under a
| ocal conpatibility policy, but producers SHOULD NOT enmit "EdJDSA" for
JEP-Core-1 events.

A verifier MIST reject an event if the JOSE algorithmis unsupported,
prohi bited by local policy, inconsistent with the resol ved
verification key, or inconsistent with a critical cryptographic

ext ensi on.

.7. Key Resolution and Trust Profiles

JEP does not define a global identity or trust franework.

The "who" nenber identifies the actor that clainms to have generated
the event. The JWS "kid" header identifies the verification key used
for the signature.

A verifier MJST resolve "who" and "kid" to a verification key
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according to an applicable trust profile. A trust profile MAY use DID
resol ution, JWKS, X 509 certificates, public key hashes, |oca
configuration, or another mechani sm

A verifier MIST reject an event if the resolved key is not bound to
the actor identified by "who" under the applicable trust profile.

Trust profiles SHOULD defi ne:

* Supported actor identifier formns.

* Key identifier syntax and key di scovery.

* Binding rules between "who" and "kid".

* Key rotation handling.

* Revocation handli ng.

* Historical key validity for archival validation

* Accepted al gorithnms and al gorithm downgrade policy.
8. Anti-Replay and Validati on Mdes

Event initiators MJST generate a fresh UU Dv4 nonce [ RFC9562] for each
event. Nonces MJST be generated using a cryptographically secure
random source

For acceptance validation, a receiver MIST maintain a replay cache.
The repl ay cache scope MJST include "who" and "nonce". If "aud" is

present, the replay cache scope SHOULD i nclude "aud" as well

Unl ess ot herwi se configured by a trust profile, a freshness w ndow of
plus or minus 300 seconds is RECOMMENDED for acceptance validation

8.1. Acceptance Validation

Acceptance validation is used when a receiver decides whether to
accept a newy received event.

A verifier perform ng acceptance validati on MIJST:

1. Parse and validate the JSON event structure, including rejection
of duplicate nenber nanes.

2. Validate top-level field requirements for the event verb
3. Reconstruct the unsigned event by omtting "sig".
4. Canonicalize the unsigned event using JCS

5. Verify the detached JW5 signature using the reconstructed JEP
si gni ng payl oad.

6. Resolve "who" and "kid" according to the applicable trust profile.
7. Verify nonce uniqueness within the replay cache.

8. Verify that "when" falls within the configured freshness w ndow.
9. Verify "aud" if present.

10. Verify "what" and "ref" syntax if present.

11. Process all extensions listed in "ext _crit".



12. Apply local verifier policy.
2.8.2. Archival Validation

Archival validation is used when a verifier evaluates a previously
recorded event.

A verifier perform ng archival validation MJST:

1. Parse and validate the JSON event structure, including rejection
of duplicate menber nanes.

2. Validate top-level field requirenents for the event verb
3. Reconstruct the unsigned event by omtting "sig".

4. Canonicalize the unsigned event using JCS

5. Verify the detached JW5 signature using the reconstructed JEP
si gni ng payl oad.

6. Verify the event hash if an expected event hash is supplied.
7. Verify "ref" chain integrity if applicable.

8. Resolve historical key validity according to the applicable trust
profile, if such information is avail abl e.

9. Process all extensions listed in "ext_crit".
10. Apply local verifier policy.

Archival validation MJST NOT reject an event sol ely because "when" is
outside the current freshness w ndow.

2.9. Ext ensi on Franewor k

Extensi ons are represented by the optional "ext" nenmber. The "ext"
menber is a JSON object. Each nenber nane inside "ext" is an extension
identifier.

The optional "ext_crit" nmenber is an array of extension identifiers
that are critical to validation or interpretation

The "ext" and "ext _crit" nenbers, when present, are included in the
JEP si gni ng payl oad.

If a verifier encounters an extension listed in "ext_crit"” that it
does not understand or cannot process, it MJST reject the event.

If a verifier encounters an extension not listed in "ext _crit" that it
does not understand, it MAY ignore that extension

Extension identifiers are stable identifiers. They are not required
to be dereferenceable.

Exanpl e:
{

"ext": {
"https://jep.org/ttl": {
"expires_at": 1774567890,
"expiry_action": "del ete plaintext_retain_hash"
}
} i)



"ext_crit": [
"https://jep.org/ttl"
]
}

2.10. Standard Extensions

This section defines standard JEP extensions. Each extension is
optional unless listed in "ext_crit" or required by a trust profile.

2.10.1. Digest-Only Anonynity Extension
Identifier: https://jep.org/priv/digest-only
Pur pose: support pseudonynous actor or subject representation while
enabling traceability under a depl oynment-defined dispute or audit
process.
Exanpl e:
"https://jep.org/priv/digest-only":

"identity_digest": "sha256:0123456789abcdef 0123456789abcdef 0123456789abcdef 0123456
789abcdef ",

"di gest _al g": "sha256",

"salt_hol der": "did:exanple:escrow 1",
"salt_policy": "profile: exanpl e-di spute-resol ution-v1",
"domai n": "actor"

}
}

The "identity digest" field MIJST be an al gorithmtagged di gest string.
The "domain" field SHOULD identify the digest domain, such as "actor"
or "subject", to support donmain separation

Thi s extension supports pseudonym zation. It does not guarantee |ega
anonymty. Privacy depends on salt confidentiality, salt entropy,
dommi n separation, and the entropy of the underlying identifier

2.10.2. Milti-Signature Extension
ldentifier: https://jep.org/mltisig

Pur pose: record coll aborative decisions or approvals involving
multiple parties, enabling distributed accountability.

Exanpl e:

"https://jep.org/multisig": {
"mode": "threshol d",
"threshol d": 2,
"participants": [

"di d: exanpl e: a#key- 1",
"di d: exanpl e: b#key- 1",
"di d: exanpl e: c#key- 1"
]
}
}

If this extension is listed in "ext_crit", a verifier MJST verify that
at least "threshold" valid signatures over the same JEP signing payl oad
correspond to the participant |ist.

Acritical nultisig event MJUST use JW5 JSON Serialization or another
regi stered signature container capable of representing multiple



signatures over the sane JEP signing payl oad.
2.10.3. Tine-to-Live Extension
Identifier: https://jep.org/ttl

Pur pose: express lifecycle nmetadata for plaintext data or |inked
evi dence.

Exanpl e:

"https://jep.org/ttl": {
"expires_at": 1774567890,
"expiry_action": "del ete plaintext_retain_hash",
"retai ned_evidence": "sha256:0123456789%9abcdef 0123456789abcdef 0123456789abcdef 01234
56789abcdef "
}
}

The "expires_at" field is a Unix tinestanp in seconds. The
"expiry_action" field describes a declared action, such as
"del ete_pl ai ntext _retain_hash" or

"anonym ze_pl ai ntext _retai n_hash".

TTL netadata can support data-retention workflows. JEP does not
guar ant ee physical deletion, |legal conpliance, or fulfillnment of any
particul ar data-subject right.

2.10.4. Sovereign Storage Extension
Identifier: https://jep.org/storage

Purpose: identify where related content or evidence nay be stored,
whi | e decoupling JEP fromany particul ar storage vendor

Exanpl e:

"https://jep.org/storage": {
"adapter_type": "uri",
"storage_address": "https://storage. exanpl e/ obj ect/ 123",
"integrity_hash": "sha256:0123456789abcdef 0123456789abcdef 0123456789abcdef 01234567
89abcdef ",
"jurisdiction": "optional-string"
}

}

This extension identifies storage nmetadata. JEP does not endorse or
val i date any storage provider, jurisdiction, or data sovereignty claim

2.10.5. Subject Reference Extension
ldentifier: https://jep.org/subject

Purpose: identify the subject of a decision to inprove traceability
transparency.

Exanpl e:

"https://jep.org/subject”: {
"id_type": "did",
"id": "did:exanpl e: user-123",
"privacy_node": "plaintext"



}

Exanpl e usi ng pseudonynous representation

"https://jep.org/subject”: {
"id_type": "salted_digest",
"id": "sha256:0123456789abcdef 0123456789abcdef 0123456789abcdef 0123456789%abcdef ",

"privacy_node": "pseudonynous"
}
}
A subject reference is informational. It does not inply consent,
aut hori zation, |legal responsibility, or correctness of the referenced
identity.

2.10.6. Cryptographic Profile Extension
ldentifier: https://jep.org/crypto/profile
Pur pose: decl are cryptographic capabilities or preferences of an
i ssuer, system or event so that verifiers can discover signature
surface, canonicalization profile, and hash fam |y w thout changi ng
event verbs.

Exanpl e:

"https://jep.org/crypto/profile": {

"scope": "issuer",
"profile_id": "did: exanpl e: agent - 789#crypt o-profil e- 2026- 04",
"signature_capability": "conposite",
"signature_schenmes": |

"Ed25519",

" M_- DSA- 65"
1,
"conposite_rule": "all-of",
"canonicalization_profile": "jcs-rfc8785",
"hash _famly": [

"sha256"

1,
"valid_front': 1742340000,
"valid until": null
}
}

The "signature_capability" value MJST be one of the val ues registered
in the JEP Signature Capability Values Registry. Initial values are
"classical", "post_quantunt, and "conposite"

Absence of this extension neans that cryptographic capability is
undecl ared. Security-sensitive verifiers SHOULD apply | ocal policy
rat her than assumi ng undecl ared capability is equivalent to classica
capability.

The cryptographic profile extension is descriptive unless it is listed
in "ext_crit" or nmade normative by an applicable trust profile.

JEP does not require post-quantum cryptography. JEP does not
prescri be which signature capability a verifier nust accept.

"conposite" is distinct from"post _quantunm. The distinction reflects
a different cryptographic failure nodel, not nerely a nom nal security
| evel

Mul ti-signature and conposite signature are distinct mechani sms.



Mul ti-signature distributes accountability across multiple actors or
keys. Conposite signature conbines nultiple cryptographic schenes for
a single issuer or signing identity. Inplenentations MIUST NOT treat a
mul tisig threshold rule as equivalent to a conposite cryptographic
rul e unless an applicable profile explicitly defines such equival ence.
2.11. Conformance Profiles
2.11.1. JEP-Core-1
A JEP-Core-1 producer MJST generate events with:
* "jep" equal to "1".
* Averb equal to "J", "D', "T", or "V'.
* 1-JSON conpati bl e JSON.
* JCS canoni cal i zati on.
* Detached JW5 Conpact Serialization for single signatures.
* JOSE "al g" equal to "Ed25519".
* Al gorithmtagged digest strings using "sha256".
* UU Dv4 nonces.
* Correct event hash and "ref" semantics when references are used.

* "ext" and "ext_crit" semantics when extensions are present.
A JEP-Core-1 verifier MJST support:
* Parsing and validation of JEP event objects.
* Duplicate JSON nenber rejection.
* JCS canoni cal i zati on.
* Detached JW5 Conpact Serialization verification.
* JOSE "al g" equal to "Ed25519".
* Algorithmtagged digest strings using "sha256".
* UU Dv4 nonce syntax.
* Event hash cal cul ati on.
* Acceptance validation.
* Archival validation.
* Unknown critical extension rejection.
2.11.2. JEP-Miltisig-1
A JEP-Multisig-1 inplenmentati on MUST support:
* The https://jep.org/multisig extension.

* JWS JSON Serialization for nultiple signatures over the sane JEP
si gni ng payl oad, or another registered equival ent container.

* Threshol d validation.



* Participant key binding according to the applicable trust profile.
2.11.3. JEP-Crypto-Profile-1

A JEP-Crypto-Profile-1 inplenmentati on MJST support:

* The https://jep.org/crypto/profile extension

* "signature_capability".

* "signature_schenes".

* "canonicalization_profile".

*  "hash_fam|y".

* "scope".
2.11. 4. JEP-PQC-1

JEP-PQC-1 is an optional deploynent profile. It is not part of
JEP- Core-1.

A JEP-PQC-1 profile SHOULD use registered JOSE algorithmidentifiers
for post-quantum signatures, such as M.-DSA algorithmidentifiers
registered for JOSE. The profile MJST define verification rules,
accepted al gorithns, key representation, and downgrade policy.

2.11.5. Regional Cryptographic Profiles

Regi onal cryptographic profiles MAY define additional algorithms,
digest identifiers, or key resolution rules, such as SM2/ SMB profiles.
Such profiles MJUST define their algorithmidentifiers, digest syntax,
key representation, and verifier policy sufficiently for independent

i mpl ement at i on.

3. Security and Privacy Considerations
3.1. Core Security Properties

A valid JEP signature proves that the signed event payl oad was signed
by a key resol ved under the applicable trust profile. It does not
prove that the event content is true, legally effective, authorized,
conpliant, or conplete.

The "sig" menber protects event integrity for all signed fields in the
unsi gned event, including "ext" and "ext_crit" when present. Any
nodi fication to those fields invalidates the signature.

The "event hash" identifies a particular full signed event object. It
does not prove that no other event was onmitted froma | og.

JEP does not provide confidentiality. Sensitive data requires
transport protection, object encryption, JWE [ RFC7516], or anot her
confidentiality control

3.2. Threat Mdel and Non-Goal s
Repl ay attacks:
Accept ance val i dators MJST enforce nonce uni queness within the
configured replay cache and freshness w ndow.

Archival validation:
Archival validators MJST NOT reject an event solely because it is



outside the current freshness w ndow.

Al gorithm downgr ade
Verifiers MJST enforce | ocal algorithmpolicy and reject prohibited
or unsupported al gorithmns.

Ext ensi on downgr ade
Critical extensions listed in "ext_crit" MJST be understood and
processed. Unknown critical extensions MJST cause rejection

Key conprom se
Key comprom se, rotation, and revocation are handl ed by trust
profiles. JEP does not define a gl obal revocation system

Identity substitution:
Verifiers MJST ensure that the resolved "kid" is bound to "who"
according to the applicable trust profile.

Log truncati on and om ssi on:
JEP references can |ink events but do not guarantee append-only
| oggi ng, conpl et eness, or non-equi vocation

Ti mest anp mani pul ati on:
The "when" value is an actor-supplied tinestanp. Trust profiles or
external tinmestanping systens can provide stronger tine evidence.

Legal and policy decisions:
JEP records verifiable event evidence. It does not determ ne | ega
liability, consent, authorization validity, delegation validity, or
regul atory conpli ance.

3.3. Verification Limts under Partial Cbservation

A JEP event can be structurally valid and signature-valid while stil
being insufficient to determ ne an external target fact. |In partially
observed causal systens, nultiple real histories can yield the same
observed | og projection while differing on the target fact of interest
[ TARGET- DETERM NABI LI TY]

Verifiers therefore need external evidence policies, trust profiles,
and donai n-specific procedures when using JEP events for audit,
accountability, or dispute-resolution decisions. Archival validation
checks the integrity and |inkage of recorded events; it does not
establish that the avail abl e observations are conplete or

determ native

3.4. Extension Security Considerations

Di gest-only anonymity:
Privacy depends on salt confidentiality, salt entropy, domain
separation, and identifier entropy. Lowentropy identifiers can be
vul nerable to dictionary attacks.

Mul ti-signature
I mpl enent ati ons need to protect against malicious key substitution,
participant-list anbiguity, and threshol d downgrade.

TTL:
TTL declares lifecycle nmetadata but does not enforce physica
deletion. Deletion workflows can retain verifiable hashes or | ogs,
dependi ng on policy.

St or age:
Security of external storage is outside the JEP core scope
Storage integrity SHOULD be checked using digest fields.



3.

4.

4.

4.

5.

1.

2

Subj ect reference:
Subj ect references can expose personal or sensitive information
Depl oyers SHOULD mini ni ze subject identifiers and use pseudonynous
representati ons when appropri ate.
Crypt ographic profile:
A cryptographic profile can help verifiers discover algorithm
capability, but it does not replace actual signature verification
or local algorithmpolicy.
Privacy and Data M nim zation
Depl oyers SHOULD mininmze directly identifying information in event
objects. Wen direct identifiers are not required, deployers SHOULD
consi der digest-only or pseudonynbus extensions.

The subject reference extensi on SHOULD be enabl ed only when necessary
to support transparency, auditability, or dispute resolution

TTL netadata can support retention workflows but MJST NOT be descri bed
as a guarantee of |egal conpliance or physical deletion
I ANA Consi derations
JEP Verbs Registry
I ANA is requested to create the "JEP Verbs Registry".
The registration policy is | ETF Review.
New verb regi strations are NOT RECOWENDED. A new verb registration
requires an RFC that updates this specification and explains why the
senant!cs cannot be represented by an existing verb plus a registered
ext ensi on.
Regi stration tenplate:
*  Val ue:
*  Nane:
* Description:
* Reference
* Change controller
* Security considerations

* Privacy considerations:

Initial registrations:

R, R o e e e e e e e e e e aa o - T +
| Value | Nane | Description | Reference |
Fomm o - Fom e o m e e e e e e e aaao o oo +
| J | Judge | Decision-related action | This docunent

| D | Delegate | Delegation claim | This document |
| T | Termnate | Termination claim | This document |
| V | Verify | Verification action or result | This document |
AR, S o mm e e e e e e a— oo oo S +

JEP Extensions Registry

I ANA is requested to create the "JEP Extensions Registry".



The registration policy is Specification Required [ RFC8126].

Regi stration tenpl ate:

* Extension identifier:

* Short nane:

* Description:

* Specification UR:

* Citicality allowed: yes/no
* Required fields

*  (Optional fields:

* Validation inpact:

* Security considerations
* Privacy considerations:

* Change controller

Initial registrations:

htt ps:
htt ps:
ht t ps:

| .org/priv/digest-only
I

I

| https:

|

I

.org/multisig
.org/ttl

.org/ storage

. org/ subj ect
.org/crypto/profile

ht t ps:
htt ps:

di gest-only
mul tisig

ttl

st or age

subj ect
crypto-profile

JEP Signature Capability Val ues Registry

docunent |
docunent |
docunent |
docunent |
docunent |
docunent |

I ANA is requested to create the "JEP Signature Capability Val ues

Regi stry".

The registration policy is Specification Required [ RFC8126].

Regi stration tenplate:
*  Val ue:

* Description:

* Reference

* Security considerations

Initial registrations:

o m e e e oo - o m e e e e e e e e e e e e e e e e e e o o m e e e oo -

| Val ue | Description | Reference

S o e e e e e e e e e e m e ao- - S
cl assi cal Uses non-post-quantum si gnature Thi s docunent

I I
| | schenes.
| post_quantum |

| conposite |

Uses post-quantum si gnature schenes.
Conbi nes nul tiple cryptographic

I
I
| This docunent
| This docunent



| schemes under a defined verification |
| rule. |

JEP Conformance Profiles Registry

ANA is requested to create the "JEP Conformance Profiles Registry".

The registration policy is Specification Required [ RFC8126].

Regi stration tenpl ate:

*

[

[

[

[

[

[

[

Profil e nane:

Descri pti on:

Requi red features:

Speci fication URI:
Security considerations:
Privacy consi derati ons:

nitial registrations:

---------------------- I
Profil e Nane | Description | Reference |
---------------------- T T LT T T
JEP-Core-1 | Core event interoperability | This docunent |
JEP-Mul tisig-1 | Multisignature extension | This document |
JEP-Crypto-Profile-1 | Crypto profile extension | This docunent |
---------------------- e T T Ty
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Appendi x A.  Exanpl es and Test Vectors
Thi s appendi x provides a signed JEP-Core-1 exanple. The test vector
uses fixed Ed25519 private keys for reproducibility. Production
systens MJUST NOT use these keys.

A. 1. Public Keys

Actor public JVK



"kty": "OKP",

"crv": "Ed25519",

"kid": "did:exanpl e: agent - 789#key- 1",

“x": "ABEHv_POEL4dcNOY50vAMW k1j CbpQLf Hdy GZBJVMbg"

Verifier public JVWK

"kty": "OKP',

"crv": "Ed25519",

"kid": "did:exanpl e:verifier-123#key-1",

"x": "Kay64UGByvCyLhqUO0OLxzYeUnDL_hLI | 5S8kyKwhdc"

A. 2. Signed Judgnent Event

The foll owi ng event uses detached JW5S Conpact Serialization in "sig
.,
“jep": "1,
"verb": "J",
"who": "did: exanpl e: agent - 789",
"when": 1742345678,
"what": "sha256: aa55ad4393538f 14e6b4961dela29216eed93517ch6c2631ab6a5ee75edb3b7a",
"nonce": "f47aclOb-58cc-4372-a567-0e02b2c3d479",
"aud": "https://platformexanple.coni,
"ref": null,
"ext": {
"https://jep.org/crypto/profile": {
"scope": "issuer",
"signature_capability": "classical",
"signature_schenmes": |
"Ed25519"
1,
"canonical i zation_profile": "jcs-rfc8785",
"hash_fam ly": |
"sha256"
]
}
}

"1ig": "eyJhbCGeci O JFZDI INTES5I i wi a2l ki j oi ZA kOnWV4YWLwbhbGU6 YW bnQ Nzg51 2t | eSOxI n0. . t oFmDe
HSPXi Sdy3CVMBUOHXMB3b3JAC) y OVBhj dx MANXB85nt dx US74a4G0bZ- ahFKNVDoKTEXWKOUNPf YRBA"

}

Event hash:
sha256: 1ea7989431a7f 21cf cd5300284c4f 6dcdcf f 885ba004942654aeb5916ddf 2558
A.3. Signed Verification Event

The followi ng V event references the event hash of the judgnent event:

"jep": "1",

"verb": "V',

"who": "did: exanpl e:verifier-123",

"when": 1742345680,

"what": "sha256:11433ad3dd3794f 3607bef 1c13b5a68939df 8753dbcf 4b79ebe66f 64010b8e25",

"nonce": "alb2c3d4-5678-4abc- 8ef 0- 123456789%abc",

"aud": "https://platform exanple.cont,

"ref": "sha256: 1ea7989431a7f 21cf cd5300284c4f 6dcdcf f 885ba004942654aeb5916ddf 2558",

"sig": "eyJhbCGci O JFZDI INTESI i wi a2l klj oi ZE kOmWv4YWLwbGUedmvyaWzZpzZXI t MT1 zI 2t | eSOx1 n0. . Up
BOJKwt HYXvcr GeBd8EFJSENOI E5¢c_s9Yy 6 QRdgboDDysq5EFPd3G420xb SRSVNn4z4h4aW KNOk YK7m gnDQ"

}



Event hash:
sha256: 34af f e990f 7f 09e5a623f 66f 80d318f ad861346f c2064d8a454f f 512a30738c8

A. 4. Canonicalization Note

To verify the exanples, renove the "sig" menber, canonicalize the

remai ni ng event object using JCS, and supply the resulting UTF-8 octets

as the detached JWS payl oad. Reconstruct the JW5 signing input

according to RFC 7515.
Appendi x B. Changes from -04

The foll owi ng maj or changes were nmade from
draft-wang-j ep-j udgnent - event-protocol -04 to this revision

* Carified the JEP signing input and adopted detached JW5 semanti cs.
* Defined event hash cal cul ati on and reference senanti cs.
* Split validation into acceptance validation and archival validation

* Carified required, recomended, optional, and verb-specific
fields.

* Repl aced anbi guous nul ti hash | anguage with al gorithmtagged
di gest strings.

* Added key resolution and trust profile requirenents.
* Added "ext" and "ext_crit" extension contai ner senanti cs.
* Added mininmal schenas for standard extensions.

* Added the cryptographic profile extension for signature capability,
canoni cal i zation profile, and hash famly.

* Distinguished nulti-signature from conposite signature.
* Added conformance profiles.
* Expanded security and privacy considerations.

* Added an informative reference and security-boundary note on
target determinability under partial causal observation

* Expanded | ANA registration tenplates and expert gui dance.

* Updated normative and informative references.
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