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Abst ract

Thi s docunent defines the Judgnent Event Protocol (JEP) — a mninmal,
verifiable log format for decision-related operations in agent systens.
The protocol specifies four i mutable event verbs (J, D, T, V), a

signed JSON event structure with anti-replay protection, and standardi zed
signature verification rules. This protocol enables interoperability
across platforns and aut ononobus agents.

Optional standard extensions are provided for privacy protection,
accountability distribution, data |ifecycle nmanagenent, and data
soverei gnty adaptation.
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference materi al
or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 30, 2026.
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1. Introduction
1.1. Motivation

As autonompous Al agents operate across platfornms and donains, there is
a growi ng need for a mniml, standardized, and secure format to record
and verify decision-making actions. The Judgnent Event Protocol (JEP)
addresses this need by providing a |ightweight, verifiable, and

i nt eroperabl e event | ogging capability.

The protocol is designed to adapt to diverse cultural, |egal, and
political environnents. Optional extensions address privacy protection,
shared accountability, data |ifecycle nmanagenent, and data sovereignty
requi renents, enhancing the protocol’'s deployability across jurisdictions.

1.2. Scope
JEP defi nes:

- Four imutable core decision event verbs (J, D, T, V)
- A nminimal signed event format

- Anti-replay protection using nonce and timestanp

- Standardi zed signature and verification procedures

- A nodul ar optional extension framework

JEP explicitly does NOT define:

- Accountability systens or legal liability determination rules

- Authorization delegation validity or perm ssion chain constraints
- State machine or lifecycle enforcenment |ogic

- Governance rul es or business conpliance determ nation

1.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.4. Term nol ogy

- Event: A single observable record of a decision-related action

- Actor: The entity that generates and signs an event

- Nonce: A unique identifier used to prevent replay attacks

- Verifier: An entity that validates event signatures and | egitinmacy
2. Protocol Model

2.1. Event Verbs

JEP defines four inmmutable core verbs:



J (Judge): Initiate a new decision

D (Del egate): Transfer decision authority to another actor
- T (Terminate): Close the decision |lifecycle

V (Verify): Verify the authenticity of an existing event

Verify events (V) SHOULD use the ref field to reference the target event,
avoi ding circul ar dependenci es and semantic anbiguity.

2.2. Core Event Format
A valid JEP event MJUST contain the follow ng top-level fields:

- jep: Protocol version (fixed as "1")

- verb: Verb enuneration (J, D, T, V)

- who: Actor identifier (URI/DI DO public key hash)

- when: Unix tinmestanp (seconds since epoch)

- what: Cryptographic nultihash of decision content. Inplenentations
SHOULD support common hash functions such as SHA-256 and SMB,
and encode the hash with its algorithmidentifier (e.g., "sha256:",
"snB:") as per RFC 9122.

- nonce: UU Dv4 globally unique identifier

- aud: Intended recipient (domain/identifier, RECOMVENDED)

- sig: Digital signature over canonicalized JSON

- ref: Reference to related event hash/1D, used for chain |inking
(OPTIONAL) . This field MAY be used with any verb to build event chains,
and SHOULD be null for root events.

Exanpl e Judgnent Event:

.
"jep": "1",
"verb": "J",
"who": "did: exanpl e: agent - 789",
"when": 1742345678,
"what": "sha256: e8878aa%9a38f 4d123456789abcdef 01234",
"nonce": "f47acl0b-58cc-4372-a567-0e02b2c3d479",
"aud": "https://platform exanple.cont,
"ref": null,
"sig": "eyJhbCeci O JFZERTQSJO. .. "
}
Exanpl e Verify Event with Chain Reference:
.,
"jep": "1",
"verb": "V,

"who": "did: exanpl e:verifier-123",

"when": 1742345680,

"what": null,

"nonce": "alb2c3d4-5678-4abc-8ef 0- 123456789abc",
"aud": "https://platformexanple.coni,

"ref": "sha256: e8878aa9a38f 4d123456789%abcdef 01234",
"sig": "eyJhbCei G JFZERTQSJO. .. "

2.3. Anti-Replay Mechani sm

Event initiators MJUST generate a new UU Dv4 nonce for each event
Nonces MJST be generated froma cryptographically secure random source
Recei vers MUST cache nonces and reject duplicates

Unl ess ot herwi se configured, a clock skew tol erance of =5 m nutes
(300 seconds) is RECOMVENDED

Use of the aud field to bind events to specific recipients is
RECOMMENDED t o reduce attack surface
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2.4. Signature and Verification Rul es



The protocol relies on

- JSON Canoni calization Schenme (JCS | RFC 8785)
- JSON Wb Sighature (JW5 | RFC 7515)

Verification Steps:

Parse and validate JSON structure

Verify JW5 signature validity using the actor’s public key
Verify nonce uni queness (no repl ay)

Verify timestanp falls within the all owed w ndow

Verify recipient matches if aud field is present

Verify ref format conpliance if present

Return "valid/invalid" result

Noakwhe

2.5. Deploynment Adaptation Standard Extensions

Al'l extensions MAY be registered with | ANA. Extensions are designed to be
nodul ar and non-i ntrusive.

2.5.1. Digest-Only Anonymity Extension (Privacy)

Identifier: https://jep.org/priv/digest-only

Pur pose: Pseudonym zation of actor identities during nornmal operation,
with the ability to trace back to the original identity via a trusted
salt hol der during disputes or audits.

Core Fields: Salted identity hash, trusted salt holder identifier.

Characteristics: ldentity cannot be reversed without the salt; signatures
ensure digest authenticity.

2.5.2. Milti-Signhature Extension (Accountability Distribution)
ldentifier: https://jep.org/multisig

Pur pose: Record col |l aborative decisions anong multiple parties,
enabling distributed accountability.

Core Fields: Signature threshold, participant |ist, aggregate signature.

Characteristics: Events are considered valid only when the threshold
nunber of valid signatures is net.

2.5.3. Tine-to-Live Extension (Data Tineliness)
Identifier: https://jep.org/ttl

Purpose: Set expiration tine for plaintext data, with automatic
anonymi zati on or del etion upon expiry, retaining only the evidence hash

Core Fields: Expiration timestanp, expiry handling policy.
2.5.4. Sovereign Storage Adaptation (Data Sovereignty)
Identifier: https://jep.org/storage

Pur pose: Decoupl e the protocol from specific storage vendors, allow ng
users to independently choose storage |ocations to ensure data sovereignty.

Core Fields: Storage adapter type, storage address, integrity hash

2.5.5. Subject Reference Extension (Transparent Traceability)



ldentifier: https://jep.org/subject

Purpose: Explicitly identify the subject of a decision to enhance
traceability transparency.

Privacy Protection Methods:

- The id field MAY contain: plaintext DID/ public key hash, salted
identity digest, or be onmtted

- In privacy node, id MJUST use an irreversible hash and MUST NOT
contain plaintext PlI

- MAY be conbined with TTL extension for automatic expiry or
anonym zati on

Fi el ds:
- id: URI, DD salted hash digest, or enpty

3. Security and Privacy Considerations
3.1. Core Security QGuarantees

- Replay Protection: Nonce uniqueness is enforced; duplicate events are
rejected

- Tanper Resistance: Full event cryptographic signature; any nodification
i nval i dates the signature

- Confidentiality: The protocol does not provide encryption; sensitive
data MJUST be transmitted via TLS or JVE

- Algorithm Conpatibility: Ed25519 is RECOMVENDED for general use.
| mpl enent ati ons MAY al so support P-256, SM2, and post-quant um
cryptography to nmeet regional conpliance requirenents or specific
security policies.

- Randommess: Nonces MJST be generated from cryptographically secure
random sour ces

3.2. Extension Security Specifications

- Digest-Only Anonymity: Privacy depends on salt confidentiality; |oss
of salt permanently prevents traceability

- Multi-Signature Security: |nplenmentations MJST protect against
mal i ci ous key attacks

- TTL Tineliness: TTL declares expiration policy but does not enforce
physi cal deletion; deletion operations SHOULD retain verifiable |ogs

- Sovereign Storage: Security of external storage is outside JEP's core
scope

- Subject Reference: This is purely informational and does not inply
consent or authorization fromthe referenced subject

3.3. Privacy and Data M nim zation

- Digest-only anonymty node SHOULD be used for routine |ogging

- TTL extension SHOULD be used to conmply with "right to be forgotten"
and data retention regul ations

- Subj ect reference extension SHOULD be enabl ed only as needed to avoid
unnecessary identity exposure

4. |1 ANA Consi derations

4.1. JEP Verbs Registry

I ANA is requested to create a "JEP Verbs Registry". Registration policy:
Expert Revi ew.

Initial Registrations:

| J | Initiate a decision |



D | Transfer decision authority |
| T | Termi nate decision lifecycle
| V | Verify an existing event |

4.2. JEP Extensions Registry

IANA is requested to create a "JEP Extensions Registry". Registration
policy: Specification Required.

Initial Registrations:

- https://jep.org/priv/digest-only
- https://jep.org/multisig

- https://jep.org/ttl

- https://jep.org/storage

- https://jep.org/subject
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